access to specific resources for a limited amount of time. The users receive membership in ad-
ministrative groups on request, and after a preset time limit, the group memberships expire.

In addition to limiting user access to administrative credentials, PAM also protects those
credentials by storing them in an isolated bastion forest, where it is possible to implement
security measures that would be impractical in a production forest.

Hardware and software requirements

Because it requires a separate bastion forest, PAM requires you to deploy at least one ad-
ditional computer running Windows Server as a domain controller, and a member server that
functions as the PAM server. These can be physical computers or virtual machines that are
accessible to the rest of your network. The assumption is that you already have a production
network that includes at least one domain controller plus user workstations. Thus, the basic
configuration for the PAM deployment is as shown in Figure 4-13.

Bastion Forest Production Forest

Domain ﬁ\: Domain
Controller - Controller
NS
Domain
Membership Membership

Workstations
PAM Server

FIGURE 4-13 Hardware configuration for a basic PAM deployment

As mentioned earlier, the recommended practice is to dedicate the systems in the bastion
forest to PAM functionality, and not use them for other applications or services. Therefore,
the bastion forest domain controller requires only minimal hardware configuration. Micro-
soft also recommends that you use dedicated workstations to administer the bastion forest
systems. Using a standard user workstation to administer highly secure systems puts the
administrative credentials at risk.
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