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Introduction

hen local area networks (LANs) first appeared in the business world, their

primary functions were to share files and printers. These are still critical ap-
plications for most business networks, but networks are able to provide many other
functions as well. Virtually all business owners want to provide their users with access
to the Internet and email, but they must be able to do so securely. Many businesses
also want to host their own websites and run specialized applications. Windows
Server 2008 R2 provides many of these functions, and other Microsoft products pro-
vide those that it does not provide. For example, Microsoft Exchange Server 2010 SP1
provides comprehensive email services and Microsoft SQL Server 2008 R2 provides a
robust database management environment.

Installing and configuring these Microsoft products usually requires a certain
amount of experience and expertise. Companies with the appropriate resources
purchase the products they need and hire IT personnel to install and maintain their
networks. However, there are a great many small businesses that cannot afford to
keep full-time IT people on staff, or even purchase some of the more expensive net-
working software products. It is for this reason that Microsoft developed the Small
Business Server 2011 product.

Microsoft Small Business Server (SBS) 2011 is a combination product that in-
cludes Windows Server 2008 R2, Exchange Server 2010, several other components,
and (optionally) SQL Server 2008 R2, all for an attractive price. Even more attractive
to the small business owner, however, is the fact that the product includes a setup
program that installs and configures all the software components at once, using a
standardized configuration that requires almost no user interaction.

In addition to the setup program, Windows SBS 2011 includes Windows SBS Con-
sole, a management program that provides simplified access to the most commonly
used administrative controls. The end result is a sophisticated network environment
that can support up to 75 users, and that many small businesses can afford to pur-
chase, deploy, and maintain without full-time professional IT talent.

Who This Book Is For

Windows Small Business Server 2011 Administrator’s Pocket Consultant is designed
to help new and relatively inexperienced network administrators deploy and main-
tain a Windows SBS 2011 network. However, experienced administrators who are
new to Windows SBS 2011 can also benefit.
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How This Book Is Organized

The book first takes you through the process of planning a small business
network, evaluating and purchasing the required hardware, installing Windows SBS
2011, and performing the required post-installation tasks. For first-time network
administrators, there is a chapter called “A Networking Primer” and a section called
“An Active Directory Primer,” which provide background information on basic net-
working and directory service concepts. More experienced administrators can skip
these sections or refer to them as needed.

Once you have planned, assembled, installed, and configured your network,
Windows Small Business Server 2011 Administrator’s Pocket Consultant takes you
through the process of administering the various network applications using the
tools provided with Windows SBS 2011. Windows Server 2008 R2, Exchange Server
2010, and SQL Server 2008 R2 are all large and complex products, each of which can
support a book of its own. In fact, there are separate Administrator’s Pocket Consul-
tants for all of these products available from Microsoft Press.

Because it would not be possible to provide comprehensive coverage of all the
Windows SBS 2011 components in one book of this size, Windows Small Business
Server 2011 Administrator’s Pocket Consultant concentrates primarily on the basic
administrative tasks you are likely to perform frequently, using the Windows SBS
Console and other tools that are exclusive to Windows SBS 2011. For example, the
book only covers the process of creating user and computer objects in Active Direc-
tory Domain Services (AD DS) using the Windows SBS Console, but you can also
create them using the Active Directory Users and Computers console.

Conventions Used in This Book

A variety of elements are used in this book to help you understand what you
need to know and to keep it easy to read.

= Note To provide additional details on a particular point that needs emphasis.
s Tip To offer helpful hints or additional information.

= Caution To warn you about potential problems you should look out for.

= More Info To point to more information on the subject.

= Real World To provide real-world advice when discussing advanced topics.

= Best Practice To examine the best technique to use when working with
advanced configuration and administration concepts.
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Support and Feedback

This section provides useful information about accessing any errata for this title,
reporting errors and finding support, as well as providing feedback and contacting
Microsoft Press.

Errata

We've made every effort to ensure the accuracy of this book and its companion
content. Any errors that have been reported since this book was published are listed
on our Microsoft Press site:

http.//www.microsoftpressstore.com/title/ 9780735651548

If you find an error that is not already listed, you can report it to us through the
same page.

If you need additional support, email Microsoft Press Book Support at
mspinput@microsoft.com.

Please note that product support for Microsoft software is not offered through
the addresses above.

We Want to Hear from You

At Microsoft Press, your satisfaction is our top priority, and your feedback our
most valuable asset. Please tell us what you think of this book at:

http://www.microsoft.com/learning/booksurvey

The survey is short, and we read every one of your comments and ideas. Thanks
in advance for your input!

Stay in Touch

Let us keep the conversation going! We are on Twitter:
http://twitter.com/MicrosoftPress
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Introducing Windows Small
Business Server 2011

= What's Included with Windows SBS 2011? 2
= Standard or Premium? 8

= Why Use Windows SBS 2011? 8

= What Can't Windows SBS 2011 Do? 11

®  What's New in Windows SBS 2011? 12

S imply put, a server is a software application that provides services or furnishes
resources to other computers. Although many organizations have computers
that are dedicated to server tasks, virtually any computer can function as a server.
If you use your Windows workstation to share files or a printer with other users,
your computer is acting as a server. Medium-size and large businesses typically
have multiple computers running various server applications. Separate computers
might function as file servers, mail servers, database servers, and so on. In addition
to its Windows Server products, Microsoft has a full line of server applications that
can provide virtually any service a business might need.

Purchasing these servers and licensing these server applications can be an
expensive proposition, as can learning to install and maintain them. For small
businesses, it is often not economically feasible to purchase the hardware, the
software, and the expertise needed to implement a full set of business server ap-
plications. This is where Windows Small Business Server (SBS) 2011 enters the pic-
ture. Windows SBS is a single product that bundles a comprehensive set of server
applications with the Windows Server 2008 R2 operating system and also provides
a simplified administration interface that enables a reasonably proficient Windows
user to manage all the server functions.



What's Included with Windows SBS 2011?

Windows SBS includes a number of Microsoft server applications; some are retail
products, and others are available as free downloads. Even in the case of a free
product, however, you benefit by obtaining it with Windows SBS in several ways,
including ease of installation and automated configuration.

Windows SBS 2011, as shown in Figure 1-1, is designed for use on a network that
consists of 1 server and up to 75 workstations. One primary server performs all the
infrastructure services required for the operation of the network. The Premium Add-On
(available as a separate product) provides the ability to install a second server and
run line-of-business (LOB) applications.

Windows SBS 2011 Windows SBS 2011
with Premium Add-On

Windows Server Windows Server Windows Server

2008 R2 Standard 2008 R2 Standard 2008 R2 Standard

Exchange Server Exchange Server SQL Server 2008

2010 Standard 2010 Standard R2 Standard for
Small Business

SharePoint SharePoint

Foundation 2010 Foundation 2010

Windows Server Update Windows Server Update

Services 3.0 Services 3.0

FIGURE 1-1 Windows SBS 2011 server configurations.

The following sections examine each of the components included in the Windows
SBS product.
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Windows Server 2008 R2

The Windows Server 2008 R2 operating system is a fundamental component of the
Windows SBS package; it provides the environment in which all the other compo-
nents run. Windows SBS 2011 includes Windows Server 2008 R2 Standard, with all
the components found in the retail and original equipment manufacturer (OEM)
operating system products.

Windows Server 2008 R2 includes a large collection of applications and services,
packaged as roles, many of which Windows SBS relies on to provide the infrastruc-
ture that your network needs to run. The biggest difference between Windows SBS
2011 and a standalone version of the operating system is that SBS automatically in-
stalls and configures many of these roles for you, while with a standalone Windows
Server 2008 R2 product you must add the roles that define the functions you want
the server to perform.

For example, to configure the server to function as a domain controller, you must
install the Active Directory Domain Services (AD DS) role and then run a wizard to
promote the server. When you install Windows SBS, the setup program adds the
AD DS role for you, along with many of the other available roles, and configures
them as needed. In a large business environment, this automatic configuration
would not be practical because there are likely to be multiple servers on the net-
work, with each one dedicated to a few specific roles. On a small business network
with only one infrastructure server, however, SBS installs all the roles, services, and
applications required for a typical network. You can, of course, disable elements
that you do not need after the installation, or install additional roles as needed (with
some limitations).

MORE INFO For more information on exactly what components Windows SBS
installs and configures during the setup process, see Chapter 3, “Installing Windows
Small Business Server (SBS) 2011.”

Another big difference between the Windows SBS version of Windows Server
2008 R2 and the standalone versions is the inclusion of the Windows SBS Console
tool, shown in Figure 1-2. This console, not included in the standalone versions of
Windows Server 2008 R2, provides a central administration tool for all the applications
and services installed with Windows SBS. This console also insulates the relatively in-
experienced administrator from many of the more advanced, yet infrequently used
configuration settings provided by the standard Windows Server tools. As you gain
experience with Windows SBS, or if you are already an experienced Windows admin-
istrator, you still have access to all the familiar tools included with Windows Server
2008 R2.

The version of Windows Server 2008 R2 in Windows SBS 2011 includes a five-
pack of the SBS 2011 Client Access License (CAL) Suite. This enables up to five users
or devices to connect to the server and access its services. To support more than five
users, you must purchase additional CALs. Unlike the CALs supplied with and sold
for Windows Server 2008 R2, which provide clients with access only to the server,

Introducing Windows Small Business Server 2011 3



the Windows SBS CALs provide clients with access to all the applications included
with the product. With Windows SBS, you do not need to purchase separate licenses
for Microsoft Exchange Server clients; the SBS 2011 CAL Suite provides client access
to Exchange Server 2010 as well as Windows Server 2008 R2.

Eg windows small Business Server 2011 Standard Consale

== o

| Business Server
Users and Shared Felders  Backup and R 5 5 i
Groups and Web Sites  Server Storage pan ity /
0 Hep -
Netwark Exsentials Summary
)
g Startecd Tasks 3 To assess the status of your network, review the fallowing
ﬂ Gew d i Metwork Essentials Summary.
Task | Completed = Refresh now
Finish installatian 4
@ Using the Windows Small Business Server 2011 Standard... [~ @ Security KO =
=
Connect to the Intemet o 1 Updates CK @ (=
i Connect to the Intemet D —
R Customer feedback options o 3 Bai (YT —
=, cku arning & (x
& Setup your Intemet address O 2 i g .
= Configure a Senart Host for Intemet e-mail (]
& Add 3 trusted certhicate ' ! Other 2lerts Ok 8 (=
Protect yous data
We Configure server backup r
Add users, computers, and devices
requent Tasks and Commu

Wind Business Server 2011 Standard

FIGURE 1-2 Windows SBS Console.

Exchange Server 2010 Standard SP1

Email has become a staple of business communications, and Exchange Server 2010
is Microsoft's flagship email messaging product. Exchange Server provides an
organization with internal email messaging, plus incoming and outgoing Internet
email access. The mail is stored on the server so that users can access their messages
from different computers and with a variety of client interfaces, including Microsoft
Office Outlook on the desktop; Outlook Web Access (OWA), a web-based interface
that provides access from any computer, inside or outside the enterprise; and even
mobile devices, such as smart phones. In addition to email, Exchange Server also
provides storage for calendar data, contacts, journals, and to-do lists, all of which
users can share over the network, creating a variety of collaborative business solutions.

Exchange Server is a complex product, with many features and settings. However,
in Windows SBS 2011, the main product installation process includes Exchange 2010
along with the Service Pack 1 (SP1) release. In addition, the critical configuration
settings for the Exchange Server application and access to parameters for individual
users are integrated into the Windows SBS Console, simplifying the administration
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process considerably. As with Windows Server 2008 R2, though, more experienced
administrators can use the standard tools supplied with Exchange Server, such as the
Exchange Management Console.

MORE INFO For more information on Exchange Server 2010, see Chapter 15, “Admin-
istering Email.”

SharePoint Foundation 2010

As part of its default setup procedure, Windows SBS 2011 installs Internet Informa-
tion Services (I1S), the web server application included with Windows Server 2008
R2, on the primary server. Windows SBS uses IIS to host a number of websites for
various administration purposes, such as client deployment and update distribution.
Windows SBS also creates a default company website, as shown in Figure 1-3, using
Microsoft SharePoint Foundation 2010 and the Windows Internal Database feature
of Windows Server 2008 R2. SharePoint Foundation is a free, web-based collabora-
tion environment that enables users to create, share, and edit files; schedule calen-
dar appointments; create task lists; and participate in forum-style group discussions.

/~ Lompanyweb - Home - Windows Intemet Explorer | =10f x|
—

avl i ccmpanywnh) P agesl e, a5 =42l x| [E e Pl

i Favortes [ Comparmyweb « Homme far - E) - ) @ - Page - Safety - Tooks - i+

Brawse

Companyweb » Home

L
internal Web site

Hume Search this sl P - B 7 |

Libraries
Announcerments - |
Site Pages e e
Welcome o your Internal Web site ©nev 6/1/2011 11:08 PM gired
Shared Documents by Ader

Fax Center

Lists

Calendar Install the server's securily certificale on  6/1/2011 11,08 PH
yOuE P computer oW i add new link
by Ade

asks

Discussions

Team Discussion

x
Dane [T T T [V /S Localintranst | Protected Mode: on = [Ries = 2

FIGURE 1-3 A default company website created using SharePoint Foundation 2010.

SharePoint Foundation 2010 requires a SQL Server database to store user files,
messages, and other information. Windows Server 2008 R2 includes a feature called
Windows Internal Database, essentially a special-purpose implementation of SQL
Server, which SharePoint Foundation uses by default. Do not confuse the SQL Server
implementation in the Windows Internal Database with the full-featured one sup-
plied with Windows SBS Premium Add-On. Windows SBS 2011 includes SharePoint
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Foundation 2010 and installs it on the primary server using Windows Internal Data-
base. However, if you are running the Premium Add-On, it is possible to configure
SharePoint Foundation to use the full SQL Server 2008 R2 Standard product on your
secondary server to host the database.

Windows Server Update Services 3.0

Regular operating system updates are a fact of life for all Windows users and admin-
istrators. Microsoft releases security updates, bug fixes, and feature enhancements
on a regular basis, and Windows SBS uses Windows Server Update Services (WSUS) 3.0
to automate the process of downloading new updates and distributing them to the
computers on the network.

By using a central distribution point, you can conserve bandwidth on your
Internet connection by downloading updates once instead of letting each computer
download its own copy. WSUS also enables administrators to evaluate and test the
updates and then decide whether to deploy them to the rest of the network.

MORE INFO For more information on WSUS 3.0, see Chapter 11, “Deploying Updates.”

SQL Server 2008 R2 Standard for Small Business

SQL Server 2008 R2 is a relational database manager application that you can use
to deploy LOB applications designed to run within the environment that it provides.
SQL Server 2008 R2 Standard for Small Business is included only with the Windows
SBS 2011 Premium Add-On product, along with a second copy of Windows Server
2008 R2 to install on a second server.

NOTE Unlike Windows SBS 2008 Premium, the Windows SBS 2011 Premium Add-On
includes only 64-bit versions of Windows Server 2008 R2 and SQL Server 2008 R2
Standard because Windows Server 2008 R2 is available only for the 64-bit platform.
Therefore, the secondary server on a Windows SBS 2011 network must be 64-bit.

The primary server in a Windows SBS 2011 deployment performs a large number
of functions, including domain controller, Exchange Server, and web server. Adding
SQL Server to the mix would likely overtax the server’s resources, so the Windows
SBS Premium Add-On provides the software for a second computer running
Windows Server 2008 R2, which runs SQL Server 2008 R2 and any applications that
require its database services.

SQL Server is a database manager, which means it provides the services that appli-
cations need to store data and supply it to clients. Structured Query Language (SQL)
is a language that applications use to send instructions to the database manager.
The instructions enable the database manager to add information to a database
stored on the server or retrieve specific information and supply it to another
application.
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A typical SQL Server implementation in a Windows SBS environment might
consist of a web application running on the primary server along with a website that
is accessible from the Internet. Users accessing the website supply information via
a form, and the web server stores the information in a SQL Server database on the
secondary server. Later, internal users access the information in the database using
an intranet web interface or a dedicated client, as shown in Figure 1-4.

SQL Server Web Server

Data Store
Data Out Data In
Internal Database Internet Web
Client Client

FIGURE 1-4 A typical Windows SBS SQL Server deployment.

For clients on the Windows SBS network to access the SQL Server applications,
they must have a special license called the CAL Suite for Premium Users/Devices.
This license is more expensive than the standard CAL Suite, but only the clients that
access the database require it. If, for example, some users need access to the SQL
Server databases and some do not, you can purchase CAL Suite Premium only for
those who need it and then use the less expensive, standard CAL Suite for those
who do not.

MORE INFO For more information on SQL Server 2008 R2 Standard, see Chapter 18,
“Adding a Second Server.”
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Standard or Premium?

The question of whether to purchase the Premium Add-On for Windows SBS 2011
should be based solely on your need for a second server to run LOB applications.
The functionality of the primary server remains identical, so if you do not have
any applications that require SQL Server, you are better off with just the standard
Windows SBS 2011 product.

The price of the Premium Add-On package is less than if you purchased its
two products and the appropriate licenses separately. However, it is possible to
install additional servers on a Windows SBS 2011 network that you have licensed
separately.

Whichever route you choose, it is important to know that purchasing Windows
SBS 2011 does not lock you into a single-server network configuration for the rest of
the product’s lifetime.

Why Use Windows SBS 2011?

When it comes to networking their computers, small businesses can suffer from a
variety of shortcomings. The chief problem, not surprisingly, is a limited budget.
Business owners accustomed to purchasing workstation software products for a few
hundred dollars might be shocked at the four-figure prices of server software plus
the additional cost of licensing the client users.

Another big problem for the small business owner is information technology (IT)
staffing. Many small businesses cannot justify the expense of full-time IT employees,
which leaves them two alternatives: train someone in the organization to manage
the network part-time or hire a freelance consultant as needed.

Windows SBS 2011 addresses both of these problems in various ways, as explained
in the following sections.

Pricing

One of the biggest benefits of Windows SBS 2011, as compared with the Microsoft
standalone server products that it replaces, is its cost. Purchasing server operating
systems and server applications can be a complicated business. You must consider
the hardware requirements, operating system requirements, software interoperabil-
ity, and other factors for each component. Without careful evaluation, you can end
up purchasing products that do not work together or paying too much for more
software than you need.

Windows SBS 2011 eliminates many of these worries by bundling together most,
if not all, of the server products that a small business needs into a single package,
with one set of hardware requirements and one price. Table 1-1 lists the suggested
retail prices for Windows SBS 2011 and its CAL packs, as of May 2011.
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TABLE 1-1 Windows Small Business Server 2011 Retail Pricing
PRODUCT RETAIL PRICE

Windows SBS 2011 (including a 5-pack of SBS 2011 CAL suite) UsS $1,096

Windows SBS 2011 Premium Add-On (including a 5-pack of SBS UsS $1,604
2011 CAL suite for Premium Users/Devices)

Windows SBS 2011 CAL Suite 5-pack Us $361
Windows SBS 2011 CAL Suite 20-pack UsS $1,447
Windows SBS 2011 CAL Suite for Premium Users/Devices 5-pack us $457
Windows SBS 2011 CAL Suite for Premium Users/Devices 20-pack  US $1,831

Using these prices, the total product cost for a sample network consisting of one
Windows SBS 2011 server and 25 client workstations would be US $2,543 (that is, US
$1,096 for the Windows SBS 2011 product plus US $1,447 for 20 additional CALs). If
you were to purchase the server software products separately, the total cost, based
on the current retail prices, would add up as shown in Table 1-2.

TABLE 1-2 Cost of Products Equivalent to Windows SBS Purchased Separately

PRODUCT RETAIL PRICE

Windows Server 2008 R2 Standard with 5 CALs US $1029

Windows Server 2008 CAL 20-pack Us $799

Exchange Server 2010 Standard US $699

(25) Exchange Server 2010 CALs US $67 x 25 = US $1,675
Total US $4,202

NOTE SharePoint Foundation 2010 and Windows Server Update Services 3.0 are free
products, and therefore add no cost to the equation. Because this is an example of a
one-server network using Windows SBS 2011, SQL Server 2008 R2 is also not part of
the calculations.

Of course, there are additional costs involved in setting up a small-business net-
work, including the client operating systems, the hardware, and various networking
expenses. However, a savings of US $1,659 on the server software and client licenses
is remarkable, especially when you consider that you are receiving the benefits of
the unified installation and administration tools as a bonus.
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System Requirements

The literature for every software product on the market includes a list of the sys-
tem hardware that you need to run the software. Before you purchase a software
product, you must make sure that your computer has a processor of the appropriate
type and speed; sufficient memory and hard disk space; and the proper peripherals,
as specified by the software manufacturer. However, for a single server running a
variety of applications and services, determining exactly what hardware you need
can be a problem.

In its system requirements for Windows Server 2008 R2, Microsoft specifies
minimum and recommended processor speeds, amounts of memory, and hard disk
sizes. However, the actual requirements of a server can vary greatly. For example,

a computer running Windows Server 2008 R2 that functions only as a file server
requires far less memory and disk space than one that is configured to be a domain
controller. And when you install additional roles on the server, even more memory is
required. Without actual testing, it would be difficult for a small-business purchaser
to estimate exactly what hardware is required for a complex Windows Server 2008
R2 configuration such as the one created by Windows SBS 2011.

Complicating the matter even further are the hardware requirements for all the
additional applications that you might want to install on a server. Products such as
SharePoint Foundation 2010 and Windows Server Update Services 3.0 have their
own requirements, which you must consider cumulatively, along with the hardware
needed for the operating system. Exchange Server 2010 is even more of a problem
because the hardware resources that it requires depend on the role that the indi-
vidual server plays in an enterprise Exchange Server deployment.

With Windows SBS 2011, the system requirements for the product account for all
the components, including Exchange Server 2010, as installed in the default configu-
ration. You don’t have to consider the roles that will be installed on the server or the
additional components included with the product.

MORE INFO The system requirements for Windows SBS 2011 are discussed in detail
in Chapter 3.

Installation

The actual process of installing the software for a server is where the question of
who will administer the small-business network becomes significant. The process
of installing the Microsoft server components individually can be puzzling to an
inexperienced administrator.

The Windows Server 2008 R2 setup itself is relatively straightforward. Microsoft
has streamlined the operating system installation process so that virtually any user
familiar with the Windows interface can do it. However, once the operating system
installation is completed, the administrator must add more than a dozen roles and
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features and, in some cases, configure them as well. Following that is the installa-
tion of Exchange Server and the other server components, some of which you must
download from Microsoft's website and some of which have software prerequisites
that you must install first. Overall, the server installation process is quite compli-
cated when you use the individual software components; it requires a good working
knowledge of the Windows Server 2008 R2 tools and components and some back-
ground in networking.

With Windows SBS 2011, the installation process for all the server components
is performed by a single setup program. The beginning of the process is no differ-
ent from a standard Windows Server 2008 R2 installation, but once the operating
system is installed, the setup program prompts the user for some basic business
information and then proceeds to install and configure all the necessary roles and
features, as well as the additional server applications included with the product. This
integrated setup routine makes it possible for virtually anyone to install Windows
SBS 2011.

NOTE The comprehensive, integrated setup routine in Windows SBS 2011 is possible
only because the designers of the product have made a great many installation and
configuration decisions for the administrator to create a well-integrated, multifunction
server platform. One of the big advantages of Windows Server 2008 R2 is the flexibility
provided by the roles and features that administrators can install as needed. On a
medium-size or large enterprise network, administrators typically use multiple serv-
ers to perform different roles. It is therefore not possible to anticipate the roles and
features each server needs. Having Windows SBS 2011 is like having a knowledgeable,
trustworthy administrator by your side to answer the hard questions for you.

Administration

Once the installation of Windows SBS 2011 is complete, the server restarts and

the user (after logging on) sees the Windows SBS Console. The Home page of this
console contains a list of tasks the administrator should perform to get started, and
the various other pages contain the most frequently used controls for the product'’s
various components.

By integrating the most important controls into a single interface and eliminating
the more advanced, less frequently used ones, Windows SBS 2011 makes it far easier
for the beginning administrator to manage a small-business network.

What Can’t Windows SBS 2011 Do?

There are limitations to what Windows SBS 2011 can do compared with the stand-
alone products that comprise it. As mentioned previously, one of the main advan-
tages of Windows SBS is its integrated installation and administration tools, and
these tools exist only because the product’s developers have made many important
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installation and configuration decisions for you. The Windows SBS server environ-
ment is carefully designed to provide most, if not all, of the services that a small
business needs.

Because this configuration is so carefully wrought, Windows SBS 2011 has some
limitations that Windows Server 2008 R2 does not, such as the following:

= Only 75 users Windows SBS 2008 is limited to a maximum of 75 client us-
ers, while there is no limit to the number of clients that a computer running
Windows Server 2008 R2 can support.

= Only 64-bit processors The Windows SBS 2011 primary server can run
only on a computer with a 64-bit processor.

= Only one network interface A Windows SBS primary server can have only
one network interface, which means that you cannot configure the computer
to function as a router, as you can with Windows Server 2008 R2, or use
other technologies requiring two network adapters, such as DirectAccess.

= No Remote Desktop Services The primary server in a Windows SBS 2011
installation cannot function as a Remote Desktop server for any purpose
other than administration. Although you can install the Remote Desktop Services
role on the computer, attempts to activate the Remote Desktop Licensing
server results in errors. You can, however, configure the secondary server in
a Windows SBS 2011 Premium Add-On installation to function as a Remote
Desktop server.

= No upgrade from earlier versions If you are running an earlier version of
Windows SBS, you can migrate your data to a new Windows SBS 2011 server,
but you cannot perform an in-place upgrade.

What’'s New in Windows SBS 2011?

The most obvious differences between Windows SBS 2011 and the previous version,
Windows SBS 2008, are the latest versions of the software components. Table 1-3
lists the versions of the software components included in the two products.

TABLE 1-3 Software Components Upgraded in Windows SBS 2011

WINDOWS SBS 2008 WINDOWS SBS 2011

Windows Server 2008 Standard Windows Server 2008 R2 Standard

Exchange Server 2007 Standard Exchange Server 2010 Standard with
SP1

SQL Server 2008 Standard (Premium SQL Server 2008 R2 Standard (Premium

Add-On only) Add-On only)

Windows SharePoint Services 3.0 SharePoint Foundation 2010

Windows Server Update Services 3 Windows Server Update Services 3.0
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New System Requirements

As emphasized in this chapter, Windows SBS 2011 requires a computer with a 64-

bit, quad-core processor, running at 2 gigahertz (GHz) or faster. Microsoft has also
increased the physical memory requirement to 8 gigabytes (GB), up from 4 GB for
Windows SBS 2008. Windows SBS 2011 runs reasonably well with 4 GB of memory,
but it runs much better with the minimum recommended 8 GB of memory (although,
as always, more is better).

Microsoft has also increased the disk space requirement. Windows SBS 2011 does
not install on a disk with less than 80 GB of free space, up from 40 GB in Windows
SBS 2008.
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Getting Started

= Using the Windows SBS Console 89

= Performing Post-Installation Tasks 93

he Windows Small Business Server (SBS) 2011 installation process performs

a large number of configuration tasks that administrators have to perform
manually in the case of a standalone Windows Server 2008 R2 installation. How-
ever, this is not to say that a server running Windows SBS is ready for users when
the installation is finished. You still must perform a variety of tasks to prepare the

server for use, not the least of which is familiarizing yourself with the Windows SBS
Console.

Using the Windows SBS Console

The Windows SBS Console is an administrative tool, first introduced in Windows SBS
2008, which replaces the Server Management Console from Windows SBS 2003.
Unlike Server Management, Windows SBS Console is not a Microsoft Management
Console (MMC) snap-in; it is a standalone application that groups together many
of the basic server management and monitoring functions that require separate
applications in Windows Server 2008 R2.

NOTE Windows SBS Console does not replace the standard Windows Server 2008
R2 tools; it merely supplements them. While Windows SBS Console includes many of
the tools that administrators use most often, the various Windows Server 2008 R2
utilities offer many more advanced functions.
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Starting Windows SBS Console

When you log on to Windows SBS 2011 for the first time after the installation,
the Windows SBS Console window opens by default and displays the interface
shown in Figure 4-1. You can also start the program at any time by selecting Start
> Administrative Tools > Windows SBS Console, and then clicking Yes in the User
Account Control dialog box.

By Winduws Small Business Server 2011 Standard Consule
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Task |Completed | = Refresh now
Fanish installation I
@ Usmng the Windows Small Busimess Server 2001 Sandard . [~ @ Security ok e (=
Connect to the Internet 51 Updates Critical @ (=
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2 Configure a Smart Host far Internet ¢-mail r
& Add atrusted centificate r !, Other Alerts ok 9 =
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FIGURE 4-1 The Windows SBS Console.

You might notice that the Administrative Tools group also contains a Windows
SBS Console (Advanced Mode) shortcut. Selecting this shortcut opens a version
of the Windows SBS Console that includes links to other Windows Server 2008 R2
tools, such as the Active Directory Users And Computers, DHCP, and DNS Manager
Consoles.

TIP In addition to running the Windows SBS Console application on the server, you
can access it from remote locations. From another computer on the local network,
you can use the Remote Desktop Connection client to access the server and start
Windows SBS Console. You can also use the Remote Web Workplace (RWW) site to
access the server from anywhere on the Internet. The address for your RWW site

is http://remote.domain_name.com, where domain_name.com is the name of your
Internet domain.
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Using the Windows SBS Console Interface

The Windows SBS Console has seven main pages represented by seven buttons at
the top of the window. Clicking Home displays a page, different in appearance from
the other six, which consists of two task panes and a status area. Each of these two
panes has an arrow button on the right. Clicking the down arrow on the open pane
minimizes it and moves it to the bottom, so that the other pane can open and take
its place, as shown in Figure 4-2.
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FIGURE 4-2 Swapping the Task pane in the Home page of the Windows SBS Console.
The other six pages in the console consist of tabbed lists of operating system

elements on the left, as shown in Figure 4-3, and a context-sensitive task list on the
right, which you can use to perform specific actions.
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FIGURE 4-3 The tabbed interface of the Windows SBS Console.

The functions found in the main pages of the Windows SBS Console are as
follows:

Home

Getting started tasks Contains a list of post-installation tasks to perform
on your server

Frequent tasks and community links Contains links to the console’s most
frequently used functions and to Windows SBS resources on the Internet
Network essentials summary Contains status displays for the servers on

your network, along with links to appropriate pages with more informa-
tion

= Users and groups

Users Contains a list of the user accounts you have created in your do-
main and enables you to create new user accounts and manage existing
ones

User roles Enables you to create and manage templates that simplify the
process of creating user accounts

Groups Contains a list of the Windows SBS security and distribution

groups in your domain and enables you to create new groups and man-
age group memberships

Network

Computers Contains a list of the computers on your network and enables
you to add new computers and monitor existing ones
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e Devices Contains a list of shared print and fax devices on the network,
and enables you to manage existing devices and share additional ones

e Connectivity Contains a list of Windows SBS network and Internet re-
sources and enables you to manage their properties

= Shared folders and web sites

e Shared folders Contains a list of the shared folders on the network and
enables you to create new shares and manage existing ones

» Web sites Contains a list of the intranet and Internet websites for the
organization and enables you to manage their properties and permissions

= Backup and server storage
e Backup Contains a list of the scheduled backup jobs for the server and
enables you to configure the jobs, check their status, and restore files
from backups
e Server storage Contains a list of the server's storage volumes and en-
ables you to move specific data stores to other locations
m Reports Contains a list of the Windows SBS reports that the system is con-
figured to generate and enables you to view the reports and create new ones
= Security
e Security Contains a list of the security mechanisms on the server, and
enables you to check their status and view their properties
e Updates Contains a list of the updates downloaded by Windows Server
Update Services (WSUS), tracks their status, and enables you to deploy or
decline them

Performing Post-Installation Tasks

As soon as possible after you install Windows SBS 2011 on your server, you should
begin addressing the items in the Getting started tasks list on the Home page of the
Windows SBS Console. Some of these tasks link to wizards that help you to con-
figure various server functions, while others display help files that provide useful
information about administering your server and your network.

The following sections describe the functions of the various tasks in the list. As
you finish each task, select its Completed check box to keep track of your progress.

Using the Windows SBS Console

For administrators working with Windows SBS for the first time, it is a good idea to
become familiar with the management tools supplied with Windows SBS 2011, es-
pecially the Windows SBS Console. Clicking the Using the Windows SBS console link
on the Home page opens a Help window that describes the basic capabilities of the
Windows SBS and provides links to more detailed help pages on specific subjects.
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Some of the other entries in the Getting started tasks list link to help files as well,
including How can users access computers on the network? and How can | add a
shared printer to the network? For more information on these subjects, see Chapter 6,
"Working with Users, Computers, and Groups” and Chapter 10, “Sharing Printers.”

MORE INFO If you migrated your server running Windows SBS 2011 from an earlier
version of Windows SBS, an additional Migrate to Windows SBS task appears in the
Getting started tasks list. For more information on completing the migration process,
see the section entitled “Performing Post-Migration Tasks,” in Chapter 5, “Migrating to
Windows SBS 2011."

Connecting to the Internet

The Connect To The Internet Wizard is an important part of the Windows SBS 2011
setup process; many of the other wizards in the Getting started tasks list cannot run
until you complete it. If you installed your server running Windows SBS 2011 before
setting up an Internet access router on your network, this wizard detects the router
and configures the server to use it for Internet access. The wizard also configures the
DHCP Server service on the computer to supply Internet Protocol (IP) addresses and
other Transmission Control Protocol/Internet Protocol (TCP/IP) configuration settings
to the client workstations that you will be connecting to the network.

TIP You should run the Connect To The Internet Wizard again if you ever install a
new router on your network or reconfigure your router to use a different IP address.
You can access the wizard from the Home page of the Windows SBS Console or by
switching to the Network page, selecting the Connectivity tab, and, in the Tasks pane,
clicking Connect to the Internet.

To complete the Connect To The Internet Wizard, set up your router on the
network according to the manufacturer's instructions and then use the following
procedure:

1. Log on to your server running Windows SBS 2011 using an account with

network Administrator privileges. The Windows SBS Console appears.

2. On the Home page of the Windows SBS Console, click Connect to the Internet.

The Connect To The Internet Wizard appears, displaying the Before You
Begin page.
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This wizard helps you set up your network to connect to the Internet.

To finish this wizard, you need the fallowing:
+  ThelP address of the intarnal interface on your router,

+  Thelogon information for your router, which is usually in the documentation from the router
manufacturer,

Tell me maore about connecting to the Internst

® After you click Mext, the server tries to find your router, If your router is found, the wizard tests your
Internet connection. Mo infarmation is sent to Microsoft,

Mext I Cancel |

As noted on the Before You Begin page, you should locate the IP address

of your router’s internal interface before you proceed with the wizard. Stand-
alone router devices usually have a web-based administration interface and

a factory-configured IP address that is specified in the product documenta-
tion. To access the administration interface, you type that IP address in a web
browser and log in using the access password, also specified in the product
documentation.

MORE INFO TCP/IP routers, by definition, have two IP addresses because their
function is to connect two networks. The internal interface is the one connected
to your private network, for which the router uses an address in the designated
private IP address ranges. The external network interface is the one connected
to your Internet service provider’s (ISP’s) network, which typically has a Dynamic
Host Configuration Protocol (DHCP) server that assigns an IP address to the
router.

Click Next. The Detecting The Existing Network page appears.

The wizard attempts to detect a router on the network and access its settings.
If the attempt is successful, the Detecting The Router And Configuring Your
Network page appears. This page specifies the IP address of the router’s
internal interface, which becomes the Default Gateway address for all your
network computers, and the IP address that the wizard configures your server
to use.
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If there is a router on your network, and the wizard fails to detect it, the
wizard leaves the Router IP address and server IP address text boxes blank.
Click Cancel to exit the wizard, troubleshoot your router, and restart the
wizard.

If the Router IP address and Server IP address values that appear on the page
are correct, click Next. If the Router IP address and Server IP address fields
are incorrect or blank, then troubleshoot your router (if necessary), supply
the correct values, and click Next. The wizard configures your server, and the
Your Network Is Now Connected To The Internet! page appears.

Click Finish. The wizard closes.

MORE INFO The previous procedure assumes that you have a properly functioning
router connected to your network and configured to access the Internet. For more

information on choosing and setting up an Internet access router, see the sections

entitled “Selecting a Router” and “Connecting Your Router,” in Chapter 3, “Installing
Windows Small Business Server (SBS) 2011."

The basic function of the Connect To The Internet Wizard is to configure your
server with an IP address on the same network as your router, and a Default Gate-
way address that is the same as the router’s IP address. This enables the server to
access the Internet through the router. In addition, the wizard configures the DHCP
Server service on the computer running Windows SBS.
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The Windows SBS 2011 setup program installs the DHCP Server role during the
server installation whether a router is present on the network or not, leaving the DHCP
Server unconfigured and the service stopped. The wizard configures the DHCP Server
by starting the service and creating a scope. In DHCP parlance, a scope is a range
of IP addresses that the server can allocate dynamically to clients on the network as
needed.

As you can see in the DHCP Console, shown in Figure 4-4, the wizard has created
a scope consisting of the IP addresses from x.x.x.1 to x.x.x.254 on the network it
detected from the router. The wizard has also created an address exclusion for the
scope, which prevents the service from allocating the IP addresses from x.x.x.1 to
x.x.x.10. This exclusion range includes the address of the router, the Windows SBS
server address, and additional addresses for any other servers that you might want
to install on the network at a later time.
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FIGURE 4-4 The DHCP Console, showing the scope that the Connect To The Internet Wizard created.

NOTE In Figure 4-4, the DHCP scope is using the 192.168.2.0 network address because
this happens to be the private network address that the router uses. Your router might
use a different address, and the wizard configures the DHCP scope accordingly.

In addition to the range of IP addresses and the exclusion range, the wizard also
configures the DHCP scope with scope options, as shown in Figure 4-5. Scope options
are additional TCP/IP configuration settings that the DHCP server delivers to clients
along with an IP address.
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FIGURE 4-5 The DHCP Console, showing the scope options that the Connect To The Internet
Wizard created.

The scope options that the wizard configures are as follows:

= 003 Router Specifies the IP address of the router, which the client should
use for its Default Gateway address

= 006 DNS servers Specifies the IP address of the server running Windows
SBS 2011, which functions as a DNS server and which the client should use
for its Preferred DNS Server address

= 015 DNS Domain name Specifies the name of the internal domain that
you created during the Windows SBS 2011 installation

If the wizard fails to detect a router on the network, you can still specify values
for the Router IP address and Server IP address fields. After you confirm that you
want the server configuration process to continue, the wizard configures the TCP/IP
and DHCP Server settings just as if a router were present and then displays pages
that help you to configure your router for Internet access.

The Configure Your Router page, shown in Figure 4-6, enables you to connect to
your router's administration console so that you can manually configure it and then
test its Internet connectivity. This function assumes that the router uses web-based
configuration and the standard port number (80) for its interface. If the router is
configured to use a nonstandard port number for the administrative interface,
you can connect to it with a web browser using a uniform resource locator (URL)
that specifies both an IP address and a port number, as in the following example:
http://10.0.0.1:4096. If the router uses a different type of administrative interface,
consult the router manufacturer’'s documentation to determine how to access it.
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%% Connect to the Internet ;Iglil

Canfigure your router

To set up the router connection to theInternet, use the router administration console,

@ Click Manage router to apen the router administration console,

IManage router ... |

After you set up your router, dick the Test button to verify that your router is connected to the
Internet,

Test |

@ To test your Internet connection, the wizard contacts a public server.

Back | Mext I Cancel

FIGURE 4-6 The Configure Your Router page of the Connect To The Internet Wizard.

Before you proceed with the other wizards in the Getting started tasks list, you
must complete this wizard successfully by connecting to the Internet through a
router on your network. The Windows SBS Console does not permit the other wizards
requiring Internet access to launch until the Connect To The Internet Wizard succeeds.

Customer Feedback Options

Selecting the Customer feedback options link causes a Customer Experience Improvement
Program dialog box to appear, which asks if you want to allow Windows SBS to send
information about your system hardware and usage trends anonymously to Microsoft
for analysis.

Set Up Your Internet Address

For your users to send and receive Internet email or access your network services
from a remote location, you must establish a presence on the Internet. This is differ-
ent from simply accessing the Internet, which you configured the server to do when
you ran the Connect To The Internet Wizard. Establishing a presence on the Internet
enables users on the Internet to access your network’s resources. To receive email
from users outside your organization, for example, their messages must be able to
reach the Microsoft Exchange Server application running on your server.
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By default, Windows SBS 2011 configures your server to use a private IP address
and a domain name with a /ocal suffix (both of which are inaccessible from the Inter-
net by design). To establish an Internet presence, you must register a domain name
with an Internet domain registrar and configure your router to admit Internet traffic
addressed to your server. The domain name enables Internet users to locate your
network, and the router configuration lets the packets coming from those users
pass through your firewall. Both of these tasks can be relatively complicated, but
fortunately, Windows SBS 2011 includes an Internet Address Management Wizard
that helps you to complete them.

The Internet Address Management Wizard prompts you to select a domain
name that is accessible from the Internet, as opposed to the local name you speci-
fied for your Active Directory Domain Services (AD DS) domain during the Windows
SBS 2011 installation. The most common practice is to use the same second-level
domain name, but with a different top-level domain. For example, if you use
adatum.local for your internal domain, you might choose adatum.com for your
Internet domain. You don't have to use the same second-level domain, however;
you can use any domain name that is available for registration.

If the Internet domain name you select is available, the wizard enables you to
register it with one of several commercial domain registrars. If you already have
a registered domain name, the wizard lets you use that instead. Once you have a
registered domain name, the wizard then configures your server, your router, and
the Domain Name System records for the new domain.

Registering a New Domain
The Internet Address Management Wizard requires access to the Internet, so you
must complete the Connect To The Internet Wizard first. Then, to run the wizard
and register a new domain name, use the following procedure:
1. Log on to your Windows SBS 2011 primary server using an account with
network Administrator privileges. The Windows SBS Console appears.
2. On the Home page of the Windows SBS Console, click Set up your Internet
address. The Internet Address Management Wizard appears, displaying the
Before You Begin page.
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T Internet Address Management . ] 9

Befare you begin

This wizarc helps you establish a presence for your small business on the Internet, It also enables
impartant features of your server, such as campany e-mail and Remate Web Access,

If you are registering a new domain, make sure thatyou have the fallowing infarmation available:

e Anidea forthe damain name that you want, for example: cantosa,com,
+  Oneor more alternate names, in case your first choice is not available,
« A credit card to pay for the domain name registration.

If you alreacy have a domain name, make sure that you have the following information available:

s The name of your Internet domain.
« The name of your damain provider,
+ Thelogon information for your domain provider,

@ The amount of time it tales to complete this wizard can vary, depending on the availability of
your preferred domain names, the type and speed of your Internet conneadtion, and other
factors,

Mext I Cancel |

The Before You Begin page lists the resources that you need to complete the
wizard, which vary, depending on whether you are registering a new domain
name or using an existing one. To register a new name, you must have some
idea what name you want to use and a credit card to pay the registration fee.

TIP Determining what domain name to use for your organization can often be
the hardest part of this entire process. In fact, you might want to begin your search
for a domain name before you install Windows SBS 2011 and create your internal
domain. The most popular generic top-level domains (gTLDs) on the Internet:
com, net, and org, have millions of names already registered, and you might find it
difficult to find a satisfactory name that is available for use.

If your company name is already taken in the com, net, and org domains, you
must either choose a variation on the company name, or select a different gTLD.
For example, if you are the owner of an eponymously named company that
manufactures kilts, and your surname is the same as that of a well-known fast
food restaurant chain, you will probably not be able to register your company
name in the com domain. Your alternatives are to either vary the name, such as
by adding the word “kilts” to your surname, or register your surname in a less
popular gTLD, such as biz.

To check on the availability of specific domain names before you run the Inter-
net Address Management Wizard, you can use the WHOIS service provided by
the Internet Corporation for Assigned Names and Numbers (ICANN), available
at http://www.internic.net/whois.html.
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3. Click Next. The Do You Want To Register A New Domain Name? page appears.

nternet Address Management

=10l
Do youwant to register a new domain name?

Adomain name is used to establish a presence on the Internet, When you configure a domain
name an your server, you <an use it for e-mail addresses, such as sales@contoso.com. You can
also use it to create a Web site that enables employees to access their company e-mail and other

information when they are away from the office,
To use a domain name on this server, choose ane of the following options:

@ Iwantto purchase a new domain name,

" Ialready have a domain name that Iwant to use,

View my location information...

Which option is right for me?

@ Ifyou click Mext, the country you entered during installation will be sentto Microsoft. For more
information, read the Windows Small Business Server "7” Preview Privacy Statement online,

Back | Next Cancel |

4. Select the | want to purchase a new domain name option and click Next. The

Type The Domain Name That You Want To Register page appears.

T Internet Address Management

I
Type the domain name that you want to register

Type the domain name that you want to register, and then select the extension that you prefer. For example,

if wou want to register the domain name contoso,com, bype "contoso," and then choose ".com” in the
drop-down list.

Domain narme: Extension:

[ [eor =]

‘wihy iz my domain extension not available to select?

I you click Mext, the locale you entered at setup and domain extension will be sent ko Micrasoft in order
to generate a current list of participating domain name providets in vour area,

Back | [fext I Cancel
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5. Inthe Domain name text box, type the second-level domain name that you
want to register. Then, from the Extension drop-down list, select the top-level
domain that you want to use and click Next. The Choose A Domain Name
Provider page appears.

The wizard displays a list of domain name registrars, based on the domain
name that you entered and the location that you specified during the
Windows SBS 2011 installation.

NOTE Although you can use any registrar to register your domain name, you
must select one of the registrars suggested by the wizard for Windows SBS 2011
to manage your domain fully.

6. Select the domain registrar that you want to use and click Next. The wizard
sends the name you specified to the selected registrar.

TIP You might want to examine each of the registrars’ websites before you
commit to one of them. Domain registration has become a highly competitive
business in recent years, and prices can vary widely.

7. If the name you specified is not available for registration, the Choose A
Different Domain Name page appears, offering variations on the name
that are available. Type an alternative name in the fields provided and click

Search.
T Internet Address Management o ] 3
Choaose a different domain name
& The domain name that you choze, adatum.com, is not available. To continue, sither chooze a name from
the list of available domain names, which iz provided by eMomCentral, or search for a different domain
name.
Available domain names Search
adatum.cc - Domain name: Extension:
adatur.ty
adatumonline. com I I.com j
adatumanline net
adatumnonling. co Search
adatumnanline. b A
rmpadatum. com
myadatum. net ™ Send my address information to the
myadatum. co provider ta help it recommend altemnative
rapadaturm. by dornain names.
theadatum.com
theadaturn. net
theadatum.cc ﬂ
Back | [ext Cancel
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If the name you specified is available for registration, the Register And Pur-
chase The Domain Name page appears. Click Register now to open Internet
Explorer and connect to the registrar’s website.

T4 Internet Address Management i s 3

Update domain name registration with your provider

WVisit the Web site of the domain name provider that vou chose, in order to abtain the next steps for your
existing domain name. For your domain name to work, you might need to transfer the domain name to
the provider or upgrade your service with that provider, Verify that the domain name and the provicer
chaoices that appear an this page are carred, and then click Visit Web Site,

Domain name and provider

Domain name:  adatum.info

Provider: GoDaddy.com

@ After you configure your domain name, return to this
page and cick Mext to continue,

Visit Web site..,

Back Mext Cancel

BEST PRACTICES Domain name registrars are commercial enterprises, and they
may very likely try to sell you a variety of additional products and services before
you complete the registration process. While you might want to consider some of
their offers, you don't need anything other than a standard domain name regis-
tration to complete the wizard and finish configuring your server.

Use the form on the registrar’s website to register your selected domain
name. You have to supply, at minimum, your name, mailing address, tele-
phone number, and credit card information to complete the registration
process.

NOTE The registrar adds the contact information that you supply to the WHOIS
database, in which it is available to anyone who searches for your domain name.
Domain name registration listings must have an administration, a billing, and a
technical contact. These can all be the same person, or you can specify a different
individual for each one. Because this is public information, many organizations
use a post office box or pay an additional fee for a private registration to prevent
their contact information from being harvested by spammers.
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10.

11.

12.

Once you have completed the registration process on the website, return to
the wizard and click Next. The Store Your Domain Name Information page
appears.

17 Internet Address Management i ] 3

Store your domain name information

Typethe domain name, user name, and password that you transferred to GoDaddy.com, This
information is required to manage and monitor your domain name and to complete Setup,

Damain name and extensian:

[adatum.into]

{For example, contosa.cam)

User name:

e

Passwaord:

Advanced settings

Fyou click Configure, your IP address will besentto your provider in order to set up your server onthe
Internet, Your user name and password will be stored in Windows Small Business Server 7" Preview,
This information will be sent periodically to your provider to help maintain your domain, View the
Windows Small Business Server "7 Preview Privacy Statement online,

Back | Canfrgure I Cancel

In the Domain name and extension text box, type your full domain name,
with the suffix.

In the User name and password text boxes, type the credentials that provide
access to your account on the registrar’s website.

NOTE Some registrars have you supply the user name and password that you
want to use during the registration process, while others assign credentials to you.

By default, the wizard uses the name remote for the Windows SBS 2011
Remote Web Workplace site, so that the Internet URL for the domain adatum
.info would be http.//remote.adatum.info. If you want to use a different name,
click Advanced settings to display the Advanced Settings dialog box, shown in
the following illustration, in which you can specify an alternative.
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“Fou can specify & prefis for pour domain name that will identify the Intemmet location of
your server for remote access. "We recommend that you follaw this practice so that
Internet users do nat confuse pour remote access Web site with pour public \wWeb site.

Domain prefis:

Iremute
" Danot use a domain prefix [e.q. contoso.com)

Domain name:

|rem0te.adatum.info

o | o ]

13. Click Configure. The Configuring Your Server page appears, displaying the

wizard’s progress as it configures the server, the router, and the DNS resource
records for the domain.

T0 Internet Address Management B ] 1

Configuring your server

This may take several minutes. Please wait for the fallowing actions to finish:

Q Remote Web Access site: https://remote.adatum.info
V] Exchange e-mail: @adatum.info
Internet router

Internet domain name with GoDaddy.com: adatum.info

C |

Gancel

14. When the configuration process finishes, the Congratulations! page appears,

summarizing the wizard’s results and displaying any warnings that might
have occurred.

15. Click Finish. The wizard closes.
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Using an Existing Domain

If you already have a registered domain on the Internet, you can still use the Internet
Address Management Wizard to configure your network to use it. When you select
the I already have a domain name that | want to use option on the Do You Want To
Register A New Domain Name? page and click Next, a How Do You Want To Manage
Your Domain Name? page appears, as shown in Figure 4-7.

77 Internet Address Management i =] |

How do you want to manage your domain name?

You can manage your domain name either manually or by using Windows Small Business Server
"1 Preview, The server can keep your domain name up to date on the Internet and can alert you if
thereis a problem.

To manage your domain name, choose ane of the fallowing options:

& Iwantthe serverto manage the damain name for me

Mote: You may need to transfer your domain name to a supported domain name provider, ar you
may need to add services to your domain to make the domain name aperate fully with Windaows
SB3,

 Iwantto manage the domain name myself.

Mote: You must sign in to the Web site far your damain name provider to manually configure DMHS
recards,

View my location information..,
Which option is right for me?

@ IFyou click Mext, the country you entered during installation will be sent to Microsoft. For maore
information, read the Windows Small Business Server "T" Preview Privacy Statement online.

Back | Mext I Cancel

FIGURE 4-7 The How Do You Want To Manage Your Domain Name? page in the Internet Address
Management Wizard.

This page provides the following two options:

= | want the server to manage the domain name for me To use this option,
your domain name must be registered with one of the registrars supported
by the wizard. If you have registered your domain with another registrar, the
wizard gives you the opportunity to transfer the domain to one of the sup-
ported registrars, a process that can take several days. Once you have com-
pleted the transfer, the wizard proceeds as with a newly registered domain.

= |/ want to manage the domain name myself If you decide to leave your
domain name with another registrar, the wizard configures your server and
your router, but it cannot create the new resource records your network
needs on your registrar’s DNS servers. In this case, you must create those
resource records yourself, using the interface supplied by the registrar and
the information in the next section.
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Understanding the Wizard's Configurations
During the configuration phase, the Internet Address Management Wizard makes
a variety of changes to the various components involved in your presence on the
Internet. First, on your server running Windows SBS 2011, the wizard configures the
following services:
= Certification Authority (CA) The wizard has the CA on the server issue a
certificate for the Remote Web Workplace website, as shown in Figure 4-8.
This certificate enables users on the Internet to confirm that the RWW that
they are connecting to is authentic.

Certificate x|

General | Details | Certification Path |

g Certificate Information

This certificate is intended for the following purpose(s):
* Ensures the identity of a remote computer

Issued bo:  remote.adatum.info
Issued by: adatum-SB51-CA

valid from 10/ 23/ 2010 to 10} 22/ 2012

H? ‘ou have a private key that corresponds ta this certificate,

Issuer Skatement |

Learn more about certificates

FIGURE 4-8 The certificate for the RWW site, issued by the CA.

= Domain Name System (DNS) On the server's DNS server, the wizard cre-
ates a zone for the remote third-level domain beneath the Internet domain
that you registered, as shown in Figure 4-9. This makes the DNS server the
authoritative source for information about this third-level domain.
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FIGURE 4-9 The DNS Manager Console, showing the third-level domain created by the
Internet Address Management Wizard.

= Internet Information Services (1IS)

The wizard configures IIS on the

server to recognize incoming web traffic addressed to the remote domain
and forward it to the Remote Web Workplace site.

= Simple Mail Transfer Protocol (SMTP) The wizard configures Exchange
Server 2010 to process incoming SMTP traffic addressed to the domain you

registered.

Next, the wizard uses the credentials you supplied to connect to your registrar's
website and configure DNS records for your newly registered domain. What you are
actually paying for when you register a domain is space on the registrar’s DNS serv-
ers, in which you can create resource records in that domain.

MORE INFO For more information on domain names and the Domain Name System
(DNS), see the section entitled “Understanding Domains” in Chapter 2, “A Networking

Primer.”

Using the interface provided by the registrar, the wizard automatically creates
the resource records listed in Table 4-1.

TABLE 4-1 DNS Resource Records for Your Internet Domain

RECORD TYPE NAME

Host (A) remote

Mail Exchanger domain.com
(MX)

RECORD SETTINGS

IP address of your
router’s external
interface

remote.domain.com

RECORD FUNCTION

Maps the remote name
in your domain to your
router’s Internet IP
address

Directs SMTP mail traffic
to your server running
Windows SBS 2011
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RECORD TYPE NAME RECORD SETTINGS RECORD FUNCTION

Text (TXT) domain.com v=spfl a mx ~all Prevents email sent by
your internal users from
being flagged as spam

Service (SRV) _autodiscover  Protocol = _tcp Enables remote email
Priority = 0 users to configure the
Weight = 0 Outlook Anywhere client
Port = 443 automatically
Target = remote.
domain.com

NOTE |In this table, replace domain.com with your full Internet domain name and
suffix.

Finally, if your router conforms to the Universal Plug and Play (UPnP) standard,
the wizard configures your router by opening ports 25, 80, 443, and 987, so that
traffic arriving from the Internet using those ports can pass through the firewall to
your server running Windows SBS 2011.

If your router does not support UpnP, you must configure it yourself to admit
traffic through those ports and forward it to the server’s IP address. A router’s config-
uration site typically provides an interface for this like the one shown in Figure 4-10.

Port Range
Application  Start End  Protocol  IP Addiess  Enable
[entp [z5 10 25 |Both =] 1s2ie2]7 R
[atee EER S EE [Both =] 1e21ee2]7 W
T RL: ] R
ja21882[7 W

FIGURE 4-10 A typical port-forwarding interface in a router's configuration site.

[s1 [t43 10 [143 | |Both

L L«

[sb= [387 10 [987 | |[Both

Configure a Smart Host for Internet Email

A smart host is an external email server, typically operated by an ISP, which you can
use as an intermediate stop for your users’ outgoing email. For more information on
configuring a smart host, see Chapter 15, "“Administering Email.”

Add a Trusted Certificate

Digital certificates are electronic documents that verify the identity of a computer or
a user. By default, a server running Windows SBS 2011 creates self-signed certificates
for the intranet websites it hosts and for its domain controller functions. Self-signed
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certificates are sufficient for internal functions because users on the network can
trust the authority of their local server.

When a client computer first uses one of these internal functions, it automatically ap-
plies for and receives a certificate from the server, a process called autoenrollment.
The process is invisible to the users on the network, but they can open the Certificates
snap-in on their computers and look at the certificates they have received.

However, Internet users are not logged on to the AD DS domain, so they cannot
obtain certificates using autoenrollment. When a remote user on the Internet con-
nects to a Windows SBS 2011 resource on your network, such as the RWW website,
the browser displays an error message, as shown in Figure 4-11. This message ap-
pears because the web server has generated its own certificate, and on the Internet,
a computer that verifies its own identity is not trustworthy.

ificate Error: Navigation Blocked - Windows Internet Explorer

ey I@, httpe jfremoke. adatum.info) j | X Ib Bing P
Fle Edt Yiew Favortes Tooks Help
o Favortes (@ Cerbificate Error: Navigation Blocked | | 5+ B - ) o= - Page~ Safety - Tools - g

There is a problem with this website's security certificate.
The security certificate presented by this website was not issued by a trusted certificate
authority.

Security certificate problems may indicate an attempt to fool you or intercept any data you
send to the server.

We recommend that you close this webpage and do not continue to this website,
@ Click here to close this webpage.

B Continue to this website (not recommended),

@ More information

El
[pere [T T T [ nternet [Fa = [Hamw -

FIGURE 4-11 A certificate error in a web browser.

For users conscious of this situation, clicking the Continue to this website (not
recommended) link presents no danger, but to eliminate the error message, the
server must have a certificate issued by a third party that both the clients and the
server trust. The third party is typically a commercial CA that is in the business of
confirming the identities of clients and issuing certificates attesting to that identity.

MORE INFO You can also eliminate the error message by deploying your server’s
self-signed certificate on the remote computer. For more information, see Chapter 13,
“Managing Windows SBS 2011."

The Getting Started Tasks page provides an Add A Trusted Certificate Wizard

that simplifies the process of enrolling for and installing a third-party certificate. To
run the wizard, use the following procedure:
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1. Log on to your Windows SBS 2011 primary server, using an account with net-
work Administrator privileges. The Windows SBS Console window appears.

2. On the Home page of the Windows SBS Console, click Add a trusted certificate.
The Add A Trusted Certificate Wizard appears, displaying the Before You
Begin page.

Add a Trusted Ce

=101%]

Before you begin

This wizard helps you request, renew, and install a trusted certificate from a certificate service provider,
A trusted certificate replaces your current self-issued certificate and provides proper identification for
your server on the Internet. When you have a trusted certificate, users who access your Remote Web
Access site from public computers will not receive certificate error warnings.

MOTE: You must purchase a trusted certificate separately from a certificate service provider.

‘What is a trusted certificate?

How do Timpaort an existing trusted certificate?

@ This wizard is run in two parts. First, you generate the request for a trusted certificate, and then you
install the trusted certificate. The time it takes to finish this wizard varies, depending on how long it
takes to receive a trusted certificate from the certificate service pravider,

Mext Cancel

3. Click Next. The Get The Certificate page appears.

dd a Trusted Cer!

=101 %]

Get the certificate

Do you want to buy a new certificate or use one that is alreacly installed on the server?

[l Twant to buy a certificate from a certificate provider,
Choaose this option to buy a completely new trusted certificate for your server,
[l Iwant to use a certificate that is already installed on the server,

Choose this option if you already installed the certificate an your server and now you want to
configure your server to use the certificate,

Back | Mext Cancel
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5.

Select the I want to buy a certificate from a certificate provider option and
click Next. The Verify The Information For Your Trusted Certificate page ap-
pears, containing the name of your remote site and the company and address
information you supplied during the Windows SBS 2011 installation.

B8 Add a Trusted Certificate

Verify the information for your trusted certificate

The following information is used to purchase your trusted certificate If any of the information is
ﬂ incorrect ar missing, you should change it now, Otherwise, you may need to purchase another
trusted certificate to correct the information,

Issued To:

Iremote.a:latu m.infa

Organization:

IA. Datum Carporation

Country: State / Province:
[Us (united states) =] ur
ity

Il‘law‘fnrb

How is this infarmation used?

=10l

Back | Mext Cancel

Modify the company and address information, if necessary, and click Next.
The Generate A Certificate Request page appears.

B8 add a Trusted Certificate

Generate a certificate request

The trusted certificate provider requires some encoced data from your server. The encoded data is listed
in the Certificate Request text box, which was generated using the contact information that you
pravided.

Click Copy to copy the encoded data, and then paste it into the space provided on the request page of
your certificate service provider's Web site,

Generate Trusted Certificate Request

|-—_BEGIN NEW CERTIFICATE REQUEST-—

IMIEKTCCAKE CAQAWAY gxCZAIB gNVBATTAIVTMQswCQYDVQ QIDA)
OWTERMABGALLIE

BwwITmV3IF lvcmsxHTABB gMVBAsSMFEEUIERhaAHVETENvenByemF Oa
WAUMRIWGWYD
VQOKDBRBLIBEYXR1bSEDb3Iwh3)hdGlvbjEbMBEGALUEAWWS cm
Vth3RILmFIYXRT

b5 5phmZyMIBLAMB gkeahkiGIwiBAQEFAADCAQBAMIBCaKCAQE

Saveto File.. Copy

You can purchase atrusted certificate from your domain name provider: GoDaddy.com.

=101%]

Back | Mext I Cancel
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NOTE If your domain name registrar can also supply certificates, the wizard
displays a link to its site. However, you can use any provider you want to obtain
your certificate.

Click Copy to copy the certificate request to the clipboard or click Save to file
to save the request as a file on your local drive.

Click Next. The A Request Is In Progress page appears.
BRI

A requestis in progress...

After they have all the requirad information, the trusted certificate provider will send yvou a certificate
file,

What do youwantto da?

WMy certificate pravider needs more time to process the request,
% Ihave a certificate fram my certificate pravider,

' Twantto cancel my request.

Back | MNext I Cancel |

Open the website of the certificate provider that you want to use and submit
your request by pasting the contents of the Clipboard into the appropriate
form or uploading the request file that you saved. After you pay a fee and
supply the correct information, the provider issues a certificate, either as text
you can copy to the Clipboard or as a file you can download.

Return to the Add A Trusted Certificate Wizard, make sure that the / have a
certificate from my certificate provider option is selected, and click Next. The
Import The Trusted Certificate page appears.
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B Add a Trusted Certificate . ] 9

Import the trusted certificate

If you receive encoded text from your certificate provider, paste the encoded text into the message
bax, and then cick Hext, If you receive a file fram your certificate pravider, click Brawse to locate the
file, and then click Mext,

fou may not use both methods to import your trusted certificate,

Trusted Certificate

Paste the encoded text from your certificate provider

Select the certificate file from your certificate pravider

Browse.. |

Back | ext Cancel |

10. Inthe Trusted certificate box, either paste the text that you copied from the
certificate provider's site or click Browse to select the file that you downloaded,
and then click Next. A The Trusted Certificate Is Imported Successfully page
appears.

11. Click Finish. The wizard closes.

Configure Server Backup

The Getting started tasks list contains a link to the Configure Server Backup Wizard,
which you can also access from the Backup And Server Storage page of the Windows
SBS Console. For information on performing backups and restores on your server
running Windows SBS 2011, see Chapter 12, “Backing Up and Restoring.”

Adding Users and Computers

To connect workstations to your network, you must create user accounts and join
the computers to your AD DS domain. The Add A New User Account Wizard in the
Getting started tasks list is also accessible from the Users And Groups page in the
Windows SBS Console. The Connect Computers To Your Network Wizard is also
accessible from the Network page. For information on using these wizards, see
Chapter 6.
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Symbols

@ sign, 460

A

access control
defined, 223
FAT file systems and, 223
print devices and, 292, 316-320
remote computers, 385-396
access control entries (ACEs), 222, 235-236
access control list (ACL), 222, 235
access restrictions, 62
ACEs (access control entries), 222, 235-236
ACL (access control list), 222, 235
Active Directory Certificate Services (AD
CS), 83,141
Active Directory Domains and Trusts con-
sole, 163
Active Directory Domain Services. See AD DS
Active Directory Domain Services Installation
Wizard
accessing, 142, 549, 553
Additional domain controller options
page, 555
Administrator password page, 143
Choose a deployment configuration
page, 553
Completing the Active Directory
Domain Services Installation Wizard
page, 143, 557
Delete the domain page, 143
Directory Services restore mode
administrator password page, 556
Location for database, log files, and
SYSVOL page, 556
Network credentials page, 554
Operating system compatibility
page, 553
Remove DNS delegation page, 143
Select a domain page, 554
Select a site page, 555
Summary page, 143, 556
Welcome page, 143, 553

Active Directory Sites and Services

console, 163

Active Directory Users and Computers

console
adding users to Backup Operators
group, 367
Advanced Features display, 408
default connection, 392
functionality, 156-159, 407-408

Active Server Pages (ASP), 491
AD CS (Active Directory Certificate

Services), 83, 141

Add a New Group Wizard

accessing, 194

Add a new group page, 194

A new group has successfully been
added to the network page, 196

Getting started page, 194

Select group members for new users
page, 195

Add a New User Account Wizard

accessing, 115, 163, 164

Add a new user account and assign a
user role page, 164

additional tasks, 167

Assign computer dialog box, 191

Create a password for accessing your
network page, 165

creating user account quotas, 271

creating user roles, 175

email setup, 466, 474

modifying user's computer
properties, 191

User account has been successfully
added to the network page, 166

Add a New User Role Wizard

accessing, 176

Choose e-mail settings page, 178

Choose remote access for this user role
page, 178

Choose security group membership
dialog box, 177

Choose shared folder access for this user
role page, 179
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Add a New User Role Wizard (continued)
Choose user role permissions (group
membership) page, 177
Specify a name and description for the
new user role page, 176
The new user role was added success-
fully to the network page, 180
Add a Trusted Certificate Wizard
accessing, 111
A request is in progress page, 114
Before you begin page, 112
Generate a certificate request page, 113
Get the certificate page, 112
Import the trusted certificate page, 114
purchasing certificates, 495
The trusted certificate is imported
successfully page, 115
Verify the information for your trusted
certificate page, 113
add command, 217
Add counters dialog box, 438-440, 445
Add exclusion dialog box, 304
Add features required for Active Directory
Domain Services? dialog box, 551
Additional drivers dialog box, 310
Add multiple new user accounts dialog
box, 169
Add Multiple New User Accounts Wizard
Add multiple new user accounts dialog
box, 169
All new user accounts have been
successfully added to the network
page, 170
Choose a user role and add new user
accounts page, 168
Add or remove snap-ins dialog box, 395
Add Printer Wizard
accessing, 299
AD DS and, 298
Choose an option page, 294, 299
Choose a printer port page, 295
Find a printer by name or TCP/IP ad-
dress page, 300
functionality, 293
Install the printer driver page, 295, 302
No printers were found page, 299
Printer sharing page, 297, 302, 306
Searching for available printers
page, 313
Select a printer page, 313
Type a printer hostname or IP address
page, 300

Type a printer name page, 296, 301
What type of printer do you want to
install? page, 295, 299, 312
Windows Printer Installation progress
indicator box, 313
You've successfully added the printer
page, 297,302, 313-314
Add role services and features required
for Remote Desktop Web Access dialog
box, 405
Add Roles Wizard
accessing, 402, 550
Active Directory domain services
page, 551
Add features required for Active
Directory Domain Services? dialog
box, 551
Add role services and features required
for Remote Desktop Web Access
dialog box, 405
Before you begin page, 402, 550
Confirm installation selections
page, 406, 552
creating scope, 411
Installation progress page, 406
Installation results page, 406, 552
Introduction page, 403
Select role services page, 404
Select server roles page, 403, 550
AD DS (Active Directory Domain Services)
authentication support, 83, 150, 220
authorization support, 150
domain controllers and, 150-151
domains and, 50, 83, 150-151
email support, 469
GPOs and, 154, 409
hierarchy and inheritance, 155-156
installing, 3
objects and attributes, 151-154
permissions support, 156
primary functions, 149-150
printer sharing and, 298, 306-311
security groups, 513
tools supported, 156-163
Windows SBS 2011 limitations, 528
Add threshold dialog box, 274, 279
administration
AD DS tools, 156-163
backups, 367
Windows SBS 2011, 11
Windows Server 2008 R2 tools, 407-415



Administrators group, 167, 316
ADSI Edit console, 159-160
Advanced dialog box, 253, 254
Advanced Intelligent Tape (AIT), 352
Advanced security settings dialog box, 235,
238-239
Advanced settings dialog box, 105
Advanced sharing dialog box
NTFS permissions, 261
share permissions, 228, 259, 263
A (Host) resource record
functionality, 50
installation process and, 85
Internet Address Management
Wizard, 109
AIT (Advanced Intelligent Tape), 352
Alias (CNAME) resource record
functionality, 510
installation process and, 85, 493
Allow Full Control NTFS permission
Administrators group, 167
Deny permissions and, 238
inheritance and, 237
resource ownership and, 244
Allow Full Control share permission
Add a New User Account Wizard, 167
assigning to folder shares, 226, 262-263
Everyone special identity and, 223,
262-263
usage considerations, 225
Allow List Folder Contents NTFS
permission, 237
Allow Print permission, 316-317
Allow Read & Execute NTFS permission, 237
Allow Read NTFS permission, 237
Allow Read share permission, 261
Allow Take Ownership NTFS permission, 244
answer files
creating, 124-127
defined, 124
installing with, 127-130
Answer File Tool
accessing, 125
functionality, 124, 125-127
APOP (Authenticated Post Office
Protocol), 477
AppData folder, 264
Append Data NTFS permission
equivalent standard permission,
234-235
functionality, 232

backups

Application Data folder, 264
application layer (OSI model)
functionality, 16
protocols supported, 44,483
protocol stack and, 17
application pools, 492
Application Server role, 84
ASP (Active Server Pages), 491
ASP.NET, 491
Assign computer dialog box, 191
attenuation (signals), 66
attributes
AD DS support, 151-154
defined, 151
objects and, 151
audit policies, best practices, 437
Authenticated Post Office Protocol
(APOP), 477
Authenticated Users special identity, 223
authentication
AD DS support, 83,150, 220
defined, 150, 220
email considerations, 477
Kerberos, 150, 221
security considerations, 220-221
SMTP considerations, 462
authorization
defined, 150, 221
security considerations, 221-223

Backup Operators group, 367

backups
additional servers, 367
cataloging, 357
configuring for servers, 358-367
creating administrator role for, 367
creating strategies for, 348-358
default reports, 425
defined, 349
folder redirection and, 264
importance of, 347
media rotation schemes, 358
migration process and, 119
modifying, 364-367
scheduling, 354, 356-357, 359-363
selecting backup targets, 354
selecting medium for, 349-353
selecting software for, 355-358
SharePoint support, 518
Windows SBS Console monitoring, 418
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backup targets
defined, 354
selecting, 354
third-party software and, 357
bandwidth utilization
deploying updates, 322
email spammers and, 462
selecting ISPs, 58-60
WSUS support, 325
Base 16 notation, 39
baseline, defined, 444
basic disks
converting from dynamic, 205
converting to dynamic, 204
defined, 204
partitions on, 204
Best Practices Analyzer (BPA)
functionality, 399
monitoring support, 448-449
bindings
configuring, 491
defined, 490
IS supported, 490-491
modifying, 491
biometrics technology, 220
BPA (Best Practices Analyzer)
functionality, 399
monitoring support, 448-449
broadband routers, 30, 60, 67
Browse for folder dialog box, 250
Builtin container object, 153

C

CAB format, 326
cables, network. See network cables
CA (certification authority), 83, 108
CALs (Client Access Licenses)
functionality, 3-4,7
pricing considerations, 7, 9, 528, 530
Remote Desktop Services and, 386
Windows SBS 2011 limitations, 529
Category 5 cabling, 22, 62
Category 5e cabling, 22, 62
CDFS (Compact Disk File System), 201
Certificate installation dialog box, 497
certificates
adding, 110-115
defined, 83,110
RWA sites, 495
self-signed, 495
certification authority (CA), 83, 108

Change directory server dialog box, 392
Change group membership dialog
box, 500-501, 506, 512
Change Permissions NTFS permission,
233,235
Change share permission, 225
Change the members of an update group
dialog box, 338
Choose security group membership dialog
box, 177
CIDR (Classless InterDomain Routing), 36
circuit-switching networks, 32
classful addressing system, 36
Classless InterDomain Routing (CIDR), 36
Client Access Licenses. See CALs
client deployment site (IIS), 493
clients
configuring update settings, 335
defined, 16
deploying printers on, 312-315
dynamic IP addresses and, 42
selecting, 56-57
WSUS update support, 326
client-side rendering (CSR), 292
CNAME (Alias) resource record
functionality, 510
installation process and, 85,493
Compact Disk File System (CDFS), 201
computer clocks, synchronizing, 120
Computer Management console
creating simple volumes, 205
Event Viewer support, 433
functionality, 393
initializing disks, 202
Computer name/domain changes dialog
box, 144, 545
computer networks. See networks
computers
access control, 172
assigning to users, 189-192
configuring update settings, 337
connecting to networks, 181-183
modifying user properties, 191-192
moving objects, 546-548
naming considerations, 69, 187,
544-546
permissions, 192, 222
Properties sheet, 191, 331
remote access, 385-396
running Connect Computer
program, 183-189



Computers container object, 153
Computers OU, 153
Configure Internet Mail Wizard
accessing, 472
Before you begin page, 473
Configure Internet mail settings is
complete page, 474
Configuring Internet mail settings
page, 474
Specify settings for outbound Internet
mail page, 473
Configure Server Backup Wizard
accessing, 115, 359
Confirm backup details page, 362
Getting started page, 359
Label the destination drives page, 360
limitations, 350
Select drives to back up page, 361
Server backup configured page, 362
Specify the backup destination
page, 359
Specify the backup schedule page, 361
Connect Computer program
accessing, 181
copying, 182
running, 183-189
Connect Computers to Your Network Wizard
accessing, 115, 166
Connect Computer program and,
181-183
Connect Computer Wizard
accessing, 185, 484
accessing internal website, 510
accessing websites, 493
Choose how to set up this computer
page, 185
Computer requirements are verified
page, 185
configuration tasks, 189-190
Confirm your user data and settings
selection page, 188
Connect computer complete page, 189
Move existing user data and settings
page, 187
Restart the computer page, 188
Verify computer description page, 186
connectionless protocols, 43
connection-oriented protocols, 42
Connect to the Internet Wizard
accessing, 94
Before you begin page, 94-95
Configure your router page, 98-99
Detecting the existing network page, 95

datagrams

Detecting the router and configuring
your network page, 95
DHCP Server role, 67, 411, 541
functionality, 94, 96
Connect website, 484
Contacts folder, 264
container objects, 153
content filtering, 62
contiguous space, 215
Contribute SharePoint permission, 513
convert command, 217
Convert to dynamic disk dialog box, 205
Cookies folder, 264
Create custom view dialog box, 434
Create file screen dialog box, 281
Create Files NTFS permission
equivalent standard permission,
234-235
functionality, 232
Create Folders NTFS permission
equivalent standard permission,
234-235
functionality, 232
Create New Data Collector Set Wizard
accessing, 444
Add counters dialog box, 445
How would you like to create this new
data collector set? page, 444
Performance monitor dialog box, 447
What type of data do you want to
include? page, 444
Where would you like the data to be
saved? page, 446
Which performance counters would you
like to log? page, 445
create partition command, 217
Create quota dialog box, 280
Create quota template dialog box, 273, 279
Creator Owner group, 316
critical updates
defined, 321
WSUS synchronization, 326
CSR (client-side rendering), 292
Customer experience improvement program
dialog box, 99

D

data collector sets
creating, 443-448
Properties sheet, 447

datagrams, 34, 43
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data-link layer (OSI model), 32-34
data stores
moving, 246-249, 521
moving prerequisites, 246
SharePoint, 521
Date and time dialog box, 77, 539
DDS/DAT (Digital Data Storage/Digital Audio
Tape), 352
decimal notation, 38
Default Domain Controllers Policy GPO, 409
Default Domain Policy GPO, 165, 409
definition updates
defined, 321
WSUS synchronization, 326
delete command, 217
Delete NTFS permission
equivalent standard permission,
234-235
functionality, 233
Delete Subfolders and Files NTFS
permission, 233, 235
delta files, 358
Deny Full Control NTFS permission, 238
deploying printers
basic steps, 292
connecting print devices, 292-293
creating printers, 293-306
on clients, 312-315
deploying second domain controllers,
549-558
deploying second servers
determining system hardware require-
ments, 531-532
installation considerations, 532-538
planning deployment, 531
post-installation tasks, 538-548
roles supporting, 530-531
deploying SQL Server 2008 R2 for Small
Business
determining requirements, 559
installing SQL Server 2008 R2, 559-569
selecting applications, 558-559
deploying updates
configuring Windows Update
client, 340-346
configuring WSUS, 332-340
process overview, 322-332
release classifications, 321
deployment planning
second servers and, 531
selecting clients, 56-57
selecting server hardware, 51-56

Design SharePoint permission, 513-514
Desktop folder, 264-265, 267-268
Detailed network report
capture time, 425
contents of, 426
modifying, 427-429
Properties sheet, 428
scheduling, 427
device drivers
loading, 198
updating, 321
DFS (Distributed File System), 257
DHCP clients, 299, 302
DHCP console
accessing, 303
Action menu, 306
Add exclusion dialog box, 304
Address leases node, 304
Address pool node, 303
functionality, 411
New reservation dialog box, 305
Reservations node, 305
Unique ID value, 305
DHCP reservations
creating, 541-542
creating for printers, 302-306
defined, 302
second servers and, 541
DHCP servers
configuring, 97, 411
DHCP reservations for printers, 302-306
functionality, 30, 45, 84
IP address pool, 42
routers and, 61, 67
second servers and, 540-541
UDP support, 43
diagramming networks, 31-32, 64-66
dial-up connections, 59
differential backups, 357
digital certificates
adding, 110-115
defined, 83, 110
RWA sites, 495
self-signed, 495
Digital Data Storage/Digital Audio Tape
(DDS/DAT), 352
Digital Linear Tape (DLT), 352
digital subscriber line (DSL), 59
directory service, defined, 149
Disk Management snap-in
accessing, 200
converting basic to dynamic disks, 204



creating volumes during installation,
68, 134, 199
Disk list view, 201
Graphical view, 202
partitions and, 204
Volume list view, 201
Diskpart.exe tool
creating volumes during installa-
tion, 199
functionality, 215-218
interactive mode, 216
partitions and, 204
script mode, 216
disks. See hard disks
Distributed File System (DFS), 257
distribution groups, 194
Distribution Groups OU, 153
DIX Ethernet, 33
DLT (Digital Linear Tape), 352
DNS clients, 47
DNS (Domain Name System)
configuration considerations, 108
functionality, 45, 47, 84
IP addresses and, 490
DNS Manager console, 411-413
DNS servers
as forwarders, 136
functionality, 41, 45, 47, 84, 412
name resolution, 47-50
UDP support, 43
documenting cable installation, 32
Documents folder, 264-265, 267-268
Domain Controller certificate, 83
domain controllers
defined, 151
demoting, 142-143
importance of, 83
primary servers as, 6
second servers as, 530, 549-558
Domain Controllers OU, 153
Domain Name System (DNS)
configuration considerations, 108
functionality, 45, 47, 84
IP addresses and, 490
Domain Name System servers. See DNS
servers
domains
functionality, 45-46, 83, 150
identifying in email addresses, 460
multiple GPOs and, 343
namespaces, 46

email administration

naming considerations, 70, 101
organizational units and, 152
removing source servers from, 144
second servers and, 544-546
Windows SBS 2011 limitations, 528
domain trees
defined, 150
designing structure, 151
Downloads folder, 264
DSL (digital subscriber line), 59
dual-booting technique, 205
dual IP stack, 39
dynamic disks
converting from basic, 204
converting to basic, 205
defined, 204
usage drawbacks, 205
Dynamic Host Configuration Protocol
servers. See DHCP servers
dynamic IP addresses, 42, 472

effective permissions, 238-241
EIA (Electronic Industries Alliance), 22
8P8C connector, 20, 23
elect Computer dialog box, 392
Electronic Industries Alliance (EIA), 22
email addresses
case sensitivity, 461
identifying domain, 460
local part, 460-461
@ sign in, 460
email administration
authentication methods, 477
configuring smart hosts, 472-474
default reports, 425
for email addresses, 460-461
email client functions, 467-468
email server functions, 461-467
enforcing quotas, 275
Exchange Server support, 4, 469-471
Internet email communications,
468-469
migration considerations, 136
moving data, 480-482
notification settings, 420, 422
POP3 Connector support, 474-478
setting mailbox quotas, 478-480
setting up Internet addresses, 99-110
SMTP support, 276, 459-460, 462-463
user accounts, 167,172
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email clients, 467-468
email servers, 461-467
EMF (Enhanced Metafile), 286-287
end-to-end protocols, 34-35
Enhanced Metafile (EMF), 286-287
eSATA interface, 350
Ethernet frames, 34
Ethernet protocol, 32-34
event logs
default reports, 425
enforcing user quotas, 276
Event Viewer support, 398, 433-434
Windows SBS Console monitoring, 418
Event Viewer
Create custom view dialog box, 434
functionality, 432-437
Server Manager and, 398
Everyone special identity
Allow Full Control permission,
223, 262-263
Allow Print permission, 316
Exchange Server
CAL Suite support, 4
case sensitivity and, 461
email support, 4, 469-471
functionality, 4-5, 466
IP addressing and, 40
migrating mailboxes and settings, 136
moving data, 480-482
performance counters, 440
pricing considerations, 9
primary servers and, 6
SMTP support, 109
uninstalling, 140
user accounts and, 167, 172
Windows SBS 2011 limitations, 529
Windows Server Backup and, 377
Execute File NTFS permission
equivalent standard permission,
233-234
functionality, 232
extend command, 217
extended partitions, 204
extending volumes, 214-215
Extend Volume Wizard, 215
external hard drives
for backups, 350, 355
capacity considerations, 354
Extract Compressed (Zipped) Folders
Wizard, 497

F

Fast Ethernet, 19, 34
FAT file systems
access control and, 223
extending volumes and, 215
shrinking volumes and, 214
fault tolerance
RAID technology and, 53-56, 212-214,
532
spanned volumes, 210
striped volumes, 210
Favorites folder, 264, 266
fax data, migrating, 138
feature packs, 321
features
adding, 402-406
Server Manager support, 396
file compression, 208
file screen exceptions, 283
File screen properties dialog box, 282
file screens
creating, 281-283
defined, 271, 281
File Server Resource Manager
Add threshold dialog box, 274, 279
Create file screen dialog box, 281
Create quota dialog box, 280
Create quota template dialog box,
273,279
creating additional quotas, 271
creating file screens, 281-283
creating quotas, 280-281
creating quota templates, 272-279
File screen properties dialog box, 282
functionality, 85, 271
generating storage reports, 284
launching, 271
Quota properties dialog box, 281-282
setting disk space quotas, 167
File Services role, 85, 257
file systems
FAT, 214-215, 223
NTFS, 208, 214-215
File Transfer Protocol (FTP), 45
filtering content, 62
firewalls
functionality, 30
routers and, 62
snap-ins and, 394
Windows Firewall, 394, 413-414
FireWire standard. See IEEE 1394 standard



folder compression, 208
folder redirection
default settings, 266-269
defined, 130, 264
disk space quotas, 167
enabling, 269
functionality, 264-265
moving redirected folders, 270
Properties sheet, 267
reconfiguring, 130
ForeignSecurityPrincipals container
object, 153
forests, defined, 150
format command, 217
forwarders, defined, 136
FQDN (fully qualified domain name), 46, 470
frames, defined, 34
FTP (File Transfer Protocol), 45
Full Control NTFS permission
Add a New User Account Wizard
and, 167
equivalent social permissions, 235
functionality, 230
Full Control share permission, 225
Full Control SharePoint permission, 513-514
fully qualified domain name (FQDN), 46, 470

G

Getting Started pages, 174
Getting started tasks list
Add a New User Account Wizard,
115, 163
Add a trusted certificate task, 110-115
adding users and computers tasks, 115
Configure a smart host for Internet
email task, 110, 472
Configure server backup task, 115, 348
Connect to the Internet task, 94-99
Customer feedback options task, 99
functionality, 93
Set up your Internet address task,
99-110
Gigabit Ethernet. See IEEE 802.3ab standard
GPOs (Group Policy objects). See also Update
Services GPOs
AD DS and, 154, 409
applying to domains, 343
creating, 154-155
folder redirection, 265
GPT (GUID Partition Table) partition
style, 203

high-availability technology

Group Policy
folder redirection and, 131, 265
functionality, 154-155, 408
password security and, 221
Windows Update and, 325
Group Policy Management console
accessing, 343
functionality, 161-163, 408-410
Group Policy Management Editor console
Advanced audit policy configuration
node, 436
displaying GPO contents, 344
modifying GPO settings, 266, 410
Group Policy objects. See GPOs
groups
container objects and, 153
creating, 194-196
defined, 193
IS sites, 500-502
managing memberships, 196
permissions and, 222, 237, 316-320
Properties sheet, 196
security considerations, 193
SharePoint Foundation, 513
user accounts and, 167, 173

H

hard disks. See also Disk Management snap-
in; Diskpart.exe tool; partitions

converting basic to dynamic, 204
converting dynamic to basic, 205
enforcing quotas, 167, 270
extending volumes, 214-215
external drives, 350, 354-355
head crashes, 347
initializing, 202
installation considerations, 197-199
managing storage, 200-218
provisioning space for, 68
shrinking volumes, 214-215
types supported, 204-205

hard quotas, 167, 270

hardware. See networking hardware

hardware addresses, 33

hardware-based RAID, 214

head crashes, 347

hexadecimal notation, 38-39

hierarchy
AD DS support, 155-156
functionality, 156

high-availability technology, 53-56
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histograms, 441-443
host adapters
defined, 55
RAID systems and, 55
Host (A) resource record
functionality, 50
installation process and, 85
Internet Address Management
Wizard, 109
Host field (HTTP), 491
host identifiers (IP addresses), 36-37
hosts
defined, 36
smart, 110
hot-pluggable drives, 53
HTML (Hypertext Markup Language), 483
HTTP (Hypertext Transfer Protocol)
application layer protocols and, 45, 483
email clients and, 468
IIS bindings, 491
transport layer protocols and, 43
hubs
comparing to switches, 24
functionality, 23-26
Hypertext Markup Language (HTML), 483
Hypertext Transfer Protocol (HTTP)
application layer protocols and, 45, 483
email clients and, 468
IIS bindings, 491
transport layer protocols and, 43

IANA (Internet Assigned Numbers
Authority), 37
ICANN (Internet Corporation for Assigned
Names and Numbers), 37, 46, 101
IEEE 802.3 standards, 32-34
IEEE 802.3ab standard
Ethernet UTP designations, 34
network interface adapters, 18-19, 25
speed considerations, 27
switched Ethernet ports and, 61
UTP cabling, 22
IEEE 802.3i standard, 19, 34
|IEEE 802.3u standard, 19, 34
IEEE 802.11 standards, 19, 26
IEEE 802.11a standard, 19
|IEEE 802.11b standard, 19
IEEE 802.11g standard, 19, 27-29
|IEEE 802.11n standard, 19, 27

IEEE 1394 standard
external hard drives and, 350-351
print devices and, 285, 292-293
|IEEE (Institute of Electrical and Electronics
Engineers), 19
1IS (Internet Information Services)
accessing websites, 492-498
architectural overview, 487-490
configuration considerations, 109
default website, 488
functionality, 5, 483
managing websites, 498-508
running multiple sites, 490-491
running web applications, 491-492
services supported, 483-487
IMAP4 (Internet Message Access Protocol
version 4), 463, 465
IMAP (Internet Message Access
Protocol), 45, 167
incremental backups, 357, 371
infrastructure networks, 28
inheritance
AD DS support, 155-156
functionality, 155
NTFS permissions and, 237, 239
Initial configuration tasks window
accessing, 538
adjusting time zone settings, 539-540
changing computer name, 544-546
configuring DHCP reservation, 541-542
configuring network settings, 540-544
configuring TCP/IP client, 542-544
Date and time dialog box, 539
joining domain, 544-546
moving computer object, 546-548
Provide computer information
section, 542
Time zone settings dialog box, 540
Initialize disk dialog box, 202
installation
with answer files, 127-130
clean, 71-82
creating volumes during, 68, 134, 199
hard disk considerations, 197-199
loading disk drivers, 198
Migration Preparation Tool, 120
network-attached printers, 298
network cables, 21-23, 63-64
network printers, 299-302
OEM, 82-83
planning deployment, 51-57
preparing for, 66-71



printers, 293-298
process overview, 83-88
scheduling for updates, 338
second servers, 532-538
selecting network components, 57-71
server certificates, 496-497
server updates, 326-328
SQL Server 2008 R2, 559-569
updates, 119
Windows Internal Database feature, 325
Windows SBS 2011, 10-11, 71-88
Windows Server Backup, 367
Install Windows Wizard
accessing, 71,127,379, 532
Add a network administrator account
page, 80
Company information page, 78, 126
Connecting your server page, 78
Continue installation page, 76, 82
Date and time dialog box, 77
Expanding and installing files page, 81
Get important updates page, 78
Installation finished page, 129
Installing Windows page, 75, 127, 536
Install now page, 72,127, 380, 533
OEM installation, 82
Personalize your server and your
network page, 79
Please read license terms page, 73
Please read the license terms page,
127,534
Server network configuration page, 77
Source and destination server informa-
tion page, 128
Successful installation page, 81
That is all the information needed
page, 80
Verify the clock and time zone settings
page, 76
Where do you want to install Windows?
page, 74,127,198, 535
Which type of installation do you want?
page, 73,127,534
Institute of Electrical and Electronics
Engineers (IEEE), 19
Internet Address Management Wizard
Before you begin page, 100-101
Choose a different domain name
page, 103
Choose a domain name provider
page, 103

IP addresses

configuration options, 108-110
Configuring your server page, 106
Congratulations! page, 106
Do you want to register a new domain
name? page, 102, 107
email setup, 466
functionality, 100
How do you want to manage your
domain name? page, 107
Migration Wizard and, 135
MX resource records, 470
Register and purchase the domain name
page, 104
registering domains, 100-106
RWA site and, 494
Store your domain name information
page, 105
Type the domain name you want to
register page, 102
using existing domains, 107
Internet Assigned Numbers Authority
(IANA), 37
Internet Corporation for Assigned Names
and Numbers (ICANN), 37,46, 101
Internet Information Services. See IIS
Internet Information Services (lIS)
Manager, 488-490, 491
Internet Message Access Protocol
(IMAP), 45,167
Internet Message Access Protocol version 4
(IMAP4), 463, 465
Internet Protocol (IP), 34-35
Internet protocol suite. See TCP/IP
Internet Protocol version 4 (IPv4)
address considerations, 35-37
Properties sheet, 40-41, 543
Internet Protocol version 6 (IPv6), 38-41
Internet Server Application Programming
Interface (ISAPI), 491
Internet service provider (ISP)
routers connecting to, 26
selecting, 58-60
Intra-Site Automatic Tunnel Addressing
Protocol (ISATAP), 40
IP addresses
assigning, 40-41
components supported, 36
defined, 34
domains and, 45-50
dynamic, 42, 472
IIS bindings, 490
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IP addresses (continued)
IPv4, 35-37
IPv6, 38-40
name resolution, 47-50
print devices and, 299
private, 37-38, 100
second servers and, 540-541
static, 42, 302, 541
ipconfig /all command, 39
IP (Internet Protocol), 34-35
IPv4 (Internet Protocol version 4)
address considerations, 35-37
Properties sheet, 40-41, 543
IPv6 (Internet Protocol version 6), 38-41
ISAPI (Internet Server Application Program-
ming Interface), 491

ISATAP (Intra-Site Automatic Tunnel Address-

ing Protocol), 40
ISP (Internet service provider)
routers connecting to, 26
selecting, 58-60

K

Kerberos authentication, 150, 221

L

LAN protocols, 34
Launcher.exe program, 484
leaf objects
defined, 153
organizational units and, 153
Properties sheet, 157
LEDs (light emitting diodes), 23
licenses
additional servers and, 529-530

CAL Suite for Premium Users/Devices, 7

Premium Add-On package and, 8
SBS 2011 CAL Suite, 3

light emitting diodes (LEDs), 23

Linear Tape-Open (LTO), 352

Links folder, 264

list disk command, 216

List Folder Contents NTFS permission,

230, 234

List Folder NTFS permission

equivalent standard permission,
233-235

functionality, 232

Local administrator permission, 190, 192

local part (email addresses)
case sensitivity, 461
defined, 460
server restrictions, 461
Local Settings folder, 264
LTO (Linear Tape-Open), 352

M

MAC (Media Access Control) addresses,
33,302
magnetic tape drives, 351
Mail Exchanger (MX) resource record
FQDN support, 470
functionality, 50
Internet Address Management
Wizard, 109
managed backups, 353
Manage Documents printer permission, 316
Manage Printers printer permission, 316
MAPI (Messaging Application Programming
Interface), 167
MAPI/RPC (Messaging Application
Programming Interface/Remote Procedure
Call), 468
MBCA (Microsoft Baseline Configuration
Analyzer), 119, 448
MBR (Master Boot Record) partition
style, 203
Media Access Control (MAC) addresses,
33,302
media rotation schemes, 358
memory
selecting for clients, 57
selecting for servers, 52-53, 532
Messaging Application Programming
Interface (MAPI), 167
Messaging Application Programming
Interface/Remote Procedure Call (MAPI/
RPC), 468
Microsoft Baseline Configuration Analyzer
(MBCA), 119, 448
Microsoft Exchange Server. See Exchange
Server
Microsoft Management Console (MMC)
Active Directory Users and Computers
console, 156-159
advantages, 391
Connect to another computer menu
item, 391
creating custom consoles, 394-396
Disk Management snap-in, 68, 134,
200-202



Event Viewer snap-in, 393, 433-437
functionality, 391-396
Group Policy Management
console, 161-163
Performance Monitor snap-in, 437-448
Update Services snap-in, 324
Microsoft .NET Framework, 560
Microsoft Open License Program
(MOLP), 530
Microsoft Open Value Licensing (MOVL), 530
Microsoft Update servers, 322
Migration Preparation Tool
functionality, 118
Get important updates page, 121
installing, 120
Prepare your source server for migration
page, 121
Preparing the source server for
migration page, 122
running, 121-124
Scan the source server for problems
page, 123
Source server prepared successfully
page, 123
migration process
backups and, 119
complications in, 117-118
creating answer files, 124-127
demoting domain controllers, 142-143
disconnecting printers, 142
editing Software Updates GPO, 145
installing with answer files, 127-130
Migration Wizard and, 131-146
preparing for, 118-124
pre-upgrade checker, 522
process overview, 118
reconfiguring folder redirection, 130
removing AD CS, 141
removing source servers from do-
mains, 144
repurposing migrated servers, 147
SharePoint Foundation, 519, 522-526
uninstalling Exchange Server, 140
Migration Wizard
accessing, 129,131
Change Where to Store Data on the
Destination Server task, 133
Configure the Internet Address
task, 135
Configure the Network task, 135
Finished the migration successfully
page, 146

Move SharePoint Foundation Data Wizard

Finish the migration page, 139, 145
functionality, 130, 133-146
Launch the DNS forwarders migration
task, 136
Migrate Exchange mailboxes and
settings page, 137
Migrate Exchange Mailboxes and
Settings task, 136
Migrate fax data page, 138
Migrate Network Settings task, 136
Migrate users’ shared data page, 137
Migrate Windows Server Update
Services data page, 139
Migrate your internal Web site
page, 138
Welcome page, 132
mirrored volumes
creating, 210
defined, 55, 203
MMC. See Microsoft Management Console
(MMC)
Modify NTFS permission, 230, 234
MOLP (Microsoft Open License
Program), 530
monitoring
Best Practice Analyzer support,
448-449
Event Viewer support, 398, 432-437
Performance Monitor support, 437-448
SharePoint functions, 517
Windows SBS Console support, 417-432
WSUS support, 329-332, 450-457
Move Data Wizard, 247-249
Move dialog box, 548
Move Exchange Server Data Wizard
accessing, 481
Choose a new location for the data
page, 481
Exchange server data was moved
successfully page, 482
Getting started page, 481
Server backup is not configured dialog
box, 481
Move SharePoint Foundation Data Wizard
Choose a new location for the data
page, 521
Getting started page, 521
Server backup is not configured dialog
box, 521
The Microsoft SharePoint Founda-
tion data was moved successfully
page, 521
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Move Users’ Redirected Documents Data
Wizard, 270

MOVL (Microsoft Open Value Licensing), 530

.msi files, 448

Music folder
default settings, 267
folder redirection and, 266
user profile supported, 264

MX (Mail Exchanger) resource record
FQDN support, 470
functionality, 50
Internet Address Management Wiz-

ard, 109
MyBusiness OU, 153
My Documents folder, 264, 265

N

name resolution process, 47-50
namespaces, 46
naming conventions
computers, 69, 187, 544-546
domains, 70, 101
user, 71
NAT (Network Address Translation), 38, 62
NetHood folder, 264
Network Address Translation (NAT), 38, 62
Network Administrator role, 175
network cables
bandwidth considerations, 59
documenting, 32
functionality, 20-21
installation, 21-23, 63-64
selecting, 62-63
Network connections window, 542-544
Network File System (NFS), 252
network identifiers (IP addresses), 36-37
networking hardware
determining SQL Server require-
ments, 559
diagramming networks, 31-32, 64-66
selecting cables, adapters, switch-
es, 62-64
selecting for clients, 56-57
selecting for second servers, 531-532
selecting for servers, 51-56
selecting ISPs, 58-60
selecting routers, 60-62
selection considerations, 57
wired networking, 18-26
wireless networking, 26-31

network interface adapters
for client hardware, 57
functionality, 18-19
MAC addresses and, 33
print devices and, 288-291, 293, 299
selecting, 52,57, 63
for server hardware, 52
network interface cards (NICs), 19, 63
network layer (OSI model), 34-45
Network Policy and Access Services role, 86
Network Policy Server role service, 86
network printers
deploying, 292-311
deploying on clients, 312-315
designing solution, 288-292
disconnecting, 142
installing, 298
installing manually, 299-302
managing with Windows SBS Con-
sole, 315-320
printing process, 286-287
networks
circuit-switching, 32
client/server, 16
connecting computers to, 181-183
defined, 16
diagramming, 31-32, 64-66
domains and, 45-50
expanding, 527-530
infrastructure, 28
OSI model and, 16-18
packet-switching, 32
peer-to-peer, 16
protocols and, 17
reconfiguring, 119
setting up, 135
New host dialog box, 412
New Mirrored Volume Wizard, 211
New reservation dialog box, 305
New Scope Wizard, 411
New Simple Volume Wizard
accessing, 205
Assign drive letter or path page, 206
Completing the new simple volume
wizard page, 208
Format partition page, 207
Specify volume size page, 205
NFS (Network File System), 252
NICs (network interface cards), 19, 63
Notification settings dialog box
accessing, 420
E-Mail address tab, 423



Event log errors tab, 422
Performance counters tab, 421
Services tab, 420

NTFS file system
extending volumes, 215
file and folder compression, 208
shrinking volumes, 214

NTFS permissions
AD DS permissions and, 156
Advanced sharing dialog box, 261
assigning, 241-244
effective permissions, 238-241
establishing policies, 224
file and folder access, 223
groups and, 237
inheritance and, 237, 239
modifying, 241
resource ownership, 244
shared folders and, 263
share permissions and, 223
types supported, 230-237
usage considerations, 229
user accounts and, 167

(o)

objects
AD DS support, 151-154
attributes and, 151
container, 153
creating, 153
defined, 151
leaf, 153
Properties sheet, 407
offsite storage, 352
100BASE-TX, 19, 34
1000BASE-T, 18, 34
online backups, 353
Optimize backup performance dialog
box, 370, 372
organizational units. See OUs
OSl reference model
application layer, 16-17, 44, 483
data-link layer, 32-34
functionality, 16-18
network layer, 34-45
physical layer, 16, 17, 18-32
presentation layer, 44
protocol stack and, 17, 18
session layer, 44
transport layer, 42-44
OUs (organizational units)
defined, 152

Performance Monitor

leaf objects and, 153
prebuilt, 153

Qutlook Web Access (OWA)
configuring permissions, 502
email transaction process, 468
Exchange Server support, 4, 466
functionality, 485

P

packets
defined, 32
encapsulating, 32, 43
IP addresses, 35
transmitting, 32-33, 43
UDP support, 43
packet-switching networks, 32
page description language (PDL), 286
parallel connections, 293
parity value, defined, 212
partitions
basic disk support, 204-205
formatting, 207
selecting styles, 203-204
passwords
authentication considerations, 220
best practices, 166
enforcing requirements, 165
patch panels, 25-26
PCL (Printer Control Language), 287
PDL (page description language), 286
peer-to-peer networks, 16
performance considerations
Performance Monitor tool, 437-448
Windows Server Backup settings,
370-372
performance counters
adding, 438-440
capturing statistics, 444-448
creating effective displays, 443
defined, 422
displaying long-term trends, 441
Performance Monitor
Add counters dialog box, 438-440
adding performance counters, 438-440
creating data collector sets, 443-448
creating effective displays, 443
functionality, 437-438
graph view, 440
histogram view, 441-443
Properties sheet, 441, 443
report view, 441-443
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Performance monitor dialog box

Performance monitor dialog box, 447
Permission entry dialog box, 236
permissions. See also NTFS permissions;
share permissions
AD DS considerations, 156
combining, 223
computers, 192, 222
configuring for IIS sites, 500-502
defined, 193, 222
establishing policies, 224
groups and, 222, 316-320
printers and, 292
security principles, 219-224
SharePoint Foundation, 513
users/user accounts and, 167, 190, 222,
316-320
Permissions dialog box
NTFS permissions, 241-242
share permissions, 226, 228, 255, 260
physical layer (OSI model)
functionality, 16
protocol stack and, 17
wired networking, 18-26
wireless networking, 26-31
Pictures folder
default settings, 267
folder redirection and, 266
user profile supported, 264
planning deployment
second servers, 531
selecting clients, 56-57
selecting server hardware, 51-56
Plug and Play interface, 293
POP3 Connector, 474-478
POP3 mailbox accounts dialog box, 476-478
POP3 (Post Office Protocol version 3), 167,
463-465
POP (Post Office Protocol), 45
port numbers
email clients, 468
functionality, 44
IIS bindings and, 490
SMTP servers, 462
Post Office Protocol (POP), 45
Post Office Protocol version 3 (POP3), 167,
463-465
Premium Add-On (SBS)
functionality, 2
installing second servers, 527
pricing considerations, 8-9, 528
SharePoint Foundation and, 6
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SQL Server 2008 support, 6

Windows Server Backup and, 367
preparing for installation

connecting routers, 67

physical security, 66

provisioning disk space, 68

selecting names, 69-71
presentation layer (OSI model), 44
pre-upgrade checker, 522
pricing considerations

for backup media, 349

Client Access Licenses, 7,9, 528, 530

Exchange Server 2010, 9

with ISPs, 59

Premium Add-On, 8-9, 528

SQL Server, 528

Windows SBS 2011, 8

Windows Server 2008 R2, 9, 528
primary partitions, 204
primary servers. See also second servers

configuring RRAS, 415

depicted, 2

functionality, 6

IIS support, 5

limitations, 12

role support, 402

SQL Server database and, 510

Windows SBS 2011 limitations, 528
print devices

access control, 316-320

access control to, 292

connecting, 288-291, 292-293

creating DCHP reservations, 302-306

defined, 285

direct-attached, 299

maintenance considerations, 292

in printing process, 286-287
Printer Control Language (PCL), 287
printer drivers

defined, 286

obtaining from manufacturer, 296

in printing process, 286-287
printers. See also network printers

access control, 316-320

creating, 293-306

creating DHCP reservations, 302-306

defined, 286

installing manually, 293-298

permissions and, 292

in printing process, 286-287

Properties sheet, 307-311, 317-320



printer sharing
AD DS and, 298, 306-311
deploying network printers, 292-311
deploying printers on clients, 312-315
designing solution, 288-292
functionality, 285
main components, 285-286
managing printers with Windows SBS
Console, 315-320
printing process, 286-287
PrintHood folder, 264
Print Operators group, 316
Print print permission, 316
print servers
defined, 286
design considerations, 288-291
in printing process, 286-287
second servers as, 530
selecting, 291-292
private IP addresses
default configuration, 100
functionality, 37-38
processors
selecting for clients, 57
selecting for servers, 52-53
% Processor Time performance counter,
437-438
Properties sheet. See also Systems Properties
sheet
computers, 191, 331
data collector sets, 447
Detailed network report, 428
files or folders, 231, 235, 239, 241-242
folder redirection, 267
Group Policy settings, 163
groups, 196
IPv4, 40-41, 543
IPv6, 41
leaf objects, 157
local area connection, 543
new reports, 429-432
objects, 407
Performance Monitor, 441, 443
printers, 307-311, 317-320
Remote Web Access, 500, 502, 504-507
security principals, 222
server backups, 364-367
shared folders, 226-227, 249, 259-261
users/user accounts, 151, 158, 160, 190,
196, 269, 271, 479, 502
volumes, 208
websites, 499, 508, 510-513

RAID technology

protocols. See also specific protocols
application layer and, 44
connectionless, 43
connection-oriented, 42
defined, 17
end-to-end, 34-35
LAN, 34
wireless, 61

protocol stack
defined, 17
OSI model and, 17-18

Provision a Shared Folder Wizard
accessing, 249
Advanced dialog box, 253
Browse for folder dialog box, 250
Confirmation page, 258
DFS namespace publishing page, 256
File screen policy page, 256
functionality, 224, 249, 262
NTFS permissions page, 241, 251
Permissions dialog box, 229, 255
Quota policy page, 255
Review settings and create share

page, 257

Shared folder location page, 250
Share protocols page, 251
SMB permissions page, 225, 254
SMB settings page, 252

Provision Storage Wizard, 251

Public share, 249

purchasing Windows SBS 2011, 56

Q

queued print jobs, 315
Quota properties dialog box, 281-282
quotas
creating, 280-281
creating templates, 272-279
enforcing disk space, 167, 270-271
mailbox, 478-480
quota templates
creating, 272-279
defined, 272
predefined, 272

R

RAID-5 volumes
creating, 211-214
defined, 55, 204
RAID technology, 53-56, 212-214, 532
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RDC. See Remote Desktop Connection (RDC)
RDP (Remote Desktop Protocol), 391
Read Attributes NTFS permission
equivalent standard permission,
233-235
functionality, 232
Read Data NTFS permission
equivalent standard permission,
234-235
functionality, 232
Read & Execute NTFS permission, 230, 233
Read Extended Attributes NTFS permission
equivalent standard permission,
233-235
functionality, 232
Read NTFS permission, 230, 233
Read Permissions NTFS permission
equivalent standard permission,
233-235
functionality, 233
Read share permission, 225
Read SharePoint permission
AD DS groups and, 514
functionality, 513
re-creating, 525
Recent folder, 264
Recovery Wizard
accessing, 373
Confirmation page, 378
Getting started page, 373
Recovery progress page, 378
Select application page, 376
Select backup date page, 373
Select items to recover page, 375
Select location for system state recovery
page, 377
Select recovery type page, 374
Select volumes page, 375
Specify recovery options page,
375-377
RedirectedFolders share, 249, 270
Re-Image Your Computer Wizard
accessing, 381
Choose additional restore options
page, 382
Select a system image backup
page, 381
Remote Access Service, 86
remote backups, 353
remote computers
accessing with Microsoft Management
Console, 391-396

accessing with Remote Desktop, 90,
385-391
Remote Desktop clients
Remote Desktop Connection
program, 90, 386, 389-391
Windows support, 385
Remote Desktop Connection (RDC)
accessing, 389
accessing Windows SBS Console
from, 90
Display tab, 390
functionality, 386
Remote Desktop Protocol and, 391
Windows security dialog box, 390
Remote Desktop Protocol (RDP), 391
Remote Desktop servers
built-in capability, 385
enabling functions, 386-389
limitations, 12
second servers as, 531
Windows support, 385
Remote Desktop Services role
functionality, 386
primary server limitations, 12
Remote Desktop Web Access role
service, 405
Windows Server 2008 R2 and, 386
Remote Desktop Users dialog box, 388
Remote Desktop Users group, 388
Remote Desktop Web Access role
service, 405
Remote Service Management firewall
exception, 394
Remote Web Access. See RWA
Remote Web Workplace (RWW) site, 90
Remove Roles Wizard, 141
reports
BPA-generated, 449
creating and viewing, 424-432
Performance Monitor support, 441-443
storage-based, 284
Windows SBS supported, 93
WSUS-generated, 450-457
resource ownership, 244
resource records
caching, 50
creating, 47, 412
functionality, 85
Internet Address Management Wizard
and, 109
resource utilization, server hardware and, 52



restoring data
recovering entire systems, 379-384
SharePoint support, 518, 524
third-party software, 358
Windows Server Backup, 372-379
RJ-45 connector, 20
roles
adding, 402-406
adding hardware specific to, 532
managing, 397-402
Server Manager support, 396
user, 175-181
Windows SBS support, 3
routers
broadband, 30, 60, 67
configuring, 98-99, 494
connecting, 67
functionality, 26
selecting, 60-62
SMTP support, 470
Routing and Remote Access Server Setup
Wizard, 415
RRAS (Routing and Remote Access
Service), 86,414
Run dialog box, 142, 271, 394
RWA (Remote Web Access)
accessing SharePoint Foundation
site, 510
accessing websites, 493-497
configuring site content, 503-507
customizing site, 502
functionality, 485
managing user properties, 171
Properties sheet, 500-502, 504-507
RWW (Remote Web Workplace) site, 90

S

SATA (Serial AT Attachment), 350, 532
satellite connections, 59
Saved Games folder, 264
SBSComputers OU, 153, 155
SBSMONITORING database, 529
SBSServers OU, 153, 155
SBSUsers OU, 153
scheduling
backups, 354, 356-357, 359-363
default reports, 427
update installations, 338

server certificates

schemas
defined, 152
modifying, 152
scope, defined, 42
SCSI (Small Computer System Interface),
350, 532
Searches folder, 264
second domain controllers, 549-558
second servers. See also primary servers
deploying, 530-548
deploying second domain control-
lers, 530, 549-558
deploying SQL Server for Small
Business, 558-569
expanding networks, 527-530
licensing considerations, 529-530
Windows SBS 2011 limitations, 529
Secure Password Authentication (SPA), 477
Secure Sockets Layer (SSL), 465, 495
security. See also permissions
default reports, 425
Event Viewer monitoring, 434
preparing for installation, 66
private IP addresses and, 38
SharePoint support, 519
Windows SBS Console monitoring, 417
Windows SBS principles, 219-224
working with groups, 193, 513
security groups, 194, 513
Security Groups OU, 153
Security log, 435, 437
security principals
defined, 222
effective permissions and, 238
NTFS permissions, 230-231, 233
Properties sheet, 222
security updates
defined, 321
WSUS synchronization, 326
segments, defined, 43
select disk command, 217
Select users, computers, service accounts, or
groups dialog box, 240, 243, 318
Select users dialog box, 388
self-signed certificates, 495
Send To folder, 264
Serial AT Attachment (SATA), 350, 532
serial port connections, 293
Server backup is not configured dialog
box, 481, 521
server certificates, 496-497

589



server farms

590

server farms, 515
Server Manager
adding roles and features, 402-406
advanced tools, 400
Best practices analyzer, 399
Configure Remote Desktop in the server
summary section, 388
DFS considerations, 257
Event Viewer console, 398
functionality, 396-397
managing roles, 397-402
Remote Server Administration Tools
feature, 393
resources and support links, 401
role services support, 400
Roles node, 397, 402, 549
Services console, 399
SMTP Server feature, 276
snap-in support, 402
Windows Server Backup and, 367
Server Operators group, 316
servers. See also primary servers; second
servers; web servers
backing up additional, 367
configuring backups, 358-367
configuring update settings, 335
defined, 1, 16
installing updates manually, 326-328
purchasing considerations, 1
repurposing migrated, 147
selecting hardware, 51-56
static IP addresses and, 42
WSUS update support, 326
service packs
defined, 321
installing, 119
update considerations, 337
WSUS synchronization, 326
Services console, 399
Services for Network File System role
service, 252
Service (SRV) resource record, 110
session layer (OSI model), 44
Setup support rules dialog box, 560, 562
Share and Storage Management
Console, 249
Shared folders dialog box, 262-263
shared folders (shares)
assigning permissions, 226
creating, 249
creating using Windows Explorer,
259-261

creating using Windows SBS
Console, 250-258
default, 249
managing, 261-263
migrating, 137
permissions and, 223, 263
Properties sheet, 226-227, 249,
259-261, 261
user accounts and, 173
viewing, 261
share permissions
configuring with Windows Explorer, 263
configuring with Windows SBS
Console, 261-263
establishing policies, 224
NTFS permissions and, 223
usage considerations, 225-229
SharePoint Central Administration site
accessing, 508, 514
Application management page, 515
Backup and restore page, 518
Configuration Wizards page, 520
creating, 486
Databases page, 516
General application settings page, 519
Monitoring page, 517
Security page, 519
Service applications page, 516
Site collections page, 515
System Settings page, 517
Upgrade and migration page, 519
Web applications page, 515
SharePoint Designer, 519
SharePoint Farm Configuration Wizard, 520
SharePoint Foundation
accessing internal website, 510
default permissions, 513
functionality, 5-6, 486, 509
managing internal website proper-
ties, 510-521
migrating website, 138, 522-526
moving data stores, 521
performance counters, 440
SQL Server database, 5
Windows Server Backup and, 377
sharing printers. See printer sharing
shrink command, 217
Shrink dialog box, 214
shrinking volumes, 214-215
Simple Mail Transfer Protocol. See SMTP
simple volumes
creating, 205-208



defined, 203
dynamic disks and, 205
partitions and, 204
Site bindings dialog box, 491
site collections, 515
sites (IIS)
client deployment site, 493
configuring group memberships,
500-502
defined, 488
enabling/disabling, 498
Properties sheet, 499, 508, 510-513
RWA supported, 493-497, 502-507
shortcuts and links to, 493
WSUS website, 498
6to4 mechanism, 40
Small Business Server Folder Redirection
Policy GPO
creation of, 265, 269
modifying settings, 266
Root Path setting, 269, 270
Small Computer System Interface (SCSI),
350, 532
smart hosts
configuring, 472-474
defined, 110
SMTP (Simple Mail Transfer Protocol)
email considerations, 276, 459
email support, 460, 462-463
Exchange Server support, 109
functionality, 45, 462-463
router support, 470
snap-ins. See also specific snap-ins
defined, 391
firewalls and, 394
Server Manager support, 402
soft quotas, 167, 270
software-based RAID, 214
Software update settings dialog box,
337-338
Software Updates Group Policy object
(GPO), 145
spanned volumes
creating, 209
defined, 203
fault tolerance, 210
SPA (Secure Password Authentication), 477
special identity, defined, 223
special permissions
defined, 231
equivalent standard permissions,
233-235

SQL Server 2008 Setup Wizard

NTFS supported, 232-233

speed considerations

backup devices, 349
|IEEE 802.3ab standard, 27

spooler, defined, 287
SQL Server

CAL Suite for Premium Users/Devices
license, 7

determining requirements, 559

functionality, 6-7

performance counters, 440

pricing considerations, 528

primary server and, 510

second servers and, 531

selecting applications, 558-559

SharePoint Foundation requirements, 5

typical implementation, 7

Windows Internal Database feature,
5,325

SQL Server 2008 R2 for Small Business

deploying, 558-569

Setup support rules dialog box, 560

SQL Server installation center
window, 560

System configuration checker, 560

User account control dialog box, 560

Windows SBS 2011 limitations, 529

SQL Server 2008 Setup Wizard

accessing, 562

Analysis services configuration
page, 567

Complete page, 569

Database engine configuration
page, 567

Disk space requirements page, 565

Error reporting page, 567

Feature selection page, 564

Installation configuration rules
page, 567

Installation rules page, 565

Instance configuration page, 565

License terms page, 562

Product key page, 562

Ready to install page, 568

Reporting services configuration
page, 567

Server configuration page, 566

Setup role page, 564

Setup support files page, 563

Setup support rules dialog box, 562

Setup support rules page, 563

591



SQL Server installation center window
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SQL Server installation center window
accessing, 560-561
Installation page, 561
SQL Server Management Studio Express
console, 523
SQL (Structured Query Language), 6
SRV (Service) resource record, 110
SSL (Secure Sockets Layer), 465, 495
standard permissions
defined, 230
equivalent special permissions, 233-235
NTFS supported, 230
Standard user permission, 190, 192
Standard User role, 175
Standard User with Administration Links
role, 175
Start Menu folder, 264
Startup folder, 266
static IP addresses
dynamic addresses vs., 42
print devices and, 302
second servers and, 541
storage considerations
for backups, 349
changing location, 133
client hardware, 57
default configuration, 245-249
enforcing quotas, 167, 270-271
File Server Resource Manager, 271-284
folder redirection and, 264-270
generating storage reports, 284
hard disks, 200-218
offsite storage, 352
Security log, 437
server administration rules, 245-246
server hardware, 52-56
setting mailbox quotas, 478-480
user accounts, 167, 173
working with shares, 249-263
striped volumes
creating, 210
defined, 55, 203
fault tolerance, 210
Structured Query Language (SQL), 6
Stsadm.exe program, 522
subnet masks, 36-37
Summary network report
capture time, 425
contents of, 425
modifying, 427-429
switched Ethernet ports, 60

switches
comparing to hubs, 24
functionality, 23-26, 30
selecting, 64
uplink negotiation feature, 64
synchronization
computer clocks and, 120
WSUS support, 324-325, 339, 451
Synchronize NTFS permission
equivalent standard permission,
233-235
functionality, 233
system hardware. See networking hardware
System Information utility, 33
System Properties sheet
accessing, 144, 387
Computer name/Domain changes
dialog box, 545
enabling Remote Desktop, 387-389
removing source servers from
domains, 144
Windows security dialog box, 546
System Recovery Options Wizard
accessing, 380
Choose a recovery tool page, 381
system requirements, Windows SBS
2011, 10,13
system volume, 69, 379

T

Take Ownership NTFS permission, 233, 235
Task Scheduler, 363
TCP/IP (Transmission Control Protocol/Inter-
net Protocol)
configuration settings, 40-41
domains and, 45-50
functionality, 34-35
installing network printers, 298
IPv4 addresses, 35-37
IPv6 addresses, 38-40
private IP addresses, 37-38
second servers and, 542-544
static vs. dynamic address configura-
tion, 42
transport layer protocols, 42-44
TCP (Transmission Control Protocol), 42-44
Telecommunications Industry Association
(TIA), 22
Telnet protocol, 45
Templates folder, 264
10Base-T, 19, 34



Teredo mechanism, 40
Text (TXT) resource record, 110
TIA/EIA-568-C standard, 22
TIA (Telecommunications Industry Associa-

tion), 22
time zone settings, 539-540
Time zone settings dialog box, 540
TLS (Transport Layer Security), 465
tools, defined, 321
Transmission Control Protocol/Internet

Protocol. See TCP/IP
Transmission Control Protocol (TCP), 42-44
transport layer (OSI model), 42-44
Transport Layer Security (TLS), 465
Traverse Folder NTFS permission

equivalent standard permission, 233,
234
functionality, 232

trusts, Windows SBS 2011 limitations, 528
tunneling technique, 414
TXT (Text) resource record, 110

U

UDP (User Datagram Protocol), 42
UIDL (Unique Identification Listing), 464
Ultrium technology, 352
Uniform Resource Locator (URL), 47, 325
uninterruptible power supply (UPS), 66
Unique Identification Listing (UIDL), 464
Universal Plug and Play (UPnP), 61, 110
universal serial bus (USB)
external hard drives, 350-351
network interface adapters and, 19
print devices and, 285, 292-293
update repository, 332-334
update rollups
defined, 321
WSUS synchronization, 326
updates
approving, 339
configuring Windows Update cli-
ent, 340-346
default reports, 425
defined, 321
installing, 119
process overview, 322-332
release classifications, 321
scheduling installations, 338
Windows SBS Console monitoring, 417
WSUS support, 332-340, 452-457

users/user accounts

Update Services GPOs
Client Computers Policy, 154, 155, 325,
340, 342
Common Settings Policy, 325, 340-342,
343, 409
Server Computers Policy, 325, 340, 342
Update Services snap-in
accessing, 450
Reports pane, 450
Synchronization report window, 451
WSUS support, 324-325, 450
uplink negotiation feature (switches), 64
UPnP (Universal Plug and Play), 61, 110
UPS (uninterruptible power supply), 66
URL (Uniform Resource Locator), 47, 325
USB (universal serial bus)
external hard drives, 350-351
network interface adapters and, 19
print devices and, 285, 292-293
User account control dialog box
accessing Connect Computer
Wizard, 185
accessing SQL Server installation center
window, 560
accessing Update Services console, 450
starting Windows SBS Console, 90
User Datagram Protocol (UDP), 42
user profiles, defined, 264
user roles
creating, 175-181
defined, 175
Users container object, 153
Users group, 237
UserShares share, 249, 270
Users OU, 153
users/user accounts
AD DS support, 150
assigning computers to, 189-192
authenticating, 220-221
authorizing, 221-223
creating, 164-168
creating multiple, 168-170
customized Getting Started pages, 174
enforcing disk space quotas, 167,
270-271
managing properties, 170-174
modifying computer properties,
190-191
naming considerations, 71
password considerations, 165-166
permissions and, 167, 190, 222, 316-320
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Properties sheet, 151, 158, 160, 190,
196, 269, 271, 479, 502

working with, 163

UTP cabling
Ethernet protocol and, 34
functionality, 20
industry standard for, 22

Vv

variable-length subnet masking (VLSM), 36
Videos folder, 264, 266-267
virtual directories, 490
virtual private networking (VPN)
access control, 86
functionality, 62, 414
user accounts and, 171
VLSM (variable-length subnet masking), 36
volumes
creating, 197, 203-214
creating during installation, 68, 134,
199
extending, 214-215
formatting for backups, 355
Properties sheet, 208
server administration rules and, 246
shrinking, 214-215
types supported, 203-204
VPN (virtual private networking)
access control, 86
functionality, 62, 414
user accounts and, 171

w

WAPs (wireless access points)
functionality, 28-31
physical security and, 66
routers and, 61
web browsers
application layer protocols and, 45
Certificate Error page, 495-496
transport layer protocols and, 43
Web Server certificate, 83
Web Server (lIS) role, 87,487
web servers
application layer protocols and, 45
functionality, 30, 483
primary servers as, 6
print devices and, 299
roles and role services, 405
second servers as, 530

SQL Server databases and, 7
transport layer protocols and, 43
websites. See also SharePoint Foundation
access control, 174
accessing client deployment site, 493
configuring permissions, 500-502
default, 483-487
enabling/disabling, 498
1IS default, 488
migrating, 522-526
Properties sheet, 499, 508, 510-513
running multiple, 490-491
RWA supported, 493-497, 502-507
shortcuts and links to, 493
WSUS supported, 498
WEP (Wired Equivalent Privacy), 61
WHOIS service, 101, 104
Wi-Fi Protected Access (WPA) protocol, 61
Wi-Fi (wireless network interface), 19
Windows environment
client requirements, 56-57
email clients, 467
IPv6 addressing, 39
permissions in, 222
Remote Desktop server support, 385
Windows Eventing engine, 433-434
Windows Explorer
configuring share permissions, 263
creating shares, 259-261
Windows Firewall
functionality, 413-414
snap-ins and, 394
Windows Firewall with Advanced Security
console, 413
Windows Installer, 560
Windows Internal Database feature
functionality, 5
installation, 325
SharePoint Foundation and, 509
Windows PowerShell 2.0, 119
Windows SBS 2003 server, 526
Windows SBS 2011
administration, 11
clean installation, 71-82
components supported, 2-7
default storage configuration, 245-249
functionality, 1
IIS support, 5
installing, 10-11, 71-88
installing with answer files, 127-130
limitations, 11-12, 528-529
new features, 12-13
OEM installation, 82-83



pricing considerations, 8
purchasing considerations, 56
role support, 3
system requirements, 10, 13
Windows SBS Console
AD DS tools, 156-163
Backup and server storage page, 93,
115, 247, 333, 348, 481
Configure Server Backup Wizard, 350
configuring RWA, 502-507
configuring share permissions, 261-263
configuring software update
settings, 334-339
configuring website permissions,
500-502
configuring WSUS, 332-340
controlling printer access, 316-320
creating shares, 250-258
creating user accounts, 164-168
enabling/disabling websites, 498
Exchange Server support, 4
functionality, 3, 89
Home page, 91, 92
managing internal website proper-
ties, 510-521
managing printers with, 315-320
managing queued print jobs, 315
monitoring support, 417-432
Move Users' Redirected Documents
Data Wizard, 270
moving data stores, 246-249
Network essentials summary pane,
417-419
Network page, 92, 115, 419
Notification settings dialog box,
419-424
post-installation tasks, 93-116
Remote Desktop Connection and, 90
Reports page, 93, 424-432
Security page, 93
server backups, 358-359
Shared folders and web sites page,
93, 250, 261, 498
starting, 90
Updates page, 330-331
Users and groups page, 92, 115, 164,
168, 170, 176, 479
viewing shares, 261
WSUS support, 324
Windows SBS POP3 Connector dialog
box, 475
Windows SBS Remote Web Access Users
group, 501

Windows Update

Windows SBS SharePoint_MembersGroup
functionality, 501, 513
permissions and, 514
Windows SBS SharePoint_OwnersGroup
functionality, 501, 513
permissions and, 514
Windows SBS SharePoint_VisitorsGroup
functionality, 501, 513
permissions and, 514
Windows security dialog box, 390, 546
Windows Server 2008 R2
administration tools, 407-415
backup support, 347
Best practices analyzer, 399
Client Access License (CAL) Suite, 3-4
creating volumes during installa-
tion, 199
functionality, 3-4
IPv6 addressing, 39
pricing considerations, 9, 528
Remote Desktop Services role, 386
Windows Internal Database feature,
5,325
Windows SBS Console and, 3, 89
Windows Server Backup
accessing, 368
backup targets and, 354
configuring performance settings,
370-372
Exchange Server and, 377
File Recovery message, 379
functionality, 347, 355-356, 358
installing, 367
limitations, 349
Messages section, 368
Optimize backup performance dialog
box, 370
performing restores, 372-379
Scheduled backup section, 370
SharePoint Foundation and, 377
simultaneous backups, 352
Status section, 369
Windows SBS Console and, 348
Windows Server Update Services. See WSUS
(Windows Server Update Services)
Windows Server Update Services Configura-
tion Wizard, 325
Windows Update
configuring settings, 322, 335
Group Policy and, 325
processing, 327-328

595



Wired Equivalent Privacy (WEP)

596

Wired Equivalent Privacy (WEP), 61
wired networking
hubs and switches, 23-26
network cables, 20-23
network interface adapters, 18-19
routers, 26
wireless access points (WAPs)
functionality, 28-31
physical security and, 66
routers and, 61
wireless networking, 26-31
wireless network interface (Wi-Fi), 19
worker process application mode, 492
WPA (Wi-Fi Protected Access) protocol, 61
Write Attributes NTFS permission
equivalent standard permission,
234-235
functionality, 232
Write Data NTFS permission
equivalent standard permission,
234-235
functionality, 232

Write Extended Attributes NTFS permission

equivalent standard permission,
234-235
functionality, 232
Write NTFS permission, 231, 234

WSUS (Windows Server Update Services)

accessing website, 498

approving updates, 339

configuring software update
settings, 334-339

default settings, 325-326

functionality, 6, 88, 154, 484

installing server updates manually,
326-328

migrating data, 139

monitoring support, 329-332, 450-457

moving update repository, 332-334

provisioning disk space, 69

synchronization support, 324-325,
339,451

update support, 323-324, 452-457

Windows SBS 2011 limitations, 529

XML Paper Specification (XPS), 287
XPS (XML Paper Specification), 287
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