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Chapter 1
Key Principles of Security

In this chapter:
Understanding Risk Management............... ... iiiiviiinan.. 3
Understanding Security. .........co i 8

Managing information security is difficult. To do it well requires a combination of
technical, business, and people skills, many of which are not intuitive. The foundation
of information security is risk management. Without a good understanding of risk
management, it is impossible to secure any large modern network. More often than
not, the failure of network administrators and managers to build a secure network
results in the organization’s most closely held information being as secure as the
lunch menu. Thus, either the lunch menu will be very secure, or the security of impor-
tant information will be very weak. Neither situation is workable in the long run.

Not every network administrator is a security expert, and most need not be. However,
all network administrators must understand the basics of security. Classically, infor-
mation security is dominated by confidentiality, integrity, and availability, usually
referred to by the mnemonic C-I-A triad. This view relates to the historically strong ties
between information security and cryptography for which the security concepts of
confidentiality and integrity refer to the cryptography concepts of encryption and
hashing. The modern security professional needs to keep more in mind conceptually
than just the insular C-I-A triad—for example, attacks used to inflict monetary dam-
ages or carried out in the furtherance of a greater exploit extend the protection that
networks provide. You can follow several key principles to secure your networks and
applications. By acting on these key principles when completing your day-to-day
tasks, you can secure your network—even without being a security expert. And if you
are a security specialist or want to become one, you must master these key principles.

Understanding Risk Management

The first key principle of security is that no network is completely secure—information
security is really about risk management. In the most basic of terms, the more impor-
tant the asset is and the more it is exposed to security threats, the more resources you
should put into securing it. Thus, it is imperative that you understand how to evaluate
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an asset’s value, the threats to an asset, and the appropriate security measures. In gen-
eral, without training, administrators respond to a security threat in one of three ways:

Ignore the threat, or acknowledge it but do nothing to prevent it from occurring.
Address the threat in an ad hoc fashion.

B Attempt to completely secure all assets to the utmost degree, without regard for
usability or manageability.

None of these strategies takes into account what the actual risk is, and all of them will
almost certainly lead to long-term failure.

Learning to Manage Risk

Managing security risks can be an incredibly daunting task, especially if you fail to do
so in a well-organized and well-planned manner. Risk management often requires
experience with financial accounting and budgeting as well as the input of business
analysts. Building a risk assessment of an organization’s security can take months and
generally involves many people from many parts of the company. You can follow this
simple process for assessing and managing risk:

B Setascope. Ifyou try to assess and manage all security risks in your organiza-
tion, you are likely to be overwhelmed and certain to miss critical details. Before
starting the risk assessment, set the scope of the risk assessment project. This
will enable you to better estimate the time and cost required to assess the secu-
rity risks in the project and to document and track the results more easily.

m Identify assets and determine their value. The first step in assessing risk is to
identify assets and determine their value. When determining an asset’s value,
take these three factors into account:

Q The financial impact of the asset’s compromise or loss
0 The nonfinancial impact of the asset’s compromise or loss

0 The value of the asset to your competitors

The financial impact of an asset’s compromise or loss includes revenue and pro-
ductivity lost because of downtime, costs associated with recovering services,
and direct equipment losses. The nonfinancial impact of an asset’s compromise
or loss includes resources used to shape public perception of a security incident,
such as advertising campaigns, and loss of public trust or confidence, known as
goodwill in accounting. The value of the asset to your organization should be the
main factor in determining how you secure the resource. If you do not ade-
quately understand your assets and their value, you might end up securing the
lunch menu in the cafeteria as stringently as you secure your trade secrets.
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B Predict threats and vulnerabilities to assets. The process of predicting threats

and vulnerabilities to assets is known as threat modeling. Through the exercise of
modeling threats, you will likely discover threats and vulnerabilities that you did
not know about or had overlooked, and you will document the more well-
known threats and vulnerabilities. You can then proactively mitigate risk rather
than having to react to it after a security incident.

More Info See Threat Modeling (Microsoft Press, 2004) by Frank Swiderski
and Window Snyder for in-depth information on threat modeling.

Document the security risks. After completing the threat model, it is essential
that you document the security risks so that they can be reviewed by all relevant
people and addressed systematically. When documenting the risks, you might
want to rank them. You can rank risks either quantitatively or qualitatively. Quan-
titative rankings will use actual and estimated financial data about the assets to
assess the severity of the risks. For example, you might determine that a single
incident of a security risk will cost your organization $20,000 in financial losses,
whereas another will cost the organization only $5,000. Qualitative rankings
use a system to assess the relative impact of the risks. For example, a common
qualitative system is to rank the product of the probability of the risk occurring
and the value of the asset on a 10-point scale. Neither quantitative nor qualitative
risk assessment is superior to the other; rather, they complement each other,
each with its own best use. Quantitative ranking often requires acute accounting
skills, whereas qualitative ranking often requires acute technical skills.

Determine a risk management strategy. After completing the risk assessment,
you must determine what general risk management strategy to pursue and what
security measures you will implement in support of the risk management strat-
egy. The result from this step is a risk management plan. The risk management
plan should clearly state the risk, threat, impact on the organization, risk man-
agement strategy, and security measures that will be taken. As a security admin-
istrator, you will likely be responsible for or involved in implementing the
security measures in the risk management plan.

Monitor the assets. Once the actions defined in the risk management plan have
been implemented, you will need to monitor the assets for realization of the
security risks. As we've mentioned, realization of a security risk is called a secu-
rity incident. You will need to trigger actions defined in contingency plans and
start investigating the security incident as soon as possible to limit the damage
to your organization.
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W Track changes to risks. As time progresses, changes to your organization’s hard-
ware, software, personnel, and business processes will add and obsolete secu-
rity risks. Similarly, threats to assets and vulnerabilities will evolve and increase
in sophistication. You will need to track these changes and update the risk man-
agement plan and the associated security measures regularly.

Risk Management Strategies

Once you have identified an asset and the threats to it, you can begin determining
which security measures to implement. The first step is to decide on the appropriate
risk management strategy. The rest of this section examines the four general catego-
ries of risk management that you can pursue:

Acceptance
Mitigation

Transference

Avoidance

Accepting Risk

By taking no proactive measures, you accept the full exposure and consequences of
the security threats to an asset. Accepting risk is an extreme reaction to a threat. You
should accept risk only as a last resort when no other reasonable alternatives exist, or
when the costs associated with mitigating or transferring the risk are prohibitive or
unreasonable. When accepting risk, it is always a good idea to create a contingency
plan. A contingency plan details a set of actions that will be taken after the risk is real-
ized and will lessen the impact of the compromise or loss of the asset.

Mitigating Risk

The most common method of securing computers and networks is to mitigate security
risks. By taking proactive measures either to reduce an asset’s exposure to threats or
reduce the organization’s dependency on the asset, you are mitigating the security risk.
Generally, reducing an organization’s dependency on an asset is beyond the scope of a
security administrator’s control; however, mitigating risk is the primary job function of
a security administrator. One of the simplest examples of mitigating a security risk is
installing antivirus software. By installing and maintaining antivirus software, you
greatly reduce a computer’s exposure to computer viruses, worms, and Trojan horses.
Installing and maintaining antivirus software does not eliminate the possibility of a
computer being infected with a virus because there will inevitably be new viruses that
the antivirus software cannot yet protect the computer against. Thus, when a risk is
mitigated, you still should create a contingency plan to follow if the risk is realized.
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When deciding to mitigate risk, one of the key financial metrics to consider is how
much your organization will save because of mitigating the risk, less the cost of imple-
menting the security measure. If the result is a positive number and no other prohibi-
tive factors exist, such as major conflicts with business operations, implementing the
security measure is generally a good idea. On occasion, the cost of implementing the
security measure will exceed the amount of money saved but will still be worthwhile—
for example, when human life is at risk.

Transferring Risk

An increasingly common and important method of addressing security risks is to
transfer some of the risk to a third party. You can transfer a security risk to another
party to take advantage of economies of scale, such as insurance, or to take advantage
of another organization’s expertise and services, such as a Web hosting service. With
insurance, you are paying a relatively small fee to recuperate or lessen financial losses
if the security risk should occur. This is especially important when the financial con-
sequences of your security risk are abnormally large, such as making your organiza-
tion vulnerable to class action lawsuits. When contracting a company to host your
organization’s Web site, you stand to gain sophisticated Web security services and a
highly trained, Web-savvy staff that your organization might not have afforded other-
wise. When you engage in this type of risk transference, the details of the arrangement
should be clearly stated in a contract known as a service level agreement (SLA). Always
have your organization’s legal staff thoroughly investigate all third parties and con-
tracts when transferring risk.

Avoiding Risk

The opposite of accepting risk is to avoid the risk entirely. To avoid risk, you must
remove the source of the threat, exposure to the threat, or your organization’s reliance
on the asset. Generally, you avoid risk when there are little to no possibilities for miti-
gating or transferring the risk, or when the consequences of realizing the risk far out-
weigh the benefits gained from undertaking the risk. For example, a law enforcement
agency might want to create a database of known informants that officers can access
through the Internet. A successful compromise of the database could result in lives
being lost. Thus, even though many ways to secure access to the database exist,
there is zero tolerance of a security compromise. Therefore, risk must be avoided by
not placing the database on the Internet, or perhaps not storing the information
electronically at all.
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Understanding Security

The most fundamental skill in securing computers and networks is understanding
the big picture of security. By understanding the big picture of how to secure comput-
ers and networks as well as the limitations of security, you can avoid spending time,
money, and energy attempting impossible or impractical security measures. You can
also spend less time resecuring assets that have been jeopardized by poorly conceived
or ineffective security measures.

Granting the Least Privilege Required

Defending in

Always think of security in terms of granting the least amount of privileges required to
carry out the task. If an application that has too many privileges should be compro-
mised, the attacker might be able to expand the attack beyond what it would if the
application had been under the least amount of privileges possible. For example,
examine the consequences of a network administrator unwittingly opening an e-mail
attachment that launches a virus. If the administrator is logged on using the domain
Administrator account, the virus will have Administrator privileges on all computers
in the domain and thus unrestricted access to nearly all data on the network. If the
administrator is logged on using a local Administrator account, the virus will have
Administrator privileges on the local computer and thus would be able to access any
data on the computer and install malicious software such as key-stroke logging soft-
ware on the computer. If the administrator is logged on using a normal user account,
the virus will have access only to the administrator’s data and will not be able to
install malicious software. By using the least privileges necessary to read e-mail, in this
example, the potential scope of the compromise is greatly reduced.

Depth

Imagine the security of your network as an onion. Each layer you pull away gets you
closer to the center, where the critical asset exists. On your network, defend each layer
as though the next outer layer is ineffective or nonexistent. The aggregate security of
your network will dramatically increase if you defend vigilantly at all levels and
increase the fault tolerance of security. For example, to protect users from launching
an e-mail-borne virus, in addition to antivirus software on the users’ computers, you
could use e-mail client software that blocks potentially dangerous file types from
being executed, block certain potentially dangerous attachments according to their
file type, and ensure that the user is running under a limited user account rather than
an administrator account on the local computer. Although any one of these measures
could stop a given attack, together they will stop a much greater range of attacks and
layer the defenses.



Chapter 1: Key Principles of Security 9

Reducing the Attack Surface

Attackers are functionally unlimited and thus possess unlimited time, whereas you
have limited time and resources. (The concept of being functionally unlimited is
detailed in Chapter 2, “Understanding Your Enemy.”) An attacker needs to know of
only one vulnerability to attack your network successfully, whereas you must pinpoint
all your vulnerabilities to defend your network. The smaller your attack surface, the
better chance you have of accounting for all assets and their protection. Attackers will
have fewer targets, and you will have less to monitor and maintain. For example, to
lower the attack surface of individual computers on your network, you can disable ser-
vices that are not used and remove (or better yet, never install) software that is not
necessary.

Avoiding Assumptions

Making assumptions will generally result in you overlooking, prematurely dismissing,
or incorrectly assessing critical details. Often these details are not obvious or are bur-
ied deep within a process or technology. That is why you must test, test, test! You
might also want to hire a third party to assess the security of your network or applica-
tions. Some organizations might even have legal or regulatory compliance statutes
that require them to undergo this type of evaluation.

Protecting, Detecting, and Responding

Because at some point in time it is given that some portion of security will fail, when
you think about securing a computer or a network, think about how you can protect
the asset proactively, detect attempted security incidents, and respond to security inci-
dents. This is a simple security life cycle. By looking at security from this perspective,
you will be better prepared to handle unpredictable events.

Securing by Design, Default, and Deployment
When you design networks, ensure that the following criteria are met:

B Your design is completed with security as an integral component.
B Your design is secure by default.

B The deployment and ongoing management of the implementation maintains
the security of the network.

By accomplishing these three goals, you can address security proactively and natively
rather than reactively and artificially. Adding on security at the end is a very good way
to ensure that you have plenty of vulnerabilities for attackers. For example, if at the

end of the development of a line-of-business application you attempt to add security
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to the database where the information is stored, what will happen if the application no
longer connects to the database after the security measures? The safe money is that
the security measure will be trumped and the database will remain vulnerable. The
proper place to address security is in the design phase.

The 10 Immutable Laws of Security

In 2000, Scott Culp of the Microsoft Security Response Center published the article
“10 Immutable Laws of Security” on the Microsoft Web site, which you can read at
http://www.microsoft.com/ technet/archive/community/columns/security/essays
/10imlaws.mspx. Despite the fact that Internet and computer security are changing at
a staggering rate, these laws remain true. These 10 laws do an excellent job of describ-
ing some of the intractable limitations of security currently:

If a bad guy can persuade you to run his program on your computer, it's not your
computer anymore. Often attackers attempt to encourage the user to install
software on the attacker’s behalf. Many viruses and Trojan horse applications
operate this way. For example, the ILOVEYOU virus succeeded only because
unwitting users ran the script when it arrived in an e-mail message. Another
class of applications that attackers prompt a user to install are spyware applica-
tions. Once installed, spyware monitors a user’s activities on her computer and
reports the results to the attacker.

If a bad guy can alter the operating system on your computer, it's not your com-
puter anymore. A securely installed operating system and the securely pro-
cured hardware that it is installed on is referred to as a Trusted Computing Base
(TCB). 1f an attacker can replace or modify any of the operating system files or
certain components of the system’s hardware, the TCB can no longer be trusted.
For example, an attacker might replace the file Passfilt.dll, which is used to
enforce password complexity, with a version of the file that also records all pass-
words used on the system. If an operating system has been compromised or you
cannot prove that it has not been compromised, you should no longer trust the
operating system.

If a bad guy has unrestricted physical access to your computer, it's not your com-
puter anymore. Once an attacker possesses physical access to a computer, you
can do little to prevent the attacker from gaining Administrator privileges on the
operating system. With Administrator privilege compromised, nearly all persis-
tently stored data is at risk of being exposed. Similarly, an attacker with physical
access could install hardware or software to monitor and record keystrokes that
is completely transparent to the user. If a computer has been physically compro-
mised or you cannot prove otherwise, you should not trust the computer.
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If you allow a bad guy to upload programs to your Web site, it's not your Web site
anymore. An attacker who can execute applications or modify code on your
Web site can take full control of the Web site. The most obvious symptom of this
is an attacker defacing an organization’s Web site. A corollary to this law is that
if a Web site requests input from the user, attackers will use bad input. For exam-
ple, you might have a form that asks for a number between 1 and 100. Whereas
normal users will enter numbers within the specified data range, an attacker will
try to use any data input he feels will break the back-end application.

Weak passwords trump strong security. Even if a network design is thoroughly
secure, if users and administrators use blank, default, or otherwise simple pass-
words, the security will be rendered ineffective once an attacker cracks the
password.

A machine is only as secure as the administrator is trustworthy. One constanton
all networks is that you must trust the network administrators. The more
administrative privileges an administrator account has, the more the administra-
tor must be trusted. In other words, if you do not trust someone, do not give her
Administrator privileges.

Encrypted data is only as secure as the decryption key. No encryption algo-
rithm will protect the ciphertext from an attacker if she possesses or can gain
possession of the decryption key. Encryption alone is not a solution to a busi-
ness problem unless there is a strong component of key management and
unless users and administrators are vigilant in protecting their keys or key
material.

An out-of-date virus scanner is only marginally better than no virus scanner at
all. New computer viruses, worms, and Trojan horses are always emerging and
existing ones evolving. Consequently, antivirus software can become outdated
quickly. As new or modified viruses are released, antivirus software is updated.
Antivirus software that is not updated to recognize a given virus will not be able
to prevent it.

Absolute anonymity isn't practical, in real life or on the Web. Two issues related
to security that are often confused are privacy and anonymity. Anonymity means
that your identity and details about your identity are completely unknown and
untraceable, whereas privacy means that your identity and details about your
identity are not disclosed. Privacy is essential, and technology and laws make
achieving it possible. On the other hand, anonymity is not possible or practical
when on the Internet or when using computers in general.

Technology is not a panacea. Although technology can secure computers and
computer networks, it is not—and will never be—a solution in and of itself. You
must combine technology with people and processes to create a secure comput-
ing environment.
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The 10 Immutable Laws of Security Administration

As a follow-up to his article on security, Microsoft’s Scott Culp wrote “10 Immutable
Laws of Security Administration,” which you can find at http;//www.microsoft.com
/technet/archive/community,/ columns/security/ essays/10salaws.mspx. These 10 laws
address the security issues that network administrators must contend with, issues
entirely separate from the day-to-day security concerns of users:

B Nobody believes anything bad can happen to them, until it does. Because
attacks on computer networks often cannot be seen, felt, or heard, it is easy for
users and administrators to place concern about attacks out of their minds.
With attacks far from your mind, it is difficult to see the need for security. Unfor-
tunately, after a security incident takes place, the need for security is frequently
still dismissed and the breach regarded as a one-time incident. Attackers will
attempt to compromise the security of your network. It is not a question of if or
when—it is a question of how frequently. You must protect your networks
against attackers, detect their attempts to compromise your network, and
respond when security incidents do occur.

B Security only works if the secure way also happens to be the easy way. For most
users and administrators, the more difficult or invasive a security measure is, the
more likely they are to ignore it, forget it, or subvert it. Ideally, security should be
transparent to users and administrators. When the security measure requires a
user or an administrator to change his behavior, you should create clear and
easy-to-follow procedures for completing the task in question and explain your
rationale for implementing the security measure.

B If you don't keep up with security fixes, your network won't be yours for
long. After a security update is announced and the vulnerability is explained, a
race begins between attackers attempting to exploit the vulnerability and admin-
istrators attempting to apply the security update. If you do not keep up with
applying security updates, an attacker will exploit one of the known vulnerabil-
ities on your network.

B It doesn't do much good to install security fixes on a computer that was never
secure to begin with. Although installing security updates will prevent expo-
sure to newly discovered vulnerabilities, installing security updates in and of
itself will not result in a secure computer. For a computer to be secure, it is essen-
tial that the base operating system be securely configured.
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Eternal vigilance is the price of security. Security is an ongoing effort. The secu-
rity administrator must remain vigilant to attacks and attackers who constantly
strive to increase the level of sophistication of their attacks. An infinite number
of potential attackers exist, and they have infinite time on their hands to crack
your network. Attackers have little to lose and need to know only one exploit.
Security administrators, on the other hand, have a finite amount of time and
resources to defend their organization’s network. A security administrator is
defeated when a single attack is successful against the network.

There really is someone out there trying to guess your passwords. Because of
the mythic qualities surrounding attackers—much like the monster under the
bed—it is easy to push the possibility of attackers out of your mind. Unlike the
monster under the bed, attackers do exist and they do attack networks. In mov-
ies, attackers break powerful encryption algorithms; in real life, they guess sim-
ple passwords and exploit mundane, known vulnerabilities.

The most secure network is a well-administered one. Although a security expert
can secure a network, it will not remain secure if it is not well managed—from the
Chief Information Officer (CIO), to the security administrator, to the end user.

The difficulty of defending a network is directly proportional to its com-
plexity. The more complex a network is, the greater the chance for administra-
tors to misconfigure computers, lose track of the configuration of computers,
and fail to understand how the network really works. When in doubt, keep it
simple.

Security isn't about risk avoidance; it's about risk management. You will never

avoid all security risks. It would be too costly and impractical. Claims of
unbreakable security stem from ignorance or arrogance and are always wrong.

Technology is not a panacea. Although it is essential to ensure the bits and
bytes on your network are configured securely, doing so will not prevent rogue
administrators, poor processes, careless users, or apathetic managers. No tech-
nology will prevent poor judgment.






Chapter 2
Understanding Your Enemy

If you know the enemy and know yourself, you need not fear the result of a hun-
dred battles. If you know yourself but not the enemy, for every victory gained
you will also suffer a defeat. If you know neither the enemy nor yourself, you will
succumb in every battle.

— The Art of War, Sun Tzu

In this chapter:

Knowing Yourself . . ... .. . 16
Possessing Detailed Documentation on Your Network ............... 16
Understanding the Level of Organizational Support You Receive ... ... 17
Identifying Your Attacker ......... ... i i 17
What Motivates Attackers. .......... ..ttt 21
Why Defending Networks Is Difficult.............................. 26

Although Sun Tzu’s classic military-strategy text, The Art of War, was written more
than 2000 years before computers were invented, many of the statements it contains
are relevant to computer security. Figure 2-1 expresses the principle of battle in a
binary decision table.

Know Do not know
your enemy  your enemy
You know You will You will
yourself generally succ_eed
succeed sometimes
Do not You will You will
know yourself SUCC?Ed never
sometimes succeed

Figure 2-1 Decision table of knowing your enemy and yourself

15



16 Part I: Applying Key Principles of Security

Knowing Yourself

In respect to information security, knowing yourself and your enemy is not necessarily
a straightforward endeavor—if it were, networks would be much more secure than
they are today. To know yourself, you must do the following;

B Accurately assess your own skills.
B Possess detailed documentation of your network.

m  Understand the level of organizational support you receive.

Accurately Assessing Your Own Skills

The skill set of a network administrator should include formal training on operating
systems and applications; experience designing, installing, and configuring networks
and network services; and the ability to predict problems before they occur and solve
them when they do. To prevent design and configuration mistakes that can lead to
security breaches, you must be able to assess your network management skill set accu-
rately. Overestimating your knowledge of a network, operating system, or application
can easily lead to vulnerabilities that attackers can exploit. Accurately assessing your
skill set enables you to be proactive in obtaining training and acquiring the services of
experienced consultants if the situation requires it.

For example, you might be asked to install and configure an Internet Web server for
customers to access their order history on a Web application that your organization is
deploying. Although you might be an experienced MCSE who has installed and con-
figured intranet Web servers, you might not have any knowledge or experience with
Internet Web applications or configuring servers that have direct Internet connectiv-
ity. By not accurately assessing your skills, you could easily and unwittingly expose
customer information to attackers and not realize it until the information has already
been compromised.

Possessing Detailed Documentation on Your Network

A key requirement of securing your organization’s network is maintaining detailed
documentation about the physical infrastructure of your network, complete and up-
to-date network diagrams, and documentation of the configuration of computers,
applications, and the Audit log. Without this documentation, network administrators
might overlook resources that must be secured, and the network will almost certainly
be inconsistent in its level of security. Without baseline performance and security
information, it is difficult to detect attacks, regardless of whether they are successful.
For example, your network might have a direct connection to the Internet that is no
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longer used but is still connected to a router. Over time, a router’s access control list
(ACL) can become outdated and can present a significant security risk. This is
because the outdated ACL can enable an attacker to compromise your organization’s
network by using tactics that did not exist when the router was secure and was mon-
itored. Although such situations might seem obscure, they are quite common for orga-
nizations that have grown by being acquired by another organization. When
consolidating IT resources, you can easily overlook these types of details. Similarly, it
often takes such organizations a long time to create detailed documentation on their
newly formed networks.

Understanding the Level of Organizational Support
You Receive

The level of support that you receive from your organization—from management to
your end users—greatly determines how you will secure network resources. This is
often called your organization’s security position or security posture. The security posi-
tion of your organization includes the level of executive sponsorship for security poli-
cies and procedures, security requirements mandated by industry or government
regulations, end user compliance with security policies and procedures, and training
for end users and administrators. Your organization’s security policies and procedures
are central to the level of organizational support that you have.

In general, the completeness and clarity of an organization’s security policies and pro-
cedures can indicate the support network administrators will receive for securing a
network. Failing to understand your organization’s security position can result in you
oversecuring network resources to the point that end users will work around security
measures and cause security vulnerabilities. For example, your organization might
create policies that greatly restrict the types of Web applications that can be installed
on a Web server, causing departments to purchase and deploy their own Web servers.
Because the IT department does not know of the rogue Web servers, it cannot manage
the application of security updates and service packs to those servers.

Identifying Your Attacker

Knowing your enemy is as complicated as knowing yourself—maybe even more so.
Too often, network administrators know their enemies only through stereotypes of
attackers, and like most stereotypes, these are generally not accurate and rely on fear.
For example, when you see movies that portray computer crime, more often than not,
the penetration of the computer systems involves breaking an encryption key. The
movie attacker fiercely pounds at his keyboard to break the encryption key by
guessing it, which usually happens within a matter of seconds. Or he quickly writes
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a program with a well-designed user interface featuring big numbers that crack each

character in the encryption key one by one. Although both attacks add drama to these
movies, they are not only mathematically absurd and impossible, they also are not an
accurate depiction of how networks are attacked. If this is all you know about the peo-
ple who will attack your network, your network will be compromised.

In reality, breaking an industry-standard encryption key such as the 30-year-old Data
Encryption Standard (DES) algorithm takes special hardware, significant computer
programming skills, and plenty of time. To prove the insecurity of the DES algorithm,
the Electronic Frontier Foundation (EFF) spent more than a year building a com-
puter, using custom-built hardware and software, that could crack a 56-bit DES key. It
took three days to crack the key.

You could design and build a network more secure than a government currency vault,
but it would take only one computer that does not have the latest service pack
installed for an attacker to compromise the network. A computer network looks very
different from the attacker’s point of view than from your viewpoint, as the defender.
For example, you might think applying a security update for a known vulnerability to
all but one computer on your network is a successful security deployment. To the
attacker, this lone computer without the security update is the key to compromising
the network.

By understanding (or “knowing”) the attacker, you can think like an attacker when
designing security for your network. For example, many organizations complete vul-
nerability assessments on their networks. But you might want to consider training
members of your organization’s IT staff or hiring external experts to attempt to break
into the network from the outside. We describe this process in detail in Chapter 28,
“Assessing the Security of a Network.” In fact, there are those in the field of computer
security who boldly assert that you cannot secure a computer network without being
able to attack one.

When most people think about attackers, or hackers, they generally think of a know-
it-all 14-year-old boy who wears a black T-shirt every day and is pale as a vampire as a
result of all the hours he spends in front of his computer or video game console.
Although this stereotypical attacker certainly exists, he represents only a small por-
tion of the attacker population. For convenience, we’ll group attackers into two gen-
eral categories: external attackers (those outside your organization) and internal
attackers (those within it).
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Understanding External Attackers

The majority of attackers that you hear about in the media work outside the organiza-
tions they attack. These attackers include everyone from teenagers to professional
hackers employed by governments and rogue nations. In addition to the attackers
who are outright malicious, there exist groups of self-styled “white hat,” or nonmali-
cious, attackers. Although these attackers might not have malicious intentions, they
present significant dangers to networks, too. For example, a “harmless” attacker might
break into a network for the challenge, but while attempting to compromise a server,
might render it inoperable, resulting in a denial-of-service condition. When examining
attackers, it can be helpful to think about the dangers they present in terms of their
skill level—be it novice, intermediate, or advanced.

Novice Attackers

Novice attackers generally possess only rudimentary programming skills and basic
knowledge of the inner workings of operating systems and applications. These attack-
ers represent the majority of attackers. Although this group of attackers might not
possess significant skills, they are a threat to networks primarily because of the num-
ber of them out there and the knowledge they lack. For example, a novice attacker is
much more apt to destroy information (either intentionally or accidentally) even
though it will reveal her compromise of the network and quite possibly result in her
apprehension. Although secure networks will rarely be compromised by novice
attackers, networks that are not vigilantly secured are extremely vulnerable to this
type of attacker because of the sheer number of them.

Novice attackers exploit known vulnerabilities with tools created by more experi-
enced attackers, and thus are often called script kiddies. They also present a serious
threat to obvious security vulnerabilities, such as weak passwords. Novice attackers
who are also employees (making them internal attackers) often present the same level
of danger as external attackers because they already possess valid network credentials
with which they can launch attacks and they have access to network documentation.

Intermediate Attackers

Attackers with intermediate skills are less numerous than novice attackers but
generally possess programming skills that enable them to automate attacks and
better exploit known vulnerabilities in operating systems and applications. This
group of attackers is capable of penetrating most networks if given enough time,
but they might not be able to do so without being detected. These attackers frequently
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port attacks from other operating systems and conduct more sophisticated
attacks than novice attackers. Attackers with an intermediate skill level often
launch such attacks as an attempt to increase their notoriety or boost their skill
level by creating tools to attack networks and publishing information that helps
other attackers break into networks.

Advanced Attackers

Attackers with advanced skills usually are not only accomplished programmers but
also have experience breaking into networks and applications. These attackers dis-
cover vulnerabilities in operating systems and applications and create tools to exploit
previously unknown vulnerabilities. Advanced attackers are generally capable of com-
promising most networks without being detected, unless those networks are
extremely secure and have well-established incident response procedures.

Understanding Internal Attackers

Contrary to what you might hear in the media, the majority of attacks on networks are
conducted by attackers who have company badges—in other words, your fellow
employees. Attackers who are employees of the organization they’re attacking present
a unique danger to networks for several reasons. Such attackers have the following in
their favor:

m Higher levels of trust
m Physical access to network resources

B Human resources protections

Higher Levels of Trust

Almost all networks place a much higher level of trust in users and computers access-
ing resources on the local area network (LAN) than on publicly available network
resources, such as servers connected to the Internet. Many networks allow authentica-
tion methods and unencrypted data transmissions on LANs that they would never
consider using on the Internet. It is also much easier for attackers to enumerate infor-
mation about the configuration of computers and applications when they have valid
credentials on the network. Employees have valid credentials on the network, which
also gives them greater initial access to network resources than external attackers
might initially have. It can be very difficult to discern whether an employee is using
her credentials legitimately or illegitimately—especially when she is a network
administrator.
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Physical Access to Network Resources

Employees have much greater physical access to network resources—namely, the com-
puters of their coworkers. In general, when an attacker has physical control of a com-
puter, that computer can no longer be protected from the attacker; rather, it is only a
matter of time and computing power before the attacker can recover all data on the
computer. Similarly, employees have much greater access to documentation on the
network, which can be a critical resource for attacking it.

Human Resources Protections

Employees, even those who attack network resources, are often protected by employ-
ment laws and HR policies that can greatly hinder their employer from detecting them
or preventing them from doing further damage once detected. For example, local laws
might prohibit an organization from inspecting the Internet usage of its employees
without a court order. An employee could take advantage of this by attacking internal
Web resources.

What Motivates Attackers

Attackers attempt to break into computer networks for many reasons. Although all
attackers present a clear and present danger to networks, the motivation of the
attacker will greatly determine the actual threat posed. By understanding what might
motivate potential attackers to attempt to compromise your organization’s network,
you can predict what type of threats the network faces. Armed with this knowledge,
once you detect an attack, you might be more able to prevent further damage or better
equipped to identify who the attacker is.

Many attackers are motivated by more than one factor. Here are the reasons that
attackers attempt to break into computer networks, in ascending order of the danger
they present:

Notoriety, acceptance, and ego
Financial gain

Challenge

Activism

Revenge

Espionage

Information warfare
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Notoriety, Acceptance, and Ego

An attacker’s quest for notoriety, desire for acceptance, and ego comprise one of the
most common motivations for attempts to break into computer networks and appli-
cations. Attackers motivated by notoriety often are naturally introverted and seeking a
way to gain acceptance in the electronic hacker community; thus, their exploits are
very public. Examples of such attacks include defacing Web sites and creating com-
puter viruses and worms.

By breaking into a network of a major company or government agency and defacing
its Web site, an attacker is virtually guaranteed national and international publicity
and enshrined in the electronic hacker community. For example, Attrition.org runs a
Web site that catalogs nearly all Web site defacements in recent years. Querying any
major search engine for the phrase Web site defacement invariably returns thousands of
accounts of an organization’s Web site being defaced, including those of most major
corporations and government agencies.

Although not normally regarded as attackers, people who create and release computer
viruses and worms cause billions of dollars of damage each year. In 1991, the Miche-
langelo virus opened a Pandora’s box of sorts for computer viruses. Although the
Michelangelo virus did little actual damage, the coverage that it received in the main-
stream media, including newspapers, magazines, and television news, brought com-
puter viruses into the popular consciousness and opened the door for other malicious
publicity seekers. Since then, many other computer viruses have created similar media
frenzies, such as Fun Love, ILOVEYOU, Melissa, and most recently, Code Red, Nimda,
Slammer, and Blaster, each of which to some extent improved on the previous one.

Popular media and antiauthoritarian romanticism transformed outlaws of the U.S.
western frontier—such as Jesse James and Billy the Kid—from common criminals who
robbed banks and murdered people into cult heroes. Similarly, several attackers have
gained cult hero status in the hearts and minds of computer geeks. Two recent exam-
ples include Kevin Mitnick and Adrian Lamo. Other attackers and prospective attack-
ers seek the attention of the media and hacker communities that Mitnick and Lamo
received and are envious, if not worshipful. The cult following of these two hacker leg-
ends is particularly strong with impressionable teenagers who have not fully devel-
oped their own sense of morality and rarely understand the true consequences their
actions have on business continuity and information technology.

In all these examples and in many similar incidents, the exploits of the attackers
received international publicity. Attackers motivated by notoriety, acceptance, and ego
look at these incidents as proof that they too can become famous. You can probably
imagine the sense of accomplishment an attacker might feel, seeing his handiwork in
the headlines of major newspapers and discussed on television news programs by
political pundits. Often attackers know that their actions are illegal but consider their
behavior harmless because there is no clear victim, no one physically harmed, and no
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tangible goods stolen or destroyed. Thus, in the minds of many attackers, they are not
doing anything discernibly wrong. Certainly this is not the case. For example,
although the direct financial consequences of Web site defacements are often low, the
loss of public confidence in how well the organization can ensure the confidentiality
and privacy of their employee, business partner, and customer information can be
severe. On the other hand, when these types of attacks are successfully carried out
against companies that you or your organization do business with, they are almost
always indications of greater security issues inside the company. This can result in
indirect financial losses from customer distrust and defection.

Financial Gain

We can separate attackers motivated by monetary gain into two categories: those
motivated by direct financial gain, and those motivated by indirect financial gain.

Attackers motivated by direct financial gain are little more than common criminals,
akin to bank robbers with computer skills. These attackers break into computer net-
works or applications to steal money or information. In the past few years, several
high-profile thefts of credit card information from the databases of companies that
conduct online commerce have been perpetrated. These attackers did one of three
things with the credit card information that they stole: they used the credit cards to
purchase products or make cash withdrawals, sold the credit card numbers to other
criminals, or attempted to extort money from the companies from which they stole
the credit cards. In nearly every case, the attacker was apprehended, but not before
causing significant damage. For example, in 1994, a Russian attacker broke into Citi-
bank and transferred roughly $10 million to accounts in several countries. He was
captured, and all but $400,000 was recovered. But the real damage to Citibank was in
its customers’ loss of trust because of Citibank’s inability to secure customers’ bank
accounts. The attacker was sentenced to three years in prison and fined $240,000,
whereas U.S. Federal Sentencing Guidelines call for a minimum 6- to 10-year sentence
for someone with no prior criminal record who robs a bank in person.

Another way that attackers seek financial gain from attacking networks and applica-
tions is to break into an organization’s network successfully and then offer to help the
organization secure the network. Although many of these attackers maintain the posi-
tion that they are “good guys” wanting only to help the target organization, in reality,
they are little more than extortionists demanding protection money, like a 1920s
gangster in cyberspace.

Some attackers are motivated by financial gain but in an indirect manner. A researcher
or computer security company might make a large effort to discover vulnerabilities in
commercial software applications and operating systems, and then use its discovery and
the publication of such previously unknown vulnerabilities as a marketing tool for its
own security assessment services. The publicity that a company or individual receives
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from unearthing a serious vulnerability in a commercial software application, especially
awidely used application, can be priceless. For example, most significant vulnerabilities
discovered in a widely used software application will be reported on the front page of
major news and computer industry Web sites and in the technology or business sec-
tions of major newspapers. The discoverer of such a vulnerability might even receive air-
time on the cable news television networks. For most small computer consulting
companies, obtaining this type of publicity normally would be out of the question.

There is a critical point in the process of discovering commercial software vulnerabil-
ities at which one leaves the realm of ethical behavior and becomes an attacker: the
reporting of that vulnerability to the general public without the software company’s
knowledge or consent. Most commercial software companies are more than willing to
work with researchers who have discovered security vulnerabilities to ensure that a
software patch is available before the vulnerability is announced. Many software com-
panies will also give credit to the person and company that discover the vulnerability,
thus balancing the interests of their software users with the public recognition earned
by the person and company reporting the vulnerability. However, many researchers
not only publish the vulnerability without notifying the software vendor, they also cre-
ate code to exploit the vulnerability. Further complicating this issue are laws such as
the 1998 Digital Millennium Copyright Act (DMCA), which prohibits individuals
from exposing vulnerabilities in certain software and hardware encryption techniques
used for digital rights management. The bottom line is this: although discovering vul-
nerabilities for indirect financial gain can be done illegitimately by extortion, it can
also be done legitimately to advance the mutual business goal of software vendors and
researchers—protecting consumers.

Many attackers initially attempt to break into networks for the mere challenge. In
many ways, attackers view networks as a game of chess—a battle of minds that com-
bines strategic and tactical thinking, patience, and mental strength. However, chess
has precisely defined rules, and attackers clearly operate outside the rules. Attackers
motivated by the challenge of breaking into networks often do not even comprehend
their actions as criminal or wrong. Attackers motivated by the challenge are often
indifferent to which network they attack; thus, they will attack everything from mili-
tary installations to home networks. These attackers are unpredictable, both in their
skill level and dedication.

Generally, two types of attackers fall into the activism class. The first type, self-dubbed
“hacktivists,” have been known to create secure communication software for people
living under repressive regimes. For most organizations, this group of activist-attack-
ers is relatively harmless.
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The other type of activist-attacker, however, is a legitimate threat. This type breaks into
networks as part of a political movement or cause. For example, such an attacker
might break into a Web site and change the content to voice his own message. The
“Free Kevin Mitnick” hacktivists frequently did this in an attempt to get Mitnick
released from U.S. federal custody after he was arrested on multiple counts of com-
puter crime. Attackers motivated by a specific cause might also publish intellectual
property that does not belong to them, such as pirated software or music. They might
carry out sophisticated denial-of-service attacks, called virtual sit-ins, on major Web
sites to call attention to a particular cause.

Attackers motivated by revenge are often former employees who feel they were wrong-
fully terminated or who hold ill will toward their former employers. These attackers
can be particularly dangerous because they focus on a single target and—being former
employees—often have intricate knowledge of the security of the networks. For exam-
ple, on July 30, 1996, employees of Omega Engineering arrived at work to discover
that they could no longer log on to their computers. Later they discovered that nearly
all their mission-critical software had been deleted. The attack was linked to a logic
bomb planted by an administrator who had been fired three weeks earlier. The attack
resulted in more than $10 million in losses, prompting the layoff of 80 employees. In
early 2002, the former administrator was sentenced to 41 months in prison, which
pales in comparison to the financial and human damages that he caused.

Some attackers break into networks to steal secret information for a third party.
Attackers who engage in espionage are generally very skilled and can be well funded.
Two types of espionage exist: industrial and international. A company might pay its
own employees to break into the networks of its competitors or business partners, or
the company might hire someone else to do this. Because of the negative publicity
associated with such attacks, successful acts of industrial espionage are underre-
ported by the victimized companies and law enforcement agencies. A widely publi-
cized industrial espionage incident using computers took place in Japan. In December
2001, an engineer at Japan’s NEC Toshiba Space Systems broke into the network of
the National Space Development Agency of Japan. This engineer illegally accessed the
antenna designs for a high-speed Internet satellite made by Mitsubishi in an attempt
to help NEC gain business from the space agency. As a result, the Japan Space Agency
prohibited NEC from bidding on new contracts for two months, but no criminal
charges were filed.
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Attackers who engage in international espionage attempt to break into computer net-
works run by governments, or they work for governments and rogue nations to steal
secret information from other governments or corporations. The most famous case of
computer-related international espionage is documented in Cliff Stoll’s book The
Cuckoo’s Egg: Tracking a Spy Through the Maze of Computer Espionage (Pocket Books,
2000). In 1986, Stoll, an astronomer by trade, was working as a computer operator at
Lawrence Berkeley Lab when he discovered a 75-cent discrepancy in an accounting
log from the mainframe computer. One thing led to another, and eventually Stoll dis-
covered that German attackers being paid by the KGB were breaking into both mili-
tary and nonmilitary computers to steal secret information.

Information Warfare

Information warfare is another motivation for attacking computer networks that is
becoming increasingly dangerous as people around the world rely on networks for
mission-critical services. Major wars have been marked by the evolution of weapons
systems—the machine gun changed the nature of combat in World War 1, the tank
changed the nature of combat in World War II, and airpower changed the nature of
combat in Vietnam. Behind the scenes, each war also marked the evolution of elec-
tronic combat. From intercepted telegrams broken by hand, to radar jamming, to sat-
ellite transmissions that could be broken only by stealing the encryption keys (despite
the power of many supercomputers)—electronic combat and intelligence have become
deciding factors in modern warfare. Although no widely reported incidents of cyber-
terrorism exist, you can be certain that these attempts have been made. There is evi-
dence of information warfare in China, Israel, Pakistan, India, and the United States.
The U.S. president’s Critical Infrastructure Protection Board was formed in 2001 spe-
cifically to address countering the threat of cyber-terrorism and information warfare
against the United States.

Why Defending Networks Is Difficult

In traditional combat, defenders enjoy a distinct advantage over their attackers. How-
ever, in information technology, several factors give attackers the advantage:

Attackers have unlimited resources.
Attackers need to master only one attack.
Defenders cannot take the offensive.

Defenders must serve business goals.

Defenders must win all the time.
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Attackers Have Unlimited Resources

Atany given time, defenders must protect their network against both attackers around
the globe and their own employees. This accumulation of attackers, as a group, limits
a defender’s resources. Many attackers can spend all day systematically attempting to
break into your network. Attackers can collaborate to develop new and more sophis-
ticated attacks. As a network administrator, you have other duties besides defending
the network, and unlike attackers, you go home at night, take sick days, and go on
vacations. Over time, some attackers will cease attempting to break into your network,
but new ones will take their place. Defending networks against unrelenting hordes of
attackers with much more time than you gives attackers an advantage.

Attackers Need to Master Only One Attack

As a network administrator, you have to secure many servers and applications. You
must learn how all your operating systems, applications, and network devices work,
as well as how to secure and manage them. You must determine the threats to each
component of your network and keep current with newly reported vulnerabilities.
Attackers, on the other hand, need to master attacking only a single application or
operating system feature to compromise it and break into your network.

Defenders Cannot Take the Offensive

Although attackers can attack networks with a certain amount of impunity, defenders
can retaliate only through litigation, which is expensive and time-consuming. Attack-
ing an attacker is not only illegal in most countries, it is impractical. This is because
attackers often use previously compromised third-party computers, called zombie sys-
tems, or many zombie systems acting in unison to attack networks. By using zombie
systems to carry out or amplify an attack, an attacker can protect her identity. Fre-
quently attackers use the networks of colleges and universities as attack vectors
because of their openness, computing power, and bandwidth. An attack can also orig-
inate from another legitimate organization whose employee has attacked your net-
work or whose network has already been compromised by an intruder. In any of these
cases, retaliating against an intruder can result in your organization illegally attacking
an unwitting individual, company, or organization. Thus, legally and practically, you
cannot retaliate against attackers.
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Defenders Must Serve Business Goals

Although network administrators are responsible for securing their organizations’ net-
works, they also must install and configure operating systems and applications that
help employees meet the goals of the business. In some situations the pursuit of com-
pany business goals conflicts with maintaining the security of the network.

For example, company executives might travel with laptops that contain sensitive
information about the company. The executives might be unwilling to comply with
security policies that require long and complex passwords. Knowing this, a network
administrator might supply the executives with smart cards that they must use to
access their laptops. This security measure will better protect the information on the
laptop, but it also introduces other potential problems, such as the loss or misplace-
ment of smart cards. To mitigate this situation, a network administrator might decide
to create a second account for local computer users that could be used without the
protection of a smart card, granting certain trusted employees the new account pass-
word, which could result in a serious security vulnerability.

Another situation in which the pursuit of business goals can interfere with the protec-
tion of the network occurs when your organization has a business rule that conflicts
with the security of the network. For example, your organization might have a busi-
ness rule that requires network traffic to the payroll server to be encrypted. This secu-
rity measure will make data transmission of employee compensation secure, but
makes it impossible for you to monitor network traffic to determine whether traffic is
legitimate or illegitimate. It also prevents you from using any type of network intru-
sion detection software. In both scenarios, having to serve business goals jeopardizes
your ability to protect the network.

Defenders Must Win All the Time

An attacker needs only one successful attack to compromise a network, whereas a net-
work administrator must prevent all attacks to succeed in his role. These are ominous
odds for ill-equipped or under-resourced network administrators. Given all the other
problems defenders of networks face, it is inevitable that the security of your network
will be compromised at some point. As a network administrator, you must ensure that
these compromises are detected early and happen infrequently.

Is defending a network impossible? Not at all. But one thing is certain: it is impossible
to defend a network without trained, skilled, and knowledgeable network administra-
tors. By applying the key principles of security outlined in Chapter 1, “Key Principles
of Security,” to the information this book presents on securing computers running
Microsoft Windows Server 2003, Windows 2000, and Windows XP, you can build a
strong foundation for defending your networks.
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By now, you have vigilantly implemented security measures and deployed security
updates. But how do you know if your network is really secure? If you have not yet
asked yourself this question, now is a good time to do so. Security trickles down
through organizations, from executives to IT managers, and eventually to you, the net-
work administrator. Unlike many IT implementations, where clear, tangible indicators
of success exist and direct proof of this question can be delivered, no network is 100
percent secure.

For example, if you deploy a Dynamic Host Configuration Protocol (DHCP) infra-
structure, you can see when it is functioning properly. If the DHCP infrastructure is
not functioning properly, users will be quick to recognize the symptoms and notify
the help desk. Similarly, over time, you can prove the success of the DHCP infrastruc-
ture through the number of support incidents received by the help desk and the
uptime of the DHCP services. The same cannot be said of security. It is much more dif-
ficult to provably secure a resource. Also, security compromises can go undetected for
extended periods of time.

Often the first indicator of a security malfunction is the compromise of the network.
Even good security can become susceptible to compromise when a new vulnerability
is exposed or a tool is published to exploit a previously little-known, difficult-to-exe-
cute vulnerability. In truth, at any point in time, your organization is secure only to the
best of your knowledge. By conducting security assessments, you can provide execu-
tives and managers with some evidence of how secure the network is, as well as give
yourself some peace of mind.
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More Info This chapter provides only an introduction to performing security
assessments; for in-depth information on how to plan and perform security assess-
ments, see Assessing Network Security (Microsoft Press, 2004).

Types of Security Assessments

Your organization can use different types of security assessments to verify its level of
security on network resources. You must choose the method that best suits the
requirements of your situation. Each type of security assessment requires that the peo-
ple conducting the assessment have different skills. Consequently, you must be sure
that the people—whether they are employees or external security experts—have exten-
sive experience with the type of assessment you are interested in.

Vulnerability Scanning

Vulnerability scanning is the most basic type of security assessment. Vulnerability
scanning assesses a network for potential security weaknesses that are well known
and well understood. Vulnerability scanning is generally carried out by a software
package but can also be accomplished through custom scripts. Vulnerability scanning
software frequently requires administrative rights on a network because of technical
reasons or controls built into the scanning software, but some scanning does not
require this level of access. In general, vulnerability scanning assessments assume that
the person carrying out the scan is an administrator. Most commercial vulnerability
scanning software packages do the following:

B Enumerate computers, operating systems, and applications Vulnerability scan-
ning software searches network segments for IP-enabled devices, including com-
puters and network devices. It also identifies the configuration of the devices,
including the operating system version running on computers or devices, IP
protocols and Transmission Control Protocol/User Datagram Protocol (TCP/
UDP) ports that are listening, and applications installed on computers.

B Identify common security misconfigurations Such software scans for common
security mistakes, such as accounts that have weak passwords, files and folders
with weak permissions, default services and applications that might need to be
uninstalled, and mistakes in the security configuration of common applications.

m Search for computers with known vulnerabilities Vulnerability scanning soft-
ware scans computers for publicly reported vulnerabilities in operating systems
and applications. Most vulnerability scanning software packages scan comput-
ers against the Common Vulnerabilities and Exposures (CVE) index and secu-
rity bulletins from software vendors. The CVE is a vendor-neutral listing of
reported security vulnerabilities in major operating systems and applications
and is maintained at http://cve.mitre.org.
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B Test for exposure to common attacks Such software tests computer and net-
work devices to see whether they are vulnerable to common attacks, such as the
enumeration of security-related information and denial-of-service attacks.

Vulnerability scanning is effective in assessing a common weakness discovered on a
network that has not been previously scanned and when verifying that security policy
is being implemented on software configuration. Because vulnerability scanning
reports can expose weaknesses in arcane areas of applications and frequently include
many false positives, network administrators who analyze vulnerability scan results
must have sufficient knowledge and experience with the operating systems, network
devices, and applications being scanned and their role in the network.

For example, a vulnerability scan of a server running Microsoft Windows 2000 might
reveal that global system objects and process tracking are not audited. An inexperi-
enced administrator who has no knowledge of the functionality of global system
objects and process tracking might see this report and decide to enable auditing on
these two things, reasoning that auditing is a recommended security measure. In real-
ity, enabling auditing on global system objects and process tracking does little to aug-
ment an organization’s security and will almost certainly result in filling up the Event
log quickly with no real benefit.

Caution Vulnerability scanning software is limited to what it can detect at any one
point in time. As with antivirus software, which requires that the signature file be
updated when new viruses are discovered, vulnerability scanning software must be
updated when new vulnerabilities are discovered and improvements are made to the
software being scanned. Thus, the vulnerability scanning software is only as effective
as the maintenance performed on it by the software vendor and by the administrator
who uses it. Vulnerability scanning software is not immune to software engineering
flaws that might lead it to miss or misreport serious vulnerabilities.

The Microsoft Baseline Security Analyzer (MBSA) is an example of a primitive vulner-
ability scanning application. The MBSA can scan computers that are running
Microsoft Windows NT 4.0, Windows 2000, Windows XP, and Windows Server
2003, as well as applications such as Microsoft Internet Explorer, Microsoft Internet
Information Services (IIS), and Microsoft SQL Server. The MBSA scans for the instal-
lation of security updates and service packs, common vulnerabilities such as weak
passwords, and security best practices such as checking to see whether auditing is
enabled.

More Info For detailed information on MBSA, see Chapter 29, “Using Security
Assessment Tools,” in this book.
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Penetration Testing

Penetration testing, often called pen testing, is a much more sophisticated type of
security assessment than vulnerability scanning is. Unlike vulnerability scanning,
which generally examines the security of only individual computers, network devices,
or applications, penetration testing assesses the security of the network as a whole.
Also, penetration testing, by definition, assumes that the pen tester does not yet have
administrator rights in contrast to vulnerability scanning. (In fact, the goal of many
pen tests is to obtain administrator credentials.) Penetration testing can help educate
network administrators, IT managers, and executives about the potential conse-
quences of a real attacker breaking into the network. Penetration testing also reveals
security weaknesses missed by vulnerability scanning, including how vulnerabilities
are exploited and weaknesses in people and processes:

B How vulnerabilities are exploited A penetration test not only will point out vul-

nerabilities, it also will document how the weaknesses can be exploited and how
several minor vulnerabilities can link those exploited vulnerabilities and, in
combination with them, compromise a computer or network. Most networks
inevitably will have vulnerabilities you will not be able to resolve because of
business or technical reasons. By knowing how these vulnerabilities can be
exploited, you might be able to take other types of security measures to prevent
them from compromising the network—without disrupting business continuity.

B Weaknesses in people and processes Because vulnerability scanning is based

on software, it cannot assess security that is not related to technology. Both peo-
ple and processes can be the source of security vulnerabilities just as easily as
technology can. A penetration test might reveal that employees routinely allow
people without identification to enter company facilities where they have physi-
cal access to computers. Similarly, a penetration test might reveal process prob-
lems, such as not applying security updates until a month or two after they are
released, which would give attackers a seven-day window to strike known vul-
nerabilities on servers.

Because a penetration tester is differentiated from an attacker only by intent and per-
mission, you must use caution when allowing employees or external experts to con-
duct penetration tests. Penetration testing that is not completed professionally can
result in the loss of services and disruption of business continuity.
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Caution Before conducting any type of penetration testing, you must get the
appropriate approval from management. If you are not an employee of the company
and specifically employed to perform pen tests, you should ensure that you have the
appropriate contract in place for performing any type of security assessment. The con-
tract should include a clear description of what will be tested and when the testing will
take place. Because of the nature of penetration testing, failure to obtain this approval
might result in committing computer crime, despite your best intentions. Because
national and local laws on computer crime and contracts vary greatly, you are best
advised to consult a lawyer before accepting consulting engagements that include
pen testing.

IT Security Audit

IT security auditing differs greatly from vulnerability scanning and penetration test-
ing. IT security auditing generally focuses on the people and processes used to design,
implement, and manage security on a network. In an IT security audit, the auditor and
your organization’s security policies and procedures use a baseline. A proper IT secu-
rity audit helps determine whether your organization has the necessary components
to build and operate a risk-appropriate, secure computing environment.

Unlike vulnerability scanning and penetration testing, IT security audits can be con-
ducted by people without significant technical skills; conversely, the skills needed to
perform a good audit are not necessarily those possessed by technical employees. IT
security audits are essential elements of regulatory compliance. For example, if you
work in the health care industry in the United States, your organization might be sub-
ject to Heath Insurance Portability and Accountability Act (HIPAA) security and pri-
vacy regulation. There is a reasonable chance that your organization’s insurance
company will ask for some type of proof of compliance, and this is where the IT secu-
rity audit comes in. However, discussing how to conduct IT security audits is beyond
the scope of this book.

More Info The National Institute of Standards and Technology (NIST) has created
an IT security audit manual and associated tool set to conduct the audit. You can
download the manual and tool set from the NIST Automated Security Self-Evaluated
Tool (ASSET) Web site at http.//csrc.nist.gov/asset/.
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How to Conduct Security Assessments

Conducting a security audit might help you answer the question, “How do T know if
my network is really secure?” However, it will not improve the security of your net-
work. Regardless of the type of security assessment that your organization under-
takes, you can help increase the security of your network by implementing your
security assessment in these three phases:

m Planning a security assessment
m  Conducting a security assessment

B Resolving issues discovered during the security assessment

Planning a Security Assessment

The success of a security assessment is largely determined before the actual assess-
ment begins: in the planning phase. Like most IT projects, the major cause of failure
for security assessments is poor planning. To avoid this common pitfall, you can cre-
ate project vision and scope documents.

Creating a Project Vision

The project vision for your security assessment should precisely describe the reason
you are conducting the security assessment, the type of security assessment that will
be done, the milestones for completing the project, and the project goals. Other items
that the project vision commonly contains include the proposed budget for the
project, explanations of project team roles and responsibilities, and metrics that can
be used to determine the success of the security assessment.

The project vision document will help ensure that everyone working on the project
understands the project goals and how the project will accomplish them. It is essen-
tial that you obtain executive sponsorship on the vision for the security assessment.
Without executive sponsorship, the project will suffer from a lack of prioritization on
the part of middle management and consequently might not receive the necessary
budget.

Creating a Project Scope

The project scope for your security assessment details what you will be assessing the
security of, which tools will be used, which methodology will be employed, and the
time constraints of the project. The scope also defines which tasks are beyond the
parameters of the project. For example, you might create a project scope for a two-
week penetration test on a Web server, specifying that only publicly available tools
will be used to attack a given Web server but prohibiting testers from using denial-of-
service attacks or disrupting the services that the Web server provides.
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Conducting a Security Assessment

Although it is obvious that you must document the results of a security assessment,
the fact that you must document the procedures used in a security assessment might
not be obvious. Unfortunately, well-organized and detailed documentation often is
not created during IT projects, including security assessments, because it is somewhat
time-consuming and often falls outside the skill set of administrators. Regardless of
the type of security assessment that your organization plans to undertake, you must
diligently document the procedures used during the security assessment to ensure
that the result of the assessment can be used to augment the security of the network.

Documenting the methodology used during the security assessment will ensure that
the results can be independently reviewed and reproduced if necessary. This docu-
mentation includes the tools used during the assessment and operating conditions
and the assumptions made by the people conducting the assessment.

With vulnerability scanning, the methodology used might impact the result of the
test. For example, vulnerability scanning software that runs under the security con-
text of the domain administrator will yield different results than if it were run under
the security context of an authenticated user or a nonauthenticated user. Similarly, dif-
ferent vulnerability scanning software packages assess security differently and have
unique features, which both can influence the result of the assessment.

For penetration tests, detailed documentation of the methodology that was used dur-
ing the test—regardless of whether it was successful in compromising the network—
can be reviewed to find areas where your organization must make changes to secure
the network. For example, knowing that a penetration tester compromised a domain
controller does little to help you secure your network. However, knowing that a pene-
tration tester was able to break into a file server by enumerating account information
on local accounts through a null connection to the IPC$ share and discovering that
the password for a local service account was contained in the description of the
account can help you make the necessary changes to secure your network.

For IT security audits, documenting the methodology and tools used to perform the
audit is essential. After the items found deficient in the audit have been resolved, or at
some scheduled point in the future, the audit can be repeated in the same manner to
assess the progress made since the previous audit. Because organizations frequently
use progress made since prior audit findings as metrics to judge their relative success,
maintaining such documentation is crucial.
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Resolving Issues Discovered During the Security Assessment

After

the security assessment is complete, the work of securing the network begins.

You will need to analyze the results of the security assessment and determine which

methods you can use to address the deficiencies discovered. The first step is to prior-
itize the deficiencies according to their impact on your organization. The following list
details how you should prioritize such impacts:

1

Danger to human safety Although not all organizations will have security
vulnerabilities that, if exploited, could lead to the loss of life or otherwise
jeopardize human safety, such vulnerabilities should always be given the
highest priority.

Destruction of data The next priority should be given to the destruction of
data, especially when it results in total data loss. At any given point in time, data
exists that has not been backed up to remote storage; if an attacker can gain
access to this data and delete it, there is a good chance that it will not be able to
be restored. For some organizations, losing even a day’s worth of data would be
devastating.

Disclosure of confidential information Confidential data includes customer
information, employee information, business plans, financial information, and
trade secrets. The disclosure of this information can cause loss of customer con-
fidence, litigation against the organization, loss of competitive advantage, and
loss of intellectual property.

Loss of services A denial-of-service attack causes organizations or their custom-
ers to lose the use of IT services. The impact of a denial-of-service attack depends
on the nature of your organization’s business. For example, the loss of IT ser-
vices impacts a business-to-consumer (B2C) Web site or an ISP much more that
it does a software vendor.

Annoyances The least critical category of impact is that of attack vulnerabilities,
which, if exploited, result in the minor disruption of business continuity, lead-
ing to nothing more than mere annoyances. For example, attacks that require a
user to reboot her computer—such as attacks that flood a user’s computer with
NetBIOS messages sent to the console—will cause a minor disruption of busi-
ness services and be a general annoyance to the user but will have no lasting
consequences.

After you have prioritized the security issues discovered in the security assessment,
you should incorporate them into your organization’s risk management plan or at
least apply them to the process your organization normally uses to mitigate security

risks.
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More Info See Chapter 1, “Key Principles of Security,” for more information about
managing risk.

Conducting Penetration Tests

Not all network administrators think like attackers or have the skill set required to
break into networks. Conducting penetration tests requires you to think like an
attacker. Additionally, you will need to have experience identifying weaknesses in net-
work security, experience with tools that are used to compromise networks, and at
least a basic level of expertise with one or more programming languages. If you are not
confident in your abilities to think like an attacker, you should consider enlisting the
help of another administrator or a consultant who is.

For a penetration test to be useful to your organization for more than just proving
that weaknesses in security exist, you must carefully document your actions. The
first step in conducting a penetration test is to create a methodology that you will
follow when attempting to break into the network. This methodology will help
ensure that you complete all the attacks that you have outlined, budget your time
appropriately, and establish a foundation for creating documentation on the results
of the penetration test.

The objective of the penetration test is to compromise the intended target or applica-
tion. To accomplish this goal, a patient attacker will stick to a well-defined methodol-
ogy. For example, if you are conducting a penetration test, you might want to follow
these steps:

1. Gather information.
2. Research vulnerabilities.

3. Compromise the target application or network.

Note Within each of these steps, you should diligently document your actions and
their results for reporting purposes. Many pen tests are unsuccessful at driving
changes to increase the security of networks because this critical documentation is not
compiled.
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Step 1. Gathering Information

Like an attacker, at first you might have little to no knowledge about your target net-
work. But by the end of this step, you will have constructed a detailed road map of the
network that you can use to break into the network in an organized manner. The goal
of performing this step is to gather as much information as possible about the target
network through publicly available sources. This will give you an indication of how
large the target might be, how many potential entry points exist, and which security
mechanisms exist to thwart the attack.

Gathering information, often called footprinting, requires you to be patient, detail ori-
ented, and resourceful. During this step, you should gather the following types of
information:

m Basic information about the target
m Domain Name System (DNS) domain name and IP address information

m Information about hosts on publicly available networks

Obtaining Basic Information About the Target

Allinformation about the target and subsidiaries of the target is useful, including Web
sites and other IT services offered by the target, contact information for the target,
organizational structure, and names of employees. You can get most of this informa-
tion on the Internet simply by searching the target organization’s Web site and query-
ing search engines by using the name of the target.

Basic information about the company will reveal details that might be used to generate
passwords, points of entry into the target’s network—including physical buildings and
logical entry points such as phone numbers and names of key employees—that can be
used in social engineering attacks, and a general understanding of the technical
sophistication of the target. (For more on social engineering, see the “Social Engineer-
ing” sidebar.) For example, you can query Internet search engines on the name of the
target and the strings “password for” and “ftp.” Surprisingly, with a little fine-tuning,
this tactic will unearth the logins to FTP servers used by many large organizations.
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Social Engineering

Sometimes the easiest way to get information about a network or break into that
network is to ask. As strange as it sounds, employees have been known to wit-
tingly or unwittingly reveal important information about their company. For the
attacker, it is about asking the right questions to the right person with the right
tone. This exploitation of trust is called social engineering.

For example, an attacker might find the telephone number for the company
switchboard operator and ask to be transferred to the help desk. Because the
callis transferred rather than directly dialed, the call identification will appear to
the help desk as though it originated internally. The attacker might then explain
that he is a new employee and is very afraid of computers. The attacker might
continue by saying he is not sure what his account name is and how long his
password needs to be. After the help desk administrator patiently explains how
account names are generated and the organization’s password policy, the
attacker might explain—while complimenting the help desk administrator on
how smart she is and how well she explained the account and password prob-
lem—that his boss told him his account was enabled for remote access but that
he lost the information about which server to connect to.

By the end of the conversation, the attacker will have a good idea of how hard
breaking into the network by logging on with a valid user’s credentials might be.
The attacker can use the names of employees he has gathered from the Web site
and information learned from the help desk about the password policy to
attempt to log on to the remote access server by using passwords that users are
likely to pick. Meanwhile, the help desk administrator will end the conversation
feeling as though she did a great job in assisting a user who really needed help.

An attacker might even gain access directly to the network simply by asking. In
July 2002, a student at the University of Delaware was caught changing her
grades in the school’s database system by calling the university’s help desk and
pretending to be her professors. In all cases, she reportedly stated that she had
forgotten her password and asked to have it reset, and in all cases, the help desk
obliged.

Social engineering is difficult for organizations to defend against, especially if
network administrators and other employees in key positions (such as
administrative assistants) do not know that they might be the target of such
attacks. Consequently, security awareness training is essential for everyone in
the company.
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Using DNS Domain Name and IP Address Information

By using information about the target network stored on DNS servers, you can begin
to create a diagram of the target organization’s network. You can analyze DNS zones
for the target organization to obtain information, including the server host names, ser-
vices offered by certain servers, IP addresses of servers, and contact information for
members of the IT staff.

By analyzing DNS records, you also can get a pretty good idea about the location of
the servers and the operating system or applications that are being run on the server.
For example, you might be able to deduce that a computer with the host name
SFOO4E2K that is registered with a Mail Exchange (MX) record is a server running
Windows 2000 and Microsoft Exchange 2000 Server and is located in San Francisco,
or that a network device named cis2500dt2 is a Cisco Systems 2500 series router
directly connected to the target’s ISP. One of the first things that attackers do is create
a network diagram with information gained from analyzing DNS zones.

The IP address information about the target—gained from the DNS zone, American
Registry of Internet Numbers (ARIN), and other sources—can be scanned with port-
scanning software to further develop your network diagram. Attackers have been
known to use publicly available sources to create better network diagrams on the tar-
get network than the target network’s administrators have.

Enumerating Information About Hosts on Publicly Available
Networks

After gathering the IP addresses used by the target network, an attacker can begin the
process of profiling the network to find possible points of entry. You can mimic com-
mon approaches taken by attackers by enumerating information about hosts that are
exposed to the Internet by the target organization. To accomplish this, you can use
port-scanning software to scan hosts for listening TCP/UDP ports and IP protocols.
Port scans will reveal information about hosts such as the operating system running
on the host and the services running on the host.

You can use port scanning to determine how router and firewall IP filters are config-
ured. An effective attacker will be able to produce a network diagram for all publicly
accessible screened subnets and a reasonably complete listing of the types of traffic
allowed in and out of the network.

An attacker also can use software to crawl the target organization’s public Web sites
and FTP sites. Often, organizations have information that is not intended for public
use posted on their public Web sites or FTP sites but not listed in these sites’ directory
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structures. Similarly, information that would be useful for breaking into the network
might be embedded in the code that the Web pages are written in. For example, a
developer might have placed a note to himself about a test login ID and password in
the comments of an HTML page or might have used static login information for con-
nections to a server running SQL Server. After downloading the Web pages or FTP
files to a local computer, an attacker can run a program such as Grep to search for text
strings in the files.

Step 2. Researching Vulnerabilities

After the attacker has completed gathering information about the target network and
has created a list of operating systems, network devices, and applications running on
the network (including information about how they are configured), her next step is
to research their vulnerabilities. Aside from weak passwords and servers with no
access control, the easiest way to break into a network is to exploit known vulnerabil-
ities to the hardware and software used by the target organization.

Simple methods of compromising the security of computers, network devices, and
applications might already exist. So before you spend any time attempting to break
into your networks—using elaborate techniques that might reveal your existence—do
your homework. Researching vulnerabilities when acting as an attacker is not any dif-
ferent from the research that you must do as a network administrator. Use the follow-
ing resources for your sleuthing:

B Hardware and software vendor Web sites The most obvious place to look for
vulnerabilities in hardware or software is the vendor’s Web site. In general, you
can find product documentation that describes the default security of the hard-
ware or software, knowledge base articles that describe how security works on
the hardware or software, and security bulletins that describe known vulnerabil-
ities in the vendor’s products.

B Security-related Web sites and newsgroups Numerous Web sites for security
professionals discuss security and security weaknesses. You can often use
this information to break into networks, too. For example, the Web site
http://www.netstumbler.com has extensive information about wireless network
security. Another good Web site is http://www.securityfocus.com, from which a
mailing list called Bugtraq is operated. Bugtraq contains discussions about the
latest security vulnerabilities in hardware and software.
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B Web sites run by attackers and security researchers Web sites run by attackers

and security researchers often contain detailed information and tools that can
be used to break into networks. If you are not familiar with how networks are
compromised, you can learn a lot about how attackers compromise networks by
browsing these Web sites. As with all information, the content of these sites can
be used for good purposes and malicious ones. Because in some countries pos-
sessing tools that are used to break into computer networks is against the law,
you should be careful about downloading tools from these Web sites. Check
your local computer crime laws first. Furthermore, many of the applications that
can be downloaded from these Web sites have to be modified and are Trojan
horse applications themselves.

Step 3. Compromising the Target Application or Network

After you have gathered information about the target network and fully researched
potential avenues of attack, you can begin the process of attempting to compromise
the network. In general, the compromise of a network starts with the compromise of
a single host. Many ways to compromise a network exist, and without knowing the
details of a specific scenario, it is difficult to prescribe a precise set of actions. How-
ever, when compromising a network, attackers will attempt to accomplish several
tasks, including these:

1. Getpasswords The first thing that an attacker will do is copy the passwords or

password databases from the compromised host to a computer controlled by
the attacker. If the compromised host is a member server running Windows
2000, the attacker will retrieve the password hashes from the Security Accounts
Manager (SAM) database, the local security authority (LSA) secrets, and the
passwords stored by Internet Explorer autocomplete. Immediately after obtain-
ing the password hashes, the attacker will begin an offline attack on them.

Gather information  After the attacker gains access to a host inside the target’s
network—whether in a screened subnet or in the internal network—the attacker
gains a new source of information about the network. Consequently, the
attacker returns to step 1 in this methodology and begins gathering basic infor-
mation about the network from the inside.

Elevate privileges After an attacker has initially penetrated the network, one of
her first goals is to gain access to or create elevated security credentials. Once an
attacker has Administrator or System privileges on a computer or network
device, little can be done to prevent her from doing whatever she wants to that
computer or device. Similarly, if an attacker can obtain control over a domain
administrator account, the attacker functionally controls the entire network.



Chapter 28: Assessing the Security of a Network 619

Leverage the compromised host Once under the control of the attacker, a com-
promised host becomes a platform for attacking other computers on the net-
work from the inside. The attacker might also use the host as a zombie system to
attack another network.

Replace files An attacker might want to either ensure that she can continue to
access the compromised computer or gather information from users of the com-
puter. To accomplish this, the attacker can install a backdoor application or key-
stroke logging software to record the keystrokes of locally logged on users,
including their passwords.

@ Important During a penetration test, you should compromise the network only in
ways agreed to by the target organization ahead of time. You should not disrupt busi-

ness continuity when performing a penetration test.

Best Practices

Use security assessments to evaluate the security of your network. Security
assessments will help answer the question, “How do I know that my network is
really secure?” You can also track progress toward improving the security of
your network by repeating a security assessment after you have addressed the
weaknesses discovered in the initial security assessment.

Choose the appropriate type of security assessment for your business or technical
requirements. The security assessments discussed in this chapter are very dif-
ferent: each attempts to assess different areas of security, requires special areas of
expertise, and calls for different levels of investment from your organization. To
ensure that the security audit you perform meets the needs of your organization,
choose the appropriate security assessment. For example, conducting a vulner-
ability scan probably will not reveal issues with IT security policies and proce-
dures, just as an IT security audit probably will not reveal that weak passwords
are used on servers.

Take time to carefully plan your security assessment project. As with most IT
projects, the major reason that security assessments fail is poor planning. To
avoid this pitfall, take time during the planning stage to create a project vision
and a scope to guide the security assessment. Do not conduct a security assess-
ment without executive sponsorship.

Document in detail the methodology used to conduct the security assess-
ment. To ensure that the security assessment results can be independently
reviewed and reproduced if necessary, carefully document the methodology
used to conduct the security assessment.
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Additional Information

B Assessing Network Security (Microsoft Press, 2004)

m The MBSA Web site (http.//www.microsoft.com/technet/security,/ tools
/mbsahome.mspx)

m  Automated Security Self-Evaluation Tool (ASSET) on the National Institute of
Standards and Technology (NIST) Web site (http://csrc.nist.gov/asset/)

m  Hacking Exposed: Windows 2000 (McGraw-Hill Osborne, 2001), and Hacking
Exposed: Windows Server 2003 (McGraw-Hill Osborne, 2003)
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