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Chapter 6

Configuring Web Sites and
Directories

Tasks for creating and managing Web sites and directories are broken down into several
categories. You'll find sections in this chapter on Web site naming and identification,
creating Web sites, creating virtual directories, and other topics.

Web Site Naming and Identification

Each Web site deployed in the organization has unique characteristics. Different types of
Web sites can have different characteristics. Intranet Web sites typically use computer
names that resolve locally and have private Internet Protocol (IP) addresses. Internet Web
sites typically use fully qualified domain names (FQDNs) and public IP addresses. Intranet
and Internet Web sites can also use host header names, allowing single IP address and
port assignments to serve multiple Web sites.

Understanding IP Addresses and Name Resolution

Whether you're configuring an intranet or Internet site, your Web server must be assigned
a unique IP address that identifies the computer on the network. An IP address is a
numeric identifier for the computer. IP addressing schemes vary depending on how your
network is configured, but they're normally assigned from a range of addresses for a
particular network segment (also known as a subnet). For example, if you're working with
a computer on the network segment 192.168.10.0, the address range you have available
for computers is usually from 192.168.10.1 to 192.168.10.254.

Although numeric addresses are easy for machines to remember, they aren't easy for
human beings to remember. Because of this, computers are assigned text names that are
easy for users to remember. Text names have two basic forms:

e Standard computer names, which are used on private networks
e Internet names, which are used on public networks

Private networks are networks that are either indirectly connected to the Internet or
completely disconnected from the Internet. Private networks use IP addresses that are
reserved for private use and aren't accessible to the public Internet. Private network
addresses fall into the following ranges:

e 10.0.0.0-10.255.255.255
e 17216.0.0-172.31.255.255

e 192.168.0.0-192.168.255.255

Private networks that use Internet technologies are called intranets. Information is
delivered on intranets by mapping a computer's IP address to its text name, which is the
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NetBIOS name assigned to the computer. Although Microsoft Windows components use
the NetBIOS naming convention for name resolution, Transmission Control
Protocol/Internet Protocol (TCP/IP) components use the Domain Name System (DNS).
Under Windows, the DNS host name defaults to the same name as the NetBIOS computer
name. For example, if you install a server with a computer name of CorpServer, this name
is assigned as the NetBIOS computer name and the default DNS host name.

In contrast, public networks are networks that are connected directly to the Internet.
Public networks use IP addresses that are purchased or leased for public use. Typically,
you'll obtain IP address assignments for your public servers from the provider of your
organization’s Internet services. Internet service providers (ISPs) obtain blocks of IP
addresses from the American Registry for Internet Numbers (ARIN). Other types of
organizations also can purchase blocks of IP addresses.

On the Internet, DNS is used to resolve text names to IP addresses. With the DNS name
www.microsoft.com, www identifies a server name and microsoft.com identifies a domain
name. As with public IP addresses, domain names must be leased or purchased. You
purchase domain names from name registrars, such as Internet Network Information
Center (InterNIC). When a client computer requests a connection to a site by using a
domain name, the request is transmitted to a DNS server. The DNS server returns the IP
address that corresponds to the requested host name, and then the client request is
routed to the appropriate site.

Don’t confuse the public DNS naming system used on the Internet with the private
naming system used on intranets. DNS names are configured on DNS servers and resolved
to IP addresses before contacting a server. This fact makes it possible for a server to have
multiple IP addresses, each with a different DNS name. For example, a server with an
internal computer name of WebServer22 could be configured with IP addresses of
207.46.230.210, 207.46.230.211, and 207.46.230.212. If these IP addresses are configured
as www.microsoft.com, services.microsoft.com, and products.microsoft.com, respectively, in
the DNS server, the server can respond to requests for each of these domain names.

Understanding Web Site Identifiers

Each Web site deployed in your organization has a unique identity it uses to receive and
to respond to requests. The identity includes the following:

e A computer or DNS name
e An P address
e A port number

e An optional host header name

PREVIEW CONTENT This excerpt contains uncorrected manuscript from an upcoming Microsoft Press title, for early
preview, and is subject to change prior to release. This excerpt is from Internet Information Services (IIS) 7.0 Administrator’s
Pocket Consultant from Microsoft Press (ISBN 978-0-7356-2364-4, copyright 2007 William Stanek, all rights reserved), and
is provided without any express, statutory, or implied warranties.



Preview Content from Internet Information Services (11S) 7.0 Administrator’'s Pocket Consultant

The way these identifiers are combined to identify a Web site depends on whether the
host server is on a private or public network. On a private network, a computer called
Corplntranet could have an IP address of 10.0.0.52. If so, the Web site on the server could
be accessed in the following ways:

e Using the Universal Naming Convention (UNC) path name: \\Corplntranet or
\\10.0.0.52
e Using a Uniform Resource Locator (URL): http.//Corpintranet/ or http.//10.0.0.52/

e Using a URL and port number: http://CorplIntranet:80/ or http://10.0.0.52:80/

On a public network, a computer called Dingo could be registered to use the DNS name
www.microsoft.com and the IP address of 207.46.230.210. If so, the Web site on the server
could be accessed in either of the following ways:

e Using a URL: http://www.microsoft.com/ or http://207.46.230.210/

e Using a URL and port number: http:// www.microsoft.com:80/ or
http://207.46.230.210:80/

Hosting Multiple Sites on a Single Server

Using different combinations of IP addresses, port numbers, and host header names, one
can host multiple sites on a single computer. Hosting multiple sites on a single server has
definite advantages. For example, rather than installing three different Web servers, one
could host www.microsoft.com, support.microsoft.com, and service.microsoft.com on the
same Web server.

One way to host multiple sites on the same server is to assign multiple IP addresses to the
server. Figure 6-1 shows an example of this configuration.

’

\\Corplntranet

http://Corplntranet
-or-
http://10.0.0.52

NN

g

http://Englintranet
—or-
http://10.0.0.85

QNI

g

http://SalesIntranet
-or-
http://10.0.0.102

\BANAY

g

Figure 6-1 You can use multiple IP addresses to host multiple Web sites on a single server.
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To use this technique, you must follow these steps:

1. Configure the TCP/IP settings on the server so that there is one IP address for each

site that you want to host.

2. Configure DNS so that the host names and corresponding IP addresses can be

resolved.

3. Configure each Web site so that it uses a specific IP address.

With this technique, users can access the sites individually by typing the unique domain
name or IP address in a browser. Following the example shown in Figure 6-1, you can
access the Sales intranet by typing http://Salesintranet/ or http://10.0.0.102/.

Another technique you can use to host multiple sites on a single server is to assign each
site a unique port number while keeping the same IP address, as shown in Figure 6-2.
Users will then be able to do the following:

e  Access the main site by typing the DNS server name or IP address in a browser, such

as http://Intranet/ or http://10.0.0.52/.

e Access other Web sites by typing the domain name and port assignment or IP address
and port assignment, such as http://Intranet:88/ or http:// 10.0.0.52:88/.

! //Intranet
’ http://Intranet
— Z  -or
) - | http://10.0.0.52 (default 80)

http://Intranet:88
—or-
http://10.0.0.52:88

N\ N\Y

g

http://Intranet:8080
-or-
http://10.0.0.52:8080

g

Figure 6-2 Another technique is to use multiple port numbers to host multiple Web sites on a single
server.

AR

The final method you can use to host multiple sites on a single server is to use host header
names. Host headers allow you to host multiple sites on the same IP address and port
number. The key to host headers is a DNS name assignment that's configured in DNS and
assigned to the site in its configuration.
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An example of host header assignment is shown in Figure 6-3. Here, a single server hosts
the sites Corplntranet, Englntranet, and Salesintranet. The three sites use the same IP
address and port number assignment but have different DNS names.

ﬂ //Corplntranet

http://Corplntranet

N\ A\N

(10.0.0.52)

http://Englintranet
(10.0.0.52)

N\ AA\N

g

http://SalesIntranet
(10.0.0.52)

\\M AN

g

Figure 6-3 You can use host headers to support multiple Web sites on a single server with a single IP
address.

To use host headers, you must do the following:

1. Configure DNS so that the host header names and corresponding IP addresses can be

resolved.

2. Configure the primary Web site so that it responds to requests on the IP address and

port number you've assigned.

3. Configure additional Web sites so that they use the same IP address and port number

and also assign a host header name.

Using different IP addresses or different port numbers for each site ensures the widest
compatibility because any Web browser can access the related sites without problems.
However, as public IP addresses are valuable (and sometimes costly) resources, and non-
standard ports require users to type the nonstandard port number, host headers are the
most commonly used technique.

Host headers have specific drawbacks. Earlier versions of browsers that don’t support
Hypertext Transfer Protocol (HTTP) 1.1 are unable to pass host header names back to
Internet Information Services (IIS). Although Microsoft Internet Explorer 3, Netscape
Navigator 2, and later versions of these browsers support the use of host header names,
earlier versions of these browsers don't, and visitors using earlier browsers will reach the
default Web site for the IP address. After you configure host headers, you must also
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register the host header names you've used with DNS to ensure that the names are
properly resolved.

Checking the Computer Name and IP Address of Servers

Before you configure Web sites, you should check the server's computer name and IP
address. You can view the computer name by completing the following steps:

1.

Click Start, and then click Control Panel. In the Control Panel’s Classic View, double-
click System. In the System console, under Computer Name, Domain, And Workgroup
Settings, click Change Settings. Alternatively, you can click Advanced System Settings

in the left pane.

On the Computer Name tab, you'll see the FQDN of the server and the domain or

workgroup membership. The FQDN is the DNS name of the computer.

The DNS name is the name that you normally use to access the IIS resources on the
server. For example, if the DNS name of the computer is www.microsoft.com and
you've configured a Web site on port 80, the URL you use to access the computer

from the Internet is http.//www.microsoft.com/.

You can view the IP address and other TCP/IP settings for the computer by completing
the following steps:

1.

Click Start, and then click Control Panel. In Control Panel’s Classic View, double-click

Network And Sharing Center.

In the Network And Sharing Center, you'll see a list of tasks in the left pane. Click

Manage Network Connections. This opens the Network Connections window.

Right-click Local Area Connection, and then select Properties. This opens the Local

Area Connection Properties dialog box.

Open the Internet Protocol Version 4 (TCP/IPv4) Properties dialog box by double-

clicking Internet Protocol Version 4 (TCP/IPv4).

The IPv4 Address and other TCP/IP settings for the computer are displayed, as shown

in Figure 6-4.

PREVIEW CONTENT This excerpt contains uncorrected manuscript from an upcoming Microsoft Press title, for early
preview, and is subject to change prior to release. This excerpt is from Internet Information Services (IIS) 7.0 Administrator’s
Pocket Consultant from Microsoft Press (ISBN 978-0-7356-2364-4, copyright 2007 William Stanek, all rights reserved), and
is provided without any express, statutory, or implied warranties.



Preview Content from Internet Information Services (11S) 7.0 Administrator’'s Pocket Consultant

Internet Protocol ¥ersion 4 (TCP/IPy+4) Propetties 21x|

General

‘fou can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

" Obtain an IP address automatically

—{* Use the following IP address:

IP address: 192 . 168 . 10 . 72
Subnet mask: I 285 .255 .255 . 0
Defaulk gateway: 192,168 ., 10 . 1

| Obtain DRS server address autamatizally,

—{* Use the following DNS server addresses:
Preferred DNS server: 192 . 168 . 10 . 96

Aleernate DMS server: I . . .
Advanced. .. |

Cancel |

Figure 6-4 Use the Internet Protocol (TCP/IP) Properties dialog box to view and configure TCP/IP
settings.

IS servers should use static IP addresses. If the computer is obtaining an IP address
automatically, you'll need to reconfigure the TCP/IP settings. See Chapter 17, “Managing
TCP/IP Networking,” in Windows Server 2008 Administrator’s Pocket Consultant (Microsoft
Press, 2008), for details.

Examining Site Configuration

In IS Manager, you can view a list of the Web sites installed on a server by clicking the
node for the computer you want to work with in the left pane and then clicking the Sites
node. Sites are listed by name, ID number, Web site status, binding, and path.

By using the IS Command-line Administration Tool, you can list the existing sites on a
server by running the List Site command. Type appcmd list site at a command prompt to
list all the sites on a server. You can list details about a specific site or the settings of a
specific site as shown in these examples:

appcmd Tist site "Default Web Site"
appcmd 1ist site http://localhost/

appcmd 1list site /serverAutoStart:false

You'll then see a summary related to the site configuration, such as:
SITE "Shopping Site" (id:6,bindings:https:/*:443:,state:Stopped)
These details provided the following information:

e "Shopping Site" is the name of the site.
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e id:6 is the identification number of the site.

e bindings:https:/*:443: tells you the site uses HTTPS on port 443 and IIS listens for

requests on all IP addresses.

e state:Stopped tells you that the Web site is stopped and is not active.

You can view the full configuration details for a site by using the /config parameter, such
as:

appcmd Tist site "Default Web Site" /config
You'll then see a full listing of the configuration details for the site, such as:
<site name="Shopping" id="6" state="Starting">
<bindings>
<binding protocol="https" bindingInformation="%:443:" />
</bindings>
<limits />
<logFile />
<traceFailedRequestsLogging />
<applicationDefaults />
<virtualDirectoryDefaults />
<application path="/" applicationPool="Shopping">
<virtualDirectoryDefaults />
<virtualDirectory path="/" physicalPath="C:\inetpub\shopping"
userName="DevTeam" password="RubberChickens" />
</application>

</site>

When you are working with sites, applications, and virtual directories, you may need
to provide logon credentials for authentication. Any credentials you provide are stored by
default as encrypted text in the site, application, or virtual directory configuration. If you
view the file with a text editor, you'll see the encrypted text. However, if you view the
configuration details at the command prompt by running the List Site command with the

/config parameter, you'll see the plaintext password as shown in this listing.

The full details do not include any inherited settings. To view the full configuration details,
including inherited values, for a site, you must use the following syntax:

appcmd Tist site "SiteName" /config:*
Here is an example:

appcmd Tist site "Shopping Site" /config:*
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You'll then see a full listing of the configuration details that includes inherited values, such
as:
<site name="Shopping" id="6" serverAutoStart="true" state="Starting">
<bindings>
<binding protocol="https" bindingInformation="*:443:" />
</bindings>
<Timits maxBandwidth="4294967295" maxConnections="4294967295"
connectionTimeout="00:02:00" />
<logFile logExtFileFlags="Date, Time, ClientIP, UserName, ServerIP, Method,
UriStem, UriQuery, HttpStatus, Win32Status, ServerPort, UserAgent,
HttpSubStatus" customLogPluginClsid="" TogFormat="w3C"
directory="F:\1inetpub\logs\LogFiles" period="Daily"
truncateSize="20971520" localTimeRollover="false" enabled="true" />
<traceFailedRequestsLogging enabled="false"
directory="F:\inetpub\logs\FailedReqLogFiles" maxLogFiles="50"

maxLogFileSizeKB="512" customActionsEnabled="false" />

<applicationDefaults path="" applicationPool="" enabledProtocols="http" />

nn nn nn nn

<virtualDirectoryDefaults path= physicalPath= userName= password=

TogonMethod="ClearText" allowSubDirConfig="true" />

<application path="/" applicationPool="Shopping" enabledProtocols="http">

nn nn o nn

<virtualDirectoryDefaults path= physicalPath="" userName="" password=

TogonMethod="ClearText" allowSubDirConfig="true" />
<virtualDirectory path="/" physicalPath="C:\inetpub\shopping"
userName="DevTeam" password="RubberChickens" TogonMethod="ClearText"
alTowSubDirConfig="true" />

</application>

</site>

Creating Web Sites

With 1IS 7.0, you can create both unsecured and secured Web sites. Previous versions of IS
require you to configure a Certificate Authority (CA) to issue a site certificate prior to
setting up Secure Sockets Layer (SSL) on a secured Web site, but 1IS 7.0 does not require
this. IIS 7.0 includes the necessary management features to create and manage SSL
certificates. In fact, in most configuration scenarios, a self-signed certificate is created for a
server during setup of IIS 7.0. For more information on SSL, see Chapter 11, “Managing
Active Directory Certificate Services and SSL.”
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Creating a Web Site: The Essentials

When you install IIS, the setup process creates a default Web site. In most cases, you aren’t
required to change any network options to allow users access to the default Web site. You
simply tell users the URL path that they need to type into their browser’s Address field. For
example, if the DNS name for the computer is www.microsoft.com and the site is
configured for access on port 80, a user can access the Web site by typing
http://www.microsoft.com/ in the browser's Address field.

For name resolution, you must ensure that DNS is updated to include the appropriate
records. Specifically, you'll need to ensure that either an A (address) or a CNAME
(canonical name) record is created on the appropriate DNS server. An A record maps a
host name to an IP address. A CNAME records sets an alias for a host name. For example,
using this record, zeta.microsoft.com can have an alias as www.microsoft.com. If
zeta.microsoft.com also hosts service.microsoft.com and sales.microsoft.com, you'd need
CNAME records for these also.

On 11S 7.0, all Web Sites run within an application pool context. The settings of the
application pool determine the pipeline mode used for requests and the Microsoft .NET
Framework version. By default, IS Manager creates a new application pool for any new
site you create. This application pool uses the current .NET Framework version and the
default, integrated pipeline mode. When you create a site, you can either accept the new
application pool or select an existing application pool to associate with the site. Generally,
you'll want to associate a site with a new application pool only when you want a non-
standard configuration. For example, if you want a site to run in classic pipeline mode and
use an earlier version of the .NET Framework, you could create the required application
pool and then create a new Web site that uses this application pool.

The directories and files for the default Web site are created under
%Windir%\Inetpub\Wwwroot. To help organize additional Web sites into a common
directory structure, you might want to create your new site under %windir%\Inetpub also.
Before you do this, however, you should consider carefully whether the underlying disk
structure can support the increased file I/O of the new site. With high-traffic, extremely
busy sites, you may need to put each site on a physically separate disk.

By default, IIS uses pass-through authentication for accessing the underlying physical
directories used by Web sites and applications. This means that for anonymous access, the
Internet user account (IUSR_ServerName) is used to access the site’s physical directory and
that for authenticated access, the actual account name of the authenticated user is used
to access the site’s physical directory. Thus, permissions for the physical directory must be
set accordingly. If you want to map a Web site to a shared folder by using a UNC path,
such as \\CentralStorage83\Inetpub\Sales_site, you can do this also. Because the shared
folder is on a different server, you might need to set specific user credentials to access the
shared folder. IS Manager allows you to do this.
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Creating an Unsecured Web Site

Users access unsecured Web sites by using HTTP. You can create a Web site that uses
HTTP by completing the following steps:

1. If you're creating the Web site on a new server, ensure that the World Wide Web

Publishing Service has been installed and started on the server.

2. If you want the Web site to use a new IP address, you must configure the IP address

on the server before installing the site.

3. InIIS Manager, double-click the icon for the computer you want to work with, and

then right-click Sites. On the shortcut menu, choose Add Web Site. This displays the

Add Web Site dialog box, shown in Figure 6-5.

add wWeb site 1 2=
Site name: Application pool:

ICorporate Sales ICorporate Sales Select. .. |

— Conkent Direckary

Physical path:

IF:'l,inetpub'l,saIes _I

Pass-through authentication

Conneck as... | Tesk Settings... |

—Binding
Type: IP address: Fort:
Ihttp j IAII Lnassigned j ISD

Host name:

Isales.cpandl.com

Example: wiww,contoso,com or marketing. contoso,com

¥ sStart web site immediately

Cancel

Figure 6-5 Create an unsecured Web site.

4. In the Web Site Name text box, type a descriptive name for the Web site, such as

Corporate Sales. IS Manager uses the name you provide to set the name of the new

application pool to associate with the site. If you want to use an existing application

pool instead of a new application pool, click Select. In the Select Application Pool

dialog box, in the Application Pool drop-down list, select the application pool to

associate with the site, and then click OK. Note that the .NET Framework version and

pipeline mode of a selected application pool are listed on the Properties panel.
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5. The Physical Path text box specifies the physical directory that contains the site's
content. You can configure the physical path by using a local directory path or a

shared folder. Keep the following in mind:

e To specify a local directory path for the site, click the selection button (...) to the
right of the Physical Path text box. In the Browse For Folder dialog box, use the
choices provided to select a directory for the Web site. This folder must be created
before you can select it. If necessary, click Make New Folder to create the

directory.

e To specify a shared folder for the site, type the desired UNC path in the
appropriate text box, such as \\CentralStorage83\inetpub\sales_site. If you need to
use alternate credentials to connect to the remote server specified in the UNC
path, click Connect As. In the Connect As dialog box, choose Specific User, and
then click Set. In the Set Credentials dialog box, type the name of the user account
to use for authentication, type and confirm the account password, and then click
OK.

If you don't specify a user name and password, the user’'s Windows credentials
are authenticated before allowing access. For an anonymous access site, I1S
authenticates the credentials for the IUSR_ServerName account, so this account
should have access to the shared folder. Otherwise, the network connection to the
folder will fail. See the “Working with File and Folder Permissions” section in Chapter

10, "Managing Web Server Security,” for more details on access permissions.

6. The Binding settings identify the Web site. To create an unsecured Web site, select
HTTP as the type and then use the use the IP Address drop-down list to select an
available IP address. Choose (All Unassigned) to allow HTTP to respond on all
unassigned IP addresses that are configured on the server. Multiple Web sites can use
the same IP address so long as the sites are configured to use different port numbers

or host headers.

7. The TCP port for an unsecured Web site is assigned automatically as port 80. If
necessary, type a new port number in the Port field. Multiple sites can use the same

port as long as the sites are configured to use different IP addresses or host headers.
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8. If you plan to use host headers for the site, type the host header name in the field
provided. On a private network, the host header can be a computer name, such as
Englntranet. On a public network, the host header must be a DNS name, such as

services.microsoft.com. The host header name must be unique within IIS.

9. By default, IS starts the Web site immediately so long as the bindings you've supplied
are unique. If you don't want to start the site immediately, clear the Start Web Site
Immediately check box. In most cases, you'll want to finish setting the site’s properties
before you start the site and make it accessible to users.

By using the IS Command-line Administration Tool, you can run the Add Site command

to add an HTTP site to a server. Sample 6-1 provides the syntax and usage. Technically,

bindings and physicalPath are optional, but a site won't work until these parameters are

provided. Adding the physical path is what allows IIS to create the root virtual directory
and root application for the site.

Sample 6-1 Adding an HTTP Site Syntax
and Usage

Syntax

appcmd add site /name:Name /id:ID /bindings:http://Ur1AndPort /physicalPath:Path

Usage

appcmd add site /name:’Sales Site’ /id:5 /bindings:http://sales.adatum.com:80

appcmd add site /name:’Sales Site’ /id:5 /bindings:http://*:8080

appcmd add site /name:’Sales Site’ /id:5 /bindings:http/*:8080
/physicalPath:’c:\inetpub\mynewsite’

Creating a Secured Web Site

Users access secured Web sites by using SSL and HTTPS. Prior to creating a secured Web
site, you must ensure that the certificate you want to use is available. You can create
certificates as discussed in Chapter 11. You can create a Web site that uses HTTPS by
completing the following steps:
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add web site | 2=l
Site name: Application pool:

IShopping IShopping Select... |

— Conkent Direckary

Follow Steps 1-5 in the section “Creating an Unsecured Web Site,” earlier in this

chapter.

As shown in Figure 6-6, the Binding settings identify the Web site. To create a secured
Web site, select HTTPS as the type, and then in the IP Address drop-down list, select
an available IP address. Choose (All Unassigned) to allow HTTPS to respond on all
unassigned IP addresses that are configured on the server. Multiple Web sites can use
the same IP address as long as the sites are configured to use different port numbers

or host headers.

Physical path:

IF:'l,inetpub'l,shopping e |

Pass-through authentication

Conneck as... | Test Settings... |

—Binding
Type: IP address: Fort:
Jreps =] Jis2.168.1.72 =] s

Host name:

S5L certificate:

IWeb Server Certificate j View... |

I

Figure 6-6 Create a secured Web site.

3.

The TCP port for a secured Web site is assigned automatically as port 443. If
necessary, type a new port number in the Port field. Multiple sites can use the same

port as long as the sites are configured to use different IP addresses or host headers.

Use the SSL Certificate drop-down list to select an available certificate to use for
secure communications. After you select a certificate, click View to view details about

the certificate.

By default, IIS starts the Web site immediately as long as the bindings you've supplied

are unique. If you don’'t want to start the site immediately, clear the Start Web Site
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Immediately check box. In most cases, you'll want to finish setting the site's properties

before you start the site and make it accessible to users.

By using the IS Command-line Administration Tool, you can run the Add Site command
to add an HTTPS site to a server. Sample 6-2 provides the syntax and usage. As with
unsecured sites, the bindings and physicalPath are optional, but a site won't work until
these parameters are provided. Adding the physical path is what allows IIS to create the
root virtual directory and root application for the site.

Sample 6-2 Adding an HTTPS Site Syntax
and Usage

Syntax

appcmd add site /name:Name /id:ID /bindings:https://Url1AndPort
/physicalPath:Path

Usage

appcmd add site /name:’WWW Shopping Site’ /id:6
/bindings:https://store.adatum.com:443

appcmd add site /name:’WWW Shopping Site’ /id:6 /bindings:https://*:443

appcmd add site /name:’WWW Shopping Site’ /id:6 /bindings:https://*:443
/physicalPath:’c:\inetpub\wwwstore’

Managing Web Sites and Their Properties

The sections that follow examine key tasks for managing Web sites and their properties.
You configure Web site properties by using IIS Manager and the 1IS Command-line
Administration tool.

Working with Sites in 1IS Manager

When you navigate to the Sites node in IS Manager and select a site, the Actions pane
displays a list of unique actions related to sites as shown in Figure 6-7. You can use the
options in the Actions pane as follows:

Explore
e Opens the site’s root directory in Windows Explorer. You can use this option to access

the site’s Web.config file or to manage the site’s physical directories and content files.
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Edit Permissions
e Opens the Properties dialog box for the site’s root directory. By using the Properties

dialog box, you can configure general settings, sharing, and security.

Edit Site
e Provides Bindings and Basic Settings options. The Bindings option allows you to view

and manage the site’s bindings. Basic Settings allows you to view and manage the

site’s application pool and physical path.

Manage Web Site
e Provides Start, Stop, and Restart options. These options allow you to manage the site’s

run state. A stopped site cannot be accessed by users.

Browse Web Site
e Provides Browse and View options for the site. The Browse options allow you to test

the configuration of a specific binding. When you click a Browse link, IIS Manager
starts the default browser and connects to the site using the related binding. View
Applications displays a page that allows you to view and manage the site’s
applications. View Virtual Directories displays a page that allows you to view and

manage the site’s virtual directories.

Configure
e Provides Failed Request Tracing and Limits options. You can use Failed Request

Tracing to trace failed requests through the IIS core. You can use Limits to control

incoming connections to the Web site.

Help
e Displays the IIS Manager help documentation. Because the Help window is displayed

on top of the IIS Manager window, you must minimize or close the Help window

before you can return to IIS Manager.
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Figure 6-7 Working with sites.

Right-clicking a site’s node in the left pane displays a shortcut menu with similar, though
slightly different, options. The Add Application option allows you to add an application to
the site. The Add Virtual Directory option allows you to add a virtual directory to the site.
Two additional options that are important are Switch To Content View and Switch To
Features View. You can use these options to switch between the following views:

Content view
e Shows the file contents of the physical directory related to a selected site, application,

or virtual directory

Features view
e Shows the managed features related to a selected site, application, or virtual directory

You can switch between the Content and Features view by right-clicking the site node and
then selecting Switch To Content View or Switch To Feature View as appropriate.

You can use the shortcut menu to rename a Web site by right-clicking the site node and
then selecting Rename. Next, edit the name of the site as necessary, and then press Enter.

When you right-click the site node and then point to Manage Web Site, you'll see an
additional shortcut menu with these options:

Restart
e Stops and then starts the site. If you suspect that IIS is not processing requests for a

site appropriately, restarting the site can in some cases resolve this.

Start
e Starts a site if it is not running. A site can accept incoming requests only when it is

started.
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Stop
e Stops asite if it is running. A site cannot accept or process requests when it is

stopped.

Browse
e  Starts the default browser and connects to the site by using the default binding.

Advanced Settings
e Displays all the settings for a site in a single dialog box, allowing you to manage all

settings except the site name and its bindings.

By using the [IS Command-line Administration Tool, you can start or stop a site by running
the Start Site and Stop Site commands respectively. Samples 6-3 and 6-4 provide the
syntax and usage.

Sample 6-3 Start Site Syntax and Usage
Syntax

appcmd start site [/site.name:]S1iteNameOrURL

Usage

appcmd start site "Default Web Site"

Sample 6-4 Stop Site Syntax and Usage
Syntax

appcmd stop site [/site.name:]SiteNameOrURL

Usage

appcmd stop site "Default Web Site"

Configuring a Site’s Application Pool and Home
Directory

Each Web site on a server has an application pool and home directory. The application
pool determines the request mode and .NET Framework version that IIS loads into the
site's worker process. The home directory is the base directory for all documents that the
site publishes. It contains a home page that links to other pages in your site. The home
directory is mapped to your site’s domain name or to the server name. For example, if the
site’s DNS name is www.microsoft.com and the home directory is C:\Inetpub\Wwwroot,
browsers use the URL http.//www.microsoft.com/ to access files in the home directory. On
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an intranet, the server name can be used to access documents in the home directory. For
example, if the server name is Corplntranet, browsers use the URL http.//Corpintranet/ to
access files in the home directory.

You can view or change a site’'s home directory by completing the following steps:

1. InlIS Manager, navigate to the Sites node by double-clicking icon for the computer
you want to work with and then double-clicking Sites.
2. In the left pane, select the node for the site you want to work with.
3. Inthe Actions pane, click Basic Settings. This displays the Edit Web Site dialog box, as
shown in Figure 6-8.
Site name: Application pool:

IServices Web Site IServices Select... |
Physical path:

Pass-through authentication

Ml

Conneck as... Teskt Settings... |

Ok I Cancel |

Figure 6-8 You can change a site’'s home directory at any time.

4,

The Application Pool text box lists the application pool currently associated with the
site. To choose a different application pool, click Select. In the Select Application Pool
dialog box, in the Application Pool drop-down list, select the application pool to

associate with the site, and then click OK.

If the directory you want to use is on the local computer, type the directory path, such
as C:\Inetpub\Wwwroot, in the Physical Path text box. To browse for the folder, click
the selection button to the right of the Physical Path text box. In the Browse For
Folder dialog box, use the settings to select a directory for the Web site. This folder
must be created before you can select it. If necessary, click Make New Folder in the

Browse For Folder dialog box to create the directory.

If the directory you want to use is on another computer and is accessible as a shared
folder, type the desired UNC path, such as \\WebServer22\CorpWWW, in the

Physical Path text box. If you need to use alternate credentials to connect to the
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remote server specified in the UNC path, click Connect As. In the Connect As dialog
box, choose Specific User, and then click Set. In the Set Credentials dialog box, type
the name of the user account to use for authentication, type and confirm the account

password, and then click OK.

Be careful when setting alternate pass-through credentials. The account you use
should have not have any additional privileges beyond those required to access content
via the Web site. If necessary, you may want to create a new restricted account for this

purpose.

7. Click OK to close the Edit Web Site dialog box..

You cannot use the IIS Command-line Administration Tool to configure a site’s application
pool and home directory in the same way. Whereas |IS Manager maps these changes to
the application pool and base virtual directory associated with the site, the IIS Command-
line Administration tool does not, and you must edit the application pool and virtual
directory settings to make the necessary changes.

Configuring Ports, IP Addresses, and Host Names Used
by Web Sites

Throughout this chapter, I've discussed techniques you can use to configure multiple Web
sites on a single server. The focus of the discussion has been on configuring unique
identities for each site. In some instances, you might want a single Web site to have
multiple domain names associated with it. A Web site with multiple domain names
publishes the same content for different sets of users. For example, your company might
have registered example.com, example.org, and example.net with a domain registrar to
protect your company or domain name. Rather than publishing the same content to each
of these sites separately, you can publish the content to a single site that accepts requests
for each of these identities.

The rules regarding unique combinations of ports, IP addresses, and host names still apply
to sites with multiple identities. This means that each identity for a site must be unique.
You accomplish this by assigning each identity unique IP address, port, or host header
name combinations.

When you've installed additional Windows Process Activation Service support
components, you may find that IIS allows you to create non-HTTP binding types, including
net.tcp, net.pipe, net.msmgq, and msmq.formatname. These additional binding types are
used to support process activation over Transmission Control Protocol (TCP), named pipes,
and Microsoft Message Queuing (MSMQ). These binding types accept a single parameter:
the binding information that includes the network address to listen for requests on. See
the “Role Services for Application Servers” section of Chapter 2, “Deploying IS 7.0 in the

Enterprise,” for more information on non-HTTP process activation.
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To change the binding of a Web site, complete the following steps:

1. If you want the Web site to respond to a specific IP address, you must configure the

IP address before updating the site.

2. InlIS Manager, navigate to the Sites node by double-clicking the icon for the

computer you want to work with and then double-clicking Sites.
3. In the left pane, select the node for the site you want to work with.

4. In the Actions pane, click Bindings. This displays the Site Bindings dialog box, as

shown in Figure 6-9.

site Bindings | 2=l
Type Host Name Port IP Address Bind Add...

http a0 *
https 443 ¥ Edit...

4 | | _>| Browse

Remave

4l

Close

Figure 6-9 You modify a site's identity through the Site Bindings dialog box.

5. Use the Site Bindings dialog box to manage the site’s binding by using the following
settings:

Add

e Adds a new identity. To add a new identity, click Add. In the Add Site Binding dialog
box, select the binding type, IP address, and TCP port to use. Optionally, type a host
header name or select an SSL certificate as appropriate for the binding type. Click OK
when you're finished.

Edit

e Allows you to edit the currently selected identity. To edit an identity, click the identity,
and then click Edit. In the Edit Site Binding dialog box, select an IP address and TCP
port to use. Optionally, type a host header name or select an SSL certificate as
appropriate for the binding type. Click OK when you're finished.

Remove

Allows you to remove the currently selected identity. To remove an identity, click the

identity, and then click Remove. When prompted to confirm, click Yes.
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Browse
e Allows you to test an identity. To test an identity, click the identity, and then click

Browse. IIS Manager will then open a browser window and connect to the selected

binding.
6. When you are finished working with bindings, click Close to close the Site Bindings

dialog box.

By using the IS Command-line Administration Tool, you can add, change or remove
bindings by running the Set Site command. Samples 6-5 to 6-7 provide the syntax and
usage. When working with the Set Site command, note that you must use the exact syntax
shown. Unlike other commands in which you can omit quotes or use double-quotes, you
must use single quotes where indicated. Additionally, because you are referencing into the
bindings collection, the brackets ([]) in the syntax and usage examples are literal values
rather than indicators of optional values. You must use the brackets to indicate that you
are referencing into the bindings collection.

Failure to use the exact syntax expected with the bindings collections can result
in the Web site becoming unstable. For example, improper use of quotes could cause
AppCmd to create the site binding with quotes as part of the binding name. If this
happens, the best way to correct the problem is to remove the binding and then add it
again. Because you cannot remove the last binding associated with a site, you may need

to create another binding and then remove the improperly formatted binding.

Sample 6-5 Adding Site Bindings Syntax
and Usage

Syntax

appcmd set site /site.name:’Name’ /+bindings.[protocol="ProtocolType’,
bindingInformation="IPAddress:Port:HostHeader’]

Usage
appcmd set site /site.name:’WWW Shopping Site’ /+bindings.[protocol="https’,

bindingInformation="%*:443:"]
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Sample 6-6 Changing Site Bindings Syntax
and Usage

Syntax

appcmd set site /site.name:Name /bindings.[protocol=’ProtocolType’,

bindingInformation="01dBindingInfo’].bindingInformation:NewBindingInfo
Usage

appcmd set site /site.name: 'WWW Shopping Site’ /bindings.[protocol="https’,

bindingInformation="*:443:"].bindingInformation:*:443:shopping.cpandl.com

Sample 6-7 Removing Site Bindings Syntax
and Usage

Syntax

appcmd set site /site.name:Name /-bindings.[protocol=’ProtocolType’,

bindingInformation="BindingInfo’]

Usage
appcmd set site /site.name:’WWW Shopping Site’ /-bindings.[protocol="https’,

bindingInformation="%*:443:"]

Restricting Incoming Connections and Setting Time-Out
Values

You can control incoming connections to a Web site in several ways. You can:
e Seta limit on the amount of traffic allowed to a Web site based on bandwidth usage.

e Set a limit on the number of simultaneous connections.

e Set a connection time-out value to ensure that inactive connections are disconnected.

Normally, Web sites have no bandwidth or connection limits, and this is an optimal setting
in most environments. However, high bandwidth usage or a large number of connections
can cause the Web site to slow down—sometimes so severely that nobody can access the
site. To avoid this situation, you might want to limit the total bandwidth usage, the
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number of simultaneous connections, or both. When using limits, keep the following in
mind:

Once a bandwidth limit is reached, no additional bandwidth will be available to
service new or existing requests. This means that the server would not be able to
process new requests for both existing clients and new clients. One reason to set a
bandwidth limit is when you have multiple sites sharing the same limited bandwidth
connection and these sites are equally important. Keep in mind that most network

connections are measured in bits, but you set the bandwidth limit in bytes.

Once a connection limit is reached, no other clients are permitted to access the server.

New clients must wait until the connection load on the server decreases; however,
currently connected users are allowed to continue browsing the site. One reason to
set a connection limit is to prevent a single Web site from overloading the resources

of an entire server.

The connection time-out value determines when idle user sessions are disconnected. With
the default Web site, sessions time out after they've been idle for 120 seconds (2 minutes).
This prevents connections from remaining open indefinitely if browsers don't close them
correctly.

You can modify a site’s limits and time-outs by completing the following steps:

1. InlIS Manager, navigate to the Sites node by double-clicking the icon for the
computer you want to work with and then double-clicking Sites.

2. In the left pane, select the node for the site you want to work with.

3. In the Actions pane, click Limits. You'll find Limits under Configure in the lower
portion of the Actions pane. Clicking Limits displays the Edit Web Site Limits dialog
box, as shown in Figure 6-10.

¥ Lirit bandwidth usage {in bytes):

Connection Limits

IIS?SDDD

Connection ktime-out {in seconds):

1z0

IV Limit number of connections:

|32?68

Cancel |

Figure 6-10 You modify a site’s limits through the Edit Web Site Limits dialog box.
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4. The Limit Bandwidth Usage check box controls bandwidth limits. To remove a
bandwidth limit, clear this check box. To set a bandwidth limit, select this check box,

and then type a limit in bytes.

5. The Connection Timeout field controls the connection time-out. Type a new value to

change the current time-out setting.

6. The Limit Number Of Connections check box controls connection limits. To remove
connection limits, clear this check box. To set a connection limit, select this check box,

type a limit, and then click OK.

By using the [IS Command-line Administration Tool, you can run the Set Site command to
set and remove limits for a site. Samples 6-8 and 6-9 provide the syntax and usage. Note
that time-out values are set in the hh:mm:ss format in which the h position is for hours,
the m position is for minutes, and the s position is for seconds. If you remove limits, the
default values, such as 120 seconds for connection time-outs, are restored.

Sample 6-8 Setting Site Limits Syntax and
Usage

Syntax

appcmd set site /site.name:Name [/1imits.maxBandwidth:Bandwidth]
[/1imits.maxConnections:MaxConnections] [/1imits.connectionTimeout:TimeOut]

Usage

appcmd set site /site.name:’WWW Shopping Site’ /limits.maxConnections:32768

appcmd set site /site.name:’WWW Shopping Site’
/1imits.connectionTimeout:’00:01:30’

Sample 6-9 Removing Site Limits Syntax
and Usage

Syntax

appcmd set site /site.name:Name [/-Timits.maxBandwidth]

[/-T1imits.maxConnections] [/-Timits.connectionTimeout]
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Usage

appcmd set site /site.name:’WWW Shopping Site’ /-Timits.maxConnections

Configuring HTTP Keep-Alives

The original design of HTTP opened a new connection for every file retrieved from a Web
server. Because a connection isn't maintained, no system resources are used after the
transaction is completed. The drawback to this design is that when the same client
requests additional data, the connection must be reestablished, and this means additional
traffic and delays.

Consider a standard Web page that contains a main HTML document and 10 images.
With standard HTTP, a Web client requests each file through a separate connection. The
client connects to the server, requests the document file, gets a response, and then
disconnects. The client repeats this process for each image file in the document.

Web servers compliant with HTTP 1.1 support a feature called HTTP Keep-Alives. With this
feature enabled as per the default configuration in IIS 7.0, clients maintain an open
connection with the Web server rather than reopening a connection with each request.
HTTP keep-alives are enabled by default when you create a new Web site. In most
situations clients will see greatly improved performance with HTTP keep-alives enabled.
Keep in mind, however, that maintaining connections requires system resources. The more
open connections there are, the more system resources are used. To prevent a busy server
from getting bogged down by a large number of open connections, you might want to
limit the number of connections, reduce the connection time-out for client sessions, or
both. For more information on managing connections, see the “Restricting Incoming
Connections and Setting Time-Out Values” section earlier in this chapter.

To enable or disable HTTP keep-alives, follow these steps:

1. InlIS Manager, navigate to the level of the configuration hierarchy you want to
manage. You can manage HTTP keep-alives for an entire server at the server level.

You can manage HTTP keep-alives for a specific site at the site level.

2. When you group by area, the HTTP Response feature is listed under IIS. Select the

HTTP Response feature, and then in the Actions pane, click Open Feature.

3. Inthe Actions Pane, click Set Common Headers. This displays the Set Common HTTP

Response Headers dialog box as shown in Figure 6-11.

4. Select Enable HTTP Keep-Alives to enable HTTP keep-alives. Clear this check box to

disable HTTP keep-alives. Then click OK.
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Set Common HTTP Response Headers 2=l
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Figure 6-11

Enable or disable HTTP keep-alives.

By using the IS Command-line Administration Tool, you can run the Set Config command
to enable or disable HTTP keep-alives. Sample 6-10 provides the syntax and usage. If you
don't specify a site name, you will enable or disable HTTP keep-alives for the entire server.

Sample 6-10 Enabling and Disabling HTTP
Keep-Alives Syntax and Usage

Syntax

appcmd set config [SiteName] /section:httpProtocol
/allowKeepAlive: [true|false]

Usage

appcmd set config ’WwWW Shopping Site’ /section:httpProtocol

/allowKeepAlive:true

appcmd add site /name:’WWW Shopping Site’ /id:6 /bindings:https://*:443

appcmd add site /name:’WWW Shopping Site’ /id:6 /bindings:https://*:443
/physicalPath:’c:\inetpub\wwwstore’

Configuring Access Permissions in IIS Manager

In earlier releases of IIS, you configured access permissions for sites and virtual directories.
In IIS 7.0, general access permissions are set through the access policy you've configured
for the server's managed handlers as discussed in the “Controlling Managed Handlers
through the Configuration Files” section of Chapter 5, “Managing Global IIS
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Configuration.” From a perspective of content access, the standard types of access grant
the following permissions:

Read
e Allows users to read documents, such as Hypertext Markup Language (HTML) files

Script
e  Allows users to run scripts, such as ASP files or Perl scripts

Execute
e Allows users to execute programs, such as ISAPI applications or CGl executable files

You can configure access permissions by completing the following steps:
1. InlIS Manager, navigate to the level of the configuration hierarchy you want to
manage. You can manage access permissions for an entire server at the server level.

You can manage access permissions for a specific site at the site level.

2. When you group by area, the Handler Mappings feature is listed under IIS. Select the

Handler Mappings feature, and then in the Actions pane, click Open Feature.
3. Inthe Actions Pane, click Edit Feature Permissions.

4. In the Edit Feature Permissions dialog box, shown in Figure 6-12, select or clear

permissions as appropriate, and then click OK to apply the settings.

Edit Feature Permissions a4

Permissions:
¥ Read
v Scripk

¥ Execute

Ok I Cancel

Figure 6-12

Set handler permissions for Web content.

Managing a Site’s Numeric Identifier and AutoStart
State

Every Web site has an associated numeric identifier and AutoStart state. IS uses the
numeric identifier for internally tracking the site, and you'll find it referenced in log files
and trace files. IIS assigns the ID automatically when sites are created. Typically, the
default Web site has an ID of 1, the second site created on a server has an ID of 2, and so
on.
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[IS uses the AutoStart state to determine whether to start the site automatically when the
World Wide Web service is started. If the AutoStart state is set to True, IIS starts the site
when the World Wide Web service is started. If the AutoStart state is set to False, IIS does
not start the site when the World Wide Web service is started, so you must manually start
the site.

You can configure a site’s ID and AutoStart state by completing the following steps:

1. InlIS Manager, navigate to the Sites node by double-clicking the icon for the

computer you want to work with and then double-clicking Sites.
2. In the left pane, select the node for the site you want to work with.

3. Inthe Actions pane, click Advanced Settings. You'll find Advanced Settings under
Browse Web Site in the middle of the Actions pane. Clicking Advanced Settings

displays the Advanced Settings dialog box, as shown in Figure 6-13.

E {General)
Application Pool DefaultAppPool
Bindings htbp:*: 80, https:*:443:
jin] 1
Mamne Default Web Site
Physical Path %oS5ystemDrive®o'inetpub’\wwwroot

Physical Path Credentials
Physical Path Credentials Logon Type | ClearText
Start Automatically True

E Behavior

Connection Limits

Connection Time-out {seconds) 120
Maximum Bandwidth (Bytes/seconc 1875000
Maximurn Concurrent Connections | 32768

Enabled Protocols http
= Failed Request Tracing
Directory %05ystemDrive%o'inetpub’logsFaile
Enabled False

Maxirum Mumber of Trace Files 50

Connection Limits
[limits] Properties that contral TCPIP connections and bandwidth,

Ok | Cancel |
4

Figure 6-13 You modify a site's ID number and AutoStart state through the Advanced Settings
dialog box.

4. D lists the site’s current ID number. To change the ID number, click in the column to
the right and then type the desired ID number. The ID number you type cannot be in

use already.
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5. The Start Automatically item lists the site’s current AutoStart state. To change the
AutoStart state, click in the column to the right, and then in the selection list that

appears, choose either True or False.

6. Click OK to save your settings. Changing the AutoStart state does not change the

current run state of the site.

By using the IS Command-line Administration Tool, you can change a site’'s ID number
and AutoStart state by running the Set Site command. Sample 6-11 provides the syntax
and usage. AppCmd will generate an error if you type an ID number that is already in use.
In this case, you will need to choose a different ID number.

Sample 6-11 Set Site Syntax and Usage

Syntax

appcmd set site [/site.name:]SiteNameOrURL [/serverAutoStart:true|false]

[/id: Number]

Usage

appcmd set site "Default Web Site" /serverAutoStart:false /id:5

Deleting Sites

If you no longer need a site, you can delete the site by using IS Manager or the IIS
Command-line Administration tool. Deleting a site permanently removes the site
configuration information from the IIS configuration files. This means that the site’s
configuration details, including any applications and virtual directories, are removed
permanently. Deleting a site does not, however, delete the site's physical directories or
content files. If you want to delete the physical directories or content files, you'll need to
do this manually by using Windows Explorer.

Rather than permanently deleting a site that you may need in the future, you may
want to stop the site and then configure the site’'s AutoStart state to False as discussed in
the “Managing a Site's Numeric Identifier and AutoStart State” section of this chapter. This

allows you to use the site in the future if necessary.

You can remove a site permanently by completing the following steps:

1. InlIS Manager, navigate to the Sites node by double-clicking the icon for the

computer you want to work with and then double-clicking Sites.
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2. In the left pane, right-click the node for the site you want to delete, and then select

Remove.

3. When prompted to confirm the action, click Yes.

By using the IS Command-line Administration Tool, you can remove a site by running the
Delete Site command. Sample 6-12 provides the syntax and usage.

Sample 6-12 Delete Site Syntax and Usage
Syntax

appcmd delete [/site.name:]site SiteNameOrURL

Usage

appcmd delete site "Default Web Site"

Creating Directories

The directory structure of IS is based primarily on the Windows Server file system, but it
also provides additional functionality and flexibility. Understanding these complexities is
critical to successfully managing 1IS Web sites.

Understanding Physical and Virtual Directory Structures

Earlier in this chapter, | discussed home directories and how they were used. Beyond
home directories, Microsoft Web sites also use the following:

e  Physical directories

e Virtual directories

The difference between physical and virtual directories is important. A physical directory is
part of the file system, and to be available through IIS, it must exist as a subdirectory
within the home directory. A virtual directory is a directory that isn't necessarily contained
in the home directory but is available to clients through an alias. Physical directories and
virtual directories are configured and managed through the IIS Manager, but they're
displayed differently. Physical directories are indicated with a standard folder icon. Virtual
directories are indicated by a folder icon with a globe in the corner.

Both physical and virtual directories have permissions and properties that you can set at
the operating system level and the IIS level. You set operating system permissions and
properties in Windows Explorer—related dialog boxes. You set IIS permissions and
properties in IS Manager.

You create physical directories by creating subdirectories within the home directory by
using Windows Explorer. You access these subdirectories by appending the directory
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name to the DNS name for the Web site. For example, you create a Web site with the DNS
name products.microsoft.com. Users are able to access the Web site by using the URL
http://www.microsoft.com/. You then create a subdirectory within the home directory
called “search.” Users are able to access the subdirectory by using the URL path
http://www.microsoft.com/search/.

Even though locating your content files and directories within the home directory makes it
easier to manage a Web site, you can also use virtual directories. Virtual directories act as
pointers to directories that aren't located in the home directory. You access virtual
directories by appending the directory alias to the DNS name for the site. If, for example,
your home directory is D:\Inetpub\Wwwroot, and you store Microsoft Word documents in
E:\\Worddocs, you would need to create a virtual directory that points to the actual
directory location. If the alias is docs for the E\Worddocs directory, visitors to the
www.microsoft.com Web site could access the directory by using the URL path
http://www.microsoft.com/docs/.

Examining Virtual Directory Configuration

All virtual directories are associated with either a site’s root application or a specific
application. In 1IS Manager, you can view a list of the virtual directories associated with a
site’s root application by selecting the site in the left pane and then under Actions, clicking
View Virtual Directories. In IS Manager, you can view a list of the virtual directories
associated with a specific application by selecting the application in the left pane and then
under Actions, clicking View Virtual Directories.

By using the [IS Command-line Administration Tool, you can list the existing virtual
directories for an application by running the List Vdir command. Type appcmd list vdir at
a command prompt to list all the virtual directories configured for any and all applications
on a server. This listing will include the root virtual directories of all sites and applications
configured on the server because these are created as virtual directories. The names of
root virtual directories for sites and applications end in a slash. The names of virtual
directories that are not mapped to sites and applications do not end in a slash.

You can list details about virtual directories according to the applications with which they
are associated, as shown in these examples:

appcmd Tist vdir "Default Web Site/"
appcmd 1list vdir http://Tocalhost/Sales

appcmd Tist vdir /app.name:"Default Web Site/Sales"
You'll then see a summary entry related to the virtual directory configuration, such as:
VDIR "Default Web Site/" (physicalPath:%SystemDrive%\inetpub\wwwroot)

You can also list details about virtual directories according to their virtual paths, as shown
in this example:

appcmd 1list vdir /path:/Store

You'll then see a summary entry related to the virtual directory configuration, such as:
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VDIR "Default Web Site/Store" (physicalPath:C:\store)

These details include the name of the virtual directory and the physical path of the virtual
directory.

You can view the full configuration details for a virtual directory by using the /config
parameter, such as:

appcmd Tist vdir "Default Web Site/" /config
You'll then see a full listing of the configuration details for the virtual directory, such as:

<virtualDirectory path="/" physicalPath="C:\inetpub\shopping" userName="DevTeam"
password="RubberChickens" />

The full details do not include any inherited settings. To view the full configuration details
for a site, including inherited values, you must use the following syntax:

appcmd Tist vdir "VdirName" /config:*
Here is an example:
appcmd Tist vdir "Default Web Site/" /config:*

You'll then see a full listing of the configuration details that includes inherited values, such
as:

<virtualDirectory path="/" physicalPath="C:\1inetpub\shopping"
userName="DevTeam" password="RubberChickens" TogonMethod="ClearText"

allowSubDirConfig="true" />

Creating Physical Directories

Within the home directory, you can create subdirectories to help organize your site’s
documents. You can create subdirectories within the home directory by completing the
following steps:

1. In Windows Explorer, navigate to the home directory for the Web site.

2. In the Contents pane, right-click a blank area and then, on the shortcut menu, select
New and then select Folder. A new folder is added to the Contents pane. The default

name, New Folder, appears in the folder name area and is selected for editing.

3. Edit the name of the folder, and then press Enter. The best directory names are short

but descriptive, such as Images, WordDocs, or Downloads.

If possible, avoid using spaces as part of IIS directory names. Officially, spaces are
illegal characters in URLs and must be replaced with an escape code. The escape code for
a space is %20. Although most current browsers will replace spaces with %20 for you,

earlier versions of browsers might not, so those versions won’t be able to access the page.

PREVIEW CONTENT This excerpt contains uncorrected manuscript from an upcoming Microsoft Press title, for early
preview, and is subject to change prior to release. This excerpt is from Internet Information Services (IIS) 7.0 Administrator’s
Pocket Consultant from Microsoft Press (ISBN 978-0-7356-2364-4, copyright 2007 William Stanek, all rights reserved), and
is provided without any express, statutory, or implied warranties.



Preview Content from Internet Information Services (11S) 7.0 Administrator’'s Pocket Consultant

4. The new folder inherits the default file permissions of the home directory and the
default IIS permissions of the Web site. For details on viewing or changing

permissions, see Chapter 10.

IIS Manager doesn't display new folders automatically. You might need to click the

Refresh button on the toolbar (or press F5) to display the folder.

Creating Virtual Directories

As stated previously, a virtual directory is a directory available to Internet users through an

alias for an actual physical directory. In previous versions of IS, you had to create the

physical directory prior to assigning the virtual directory alias. In 1IS 7.0, you can create the

physical directory if one is needed when you create the virtual directory.

To create a virtual directory, follow these steps:

1. InlIS Manager, navigate to the level of the configuration hierarchy where you want to

create the virtual directory. You can add a virtual directory to the site’s root
application by selecting the site’s node. You can add a virtual directory to another

application by selecting the application’s node.

2. In the Actions pane, click View Virtual Directories. In the main pane, you'll see a list of

the site’s existing virtual directories (if any).

3. In the Actions pane, click Add Virtual Directory. This displays the Add Virtual Directory

dialog box, shown in Figure 6-14.

Add ¥irtual Directory 5 ed [

Site name:  Services Web Site
Path: !

Alias:
IDocs

Example: images

Physical path:
I'l,'l,FiIeserver24'l,data'l,docs o |

Pass-through authentication

Conneck as... Test Settings...

Cancel

Figure 6-14 Create a virtual directory.
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4. In the Alias text box, type the name you want to use to access the virtual directory. As

with directory names, the best alias names are short but descriptive.

5. In the Physical Path text box, type the path to the physical directory where your
content is stored, or click the selection button to the right of the Physical Path text
box to search for a directory. The directory must be created before you can select it. If
necessary, click Make New Folder in the Browse For Folder dialog box to create the
directory before you select it. However, don't forget about checking and setting

permissions at the operating system level as discussed in Chapter 10.

6. If you need to use alternate credentials to connect to the remote server specified in a
UNC path, click Connect As. In the Connect As dialog box, choose Specific User, and
then click Set. In the Set Credentials dialog box, type the name of the user account to

use for authentication, type and confirm the account password, and then click OK.

7. Click OK to create the virtual directory.

When you set logon credentials for a virtual directory, the account name you provide
must exist. By default, IIS Manager sets the logon type to ClearText. This means that IIS
will use clear text when acquiring the user token necessary to access the physical path.
Because IIS passes the logon user call over the back end on an internal network, using a
clear-text call typically is sufficient. By editing a virtual directory’s properties, you also have
the option to set the logon type to Interactive, Batch, or Network. See the “"Changing
Virtual Directory Paths, Logon Methods, and More" section of this chapter for more

information.

By using the [IS Command-line Administration Tool, you can create virtual directories by
running the Add Vdir command. Sample 6-13 provides the syntax and usage. Remember
that the physical directory you point to must already exist.

Sample 6-13 Add Vdir Syntax and Usage

Syntax

appcmd add vdir /app.name:"ParentAppName" /path: "VirtualPath"

[/physicalPath: "Path"] [/logonMethod:Method] [/userName:User]
[/password:Password]
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Usage
appcmd add vdir /app.name:"Default Web Site/" /path:"/Support"

/physicalPath:"c:\support"

appcmd add vdir /app.name:"Sales Site/" /path:"/Invoices"

/physicalPath:"c:\salesroot\invoices" /logonMethod:ClearText
/userName:SupportUser /password:RainyDayz

Managing Directories and Their Properties

When you navigate to a site node in IIS Manager and select a directory, the Actions pane
displays a list of unique actions related to directories. With physical directories, denoted
by a folder icon, the options allow you to explore the directory in Windows Explorer and
edit permissions through the directory’s Properties dialog box. You can also browse the
folder in the default browser to test the configuration of a specific binding with regard to
the selected physical directory. With virtual directories, denoted by a shortcut folder icon,
you have additional options for editing a directory’s basic and advanced settings. Basic
settings allow you to view and manage a directory’s physical path and connection
credentials. Advanced settings allow you to view and manage a directory’s physical path,
connection credentials, and logon type.

Enabling or Disabling Directory Browsing

Unlike IIS 6, IIS 7.0 does not have a specific Browse policy that allows users to view a list of
files if they enter the name of a valid directory that doesn’t have a default file. Instead, you
control whether directory browsing is allowed by using the Directory Browsing module. If
you want users to be able to browse site directories, you must install, enable, and then
configure the Directory Browsing module. Because you typically don't want users to be
able to browse every directory on every site hosted on a server, you must be careful when
using the Directory Browsing module. Specifically, you'll want to ensure that you enable
this module only where necessary and appropriate. For example, if you want users to be
able to browse a specific virtual directory, you can enable the module for this virtual
directory but disable it elsewhere.

Keep in mind that these access permissions act as a layer on top of the server’s file

access permissions. You set file access permissions at the operating system level as

discussed in the “Working with File and Folder Permissions” section of Chapter 10.
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Once you've installed the Directory Browsing module, you can enable and configure
directory browsing by completing these steps:

1.

5.

In [IS Manager, navigate to the level of the configuration hierarchy you want to
manage. You can manage directory browsing for an entire server at the server level.

You can manage directory browsing for a specific site at the site level.

When you group by area, the Directory Browsing feature is listed under IIS. Select the

Directory Browsing feature, and then in the Actions pane, click Open Feature.

If directory browsing is disabled, you can enable this feature by clicking Enable in the

Actions pane.

Once directory browsing is enabled, you can use the check boxes to specify the

information that IIS displays in a directory listing. The available check boxes are:

e Time. Lists the last modified time for each file
e Size. Lists the size of each file
e Extension. Lists the file extension along with the file name
e Date. Lists the last modified date for each file
e Long Date. Lists the last modified date for each file in extended format
Click Apply to save and apply your changes.
You can disable directory browsing by completing these steps:
In [IS Manager, navigate to the level of the configuration hierarchy you want to
manage. You can manage directory browsing for an entire server at the server level.

You can manage directory browsing for a specific site at the site level.

When you group by area, the Directory Browsing feature is listed under IIS. Select the

Directory Browsing feature, and then in the Actions pane, click Open Feature.

If directory browsing is enabled, you can disable this feature by clicking Disable in the

Actions pane.

By using the IS Command-line Administration Tool, you can run the Set Config command
to enable or disable directory browsing. Sample 6-14 provides the syntax and usage. If
you don't specify a virtual directory name, you will enable or disable directory browsing
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for the entire server. By including the /showFlags parameter, you can enter the flags in the
form of a comma-separated list. The acceptable values are: Date, LongDate, Time, Size,
and Extension.

Sample 6-14 Enabling and Disabling
Directory Browsing Syntax and Usage

Syntax

appcmd set config [VdirName] /section:directoryBrowse

[/enabled: [true|false]] [/showFlags=Flags]

Usage
appcmd set config "WWW Shopping Site/Sales/" /section:directoryBrowse

/enabled:false /showFlags="Time, Size, Date, LongDate"

Modifying Directory Properties

You can modify the settings for a physical or virtual directory at any time. In Windows
Explorer, you can set directory permissions and general directory properties by right-
clicking the directory name and selecting Properties. In IIS Manager, you can display the
same properties dialog box by selecting the physical or virtual directory in the left pane
and then clicking Edit Permissions in the Actions pane.

You can configure IIS permissions by completing the following steps:

1. InlIS Manager, in the left pane, select the physical or virtual directory.

2. Select the Handler Mappings feature, and then in the Actions pane, click Open

Feature.
3. In the Actions Pane, click Edit Handler Permissions.

4. In the Edit Handler Permissions dialog box, select or clear permissions as appropriate,

and then click OK to apply the settings.

Renaming Directories

You can rename physical and virtual directories in IS Manager. When you rename a
physical directory, the actual folder name of the directory is changed. When you rename a
virtual directory, the alias to the directory is changed. The name of the related physical
directory isn't changed.
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To rename a physical directory, follow these steps:

1. InlIS Manager, in the left pane, select the physical directory you want to rename. The
directory icon should show a folder. If the directory icon appears as a folder shortcut
or a globe with pages in front of it, you've incorrectly selected a virtual directory or

application. Do not use this technique with virtual directories or applications.

2. Inthe Actions pane, click Edit Permissions. This displays the Properties dialog box for

the directory.

3. On the General tab, type the new name for the directory in the text box, and then

click OK.

Browsers store file and directory paths in bookmarks. When you change a
directory name, you invalidate any URL that references the directory in its path string.
Because of this, renaming a directory might cause a return visitor to experience the 404
File Or Directory Not Found error. To resolve this problem, you might want to redirect
browser requests to the new location by using the technique discussed in the “Redirecting

Browser Requests” section of Chapter 7, “Customizing Web Server Content.”

In IIS 7.0, you cannot rename virtual directories or applications through IS Manager. The
reason for this is that renaming a virtual directory or application would require several
instance changes in the running IS configuration. To rename a virtual directory, you could
delete the existing virtual directory and then create a new one with the desired name. This
won't preserve the original directory settings, however.

Changing Virtual Directory Paths, Logon Methods, and
More

When you use virtual directories to access shared folders on remote servers, you can set
the UNC path to use, logon credentials, and logon type. The logon credentials identify the
user that should be impersonated when accessing the physical path for the virtual
directory. The logon type specifies the type of logon operation to perform when acquiring
the user token necessary to access the physical path. The logon types you can use are as
follows:

ClearText
e |IS uses a clear-text logon to acquire the user token. Because IIS passes the logon user

call over the back end on an internal network, using a clear-text call is typically

sufficient. This is the default logon type.
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Interactive
e |IS uses an interactive logon to acquire the user token. This gives the related account

the Interactive identity for the logon session and makes it appear that the user is

logged on locally.

Batch
e |IS uses a batch logon to acquire the user token. This gives the related account the

Batch identity for the logon session and makes it appear that the user is accessing the

remote server as a batch job.

Network
e |IS uses a network logon to acquire the user token. This gives the related account the

Network identity for the logon session and makes it appear that the user is accessing

the remote server over the network.

In [IS Manager, you can change a virtual directory’s physical path, logon credentials, and
logon type by completing the following steps:

When you navigate to a site node in IS Manager and select a directory, the Actions pane
displays a list of unique actions related to directories.

1. InlIS Manager, in the left pane, select the virtual directory, and then, in the Actions

pane, click Advanced Settings. This displays the Advanced Settings dialog box.

2. Physical Path lists the current physical path for the virtual directory. To change the
physical path, click in the column to the right, and then type the desired path.
Alternately, click in the column to the right, and then click the selection button to
display the Browse For Folder dialog box. Then use this dialog box to select the folder

to use.

3. Physical Path Credentials lists the current logon credentials for the virtual directory. In
most cases, only UNC paths require logon credentials. To change the logon
credentials, click in the column to the right, and then click the selection button to
display the Connect As dialog box. In the Connect As dialog box, choose Specific
User, and then click Set. In the Set Credentials dialog box, type the name of the user
account to use for authentication, type and confirm the account password, and then

click OK.
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4. Physical Path Credentials Logon Type lists the current logon type for the virtual
directory. You need to set the logon type only when you've also set logon credentials.
To change the logon type, click in the column to the right, and then in the drop-

down list, select the desired logon type. Click OK to save your settings.

By using the IS Command-line Administration Tool, you can configure a virtual directories
path and logon details by running the Set Vdir command. Sample 6-15 provides the
syntax and usage.

Sample 6-15 Set Vdir Syntax and Usage

Syntax

appcmd set vdir [[/vdir.name:]"VdirNameOrUr1"] [/physicalPath:Path]
[/1ogonMethod:Method] [/userName:User] [/password:Password]

Usage

appcmd set vdir "Default Web Site/Invoices" /logonMethod:Network

appcmd set vdir /vdir.name:"Sales Site/Invoices"

/physicalPath:"c:\salesroot\invoices" /logonMethod:ClearText
/userName:SupportUser /password:RainyDayz

Deleting Directories

You can delete physical directories by using Windows Explorer. When you delete a
physical directory, the directory and its contents are removed. When you delete local
directories and files, Windows moves them to the Recycle Bin by default, but you can
bypass the Recycle Bin by holding down the Shift key when deleting. You also can
configure servers to bypass the Recycle Bin automatically when deleting (though this is
not a recommended best practice).

You can delete virtual directories by using IS Manager. When you delete a virtual
directory, only the alias to the directory is removed. The actual contents of the related
physical directory aren't changed.
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To delete a virtual directory by using 1IS Manager, follow these steps:

1. Inthe IIS Manager, right-click the virtual directory you want to delete, and on the

shortcut menu, select Remove.

2. When asked to confirm the action, click Yes.

By using the [IS Command-line Administration Tool, you can delete a virtual directory by
running the Delete Vdir command. Sample 6-16 provides the syntax and usage.

Sample 6-16 Delete Vdir Syntax and Usage
Syntax

appcmd delete vdir [[/vdir.name:]"VdirNameOrUrl"]

Usage

appcmd delete vdir "Default Web Site/Support"

PREVIEW CONTENT This excerpt contains uncorrected manuscript from an upcoming Microsoft Press title, for early
preview, and is subject to change prior to release. This excerpt is from Internet Information Services (IIS) 7.0 Administrator’s
Pocket Consultant from Microsoft Press (ISBN 978-0-7356-2364-4, copyright 2007 William Stanek, all rights reserved), and
is provided without any express, statutory, or implied warranties.

42



	Cover
	Table of Contents
	Chapter 6: Configuring Web Sites and Directories
	Web Site Naming and Identification
	Understanding IP Addresses and Name Resolution
	Understanding Web Site Identifiers
	Hosting Multiple Sites on a Single Server
	Checking the Computer Name and IP Address of Servers
	Examining Site Configuration

	Creating Web Sites
	Creating a Web Site: The Essentials
	Creating an Unsecured Web Site
	Creating a Secured Web Site

	Managing Web Sites and Their Properties
	Working with Sites in IIS Manager
	Configuring a Site’s Application Pool and Home Directory
	Configuring Ports, IP Addresses, and Host Names Used by Web Sites
	Restricting Incoming Connections and Setting Time-Out Values
	Configuring HTTP Keep-Alives
	Configuring Access Permissions in IIS Manager
	Managing a Site’s Numeric Identifier and AutoStart State
	Deleting Sites

	Creating Directories
	Understanding Physical and Virtual Directory Structures
	Examining Virtual Directory Configuration
	Creating Physical Directories
	Creating Virtual Directories

	Managing Directories and Their Properties
	Enabling or Disabling Directory Browsing
	Modifying Directory Properties
	Renaming Directories
	Changing Virtual Directory Paths, Logon Methods, and More
	Deleting Directories





