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Security incidents, including hacking, virus attacks, spyware outbreaks, and identity
theft, have rocked the computing world. Due to the e-mail server’s reliance on access
to the outside world, e-mail has become a target for miscreants everywhere, who try to
use this medium to gain access to an organization. As such, security has become so cen-
tral to the administrator’s role that a large portion of this book is devoted to a discussion
ofit.

This chapter offers ideas about how to add complexity and create hindrances to those
who wish to attack your network over port 25. It is never fool-proof, but the more you
invest in security, the more secure your e-mail server will be. However, if you have good
strategies in place and adequate tools to assist you, you can anticipate and thwart most
attacks.

467



468

Part VI Security

Think Globally When Diagnosing a Security Problem

Recently, a United States firm with national visibility in its industry was attacked by
a group based outside of the U.S. The attacking group used its Exchange server to
send out spam messages (in its own language) to addresses all over the world. At first,
this problem looked like a virus, but then the company realized the attackers had
planted a program on the Exchange server that was launching the outgoing e-mails.

By the time the firm figured out the problem, outbound SMTP queues had nearly
100,000 messages sitting in them, ready to be sent. Besides the obvious concern that
the people receiving the spam would be unhappy, there were also a multitude of other
negative possible consequences that could have occurred as a result of this problem:

B A tarnished reputation By “allowing” this activity to take place, the company
proved to those that received the spam that inadequate security measures
were being taken. Whether this statement actually reflected reality would be
a moot point to those who’s perceptions of this company changed.

B Lawsuits By sending out spam, the company opened itself up to lawsuit that
could prove to be costly and further harm the company’s reputation.

The Scope of Security

Everyone has heard the old phrase “a chain is only as strong as its weakest link.” You can
easily apply that thinking to security: a network is only as secure as its least secured com-
ponent. Always consider e-mail to be one of those weak links on your network because it
is an obvious entry point. Attackers use e-mail to wreak havoc because it’s easy: no matter
how well you secure your network, chances are good that you have port 25 open on your
firewall and that a Simple Mail Transport Protocol (SMTP) server is ready to work with
e-mail when it comes in.

When you begin thinking about security strategies, always answer the following ques-
tion: What am I securing Exchange Server 2007 against? The answers to this question are
varied and can be grouped into four categories:

1. Social engineering attempts
2. Physical security

3. Administrative security

4. SMTP security

You learned about social engineering in depth in Chapter 18, “Security Policies and
Exchange Server 2007.” In this chapter, the other three security categories are covered.
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Motivations of a Criminal Hacker

Although a lot of literature has been written about the technical aspects of securing a net-
work, not much is available about who your enemies are and what motivates them to
attack. Before you can determine how to protect your organization, you must learn to
think like a hacker, figure out where you're vulnerable, and then develop a game plan
to reduce your exposure. If you can understand who would want to do you harm and
what can be gained from such harm, you can better protect your company and your infor-
mation. Make the following assumptions:

B You do have professional adversaries.
B You are on their target list.

m You will be attacked some day.

B You cannot afford to be complacent.

One of the most difficult realities for an organization to accept s the presence of adversaries
who might attempt to harm it by using technology. It’s also possible that you really do not
have adversaries in this traditional sense. Today, attackers look for any system that has an
exploitable weakness that they can turn to their advantage. Often, attackers look at weakly
secured systems as bases from which to launch more sophisticated attacks.

The motivations of attackers can be varied and complex. Hackers are often motivated, in
part, by their invisibleness. Today’s more sophisticated hackers are often also motivated
by the prospect of a big payday. On the Internet, a hacker can “peek” into a company’s
private world—its network—and learn a lot while remaining anonymous.

Some individuals are just curious to see what they can learn about your company or indi-
viduals within your company. These hackers often don’t have any malicious intent and
are unaware that their actions violate security policy or criminal codes. That does not
mean that these casual hackers are any less dangerous, however.

Other hackers are simply trying to help. You've probably been in this category once or
twice yourself. In your zeal to be helpful, you bypass security policies to fix problems or
accomplish emergency assignments. You might even believe that your efforts are more
efficient than following established guidelines and policies. Nevertheless, the bypassing
of known security policies is one element of hacking a network.

Some individuals act with malicious intent, engaging in acts of sabotage, espionage, or
other criminal activities. They can become moles, stealing information to sell to compet-
itors or foreign groups. Some simply enjoy destroying the work of others as well as their
own work. Others act out of revenge for a real or perceived wrong committed against
them, or believe they are acting in line with a strongly held belief system. Still others are
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more methodical and hardened and turn hacking into a career; they might even take
employment just to do your company harm.

How Hackers Work

Hackers start by learning that an e-mail server exists, which generic scanning tools can
tell them. Coupled with the public information of your Domain Name System (DNS)
records, hackers can quickly know a lot about your network.

Finding company information is easy for anyone. You can do it. Simply open a command
prompt and type nslookup. Set the type of the record you're looking for to a mail
exchanger (MX) record by typing set type=mx. Type a domain name. This example uses
Microsoft.com. Figure 19-1 shows the results.

\WINDOWS\system32\cmd.exe - nslookup

C:\ns lookup
Default Server: DD-WRT
dress:  192.168.8.1

DD-URT
192.168.8.1

thoritative answer:

oft.com preference = 18, mail exchanger
lcom MR preference = 1B, mail exchanger
lcom MR preference = 1B, mail exchanger

.COM  nameserver
-com
-com
-com
-com
microsoft. i -248 186 .
microsoft. internet
£ internet
internet
internet

internet -

internet 65.5 40.126
internet ¥ 213.199.144.151
internet add: 287.46 .66 .
internet add: 65.55.238.126

Figure 19-1 Using the NSLookup tool to find the public MX records for Microsoft.com

Next, the hacker determines the platform of your SMTP server in one of two ways. In the
first approach, the hacker can use Telnet to open a session to your server over port 25 and
then read the banner. Under Exchange Server 2007, the banner no longer identifies the
version of Exchange Server being run, but does still indicate that the server is running the
Microsoft ESMTP service. By removing the version number, Microsoft makes it harder for
hackers to determine the exact version of Exchange that you are using. Note, of course,
that because Exchange Server 2007 is the only version that, by default, lacks this identi-
tying information, there are methods to achieve the same goal in older versions. However,
a hacker can still figure out what he wants to know. It will take a couple of service packs
and another major version of Exchange before this default omission really begins to bear
fruit. Figure 19-2 gives you a look at an ESMTP conversation that takes place with an
Exchange Server 2007 server.
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220 E2007-4.contoso.com Microsoft ESMIP MAIL Service ready at Thu,
2:17:37 0600

lehlo

Zgg—g%mﬂ?—tcuntusu -com Hello [192.168.8.114]
256-FIPELINING

250D

256-ENHANCEDSTATUS CODES
256-STARTTLS

2508 —ANONYHOUSTLS
256-AUTH_GSSAPI_NTLHM
250-8-EXPS GSSAPI NTLM
256-8BI THIHE
256-BINARYMIME
256-CHUNKING

250 KEXCH5@

Figure 19-2 Opening a Telnet session to a server running Exchange Server 2003

Under older versions of Exchange Server, the exact version of the Exchange server being
run is displayed (see Figure 19-3). The main version number, 6.0, means Exchange Server
2003. An Exchange 2000 Server registers with a main version number of 5.0. A SendMail
server has its name and the version of SendMail software used by the company displayed
in the header as well as the operating system (OS). Using this kind of information, a
hacker can target his efforts by looking for exploits that will work for your specific system.

228 E2807—4.contoso.com Microsoft ESMIP MAIL Service. Uersion:
Thu, 15 Mar 2887 23:28:49 -B508

1o
258-E2807—4 _.contoso.com Hello [68.187.13.81
258-TURN
250-S[ZE
256-ETRN
256-FIPELINING
[250-ENHANCEDS TATUS CODES

256-8hitmine

256-BINARYMIME

%53—CHUNKING

250-8—-EXPS GSSAPI NTLM LOGIN

NTLH LOGIN

Figure 19-3 Opening a Telnet session to a server running Exchange Server 2007

More Info Although Exchange Server 2007 is the first version of Exchange
Server that, by default, does not display versioning information in a telnet
window, you can manually configure older versions of Exchange Server to act
the same way. Refer to http.//support.microsoft.com/kb/281224/en-us for more
information..

The second way to determine your e-mail server platform is to send a bogus e-mail to your
server. This is accomplished by sending a message to an unlikely e-mail address such as
pancake@contoso.com. The nondelivery report (NDR) that is returned has the e-mail
server information located somewhere in the NDR. The following sample is a message
header sent to the lab Exchange server at contoso.com. Notice that the Exchange server
version is included right in the Sent by line:
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Delivery has failed to these recipients or distribution Tists:

pancake@contoso.com

This recipient e-mail address was not found in the recipient e-mail system.

Microsoft Exchange will not try to redeliver this message for you. Please

check the recipient e-mail address and try resending this message, or provide

the following diagnostic text to your sy