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Find Out More

For more detail about who predators are and their behavior, see Chapter 3, 
“Thinking Like the Enemy: Predatory Behavior.”
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Think About It

The most critical years for children are around ages 13 to 15, when they begin to 
reach out and form relationships with others. These kids are often not streetwise, 
and they are looking for validation and approval, rebelling against their parents’ 
values, and drawn to the latest technologies. They are discovering who they are 
and enjoy trying on other identities. Online predators know this and take full advan-
tage of it (Wolak et al., 2004).

Think About It

Once you have technical protections in place, you might well be the biggest remain-
ing risk factor. But because your behavior is in your control, you can feel empowered 
to reduce your risk online.
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Figure 1-1 Risk flows both ways online.
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Find Out More

For more about how to avoid giving away too much information about yourself, see 
Chapter 5, “Step 2: Don’t Tell People More Than You Should.”
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Figure 1-2 The amount you share online should be determined by your intended 
audience.

Think About It

Sit down and make a list of all the information about you that might interest a cyber-
criminal. Check off the items you’ve made available online in any fashion. Search on 
your name to see what information you can fi nd. When you go online, think about 
exactly what you want to share with total strangers, and what you want to reserve 
for more trusted groups of people.
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Find Out More

See Chapters 17, “Talking About Safety,” and 18, “It Takes Everyone to Make a Safe 
Internet,” for more about how to implement this three-tiered approach in your family.
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CHAPTER NINE
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Find Out More

See Chapter 17, “Talking About Safety,” for information about how to create a family 
discussion guide to set parameters for online behavior in your family.
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Think About It

According to WiredSafety (www.wiredsafety.org), in 2005 about one-third of 
students in the United States had Internet blogs, although only about 5 percent of 
parents were aware of that fact.
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Figure 9-1 A genealogy blog
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Figure 9-2 A blog that reveals too much to predators
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Find Out More

Find out about the risks of sharing information in Chapter 5, the risks of sharing pho-
tos and other visual clues in Chapter 4, and how predators prey on the emotionally 
vulnerable in Chapter 6. For information about the risks involved in blogging when 
you’re grieving, refer to www.look-both-ways.com.
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Find Out More

See Chapter 17 for information about how to start a dialog and create a family 
discussion guide.
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Think About It

People who post on social networks would reduce their risks considerably if they 
didn’t leave all their postings, photos, and other material out there forever. It is very 
easy to leak a few drops of information here and there into a large online bucket. 
That wouldn’t be such a big deal if the bucket were emptied occasionally. 

Think About It

There are several sites that blatantly push users into revealing a great deal of per-
sonal information about themselves publicly, telling them that nobody will visit their 
space unless they put interesting details in their profi le or that posting their pictures 
will get more new friends to visit their blog. This is entirely irresponsible. Know the 
attitude toward safety and the privacy policy of any site before using it.
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Figure 9-3 This blogger’s photo doesn’t show her appearance too clearly.
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Figure 9-4 Taken together, all this information reveals a lot about these kids and 
the blog’s owner.
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Think About It

Often people feel safer about receiving comments from and responding to some-
body who lives far away, assuming they can’t get at them. Keep in mind, however, 
that people can say they are located anywhere they want. They might live exactly 
where they claim to live, or they might live much, much closer.
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