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Introduction

The MS-100 exam deals with advanced topics that require candidates to have an excellent 
working knowledge of Microsoft 365 identity and services functionality. Some of the exam 

relates to topics that even experienced Microsoft 365 administrators may rarely encounter 
unless they are consultants who deploy new Microsoft 365 tenancies on a regular basis. To 
successfully pass this exam, candidates not only need to understand how to manage Microsoft 
365 identity and services, they also need to understand how to integrate Microsoft 365 with an 
on-premises Active Directory environment. And they must keep up to date with new develop-
ments with Microsoft 365, including new features and changes to the interface. 

Candidates for this exam are information technology (IT) professionals who want to validate 
their advanced Microsoft 365 identity and services management skills, configuration skills, and 
knowledge. To pass this exam, candidates require a strong understanding of how to design and 
implement Microsoft 365 services, manage user identity and roles, manage access and authen-
tication, and understand the steps involved in planning Office 365 workloads and applications. 
To pass, candidates require a thorough theoretical understanding as well as meaningful practi-
cal experience implementing the technologies involved.

This edition of this book covers Microsoft 365 and the MS-100 exam objectives in mid-2021. 
As the Microsoft 365 suite evolves, so do the Microsoft 365 exam objectives, so you should 
check carefully if any changes have occurred since this edition of the book was authored and 
study accordingly.

This book covers every major topic area found on the exam, but it does not cover every 
exam question. Only the Microsoft exam team has access to the exam questions, and Microsoft 
regularly adds new questions to the exam, making it impossible to cover specific questions. 
You should consider this book a supplement to your relevant real-world experience and other 
study materials. If you encounter a topic in this book that you do not feel completely comfort-
able with, use the “Need more review?” links found in the text to locate more information and 
take the time to research and study the topic. Great information is available on MSDN and 
TechNet and in blogs and forums.

Organization of this book

This book is organized by the “Skills measured” list published for the exam. The “Skills mea-
sured” list is available for this exam on the Microsoft Learn website at https://aka.ms/ms-100. 
Each chapter in this book corresponds to a major topic area in the list, and the technical tasks 
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in each topic area determine a chapter’s organization. If an exam covers six major topic areas, 
for example, the book will contain six chapters.

Microsoft certifications

Microsoft certifications distinguish you by proving your command of a broad set of skills and 
experience with current Microsoft products and technologies. The exams and corresponding 
certifications are developed to validate your mastery of critical competencies as you design 
and develop, or implement and support, solutions with Microsoft products and technologies 
both on-premises and in the cloud. Certification brings a variety of benefits to the individual 
and to employers and organizations.

Check back often to see what is new!

Quick access to online references

Throughout this book are addresses to webpages that the author has recommended you visit 
for more information. Some of these addresses (also known as URLs) can be painstaking to 
type into a web browser, so we’ve compiled all of them into a single list that readers of the print 
edition can refer to while they read. 

Download the list at MicrosoftPressStore.com/ExamRefMS1002e/downloads.

The URLs are organized by chapter and heading. Every time you come across a URL in the 
book, find the hyperlink in the list to go directly to the webpage. 

Errata, updates, & book support

We’ve made every effort to ensure the accuracy of this book and its companion content. You 
can access updates to this book—in the form of a list of submitted errata and their related 
corrections—at:  

MicrosoftPressStore.com/ExamRefMS1002e/errata

MORE INFO ALL MICROSOFT CERTIFICATIONS

For information about Microsoft certifications, including a full list of available certifications, 
go to http://www.microsoft.com/learn.
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If you discover an error that is not already listed, please submit it to us at the same page.

For additional book support and information, please visit MicrosoftPressStore.com/Support.

Please note that product support for Microsoft software and hardware is not offered 
through the previous addresses. For help with Microsoft software or hardware, go to  
http://support.microsoft.com.

Stay in touch

Let’s keep the conversation going! We’re on Twitter: http://twitter.com/MicrosoftPress.

9780137469055_print.indb   15 22/10/21   3:40 PM

http://MicrosoftPressStore.com/Support
http://support.microsoft.com
http://twitter.com/MicrosoftPress


This page intentionally left blank 



93

C H A P T E R  2

Manage user identity and 
roles
A key aspect of deploying Microsoft 365 is ensuring that user identity is configured properly. 
When this is done, users can seamlessly access resources in the on-premises environment 
as well as in the Microsoft 365 environment. If it is not done correctly, users must juggle dif-
ferent accounts, depending on whether the accessible resources are hosted locally or in the 
cloud. 

In this chapter, you will learn about designing an identity strategy, how to plan identity 
synchronization with Azure AD Connect, how to manage that synchronization, how to man-
age Azure AD identities, and how to manage Azure AD user roles.

Skills in this chapter:
 ■ Skill 2.1: Design identity strategy 

 ■ Skill 2.2: Plan identity synchronization by using Azure AD Connect

 ■ Skill 2.3: Manage identity synchronization by using Azure Active Directory

 ■ Skill 2.4: Manage Azure AD identities

 ■ Skill 2.5: Manage user roles

Skill 2.1: Design identity strategy 

This skill deals with designing a strategy related to on-premises and cloud-based identity. 
To master this skill, you’ll need to understand how to determine your organization’s require-
ments when it comes to synchronization, what an appropriate identity-management solution 
is, and what type of authentication solution is appropriate for your environment.

This section covers the following topics:
 ■ Evaluate requirements and solution for synchronization

 ■ Evaluate requirements and solution for identity management

 ■ Evaluate requirements and solution for authentication
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CHAPTER 2  Manage user identity and roles94

Evaluate requirements and solution for synchronization
Synchronization is the process of replicating on-premises identities, such as users and groups, 
to the cloud. Synchronization is necessary only when an on-premises identity provider is pres-
ent. In some synchronization models, every on-premises identity is replicated to the cloud. In 
other models, only a subset of the on-premises identities is replicated.

Another consideration in evaluating synchronization requirements is determining what 
information about a user’s identity needs to be synchronized to the cloud. Depending on the 
model chosen, some or all of the properties of those on-premises identities can be replicated. 
For example, some organizations store sensitive private data about employees within Active 
Directory. Only replicating what is necessary is especially important given the increasing 
 regulation of data involving personal information.

Should an organization choose, it is possible to perform a complete replication of 
every aspect of an Active Directory object to the cloud. For example, an organization can 
deploy a domain controller, SharePoint Farm, System Center, and Exchange Server in Azure 
 infrastructure-as-a-service (IaaS) virtual machines (VMs). You can have those VMs connected 
via VPN or an ExpressRoute connection to an on-premises Active Directory instance. In this 
scenario, the Azure IaaS VMs would essentially function as an expensive branch office site 
 running in the Azure cloud.

When evaluating requirements and a solution for synchronization, consider the following 
questions:

 ■ Which identities need to be replicated to the cloud? 

 ■ How often do those identities need to be replicated to the cloud?

 ■ What properties of those identities need to be replicated to the cloud?

Which identities to replicate?
Deployment of Microsoft 365 gives organizations an ability to assess their existing identity 
needs. If an organization has been using Active Directory for a long time, it’s likely that objects 
don’t need to be replicated to the cloud and probably don’t need to be in the on-premises 
Active Directory instance. It’s a good idea, before implementing any Microsoft 365 replication 
scheme, to do a thorough audit of all the objects present within the on-premises directory and 
to clean out those that are no longer required.

Another issue to address is whether every on-premises identity needs to be present in 
Azure Active Directory. Many organizations take a phased approach to the introduction of 
Microsoft 365, migrating small groups of users to the service at a time rather than every user 
in the organization all at once. Users who are only present in the on-premises directory service 
won’t need to have Microsoft 365 licenses assigned to them.

There are also special account types that are commonly present in an on-premises Active 
Directory instance that do not need to be, or simply cannot be, replicated to Azure Active 
Directory. For example, there is no need to replicate service accounts or accounts that are used 
for specific administrative purposes for on-premises resources, such as the management of an 
on-premises SQL Server database server or other workload.
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Another challenge to consider is that many on-premises environments are more compli-
cated than a single Active Directory domain. Some organizations have multidomain Active 
Directory forests. In addition, since it is a recommended Microsoft secure administrative prac-
tice, an increasing number of large organizations have multiforest deployments—for example, 
an Enhanced Security Administrative Environment (ESAE) forest to store privileged accounts 
for the production forest.

User accounts are not the only identity that an organization may want to replicate to the 
cloud. It may be necessary to replicate some groups to the cloud because these groups may 
be useful in mediating access to Microsoft 365 workloads. For example, if your organization 
already has a local security group that is used to collect together members of the accounting 
team, you may want that group also present as a method of mediating access to resources and 
workloads within Microsoft 365.

How often to replicate?
When evaluating requirements and a solution for synchronization, you need to answer several 
important questions. For example, how often do the properties of an on-premises identity 
change and how soon must those changes be present within Azure Active Directory?

You don’t want a user who changes his or her password to have to wait 24 hours before that 
new password can be used against cloud identities. Similarly, if you deprovision a user account 
because a person’s employment with the organization has terminated, you’ll want that action 
to be reflected in limiting access to Microsoft 365 workloads, rather than the user account hav-
ing continued access for some time after the user’s on-premises identity has been disabled. 

Although there can be bandwidth considerations around identity synchronization, the 
majority of such traffic is going to be the replication of changes, also known as delta, rather 
than constant replications of the entire identity database. The amount of bandwidth consumed 
by delta identity synchronization traffic is often insignificant compared to the bandwidth con-
sumed by other Microsoft 365 workloads and services. 

Which properties to replicate?
Active Directory has been present at some organizations for almost two decades. One of the 
original selling points of Active Directory was that it could store far more information than just 
user names and passwords. Because of this, many organizations use Active Directory to store a 
substantive amount of information about personnel, including telephone numbers, the user’s 
position within the organization, and the branch office where the user works.

When considering a synchronization solution, determine which on-premises Active Direc-
tory attribute information needs to be replicated to Azure Active Directory. For example, you 
may have an application running in Azure that needs access to the Job Title, Department, 
Company, and Manager attributes, as shown in Figure 2-1.
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FIGURE 2-1 Which attributes to replicate

Evaluate requirements and solutions for identity 
management
Evaluating the requirements and solutions for identity management first involves determining 
what your organization’s source of authority is. The source of authority is the directory service 
that functions as the primary location for the creation and management of user and group 
accounts. You can choose between having an on-premises Active Directory instance func-
tion as a source of authority, or you can have Azure Active Directory function as the source of 
authority. 

Even though Azure Active Directory is present in a hybrid deployment, the source of 
authority will be the on-premises Azure AD instance. Hybrid deployment accounts are used 
for authentication and authorization purposes with existing on-premises resources as well as 
Microsoft 365 workloads.

Source of authority is a very important concept when it comes to creating users and groups 
in an environment where Azure AD Connect is configured to synchronize an on-premises 
Active Directory with the Azure Active Directory instance that supports the Microsoft 365 
tenancy. When you create a user or group in the on-premises Active Directory instance, the 
on-premises Active Directory instance retains authority over that object. Objects created 
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within the on-premises Active Directory instance that are within the filtering scope of objects 
synchronized via Azure AD Connect will replicate to the Azure Active Directory instance that 
supports the Microsoft 365 tenancy.

Newly created on-premises user and group objects will only be present within the Azure 
Active Directory instance that supports the Microsoft 365 tenancy after synchronization has 
occurred. You can force synchronization to occur using the Azure AD Connect Synchronization 
Service Manager tool.

Evaluate requirements and solution for authentication
When evaluating authentication requirements, determine whether your organization wants 
to still rely on the traditional combination of user name and password or move toward more 
sophisticated and secure authentication techniques, such as multifactor authentication. 
When making this determination, many organizations will decide that more secure technolo-
gies are appropriate for sensitive accounts, such as those used for administrative tasks, and 
that the traditional method of user name and password will be sufficient for the majority of 
standard users.

Microsoft and Office 365 support a technology known as modern authentication. Modern 
authentication provides a more secure authentication and authorization method than tradi-
tional authentication methods. Modern authentication can be used with Microsoft 365 hybrid 
deployments that include Exchange Online and Teams. All Office and Microsoft 365 tenancies 
created after August 2017 that include Exchange Online have modern authentication enabled 
by default. Modern authentication includes a combination of the following authentication and 
authorization methods, as well as secure access policies:

 ■ Authentication methods Multifactor authentication, Client Certificate Authentica-
tion, and Active Directory Authentication Library (ADAL)

 ■ Authorization methods Microsoft’s implementation of Open Authorization (OAuth)

 ■ Conditional access policies Mobile application management (MAM) and Azure 
Active Directory Conditional Access

 

MORE INFO HYBRID MODERN AUTHENTICATION

You can learn more about hybrid modern authentication at the following address: https://
docs.microsoft.com/en-us/microsoft-365/enterprise/hybrid-modern-auth-overview.

EXAM TIP

Remember the Azure AD Connect prerequisites.
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Skill 2.2: Plan identity synchronization by using  
Azure AD Connect

This skill section deals with planning the implementation of identity synchronization using 
Azure AD Connect as the synchronization solution. To master this skill, you’ll need to draw on 
some of the information you learned about in the previous skill as well as how to implement an 
appropriate Azure AD Connect sign-on option.

This section covers the following topics:
 ■ Design directory synchronization

 ■ Implement directory synchronization with directory services, Federation services, 
and Azure endpoints by using Azure AD Connect

Design directory synchronization
Azure AD Connect is designed to streamline the process of configuring connections between 
on-premises deployment and an Azure AD instance. The Azure Active Directory Connect 
tool is designed to make the process of configuring synchronization between an on-premises 
Active Directory deployment and Azure Active Directory as frictionless as possible.

Azure Active Directory Connect can automatically configure and install simple password 
synchronization or Federation/single sign-on, depending on your organizational needs. When 
you choose the Federation with AD FS option, Active Directory Federation Services is installed 
and configured, as well as a web application proxy server to facilitate communication between 
the on-premises AD FS deployment and Microsoft Azure Active Directory.

The Azure Active Directory Connect tool supports the following optional features, as shown 
in Figure 2-2:

 ■ Exchange hybrid deployment This option is suitable for organizations that have an 
Office 365 deployment in which there are mailboxes hosted both on-premises and in 
the cloud.

 ■ Exchange Mail Public Folders This feature allows organizations to synchronize 
 mail-enabled public folder objects from an on-premises Active Directory environment 
to Microsoft 365.

 ■ Azure AD app and attribute filtering Selecting this option gives you the ability to 
be more selective about which attributes are synchronized between the on-premises 
environment and Azure AD.

 ■ Password synchronization This synchronizes a hash of the user’s on-premises pass-
word with Azure AD. When the user authenticates to Azure AD, the submitted password 
is hashed using the same process, and if the hashes match, the user is authenticated. 
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Each time the user updates their password on-premises, the updated password hash 
synchronizes to Azure AD.

 ■ Password writeback Password writeback allows users to change their passwords 
in the cloud and have the changed password written back to the on-premises Active 
Directory instance.

 ■ Group writeback With this option, changes made to groups in Azure AD are written 
back to the on-premises AD instance.

 ■ Device writeback Here, information about devices registered by the user in Azure AD 
is written back to the on-premises AD instance.

 ■ Directory extension attribute sync This option allows you to extend the Azure AD 
schema based on extensions made to your organization’s on-premises Active Directory 
instance.

FIGURE 2-2 Azure Active Directory Connect optional features 

 

MORE INFO AZURE ACTIVE DIRECTORY CONNECT

You can learn more about Azure Active Directory Connect at https://docs.microsoft.com/
en-us/azure/active-directory/hybrid/whatis-hybrid-identity.

Clean up existing Active Directory objects
Before you deploy Azure AD Connect, it is prudent to ensure that your on-premises Active 
Directory environment is healthy. You should also have an excellent understanding of the 

9780137469055_print.indb   99 22/10/21   3:40 PM

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/whatis-hybrid-identity
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/whatis-hybrid-identity


CHAPTER 2  Manage user identity and roles100

current state of the Active Directory environment. This should include performing an audit to 
determine the following:

 ■ Do any Active Directory objects use invalid characters?

 ■ Do any Active Directory objects have incorrect Universal Principal Names (UPNs)?

 ■ What are the current domain and forest functional levels?

 ■ Are any schema extensions or custom attributes in use?

Before deploying Azure AD Connect, you should also ensure that you have performed the 
following tasks:

 ■ Remove any duplicate proxyAddress attributes.

 ■ Remove any duplicate userPrincipalName attributes.

 ■ Ensure that blank or invalid userPrincipalName attribute settings have been altered so 
that the setting contains only a valid UPN.

 ■ Ensure that for user accounts the cn and samAccountName attributes have been assigned 
values.

 ■ Ensure that for group accounts, the member, alias, and displayName (for groups with a 
valid mail or proxyAddress attribute) are populated.

 ■ Ensure that the following attributes do not contain invalid characters:

 ■ sn

 ■ samAccountName

 ■ givenName

 ■ displayName

 ■ mail

 ■ proxyAddress

 ■ mailNickName

UPNs that are used with Office 365 can only contain the following characters:

 ■ Letters

 ■ Numbers

 ■ Periods 

 ■ Dashes 

 ■ Underscores

Rather than having to perform this operation manually, Microsoft provides some tools that 
allow you to automatically remediate problems that might exist with attributes before deploy-
ing Azure AD Connect.
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IdFix
The IdFix tool, which you can download from Microsoft’s website, allows you to scan an 
Active Directory instance to determine if any user accounts, group accounts, or contacts have 
problems that will cause them not to synchronize between the on-premises instance of Active 
Directory and the Microsoft 365 instance of Azure Active Directory. IdFix can also perform 
repairs on objects that would otherwise be unable to sync. IdFix runs with the security context 
of the currently signed-on user. This means that if you want to use IdFix to repair objects in the 
forest that have problems, the security account you use to run IdFix must have permissions 
to modify those objects. The IdFix tool is shown in Figure 2-3, displaying an account detected 
with an incorrectly configured userPrincipalName attribute.

FIGURE 2-3 IdFix finds a user with a problematic UPN.

 

MORE INFO IDFIX

You can download IdFix at the following address: https://microsoft.github.io/idfix/.

ADModify.NET
ADmodify.NET is a tool that allows you to make changes to specific attributes for multiple 
objects. If you are using ADSIEdit or the Advanced mode of the Active Directory Users and 
Computers console, you are able to modify the attribute of only one object at a time. For 
example, Figure 2-4 shows ADModify.NET used to modify the format of the userPrincipalName 
attribute for a number of user accounts so that it conforms to a specific format.

9780137469055_print.indb   101 22/10/21   3:40 PM

https://microsoft.github.io/idfix/


CHAPTER 2  Manage user identity and roles102

FIGURE 2-4 ADModify.NET

You can also use ADModify.NET to perform other system administration tasks, such as con-
figuring a large number of accounts so that users have to change their password at next logon 
or to disable multiple accounts. 

 

MORE INFO ADMODIFY.NET

You can learn more about ADModify.NET at https://archive.codeplex.com/?p=admodify. At 
present ADModify.NET is located on CodePlex. At some point in the future, perhaps by the 
time you are reading this, it will be hosted on Github.

Use UPN suffixes and nonroutable domains
Before performing synchronization between an on-premises Active Directory environment 
and an Azure Active Directory instance used to support a Microsoft 365 tenancy, you must 
ensure that all user account objects in the on-premises Active Directory environment are con-
figured with a value for the UPN suffix that can function for both the on-premises environment 
and Microsoft 365. 
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This is not a problem when an organization’s internal Active Directory domain suffix is a 
publicly routable domain. For example, a domain name such as contoso.com or adatum.com 
that is resolvable by public DNS servers will suffice. Things become more complicated when 
the organization’s internal Active Directory domain suffix is not publicly routable. For example, 
Figure 2-5 shows the adatum346ER.internal nonroutable domain.

FIGURE 2-5 Nonroutable domain

If a domain is nonroutable, the default routing domain, such as adatum346ER.onmicrosoft.
com, should be used for the Microsoft 365 UPN suffix. This requires modifying the UPN suffix 
of accounts stored in the on-premises Active Directory instance. Modification of the UPN after 
initial synchronization has occurred is not supported. So, you need to ensure that on-premises 
Active Directory UPNs are properly configured before performing initial synchronization using 
Azure AD Connect.

Perform the following steps to add a UPN suffix to the on-premises Active Directory in the 
event that the Active Directory domain uses a nonroutable namespace:

1. Open the Active Directory Domains and Trust console and select Active Directory 
Domains and Trusts.

2. On the Action menu, select Properties.

3. On the UPN Suffixes tab, enter the UPN suffix to be used with Microsoft 365. Figure 2-6 
shows the UPN suffix of epistemicus.com.
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FIGURE 2-6 Routable domain

4. Once the UPN suffix has been added in Active Directory Domains and Trusts, you assign 
the UPN suffix to user accounts. You can do this in one of three ways:

 ■ Manually, as shown in Figure 2-7, by using the Account tab of the user’s Properties 
dialog box in Active Directory Users and Computers.

FIGURE 2-7 Configuring the UPN
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 ■ Using tools like ADModify.NET to reset the UPNs of multiple accounts, as shown in 
Figure 2-8.

FIGURE 2-8 ADModify.NET

 ■ Using Microsoft PowerShell scripts to reset the UPNs of multiple user accounts.  
For example, the following script resets UPN suffixes of all user accounts in the  
epistemicus.internal domain to epistemicus.onmicrosoft.com:

Get-ADUser -Filter {UserPrincipalName -like "*@epistemicus.internal"} 
-SearchBase

"DC=epistemicus,DC=internal" |

ForEach-Object {

$UPN =

$_.UserPrincipalName.Replace("epistemicus.internal","epistemicus. 
onmicrosoft.com")

Set-ADUser $_ -UserPrincipalName $UPN

}

Implement directory synchronization with directory 
services, Federation services, and Azure endpoints by using 
Azure AD Connect
Azure AD Connect supports a variety of user sign-in options, which are related to the method you 
use to synchronize directory information from Active Directory Domain Services to Azure AD.  
You configure which sign-in option you will use when setting up Azure AD Connect, as shown in 
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Figure 2-9. The default method, password sync, is appropriate for the majority of organizations 
that will use Azure AD Connect to synchronize identities to the cloud.

FIGURE 2-9 User sign-in

Password synchronization
Hashes of on-premises Active Directory user passwords synchronize to Azure AD, and changed 
passwords immediately synchronize to Azure AD. Actual passwords are never sent to Azure AD 
and are not stored in Azure AD. This allows for single sign-on for users of computers that are 
joined to an Active Directory domain that synchronizes to Azure AD. Password synchroniza-
tion also allows you to enable password writeback for self-service password reset functionality 
through Azure AD.

Pass-through authentication
When authenticating to Azure AD, the user’s password is validated against an on-premises 
Active Directory domain controller. Passwords and password hashes are not present in Azure 
AD. Pass-through authentication allows for on-premises password policies to apply. Pass-
through authentication requires that Azure AD Connect have an agent on a computer joined 
to the domain that hosts the Active Directory instance that contains the relevant user accounts. 
Pass-through authentication also allows single sign-on for users of domain-joined machines.

With pass-through authentication, the user’s password is validated against the on-premises 
Active Directory controller. The password doesn’t need to be present in Azure AD in any form. 
This allows for on-premises policies, such as sign-in hour restrictions, to be evaluated during 
authentication to cloud services.
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Pass-through authentication uses a simple agent on a Windows Server 2012 R2, Windows 
Server 2016, Windows Server 2019, or Windows Server 2022 domain-joined machine in the on-
premises environment. This agent listens for password-validation requests. It doesn't require 
any inbound ports to be open to the internet.

You can also enable single sign-on for users on domain-joined machines that are on the 
corporate network. With single sign-on, enabled users only need to enter a user name to help 
them securely access cloud resources.

Active Directory Federation
Active Directory Federation allows users to authenticate to Azure AD resources using on-
premises credentials. It also requires the deployment of an Active Directory Federation 
Services infrastructure. This is the most complicated identity synchronization configuration for 
Microsoft 365 and is only likely to be implemented in environments with complicated identity 
configurations.

 

MORE INFO AZURE AD CONNECT SIGN-IN OPTIONS

To learn more about sign-in options, consult the following article: https://docs.microsoft.com/
en-us/azure/active-directory/connect/active-directory-aadconnect-user-signin.

Azure Endpoints
The Azure AD Connect endpoint V2 API provides performance improvements over the original 
endpoint API. The V2 API supports syncing groups with more than 250,000 members. If you 
want to use the V2 API endpoint, Azure AD Connect must be upgraded to or installed as 
 version 1.5.30.0 or later.

If your organization has deployed an earlier version of Azure AD Connect, the V1 API might 
still be in use. To switch to the V2 API, perform the following steps:

1. On the server on which Azure AD Connect is installed, open the PowerShell prompt as 
an administrator.

2. Disable the sync scheduler by running the following PowerShell command:
Set-ADSyncScheduler -SyncCycleEnabled $false

3. Import the new PowerShell module that will be made available with the installation of 
the updated version of Azure AD Connect using the following command:
Import-Module 'C:\Program Files\Microsoft Azure AD Sync\Extensions\ 
AADConnector.psm1'

4. Switch to using the V2 endpoint by running the following commands:
Set-ADSyncAADConnectorExportApiVersion 2
Set-ADSyncAADConnectorImportApiVersion 2

5. Reenable the sync scheduler by running the following command:
Set-ADSyncScheduler -SyncCycleEnabled $true

9780137469055_print.indb   107 22/10/21   3:40 PM

https://docs.microsoft.com/en-us/azure/active-directory/connect/active-directory-aadconnect-user-signin
https://docs.microsoft.com/en-us/azure/active-directory/connect/active-directory-aadconnect-user-signin


331

Index

A
access control, 175. See also external access

conditional access, 175–176, 187
configuring, 187–190
What If tool, 190–192

entitlement packages, 176–179
account(s)

B2B, 203–206, 208–210
guest, 207–208
lockout, MFA (multifactor authentication), 200

Active Directory Federation, 107
Active Users report, 63
admin roles, 148–150

rights and, 152–153
administrative accounts, 153–155
alerts

fraud, 201
Service Health dashboard, 53–55

APIPA (Automatic Private IP Addressing), 2
application modernization, 14
Application Proxy, 215–216

architecture, 215
benefits, 215
connectors, 216–217

applications, 210–211
adding to Azure AD, 217–219
assigning users access to, 212–215
click-to-run, 239
integrating with Azure AD, 211–212
managing downloads, 229–231
registering, 211

apps
managing, 225–227
managing access to, 212
MFA (multifactor authentication), 193–197
Power, 317
updates, 241–242

architecture, Application Proxy, 215
assigning access to applications, 212–215

assignments, 175
auditing, reports, 60
authentication, 11–12, 97. See also access control; MFA 
(multifactor authentication)

Azure AD Smart Lockout, 167
banned password list, 167–168
basic, 160
certificate-based, 170
cloud

cloud-only, 12
pass-through authentication with Single-Sign 
On, 13
password hash sync with Single Sign-On, 12–13

configuring, 164–165
federated, 13

federated identity with Active Directory  
Federation Services, 13
third-party authentication and identity  
providers, 14

hybrid modern, 97
methods and usage, 162
modern, 160

configuring, 164
registry keys, 160–161

monitoring, 170–172
self-service password reset activity, 173–174
sign-in logs, 172–173

multifactor, 161, 192–193
account lockout, 200
block/unblock users, 200–201
fraud alerts, 201
managing, 197–200
OATH tokens, 201–202
phone call settings, 202
for users and apps, 193–197
utilization report, 203

pass-through, 106–107
password policy, 164–165
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deploying, 15
Dynamics 365 service administrator, 44
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configure a custom domain name, 17–18
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configure user identity for the new domain name, 
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implement a domain name strategy, 32
mobile device management (MDM) for Microsoft 
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purchase a domain through Microsoft 365, 17
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verify DNS settings, 24–25
organizational settings, 32–35
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managing membership, 48–49
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migration. See also Exchange Online, migration
comparison of methods, 82–83
cutover, 265–266
express, 80–81
identity data to be migrated and migration  
methods, 71–72
IMAP, 267
import PST files, 88–90
mailboxes, 76

cutover migration, 79–80
IMAP, 81–82
minimal hybrid, 80–81
remote move migration, 77–78
staged migration, 78–79

minimal hybrid, 266
move data to SharePoint Online, 72
move known local folders to OneDrive for  
Business, 72–76
on-premises users, 83

bulk import process, 84–85
groups and, 87–88
soft delete and, 85–87
user categories, 84

remote move, 77–78, 262–263
Skype for Business, 300–301
staged, 264–265

minimal hybrid migration, 80–81, 266
modern authentication, 160. See also authentication

configuring, 164
registry keys, 160–161

monitoring
authentication, 170–172

self-service password reset activity, 173–174
sign-in logs, 172–173
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PST files, migration and

plan external share settings, 275
enable external sharing globally, 276–278
enable external sharing per site collection, 
278–280
sharing a document, 281–284
sharing a site, 280–281

revoking external user access, 284
usage report, 65

organizational profile, editing, 42–43
organizational settings, Microsoft 365 tenancy, 32–35
outbound firewall ports, infrastructure  
requirements, 4–5

P
pass-through authentication, 106–107
password-less sign-on, 169
password(s)

banned, 167–168
helpdesk administrator, 45
managing, 140–142
policy, 164–165
self-service reset, 135–137, 168–169
synchronization, 106, 131–132

Phone System, 297
PIM (Privileged Identity Management, 153
planning

enterprise application modernization, 14
identity and authentication solution, 11–12

cloud-only authentication, 12
federated authentication, 13
federated identity with Active Directory 
Federation Services, 13
pass-through authentication with Single-Sign 
On, 13
password hash sync with Single Sign-On, 12–13
third-party authentication and identity  
providers, 14

Microsoft 365 tenancy, 40–41
policy(ies)

assignments, 175
conditional access, 175–176, 187–190
meeting, 301–302
messaging, 303–304
password, 164–165
risk, 181–182

telemetry, 252–258
voice-calling, 305

portals, 327
Power BI

reports, 57–58
service administrator role, 46

Power Platform, 310
Center of Excellence (CoE) starter kit, 311
connectivity, 320
flow actions, 315–317
flows, 312–315
managing Dynamics 365 apps, 325–326
managing environments, 320

Administration mode, 321
backup and restore an environment, 322–323
refresh cadence, 321–322
switching between production and sandbox, 322

planning for workload deployments, 311–312
portals and, 327
PowerApps, 317
resource deployment, 317–320
resources, 323

add-on capacity, 323–324
managing PowerApps, 324–325

PowerApps, 317
PowerShell cmdlets

Get-ADSyncScheduler, 125–129
group management and, 140, 288
Team management, 309–310

on-premises infrastructure requirements, 10
bandwidth, 7
deploy SD-WAN devices, 6–7
information protection, 8

classification schemas, 9
improving security levels, 9–10
privileged access management, 10
security and information protection levels, 8–9

networking, 2
avoid network hairpins, 6
egress network connections locally, 6
ExpressRoute, 7
internet connectivity for clients, 2–3
Microsoft 365 or Office 365 endpoints, 3–4
outbound firewall ports, 4–5

Windows 10 Enterprise edition, 7–8
product licenses, managing, 143–145
protection report, 60
PST files, migration and, 88–90
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QoS (Quality of Service)

roles, 151. See also RBAC (role-based access control)
admin, 148–150
billing administrator, 44
compliance and, 155–156
Customer Lockbox access approver, 44
delegated administrator, 48
Dynamics 365 service administrator, 44
Exchange administrator, 45
global administrator, 43–44
helpdesk administrator, 45
license administrator, 45
managing membership, 48–49
message center reader, 46
Power BI service administrator, 46
reports reader, 46
service administrator, 46
SharePoint administrator, 47
Skype for Business administrator, 46
teams communications administrator, 47
teams communications support engineer, 47
teams communications support specialist, 47
teams service administrator, 47
user management administrator, 48
for workloads, 151

rules reports, 60

S
scheduler, Azure AD Connect, 125–129
SD-WAN (software-defined wide area networks)  
devices, 6–7
security, 159. See also authentication

compliance roles and, 155–156
conditional access, 175–176, 187

configuring, 187–190
What If tool, 190–192

entitlement packages, 176–179
Identity Protection, 179–180

investigating risky activity, 182–185
risk events, 185–186
risk policies, 181–182
users flagged for risk, 186–187

levels, 8–10
reports, 59

Q-R
QoS (Quality of Service), 296
RBAC (role-based access control), 152

delegate admin rights, 152–153
readiness assessment, 228
registering applications, 211
registry

configuring Telemetry Dashboard, 259–260
keys, modern authentication, 160–161

remote move migration, 77–78, 262–263
report(s)

Active Users, 63
auditing, 60
data loss prevention (DLP), 60
email activity, 61–62
Email App Usage, 64
MFA utilization, 203
Microsoft Teams Device Usage, 70–71
Microsoft Teams User Activity, 70
Office Activations, 63
OneDrive Activity, 64
OneDrive usage, 65
Power BI, 57–58
protection, 60
reader, 46
rules, 60
security and compliance, 59
self-service password reset, 174
SharePoint Activity, 65–66
SharePoint Site Usage, 66–67
Skype for Business Activity, 67
Skype for Business Conference Organizer  
Activity, 68
Skype for Business Conference Participant  
Activity, 68–69
usage, 61
Yammer Activity, 69
Yammer Device Usage, 69
Yammer Groups Activity, 69–70

reviewing user access, 137
risk policies, 181–182
risky activity, 182–183

risk events, 185–186
sign-ins, 183–185
users flagged for risk, 186–187
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TLS (Transport Layer Security)

self-service password reset, 135–137, 168–169
monitoring, 173–174
report(s), 174

service administrator, 46
service health

alerts and, 53–55
create a health response plan, 55–56
monitoring, 56
reports, 57–58

Service Health dashboard, alerts, 53–55
SharePoint

Activity report, 65–66
administrator role, 47
Site Usage report, 66–67

SharePoint Online
hybrid connectivity, 284–285
manage access configuration, 285–287
managing tenant and site settings, 291–292
migration and, 72
migration strategy, 274–275
plan external share settings, 275

enable external sharing globally, 276–278
enable external sharing per site collection, 
278–280
sharing a document, 281–284
sharing a site, 280–281

revoking external user access, 284
sign-in logs, 172–173

investigating risky activity, 183–185
Single Sign-On, 12–13
Skype for Business

Activity report, 67
administrator role, 46
Conference Organizer Activity report, 68
Conference Participant Activity report, 68–69
configuring for a new domain name, 22–24
hybrid configuration, 308
hybrid connectivity, 308–309
migration strategy, 300–301

smartphones, password-less sign-on, 169
soft delete, migration and, 85–87
source of authority, 139
SPF records, 21–22
staged migration, 78–79, 264–265
subscriptions, managing, 43, 52–53
suspicious activity, 182–183

risk events, 183–185
users flagged for risk, 186–187

synchronization, 94
ADmodify.NET and, 101–102
Azure AD Connect, 98

cleaning up existing AD objects, 99–100
directory synchronization, 98–99
identitying synchronized attributes, 122–124
UPN suffixes and nonroutable domains, 102–105

directory, 108
filtering, 129–131
frequency of, 95
IdFix and, 101
multiforest, 132–133
password, 106, 131–132
selecting identities to replicate, 94–95
selecting properties, 95–96

T
Teams

Advisor, 299–300
communications administrator, 47
communications support engineer, 47
communications support specialist, 47
deploying, 297–298
enterprise deployment, 298–299
managing call quality, 296–297
meeting policies, 301–302
messaging policies, 303–304
organizational settings, 301
Phone System, 297
planning for guest and external access,  
305–306
planning for hybrid connectivity and coexistence, 
306–308
PowerShell cmdlets, 309–310
service administrator, 47
voice-calling policies, 305

telemetry
enabling, 252–253
policies, 253–258

Telemetry Dashboard, 243–244
configuring through the registry, 259–260
deploying, 245–252
requirements, 244
worksheets, 258–259

TLS (Transport Layer Security), 160
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updates, app

W
What If tool, 190–192
Windows 10 Enterprise edition, 7–8
worksheets, Telemetry Dashboard, 258–259

X-Y-Z
Yammer

Activity report, 69
Device Usage report, 69
Groups Activity report, 69–70

U-V
updates, app, 241–242
usage analytics, 61

reports and, 57–58
user accounts

administrative, 153–155
migration and, 85–87

user management, 145–148
user management administrator role, 48
user roles, 148
voice-calling policies, 305
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