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Introduction

rom the beginning of this project, Brian and | wanted to create a book that

would highlight how IT Pros would need to become Cloud Pros. At the same
time, we wanted to give newer Microsoft Office 365 professionals a solid guide
for implementation. We knew this book couldn’t be a comprehensive guide, or it
would turn into a large volume that would soon be outdated. Instead, we wanted
to keep the book fresh and relevant, and only discuss topics that aren’t likely to
change or are brand new. Where technologies are likely to change, we referenced
the best starting points for you, the reader. Some topics are very technical in nature
and highlight the technical skill needed to transition from IT Pro to Cloud Pro.
Others, such as migration, are more process-focused and underscore the need for
Cloud Pros to be aware of proper project planning and methodologies. The cloud
requires us to be both technical and business savvy.

Although it's focused on IT Pros, this book is for anyone who is responsible for
designing, configuring, implementing, or managing an Office 365 deployment.
This book will help you understand what your team is up against when it comes to
your Microsoft SharePoint Online, OneDrive for Business, or hybrid deployment.
Also, it will discuss additional technologies and concepts that underlie Office 365
but aren't readily apparent, such as Azure Active Directory (Azure AD), Security
& Compliance, and lots of Windows PowerShell. However, this book rarely issues
prescriptive guidance—you should use the online Microsoft resources for that. Our
goal is to help you think through the various design points so that you can make
the right decisions for your company.

This book assumes you have a working knowledge of SharePoint Server 2013
and SharePoint Online administration, or that you have access to that information.
It also assumes you have a working knowledge of Office 365 fundamentals, such
as how to work with users and navigate the administration centers. We assume
you understand most networking concepts, such as DNS, firewalls, routing, and
proxy servers, along with the how-to of those concepts. Newer areas of technology
(many of which many IT Pros lack experience with or are weak in) are covered in
more technical detail than other, better-known topics.

Finally, we often "deep dive"” into a single, specific area to show the logic of
being a Cloud Pro. Because there isn't room in any book to dive deeply into every
area of Office 365, you should pay attention to how, in these deep dives, we go
about solving problems and not just focus on how we solve that specific problem.
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Working with Azure Active
Directory for Office 365

= Azure Active Directory 52
= |dentity scenarios 62
= |dentity sync with Azure Active Directory Connect 68

= Configuring identity federation with Office 365 79

n this chapter, we talk about Microsoft Azure Active Directory (Azure AD) and identity

in Microsoft Office 365. First, we discuss the features of Azure AD, compare it to the on-
premises Active Directory (AD DS) you're familiar with, and review the various pricing tiers
available. Next, we dive into the three identity scenarios: cloud-only, synchronized, and
federated.

We then discuss synchronizing your on-premises Active Directory users with your
tenant using Azure AD Connect (AD Connect) product. This step is important not only
to provide your users with a better sign-in experience but also to enable various hybrid
scenarios, which we discuss in a later chapter. Identity synchronization might be the most
difficult step of the hybrid journey, but AD Connect is making it easier. Finally, we discuss
deploying Active Directory Federation Services (AD FS) to enable the federated identity
scenario and give your users single sign-on (SSO).

There is a tremendous amount to discuss on these topics; entire books can be written
on them. Because we don’t have the luxury of diving deeply into this subject, our focus will
be on giving you what you need to understand the concepts and get started with these
technologies. There are terrific resources online for diving deeper, and we're not going
to insult your intelligence by pretending you can't find them. Instead, we want to equip
you to approach these subjects holistically as a Cloud Pro and get your mind around what
it takes to cloud-enable your company. Outside of networking, identity management is
perhaps the most important and fundamental aspect of cloud computing.
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Azure Active Directory

The core of Office 365 is Azure AD. To borrow a phrase from one of our favorite movies (Star
Wars), Azure AD surrounds Office 365 and penetrates it. It binds the services together. Let's
take a closer look.

What is Azure Active Directory?

Azure AD is a Microsoft Azure Platform as a Service (PaaS) offering that is included in every
Office 365 tenant. Azure AD is a free Azure service, and any developer can take advantage of
it as an identity store. You can access your Azure AD tenant by selecting Azure AD under the
Admin Centers menu in the Office 365 Admin Center, as shown in Figure 3-1.

2 Users »

-+ Add a user

[ Delete a user

Exchange
Skype for Business F
SharePoint =

Yammer

Security & Compliance =

Azure AD O

FIGURE 3-1 Accessing your Azure AD tenant

The first time you open Azure AD from the Admin Center, you are prompted to set up
your Azure subscription. The subscription is free and only takes a few clicks for you to set it
up. After a couple of minutes, the subscription will be ready and you can start exploring. At
this point, there is nothing in the Azure subscription other than the single Azure AD directory,
but you can add additional Azure services if you want. At the time of this writing, Azure AD
is still managed through the old Azure portal. Scroll down in the left pane and select Active
Directory. Your directory is shown in the right pane, as you can see in Figure 3-2. Click the cell
with your tenant’s name to start working with your directory.

Working with Azure Active Directory for Office 365
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FIGURE 3-2 Accessing your tenant in the Azure portal

You can work with Users, Groups, Applications, and Domains, and you can perform
advanced configuration, view the status of your on-premises Active Directory integration, and
view reports. You also might want to work with your users and groups in this portal. That's
certainly an option, and it is supported. However, chances are good that you'll need to do
additional Office 365-related actions with your users and groups, such as assigning licenses,
configuring services for the users (like setting up mailboxes), and assigning service-level admin
roles (like SharePoint Administrator). Those activities need to be done through the Office 365
Admin Center, so it likely will be more efficient to simply work there. However, working in the
Azure AD Admin Center is akin to managing via Microsoft Windows PowerShell, so feel free to
use it in that way if it is an experience you prefer.

So what does Azure AD actually do, and why should you care? The various Microsoft
cloud services require users to have an identity in order to interact with the service, just as
your on-premises systems do. Resources and systems need to be secured from public access.
On-premises, we have Active Directory or some other Lightweight Directory Access Protocol
(LDAP) directory service for this. The on-premises systems trust the directory and rely on it to
identify and manage the users. But what do you do in the cloud, when services are offered by
external companies? Enter Azure AD.

Azure AD is the identity store of the Microsoft cloud. If you think of the various cloud
services as traditional server applications in an on-premises domain, Azure AD is the Active
Directory that these servers are hooked into for their identity needs. Like an on-premises

Azure Active Directory ~ Chapter 3
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Active Directory, it holds the user and group objects and manages user authentication. Office
365 services (such as Microsoft SharePoint Online) act like server-based systems and use
Azure AD identities for authorization. If you think of Azure AD as the domain controller for the
Microsoft cloud, you're not far off.

Azure Active Directory vs. on-premises Active Directory

Azure AD is fundamentally different from on-premises Active Directory in that it was born

in the cloud. It was designed and built as a tenant service. This means it has all the benefits
cloud-native systems have, such as massive scale, high resiliency, and a tenanted service model.
Although in many ways it's similar to a traditional Windows Server Active Directory, it has a
radically different architecture under the hood.

Both Azure AD and Windows Active Directory manage users, groups, and contacts. There is
a data schema that stores properties about the objects stored in the directories. Both have, for
example, first name, last name, office location, manager, geographical information, and group
membership. Your Azure AD, however, has no concept of organizational units (OUs). It's a flat
hierarchy, with each object being a peer to the others. Additionally, until the advent of Azure
Active Directory Domain Services (Azure AD DS) (which is discussed in the next section), there
really wasn’t the concept of a domain that is a boundary encapsulating objects. Instead, Azure
AD uses the concept of tenants, wherein a company is able to securely manage a collection of
objects that it owns. You can almost think of your tenant as a forest, but that's not quite accurate.

Until Azure AD DS (which is an add-on service), there was also no concept of machine
objects in Azure AD. Machine objects are critical in Windows Active Directory because they
establish membership within a domain and allow such things as Windows Authentication. The
normal Azure AD services do not have machine objects; therefore, it's not possible for servers
or virtual machines to be joined to Azure AD like an on-premises server would be joined to a
local Active Directory instance. Microsoft has begun adding additional services to Azure AD
and Office 365, changing the situation a bit. You can, for example, join Windows 10 devices to
Azure AD. However, the devices are associated with users and managed through the Mobile
Device Management service (Microsoft Intune), not directly joined to Azure AD.

Azure AD provides a number of additional, powerful services that are unavailable in Active
Directory. For one, companies can register applications in Azure AD as service principals. These
applications can then have permission (if approved) to the suite of Azure services, including
users in Azure AD. These applications can be published to users and provide a kind of new
distribution model. This is how core Office 365 services like Exchange Online and SharePoint
Online work and gain access to Azure AD. But you can also use Azure AD for single sign-on
(SSO) to a wide array of third-party cloud services, such as Salesforce. As shown in Figure 3-3,
Salesforce has been added to the Azure AD tenant, allowing users to sign in to Salesforce from
the Office 365 App Launcher using their Azure AD account.

As a Cloud Pro, you can hook up various Software as a Service (SaaS) applications with
Azure AD and give your users a simple sign-on experience with just their one Azure AD ac-

Working with Azure Active Directory for Office 365



count. This can help your users be more efficient and reduce the number of accounts and
passwords they need to memorize. Adding these SaaS applications is simple and easy to do.

] Office Admin center previev 58 Active Directory - Micro X+ - a x
< > 0O | ) managewindowsazure.com/MODA495341.onmicrosoft.com#Workspaces/ActiveDirectoryBxtensi he ‘ = ¥Z 0
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contoso
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ShowlApp\[cations my company uses vl Sear[hl ‘ v
NAME PUBLISHER TYPE APP URL p
Microsoft Intune Microsoft Corporation Web licati i ft
Office 365 Exchange Online Microsoft Corporation Web application hitpy//office.microsoft.com..
Office 365 Management APls Microsoft Corporation Web application

Office 365 SharePoint Online Microsoft Corporation Web

Office 365 Yammer Microsoft Corporation Web application hitpsy/products.office.co...

Salesfarce = | Salesforce.com ‘Web application hittpy/fwww.salesforce.com/

Skype for Business Online (preview)

Microsoft Corporation Web application

FIGURE 3-3 Salesforce as an application in Azure AD

Additionally, if you purchase Azure Premium, you get advanced features such as multi-factor
authentication (MFA). With only a few clicks, you can greatly enhance the security of all systems
using Azure AD by implementing MFA. This benefit applies to Exchange Online, SharePoint
Online, Skype for Business, OneDrive for Business, Power Bl, the administrator portals, and any
third-party Saa$S application you configured. MFA can even include on-premises applications
you publish to Azure AD through the Azure AD Application Proxy (which will be discussed in
Chapter 6, “Hybrid Office 365"). The Azure AD Application Proxy can securely publish to the
internet that 10-year-old legacy, on-premises, web-based system that everyone is afraid to
touch—and the Azure AD Application Proxy can do it without having to deploy Active Directory
Federation Services or modifying the code. Figure 3-4 shows the options available in the Azure
AD MFA configuration.

Azure Active Directory ~ Chapter 3
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FIGURE 3-4 Azure AD multi-factor authentication settings

Finally (and this list of services has not been exhaustive), Azure AD provides powerful
capabilities around threat detection and reporting that is unavailable with on-premises Active
Directory. The Azure AD service proactively watches for threats, both known and developing,
and uses machine learning to determine whether or not your tenant (or individual users in your
tenant) is under attack. If it sees that it is, it can take automatic actions to protect your tenant
and your users.

Azure AD also provides you with useful reports that can help you manage your identities.
(See Figure 3-5.) For example, there is a report that can identify sign-ins from multiple
geographies, which might be an indication that an account has been hacked. Premium Azure
AD subscribers receive additional reports, such as one that uses machine learning to determine
irregular sign-in activities for individual users. All of this would be extremely difficult, if not
impossible, for most companies to do through a traditional on-premises Active Directory
instance.

Working with Azure Active Directory for Office 365
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FIGURE 3-5 Azure AD reports

Azure Active Directory Domain Services

As we mentioned previously, when Azure AD first appeared, there was no concept of a
computer object as there is in Active Directory. You were unable to join servers to Azure AD
like you would with an on-premises Active Directory instance. In 2016, Microsoft added a new
add-on service called Azure Active Directory Domain Services (Azure AD DS). This subscription
service enables Azure virtual machines (VMs) to join an Azure domain without needing to
deploy a domain controller. This service is not used by Office 365, but it's good for you as a
Cloud Pro to be aware of this capability in Azure AD.

When you sign up for Azure AD DS, Microsoft creates a domain that your Azure VMs can
then join. Only Azure VMs can join the domain; it's not possible to join on-premises servers.
Like Azure AD, it is a tenant service, so you do not have complete ownership of it. You cannot
have domain administrator privileges, for example, and you're restricted in what you can do.
However, it can be an excellent way to shift applications to Azure without having to configure
and support a domain-controller infrastructure. Although you cannot set up a trust with your
on-premises domains, you can use AD Connect to synchronize your domain to Azure AD. Once
your domain is synced, you can then use your corporate credentials to access resources and
services hosted in Azure VMs.

Azure Active Directory ~ Chapter 3



58

Custom domains

When you first sign up for Office 365, you choose your tenant name. You need to choose this
well, because it will be the basis for some important things going forward. For example, your
SharePoint Online URL will be based on it (https://<tenant>.sharepoint.com). You won't be able
to change it after it has been set. This will be your default tenant name, and all users will be
given a user name based on it. They're always in the format of <tenant>.onmicrosoft.com. In
the examples we've used so far, we've used mod495341.onmicrosoft.com (from the Microsoft
Demos service available to Microsoft partners and staff).

The vast majority of the time, you'll want to add your own custom domain name. Although
you absolutely can (and some people do) simply use the onmicrosoft.com address, it will likely
make more sense to associate it with your company’s domain. For example, if your company is
named Contoso and uses contoso.com, you'll want your users sending email using an
@contoso.com address. To do this, you need to add it to your tenant as a custom domain. You
do so by selecting Domains under the Settings menu in the Office 365 Admin Center, as shown
in Figure 3-6.

& O 8 portaloffice.com me?sw : i *‘ = HEF O

Admin center preview

Home > Domains Contoso

-+ Add domain
Domain name Status
MOD495341.onmicrosoft.com (Default) Setup complete

contoso.com Setup in progress

& add-ins

Security 8 privacy

Domains

Organization profile

Partner relationships (@ Need help? (3 Feedback

FIGURE 3-6 Accessing your Office 365 domains

To add a custom domain to Office 365, you must have ownership of it. You also have to
verify that ownership. This means you must be able to add and modify DNS records for the
domain at your domain registrar. The Add Domain Wizard in the Admin Center will tell you
what you need to do to verify ownership.

Working with Azure Active Directory for Office 365



In the following example, you'll see that we're adding adatum.com as a custom domain. To
verify the domain, you need to create a TXT or MX record in your DNS. As shown in Figure 3-7,
the wizard will tell you exactly what to add. (It will be different for each domain.) After you do
this and give DNS a little time to propagate, click the Verify button.

1] oOffice Admin center pre X - a X
& - O 8 office.com m E L hid = 4 @
Admin center preview
o adatum.com
(] ®
Add a domain Verify domain Set up your online services  Update DNS settings
To keep your domain secure, we need you to prove that you own it. Adding the record below will prove that yo

own the domain, but it won't affect your existing email or other services.

Follow these step-by-step instructions to add the TXT records with the values below at your
registrar, your DNS host. 4 (Not your registrar?)

Verify by:  TXT record MX Record

TXT name: @
TXT value: MS=ms28046786
TTL: 3600

Need help? Let us help you set up your TXT records.

- ?) Need help? (3 Feedback

FIGURE 3-7 The Verify Domain page of the Add Domain Wizard

After Office 365 verifies the existence of the records in your registrar, it helps you set up the
rest of the DNS records you need to support the various Office 365 services. If your domain
is hosted with GoDaddy, Microsoft sets up the services automatically for you. If your domain
is not hosted with GoDaddy, you can still choose to have Microsoft manage the DNS records.
Don't do it, though, if you have a website registered under your DNS name.

We recommend that you choose the option to manually configure your DNS. If you choose
this option, Microsoft gives you all the DNS records you need to add to support the Office
365 services. This includes records for email, Exchange Online, Skype for Business, and mobile
device management (MDM). Once you get this list of records, add them to your DNS registrar
to fully configure your custom domain for Office 365. Do not, however, change your MX record
if you still need to keep your current email solution. You should wait to change the MX record
until you're ready to migrate your email to Exchange Online.
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Although adding a custom domain isn't necessary for most scenarios, it is required for
implementing identity federation. This requirement exists because you must be able to add to
the domain registrar a DNS record for the public endpoint of your AD FS proxy.

MORE INFO For more information about how to add a custom domain, see “Add your
users and domains to Office 365" at https://support.office.com/article/Add-your-users-and-
domain-to-Office-365-6383f56d-3d09-4dcb-9b41-b5f5a5efd611.

Azure Active Directory service tiers

There are three tiers available for Azure AD: Free, Basic, and Premium. The Free tier is exactly
that: free. It is available in all Azure subscriptions, including Office 365. The Free tier will be
sufficient for most users because it supports all the basic Office 365 workloads. The Basic and
Premium tiers, though, add some powerful capabilities to your tenant.

One of these is the Azure AD Application Proxy (one of our favorites). You use this feature
to install a little service on-premises through which you can securely publish your on-premises
web-based applications (via Windows or Claims authentication)—all without opening an
inbound port in the firewall. You can use all the features of Azure AD, such as MFA, with the
published app. With Premium, you get the ability to do self-service password reset, change,
and unblock, and have the updated password write back to your on-premises Active Directory.
This alone can significantly reduce help-desk calls.

MORE INFO For more information on using Azure AD to securely access on-premises
applications, see “"How to provide secure remote access to on-premises applications” at
https://azure.microsoft.com/documentation/articles/active-directory-application-proxy-get-
started.

Figure 3-8 shows the current set of features available across the three tiers, as taken from
https://azure.microsoft.com/pricing/details/active-directory. See that webpage for more details.
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FIGURE 3-8 Comparing Azure AD service tiers

At the time of this writing, the retail Basic license is $1 per user per month and the retail
Premium license is $6 per user per month. If you own Enterprise Mobility Suite (EMS) licenses,
you already have Azure AD Premium licenses. If not, you need to purchase a license for each
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user who will be using the extra features. If a user somehow receives a benefit from the feature,
either directly or indirectly (such as being in a report), that user needs a license. Although you
don't necessarily have to license every user, you likely will. Carefully consider what your users
will be doing (or what will be done for or to them) when determining the number of licenses to
purchase.

The Basic and Premium tiers are available through standard means: Microsoft Enterprise
Agreement or Open Volume License. You can also purchase licenses through a Cloud Solution
Provider partner. Perhaps the easiest way to purchase licenses, though, is to simply go through
the Office 365 Admin Center. You'll find Basic and Premium licenses listed as “Microsoft Azure
Active Directory Basic” and "Microsoft Azure Active Directory Premium.” Previously, Azure AD
Basic was not available for purchase online, but we're pleased that it is now an online option.

Identity scenarios

We talked about Azure AD and what it has to offer. Now, let's take the discussion a step back
and talk about the broader subject of identity. It's a large and important subject, and it's one
we'll only scratch the surface of. The topic is critical, though, to the rest of the chapter, and

it's incredibly important to understand as a Cloud Pro. Although you're likely familiar with
on-premises identities via Active Directory, and although you might have some experience
with AD FS and Security Assertion Markup Language (SAML) identities, new identity models
and single sign-on (SSO) will become very real, accessible, and needed in the cloud. Identity is
what binds disparate cloud services together, and implementing it well can greatly improve the
end-user experience.

Before we go further, it will be helpful to define “identity.” An identity is an object that
represents a user. It can also represent a device, application, or service that can act like a user.
Typically, this object is registered and owned by a directory of some sort, but this doesn’t have
to be the case (such as with an anonymous user). An identity is usually associated with a name
and a password to allow sign-in to digital systems. Identities are unique within their directories,
and this uniqueness is usually ensured by a unique key (like a user principal name, GUID, or
both). The directory is responsible for providing the means of authenticating the identity, and
the digital system is responsible for associating the identity with a resource (authorization). In
simplistic terms, just think of an identity as a user account.

Cloud-only identities

The first and simplest identity scenario in the cloud is cloud-only identities. This model
resembles the one you're already familiar with on-premises. The concept applies to virtually
any cloud service, but we'll narrow our focus to Azure AD. With cloud-only identities, users
are given a user account in Azure AD. It is the directory of record for the identity. It has lots of
properties related to it, such as the person’s name, manager, email address, phone number,
and other useful details. The difference, though, is that the identities exist only in the cloud.
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When you sign up for Office 365 and create users, these are cloud-only identities. They are
uniquely identified in Office 365 by the User Principal Name (UPN), which is used to sign in to
Office 365. The default UPN is a <tenant>.onmicrosoft.com user name, but you can change it to
your custom domain if you add one. Typically, the UPN will look like an email address (user-
name@tenant.microsoft.com or username@contoso.com), but the UPN doesn't actually have to
be the user’s email address. It can be simpler and easier for users to work with if it is, though.

Any system that trusts Azure AD as an identity provider can use this identity to gain access.
All of the Microsoft cloud trusts Azure AD, meaning you can use your Azure AD account
to access any number of Microsoft cloud services. When you access SharePoint Online, for
example, you do so using your Azure AD identity.

Again, in a cloud-only identity scenario, a user has an account only in the cloud. The user
does not have an on-premises identity because that user might not be using Active Directory.

Synchronized identities

Most companies have an on-premises instance of Active Directory (or other directory). This
Active Directory instance is usually the company's system of record for identities. When a
company enables Office 365 for its users, it faces an identity dilemma. By default, Office 365
doesn’t know anything about the company’s on-premises implementation of Active Directory
and doesn't allow users to sign in with their Active Directory account. Therefore, a company
needs to create accounts in Office 365 for its users. As a result, users have two accounts to
manage, including two passwords to memorize. The users will use their Active Directory
account credentials on-premises and their Azure AD account in Office 365. This situation can
be made even more confusing when the user signs in to both accounts using the same user
name but then the passwords don't match.

Thankfully, this issue is not difficult to solve. You do so using synchronized identities. In this
scenario, the on-premises Active Directory instance is still the master of identities, but a service
runs to regularly push on-premises user data to Azure AD. All changes are made on-premises
and the service, AD Connect, runs regularly to make sure Azure AD looks the same as the
on-premises Active Directory. This synchronization process can include passwords. Technically,
the passwords are not synchronized with Azure AD, just the password hashes. If you choose to
include the password hash, your users will be able to sign in to both environments using what
looks to them like the same credentials with the same password. Syncing the password hashes
is not required, though, and you might have a policy that prohibits it. However, we highly
recommend that password sync be implemented.

Note that this is not the same as single sign-on (SSO). It's frequently called same sign-on.
With SSO, a single identity is used to access multiple systems. With same sign-on, although it
might look like they're only using one identity, the user actually has two separate identities in
two separate directories. The magic of synchronization, though, hides this reality from them.
The drawbacks are that because there are two accounts, there technically can be additional
maintenance and the potential for identity drift. Tools are available that can help you avoid
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these drawbacks. Unfortunately, we don't have the space in this book for a deep dive into the
technical implications of same sign-on vs. SSO.

Federated identities

The next scenario involves federated identities. This is the single sign-on model you likely have
heard much about. It is far and away the most complicated (and costly) model, but its coolness
and utility is commensurate with that cost.

With federated identities, one directory trusts another one for authentication. More
specifically, it trusts the tokens that the other one provides. We'll get to tokens in a moment.
Although it's not an approach required in all federated identity scenarios, Office 365 layers
the federated identity on top of synchronized identities. In its case, Office 365 has all the
information about the user and is able to leverage that information to provide rich experiences
when the user interacts with its various services.

The big difference between federated identities and synchronized identities with Office 365
is that Office 365 does not do the authentication. Instead, it relies on an external federated-
identity provider to do the authentication. This provider most commonly is a customer’s Active
Directory Federation Service (AD FS), although third-party federation services are supported
as well. Our focus is going to be on AD FS.

When an AD FS farm is deployed, it's connected to the on-premises Active Directory. When
a user signs in to Office 365, instead of using the regular sign-in page, the user actually is
redirected to the company’s AD FS servers, where she then signs in. This user is signing in to the
on-premises domain. The AD FS server then redirects the user back to Office 365, except this
time it assigns a security token telling Office 365 that the user has successfully been authen-
ticated. Because a trust has been established (technically, they both trust the same certificate
that signs the token), Office 365 lets the user through to wherever she was trying to go. Office
365 has delegated the authentication to the on-premises Active Directory.

REAL WORLD Not everybody will be using AD FS with Office 365 for identity federation.
At this time, Microsoft supports federation with 18 other federation providers in addition

to AD FS. To see a list of list of these providers and a description of what support exists for
clients, see the “Azure AD federation compatibility list” at https://azure.microsoft.com/docu-
mentation/articles/active-directory-aadconnect-federation-compatibility.

The security token that AD FS creates and sends to Office 365 is a short-lived cookie that is
stored in the user’s session. By default, the lifetime for an AD FS security token is 60 minutes
long. This security token is actually an SAML token that makes certain claims about the user. A
claim is a piece of information about the user, like the user’s User Principal Name (UPN), name,
and group membership. The receiving system takes a look at the token, verifies that it is signed
by the correct certificate and, because it also trusts that certificate, allows the user into the
system.
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Think of the token as if it was a passport. To enter another country, you must provide proof
of your identity. It must be in a specific format that countries will recognize as official. Before
letting you into the country, the border official will ask you for your passport. The official
checks to make sure it's valid and that you look like the picture on the passport. If everything
checks out, the border official allows you into the country. If not, you're turned away and are
unable to enter the country legally.

The process is depicted in Figure 3-9. In step 1, the border official stops you from reaching
your destination. You've previously received your passport from your home government, as
shown in step 2. In step 3, you present your password to the border official, who then lets you
through.

Home
Government

=
it

Border Official

Destination
Country

FIGURE 3-9 An illustration of border security requiring a passport

With identity federation and SAML claim-based authentication, the security token is like the
passport. This is depicted in Figure 3-10.

The user asks to get a document in Office 365, just as a traveler asks to enter a country.
Like the border official, Office 365 asks for proof of identity before it allows the transaction to
occur (step 1). The user goes to AD FS to get the token (step 2), like the traveler in the previous
illustration went to her government for a passport. AD FS authenticates the user against Active
Directory (step 3). The user receives the token from AD FS (step 4), which is the equivalent to
the passport, and presents it to Office 365 (step 5). Because Office 365 has been configured to
trust the signature of the AD FS that issued it (just as the border official trusts the country that
issued the passport), the security token is recognized as official. It then knows about the user
based on the claims in the token, such as the user's name and UPN. Office 365 looks in Azure
AD for the UPN (step 6), finds a match, associates the user's session with the Azure AD account,
and gives the user access to the document (step 7).
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FIGURE 3-10 The federated-identity authorization process

So why bother? Why go through all that extra work, when you can just do identity sync?
There are a number of good reasons to do the extra work, and Microsoft outlines some of
them in the page “Determine which directory integration scenario to use” at https.//msdn.
microsoft.com/library/azure/jj573649.aspx. Table 3-1is taken from that article.

TABLE 3-1 Decision matrix for password sync vs. single sign-on

I need to Dirsync with Pass- Dirsync with single
word sync sign-on
Sync new user, contact, and group accounts created in my Y Y

on-premises Active Directory to the cloud automatically

Sync incremental updates made to existing accounts in my Y Y
on-premises Active Directory to the cloud automatically

Set up my tenant for Office 365 hybrid scenarios

Enable my users to sign in and access cloud services using
their on-premises password

Reduce password administration costs Y Y
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I need to

Dirsync with Pass-

Dirsync with single

word sync sign-on

Control password policies from my on-premises Active Y Y
Directory

Enable cloud-based multi-factor authentication solutions Y

Enable on-premises multi-factor authentication solutions Y
Ensure user authentications occur in my on-premises Active Y
Directory

Implement single sign-on using corporate credentials Y
Customize the user Sign-In page Y
Limit access to cloud services based on the location, client Y

type, or Exchange endpoint of the client

Companies usually choose AD FS for four primary reasons:

= Passwords are kept on-site Because users sign in to AD FS, which is on-site and
controlled by the company, external systems don't need to have the users’ passwords.
Passwords stay within the firewall, which is considered safer. However, with Office 365
and Azure AD, the plain-text password itself is not actually synced, only the password

hash.

= AD FS can provide some additional authentication controls This approach might
include an extra level of filtering, such as basing it on IP addresses. It can, for example,
be used to prevent OneDrive for Business from syncing to noncorporate locations. It
also can provide MFA, although Azure AD also can do it with Premium licenses.

m AD FS can be a single-identity provider that can be used by many services, both
on-premises services and services in the cloud Any system that is configured
to trust AD FS identities can be accessed by a single log-on. With the token, the user
potentially can sign in to hundreds of systems and services but only have to sign in once.
This reason is often the primary one for choosing AD FS.

m AD FS can be configured so that users don’t have to sign in to Office 365 when
they're using a domain-joined device Saving users from having to log on to Office
365 can reduce friction and increase productivity.

If you want to implement federated identities, you need to deploy at least one AD FS
server and at least one AD FS Proxy server, although you'll likely want two of each to prevent
a single point of failure. The AD FS Proxy will often live in your perimeter network because it
will require inbound connectivity from the internet. If you already have an AD FS infrastructure
in place, you can take advantage of this investment and use it with Office 365. If you do not,
AD Connect can easily deploy everything you need through a simple interface. You also need
to configure identity sync using AD Connect. Some companies who configure federation
choose not to sync the password hashes. This will be especially true for companies with a policy

requiring passwords to stay on-premises.
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REAL WORLD If you don’t have a policy to keep all passwords on-premises and are look-
ing to implement federation, we highly recommend including the password hash when you
configure identity sync. Because federation introduces a dependency on the on-premises
AD FS system, if that system goes down, users will be unable to sign in to Office 365. If the
password hash is synced, you could turn off federation temporarily (or even permanently)
and there will be less of an impact on the users. Otherwise, you'll have to assign new pass-
words to all users if you decide to turn off federation. Including the password hash with your
sync is a good tool to have in your back pocket.

Identity sync with Azure Active Directory Connect

We mentioned Azure Active Directory Connect (AD Connect) multiple times, and now it's time
to start diving in. Our goal in this section is to equip you to understand the product so that you
can make the important design and configuration decisions needed for your organization. You
need to build it right the first time and then make sure it runs well.

MORE INFO For details on how to actually install and configure AD Connect, see “Set

up directory synchronization for Office 365,” at https://support.office.com/article/Set-up-
directory-synchronization-for-Office-365-1b3b5318-6977-42ed-b5c7-96fa74b08846, and
“Custom installation of Azure AD Connect,” at https://azure.microsoft.com/documentation/
articles/active-directory-aadconnect-get-started-custom.

Azure AD Connect overview

Azure AD Connect is the third generation of tools Microsoft has given us to sync identities
with Azure AD. The first one was simply called the Directory Synchronization tool, or DirSync.
Although that tool is still supported, DirSync is not released individually anymore. However,
because it had such a great impact, you'll still hear the synchronization process referred to as
“DirSync” even though AD Connect is being used. After DirSync, Microsoft released Azure AD
Sync, or AAD Sync. Although that's still supported, like DirSync, AAD Sync is no longer being
updated and will be retired. Both are being deprecated, and support ends on April 13, 2017.

In place of these two tools, Microsoft released AD Connect, which incorporates elements of
both and adds some significant capabilities. The most significant component AD Connect adds
is a wizard that can deploy, and integrate with, an AD FS farm for federated identities. Excellent.

AD Connect is a standalone service you install on a machine in your organization that will act
as the middleman between your on-premises Active Directory and Azure AD. It will regularly
read from Active Directory and synchronize users, groups, contacts, distribution lists, and other
items with Azure AD. If AD Connect is enabled and you have Azure AD Premium licenses, it can
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synchronize passwords from Azure AD back to the on-premises Active Directory. AD Connect
also can be used to deploy an AD FS farm to support federated identities. AD FS can be quite
complicated to deploy, but AD Connect makes it simple through an easy-to-use wizard inter-
face. Finally, it also provides a means to monitor the health of your sync and AD FS. AD Connect
Health tracks usage and prevents critical issues from occurring. AD Connect Health is a Premium
feature, though.

If you already have an AD FS farm deployed that you'd like to use, you can still use AD
Connect. If it's a Windows 2012 R2 AD FS farm, you can integrate it with AD FS. If the farm is AD
FS 2.0, you need to hook up the federation manually.

MORE INFO For an extremely good reference for AD Connect and an index of related
material, see the following articles:

m “Integrating your on-premises identities with Azure Active Directory” at https://
azure.microsoft.com/documentation/articles/active-directory-aadconnect

m "Azure AD Connect sync: Understand and customize synchronization” at https://
azure.microsoft.com/documentation/articles/active-directory-aadconnectsync-
whatis

Before you deploy AD Connect, you need to understand some important concepts and
be aware of key decisions that need to be made. The default settings provided in the tool
should be sufficient for most organizations. The tool even includes an Express Settings option
that deploys a full sync of all the needed attributes for a single forest, including the password
hashes. Before you choose this option, though, make sure you read through the design choices
in the next section to ensure that it's a good option for you. If you have a more complicated
environment, such as you do when you have multiple Active Directory forests or multiple
Office 365 tenants, make sure you review the topology options to understand which are
supported.

Design choices

When designing your AD Connect deployment, there are four primary factors to consider. The
first factor is your sourceAnchor, which uniquely identifies each object. The second is the user-
PrincipalName, which is what a user will use to sign in. The third factor is deciding what to do
if your on-premises Active Directory contains a nonroutable domain (like contoso.local). The
final factor is related to considerations about the availability of the AD Connect service.

Choosing the right sourceAnchor

If you're familiar with the concepts of relational databases and lookup tables, then think of the
sourceAnchor as the primary key for your sync. The sourceAnchor is a single attribute that will
be immutable for the lifetime of the object, and it's used to uniquely identify an object in both
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Active Directory and Azure AD. It's used by the sync to tie the two objects together and, as
such, the sourceAnchor must never change.

By default, objectGUID is used, and it's perfect for most environments. However, if you
have multiple Active Directory forests and you need to move objects between them, object-
GUID is not going to be a good choice. Even if you have a single forest, if you think there's a
good chance that your company will be merged with another in the future, you might want
to consider another attribute as well. It's important that you choose an attribute that will
not change. No, email is not a good option, because some people in the organization might
change their names.

You need to be sure to get the sourceAnchor correct the first time you set up AD Connect
because it cannot be changed. Make sure you record which attribute you use because you
will need to select it again if it becomes necessary to redeploy AD Connect. Ensure that it's
recorded as part of your disaster-recovery processes.

MORE INFO For a thorough treatment of the sourceAnchor, see Paul Williams’ blog
“Windows Azure Active Directory Connector part 3: immutable ID” at https://blog.msresource
.net/2014/03/10/windows-azure-active-directory-connector-part-3-immutable-id.

Choosing the right User Principal Name

An early decision to make is how you want your users to sign in to Office 365. Do you want
them to use the same login they use to sign in to their computer? Their email address? Do you
want them to use AD FS and single sign-on? The answers to these questions dictate what the
User Principal Name (UPN) should be in Azure AD.

The UPN is like the sourceAnchor in that it uniquely identifies a user. However, unlike the
sourceAnchor, it doesn't have to be immutable and users will need to know it. The UPN is what
the users will enter when they sign in, and it comes in the form of [username]@[domain], such
as brian.smith@contoso.com or brian.smith@contoso.onmicrosoft.com. Although it looks like an
email address, it does not have to be. Regardless, the UPN must be based on a domain name
that is internet-routable.

MORE INFO For more information about the sign-on options and their impact, see “Azure
AD Connect User Sign on options” at https://azure.microsoft.com/documentation/articles/
active-directory-aadconnect-user-signin.

Each user in your on-premises Active Directory implementation has a UPN. It is what
your users use when they sign in to their work computers. By far, it is best if the UPN chosen
for Azure AD matches the user’s on-premises UPN. If for whatever reason this is not a good
option (such as if the on-premises domain is not routable), you have the option of choosing
something else instead of the UPN. This is known as an alternate login ID. You can set this up in

Working with Azure Active Directory for Office 365


https://www.blog.msresource.net/2014/03/10/windows-azure-active-directory-connector-part-3-immutable-id
https://www.blog.msresource.net/2014/03/10/windows-azure-active-directory-connector-part-3-immutable-id
https://www.azure.microsoft.com/documentation/articles/active-directory-aadconnect-user-signin
https://www.azure.microsoft.com/documentation/articles/active-directory-aadconnect-user-signin

the Azure AD Sign-In Configuration page, shown in Figure 3-11, by changing the value of the
User Principal Name. Using an alternate login ID can let you choose something like the email
address instead of the UPN.

& Microsoft Azure Active Directory ¢

Azure AD sign-in configuration

Express Settings
To use on-premises credentials for Azure AD sign-in, UPN suffixes in username should match to one of the
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User Sign-In environment, along with the matching custem demain in Azure,
Connect to Azure AD Active Directory UPN Suffix Azure AD Domain
Sync contoso.local Not Added @
Connect Directaries mod495341.onmicrosoft.com Not Added 9
Azure AD sign-in
, Q
Domain/OU Filtering
Identifying users select the on-premises attribute to use as the Azure AD username
Fitering USER PRINCIPAL NAME @
Optional Features userPrincipalName H

Configure

[[] continue without zny verified domains

Users will not be able to sign-in Azure AD using their on-premises credentials.

FIGURE 3-11 Azure AD Sign-In Configuration page in AD Connect

Learn more

CAUTION Before you choose to use an alternate login ID, understand that it's not
compatible with all Office 365 scenarios. The issues are primarily related to Exchange Online
hybrid deployments. Also, the Azure AD Application Proxy (a feature available in the Basic
and Premium tiers) requires the UPN from Active Directory, so don't select an alternate
login ID if you expect to use this feature. Although Microsoft might solve the issues over
time, it's by no means a certainty. We recommend you read the following resources if you're
considering an alternate login ID:
m "Configuring Alternate Login ID" at https.//technet.microsoft.com/library/dn659436.
aspx
m Joe Palarchio’s blog “Office 365 — The Limitations of Alternate Login ID" at http.//
blogs.perficient.com/microsoft/2015/02/office-365-the-limitations-of-alternate-
login-id
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Dealing with a nonroutable domain

For users to sign in to Office 365, they must use a login ID that is associated with a domain
registered and validated with Office 365. This ID can be either the default <tenant>.onmicro-
soft.com domain or a custom domain (like contoso.com). For a lot of companies, their Active
Directory domains were not set up that way. They might have a nonroutable domain name, like
contoso.local. If this is the case for your environment, don’t worry—hope is not lost. You have
several options to choose from:

m Change your domain name Frankly, this option is not realistic for most
organizations. Changing your domain name can be a nightmare. If, however, you're
about to create a new domain or you're just starting one, now is your opportunity to
change it so that it's routable.

m Use an alternate login ID As discussed earlier in the section about UPNs, you can opt
to use a property other than the UPN (email address, for example). However, be aware
of the risks if you do so.

= Change the UPN of the on-premises Active Directory instance This option is likely
your best one and will be what a majority of organizations do. With this approach, you
add another UPN suffix to your domain using the Active Directory Domains and Trusts
snap-in. This UPN suffix matches the domain you want to use in Office 365 (for example,
contoso.com). Next, you update each user to use the new suffix. Although you can do it
manually, you can update all users at once using the Windows PowerShell Set-ADUser
cmdlet.

MORE INFO For more information about assigning a new UPN suffix, see “How to
prepare a non-routable domain (such as .local domain) for directory synchronization”
at https://support.office.com/article/How-to-prepare-a-non-routable-domain-such-as-
local-domain-for-directory-synchronization-e7968303-c234-46c4-b8b0-b5c93c6d57a7.

m Do nothing Technically, you do not have to address the issue at all. If not, users will
just be synced using the default @<tenant>.onmicrosoft.com. Although the sync will
work, expect that some Office 365 scenarios may not work as expected, such as Share-
Point hybrid. You also will not be able to use single sign-on with AD FS.

You can change the UPN at a future time. However, doing so is complicated and will affect
your users, so it's best to choose wisely up front.

Availability

As a Cloud Pro, you know that it's important that services remain available. It's imperative that
you give your users no reason to balk at adopting cloud technologies. As such, we would be
remiss if we did not touch on the topic of high availability for AD Connect.

Unfortunately, you don't have the options for high availability for AD Connect that you
do with most of Microsoft's current server technology. You're limited to running only a single
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instance of the sync for a given tenant. There are, however, several ways to work around this
limitation to maximize uptime:

= Make SQL Server highly available By default, AD Connect will install and use SQL
Server 2012 Express LocalDB to host its databases. However, you can use a full-featured
remote SQL Server instance instead. You can then configure that server for high
availability using standard means, such as SQL Server AlwaysOn Availability Groups or
Failover Clustering.

= Deploy a stand-by server in Staging Mode One of the options you have in the AD
Connect Wizard is to place the server in Staging Mode. With it, the server can be fully
set up for sync, except that the sync is not actually performed. As a result, a second or
third AD Connect instance could be set up (such as at a disaster-recovery location) in
Staging Mode and kept prepared for action. If the active instance is lost or needs to be
taken offline, you simply run through the wizard on the second server to take it out of
Staging Mode.

m Take advantage of virtualization Most, if not all, modern virtualization providers
have a way to move a virtual machine between hosts, either manually or automatically
(such as if there is a physical hardware failure). By simply deploying AD Connectina
virtual machine on such a system, you have a means of moving the service to another
host should there be an outage of the physical host.

m Rebuild Deploying and configuring AD Connect is quite quick and simple. As long as
the settings chosen have been documented (especially the sourceAnchor and UPN), it
might be just as easy to redeploy onto a new server. Correctly setting the sourceAnchor
allows the sync to reconnect to existing objects and pick up where the last one left off.

MORE INFO For more information about these availability strategies, see “Azure AD
Connect sync: Operational tasks and consideration [sic]” at https://azure.microsoft.com/
documentation/articles/active-directory-aadconnectsync-operations.

Topologies

Before you configure anything, you need to evaluate your Active Directory and Office 365
tenants to decide on a suitable topology. There are specific topologies Microsoft supports and
some that are not supported. The general rule is you can have only one AD Connect instance
per Office 365 tenant. We do not have the space to go into each topology in detail, but if
anything below raises a red flag, make sure to review “Topologies for Azure AD Connect” at
https://azure.microsoft.com/documentation/articles/active-directory-aadconnect-topologies.
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Supported topologies
The following topologies are supported by Microsoft:

m Asingle forest synchronizing through one AD Connect server to a single Azure
AD directory This scenario is your simplest and most likely. Express Settings in the
wizard supports this topology.

m  Multiple forests synchronizing through one AD Connect server to a single Azure
AD directory Note that the AD Connect server does not need to be domain joined. It
just needs to be able to communicate with the domain.

m  Multiple forests synchronizing to multiple Azure AD directories, each with their
own AD Connect server.

m Asingle forest synchronizing with multiple Azure AD directories through
multiple AD Connect servers In this topology, an object can exist in only one Azure
AD directory, so careful filtering must be implemented in each AD Connect instance.

= Any of the other topologies in this list with one AD Connect server and one or
more staging servers Adding an AD Connect server in Staging Mode can provide
increased availability for the service.

Unsupported topologies
The following topologies are not supported by Microsoft:

m Single or multiple forests synchronizing through multiple AD Connect instances
to the same Azure AD directory An Azure AD tenant can work with only one AD
Connect instance.

= One object synchronizing to multiple Azure AD directories An object can be
synchronized to only one Azure AD directory at a time.

Prepare for sync

After you figure out the architecture of your sync, you need to prepare to implement it. You'll
want to verify you can connect to Office 365 and run some scans. You also need to make sure
your on-premises Active Directory objects are clean and ready to be synced.

Validate health and connectivity

Obviously, if you're unable to connect to Office 365, you won't be able to sync with it. Your
Active Directory must also be healthy. The easiest way to do a simple validation of your
environment is by running the health, readiness, and connectivity checks from the server
that will host AD Connect. To run these checks, launch a wizard from the AD Connect
server by either going to https://portal.office.com/tools or walking through the Directory
Synchronization Wizard (which is launched from the Users page). The wizard will install the
Microsoft Office 365 Support Assistant, which will perform the checks. It will tell you if there
are any issues to resolve.
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Chapter 1, “Getting started as an Office 365 Cloud Pro,” discusses networking and connec-
tivity, and it provides some additional information on validating and preparing connectivity. It
might be a good idea to go back and review this material.

Clean up your Active Directory

If your environment is like most organizations, your Active Directory has been around for many
years and has seen many changes. It has likely built up all kinds of cruft. There might be dark,
dimly lit recesses of your Active Directory that haven't been reviewed in years. For the synchro-
nization to work, you need to make sure your Active Directory is as clean as possible.

For many Office 365 projects, this cleanup is often the most time-consuming and difficult
part. This cleanup includes making sure that each synchronized user has a unique email
address in the proxyAttribute attribute, has a valid and unique User Principal Name, and
ideally has correct demographic information (such as their name, department, title, and office
information). You also want to ensure each user doesn’t have any invalid characters in the
synced attributes. If the domain is configured with a nonroutable name, now is the time to
address that issue. All of this can be a daunting task.

MORE INFO For more information about what's involved in preparing the domain for sync,
see “Prepare to provision users through directory synchronization to Office 365" at https://
support.office.com/article/Prepare-to-provision-users-through-directory-synchronization-to-
Office-365-01920974-9e6f-4331-a370-13aea4e82b3e.

Thankfully, Microsoft provides you with a tool to make all of this easier: IdFix. This little tool
scans your Active Directory and reports any problem it finds. (See Figure 3-12.) Beware—the first
time you run it, the results can be quite overwhelming. IdFix makes the cleanup work easier by
automatically suggesting fixes to the objects. You can even make the changes right there in the
tool. Although you don't have to run IdFix before you sync, doing so will save you from repeat-
edly fixing failed syncs. Usually, the process is an iterative one in which you keep chipping away at
the list of errors until none are found. When IdFix comes back clean, it's time to go ahead with the

sync.
ve] IdFix version 1.09 - [e =]

1] Office 365 Query Accept  Apply  Export Import  Undo
DISTINGUISHEDNAME _ OBJECTCLASS  ATTRIBUTE  ERROR VALUE UPDATE ACTION
user userPrincipalName character david w@mod49... davidw@mod495... |EDIT
CN=Mke Nash,CN=Users,... user mai dupicale miken@mod4953... [Elmiken@mod3,.. |COMPLETE
CN=Kik Nason CN=Users... user mai dupicale miken@mod4953... [Elmiken@modg,.. |REMOVE
CN=Ray Mohman,C=Use... user mai . EDIT

CN=Chris Bamy CN=Users user i 1 1
CN=Amy Alberts CN=Users. .. user
CN=Kim Abercrombie CN=...  user I !
CN=Hazem Abolrous,CN=U... user
CN=Luka Abrus CN=Users, . user
CN=Humberto Acevedo.C... user
CN=Alexandre Silva CN=U... user

<<=l <l<l<l<l<l<l<]<x

Query Count: 326 Error Count: 11

FIGURE 3-12 The IdFix tool
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As you can see in Figure 3-12, the IdFix tool found 326 items in the directory and 11 errors.
The vast majority of these errors are related to a nonroutable domain (contoso.local) being
used in the userPrincipalName field. David Wright's UPN has a space, so we're accepting the
edit the IdFix tool suggested. You also can see that two users have the same email address.
We've told the tool to keep it for Mike but remove it for Kirk. Finally, Ray Mohman'’s email
address begins with a period. We removed it and told IdFix that we edited the field.

MORE INFO For more information about IdFix, see “Install and run the Office 365 IdFix
tool” at https://support.office.com/article/Install-and-run-the-Office-365-IdFix-tool-
f4bd2439-3e41-4169-99f6-3fabdfa326ac.

Deploying AD Connect

After you resolve all the issues found in your Active Directory, decide on the sourceAnchor and
UPN, and set up your custom domain setup (if needed), it's finally time to deploy AD Connect.
Although you can install it on a domain controller, it would be best to install it on its own
server. AD Connect is lightweight and doesn’t require many resources. If you're looking to do
a small deployment, the server can double-up as an AD FS server (although just make sure you
size the machine appropriately). We highly recommend you deploy on Windows Server 2012
R2, especially if you want to use AD FS.

There are great resources online that will walk you through all the details. It's all wizard-
driven, so it's actually quite simple. Again, see "Set up directory synchronization for Office
365," at https.//support.office.com/article/Set-up-directory-synchronization-for-Office-
365-1b3b5318-6977-42ed-b5c7-96fa74b08846, and “"Custom installation of Azure AD Connect,”
at https://azure.microsoft.com/en-us/documentation/articles/active-directory-aadconnect-get-
started-custom, for information on installing Azure AD Connect.

MORE INFO To download Azure AD Connect, go to https://www.microsoft.com/download/
details.aspx?id=47594.

The first thing you need to decide is whether to do an express or custom install. You
can choose Use Express Settings if you have a simple Active Directory deployment and are
planning to use all the defaults. Use it if you have a single forest, you want to sync all users and
all attributes, and you want to keep the default sourceAnchor (objectGUID) and UPN (userPrin-
cipalName). It will set up everything for you.

MORE INFO For more information, see “Getting started with Azure AD Connect using
express settings” at https://azure.microsoft.com/documentation/articles/active-directory-
aadconnect-get-started-express.
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However, if you're like us and you like to have a little more control, select Customize on the
first page of the wizard. Even if you decide to keep all the defaults, it can be good to see what
your options are. With a customized deployment you can do the following:

m Specify a custom installation location (such as on a data drive).

m  Use an already-existing SQL Server instance (if you want high availability or greater
control).

m Use an existing service account (which is not really recommended unless you're using a
proxy that requires authentication or you're using an existing SQL Server instance).

m Define custom local sync groups (but it's unlikely you'll want to).

m Choose to deploy AD FS. If you do so, there will be another section of the wizard that
will walk you through deploying AD FS, including specifying AD FS and AD FS Proxy
servers. Deploying AD FS has never been easier.

= Add multiple Active Directory directories. (No domain trusts needed.)

m Specify the User Principal Name (either userPrincipalName or an alternate ID—but
again, beware of doing so).

m  Configure which Active Directory organizational units (OUs) to sync.

m Specify the sourceAnchor and, if users are in multiple domains, what identifies a user as
unique.

m Specify a security group that contains the list of users to sync. This action is really meant
only for pilot deployments, not for production.

m Specify which attributes to include in the sync. The wizard does so on a per-Office-
365-application basis. If, for example, you know you're never going to use Skype for
Business, you can avoid syncing the attributes it needs.

m [fit's available with your licensing option, enable password or device writeback.
m [fyou chose AD FS as the sign-in method, specify whether or not to sync the password
hashes (to act as a fallback in case AD FS isn't working or needed).

m If Exchange is deployed in the domain, specify whether or not to configure Exchange
hybrid mailboxes or Office 365 Groups writeback.

m Choose additional attributes in the sync. A primary use case relates to user profiles in
SharePoint Online. You can map Azure AD properties to user property fields (either
existing or new ones) for use in such things as SharePoint customizations and Share-
Point Audiencing. An example of this is an employee ID. Attributes can also be used for
dynamic group membership.

= Place the server in or out of Staging Mode.

Note that you can run the wizard any time. You can use it to change settings, such as
deploying AD FS, adding AD FS servers, switching the authentication method, adding
attributes, and working with Staging Mode.
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MORE INFO For an excellent resource on installation using customized settings, see
“Custom installation of Azure AD Connect” at https://azure.microsoft.com/documentation/
articles/active-directory-aadconnect-get-started-custom.

Running a sync

In previous tools, the syncs were scheduled using Windows Task Scheduler or a separate
Windows service. Beginning with version 1.1 of the tool, AD Connect includes a scheduler that
can be customized, removing the need for external sync methods. By default, the sync runs
every 30 minutes, but you can change this to the frequency you need. You cannot, however,
schedule the sync to run more often than what Azure allows. This limit can be determined

by running the Get-ADSyncScheduler cmdlet and reviewing the AllowedSyncCyclelnterval
property. The results of the cmdlet are shown in Figure 3-13.

Administrator: Windows PowerShell
: 00:30:
: 00:3

6 8:56:35 PM
rg 5 rval :00

qEL)c]eEna1 ed
intenanceEnabled
StagingModeEnabled

FIGURE 3-13 Results of Get-ADSyncScheduler

If for some reason you can’t wait for the next sync (the time of which is displayed in the
NextSyncCycleStartinUTC property) and you need to start a sync, you can do so by running the
following PowerShell command:

Start-ADSyncSyncCycle -PolicyType Delta

This starts a delta sync, but if you need to do a full sync, change the PolicyType to Initial.
You can also stop a sync by running the Stop-ADSyncSyncCycle cmdlet. It finishes its current
connection and then stops.

MORE INFO Learn more about the scheduler by visiting “Azure AD Connect sync: Scheduler”
at https://azure.microsoft.com/documentation/articles/active-directory-aadconnectsync-

feature-scheduler.
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Configuring identity federation with Office 365

At this point, we've implemented identity sync using AD Connect, pushing our on-premises
user information into Azure AD and Office 365. This might be sufficient for most companies,
especially because it's free (or nearly so). As discussed previously, we have another identity
option available: federated identities.

Again, federated identities give users a secure, single-sign-on experience by using a trusted
external identity system that authenticates the user and issues a token that systems use to sign
in the user. This is most commonly done with AD FS, which is deployed on-premises. In this
section, we'll talk about how to configure identity federation with Office 365 using AD FS.

A brief intro to Active Directory Federation Services

We already talked a bit about AD FS, and we walked through an example scenario of a user
needing a document in Office 365. With AD FS, you have one or more AD FS servers. These are
the heart of the system, and they're what users log in to and what hands off the secure token.
AD FS can be used to provide single sign-on to services (like Office 365) using SAML tokens or
Windows Integrated authentication using Kerberos-constrained delegation. To do the latter,
the AD FS server must be in the same domain as the service or in a domain with a trust.

When a user requests access to a system configured for AD FS, that system redirects the
user to a page on the AD FS server. The user then enters his credentials and AD FS attempts to
log the user into the domain. If the login is successful, AD FS creates a token signed by a trusted
certificate, adds the token to the user’s session, and redirects the user back to the system. At
this point, the system sees that the session now has the token and, because it also trusts the
same certificate that signed the token, grants access to the user. As long as the user has the
token and the token hasn't expired, the user can then use that same token and sign on to other
services that trust that same AD FS system. The user needs to sign in only once instead of once
per system (hence, single sign-on). If the user is coming from a domain-joined machine and
other settings are correct, that initial sign-on is done for the user automatically. He can go
straight to Office 365, for example, without having to enter his credentials.

When using AD FS on-premises, you can generally stop with just the AD FS server. Actually,
it's highly recommended that you deploy at least two (behind a load balancer) for redundancy.
If, though, you want to use AD FS to authenticate users to systems from the internet, you
need to go a step further. It's important to protect your AD FS servers as you would a domain
controller, so you don't want to expose them directly to the internet. Instead, you deploy one
or more AD FS Proxy servers in your perimeter network (also known as DMZ, for demilitarized
zone). These servers protect the AD FS servers from direct access and channel appropriate
requests to them. As with the AD FS servers, you'll probably want at least two for redundancy
(also behind a load balancer).

This latter configuration with AD FS Proxy servers is what's recommended for use with
Office 365. With it, you configure an entry in your public DNS that points users to the AD FS
Proxy (or load-balanced endpoint).
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In the example topology shown next, we use fs.contoso.com as the DNS name, and it points
to the IP address on the load balancer, which is exposed in the perimeter firewall on port 443.
The internal DNS also has an entry for fs.contoso.com, but because we want users to go directly
to AD FS and not have to go out to the internet and back in through the proxies, we point the
record directly to the load balancer in front of the AD FS servers. Both internal and public DNS
records have the same name, fs.contoso.com, but they each point to a different IP address. This
configuration is what's called split-brained DNS, and it's primarily used to optimize perfor-
mance for internal users.

Figure 3-14 is an example of a typical, redundant AD FS topology we recommend.

AD FS Server
Actlve Directory '

AD FS Server ﬂ AD FS Proxy

Internal
User

Internal DNS External DNS
Name: fs.contoso.com Name: fs.contoso.com
IP:10.1.1.60 IP: 137.52.30.5

/

Load Balancer

Load Balancer Perimeter
Firewall

Corp

Firewall External

User

FIGURE 3-14 A typical AD FS topology

Deploying AD FS for Office 365

Unfortunately, once again, we do not have the space to go into detail about how to deploy

AD FS for Office 365. If you are able to deploy AD FS on Windows Server 2012 R2 servers, you
can use AD Connect to configure the servers. It will, however, still be up to you to provide any
load-balancing and firewall configurations you might need. You'll also need an SSL certificate
from a third-party provider (like VeriSign or DigiCert) that includes the DNS name of the AD FS
Proxy endpoint (such as fs.contoso.com). The domain should be at the 2008 functional level or
higher.

If you have access to Windows Server 2012 R2 servers for the deployment, AD Connect can
deploy most of this infrastructure for you in a simple wizard. You need to have the PFX certifi-
cate ready for the wizard or already installed on the servers. Then you simply give it the name
of the AD FS servers and proxies and tell it which custom domain to configure for federation.
The wizard does the rest.

MORE INFO For more details on how to do this, see the “"Configuring federation with AD
FS” section of “Custom installation of Azure AD Connect” at https://azure.microsoft.com/
documentation/articles/active-directory-aadconnect-get-started-custom/#configuring-
federation-with-ad-fs.
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MORE INFO For more information about AD FS on Windows Server 2012 R2, see the “AD
FS Design Guide in Windows Server 2012 R2" at https://technet.microsoft.com/library/
dn554245%28v=ws.11%29.aspx.

If you already have an existing AD FS farm, don’t worry—you can use it instead of deploying
a new one. If you don't already have an extranet scenario with AD FS Proxies accessible from the
internet, plan on adding this capability as part of the rollout. If the existing AD FS farm is running
Windows Server 2012 R2, you can integrate it with AD Connect using the wizard. (Choose “Use
an existing Windows Server 2012 R2 AD FS farm.”) If, however, it's an AD FS 2.0 farm (Windows
2008 or 2008 R2), you won't be able to use AD Connect to configure federation. Instead, you
must manually configure the federation from the AD FS server using PowerShell cmdlets.

MORE INFO For more information about AD FS 2.0 on Windows 2008 or 2008 R2, see the
“AD FS 2.0 Design Guide” at https://technet.microsoft.com/library/dd807036(ws.10).aspx.

Configuring Office 365 for federation

After the AD FS farm and its proxies have been fully configured, the last step is to configure
Office 365 for federation. Nonfederated domains are called managed or standard. You can
configure individual domains as either federated or managed. Both can exist in the same
tenant side by side, and you can even have multiple domains each federated with different
AD FS farms. The important thing, though, is that you verify the custom domain before you
attempt to federate it. You will not be able to configure federation on a nonverified domain.

If you deployed AD FS using Windows Server 2012 R2, you can simply use AD Connect and
select Federation With AD FS as the sign-in method. (See Figure 3-15.) The wizard will walk you
through the rest and configure Azure AD for you.
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FIGURE 3-15 The User Sign-In page of the AD Connect wizard

If you're using an AD FS 2.0 farm, you need to convert the domain manually via PowerShell.
You can do this from an elevated PowerShell console either on the primary AD FS server or
from another machine. Before doing so, make sure the Azure AD PowerShell module and
the Microsoft Online Services Sign-In Assistant have been installed. If you're running the
commands somewhere other than on the primary AD FS server, you first need to connect to
the AD FS server by using the Set-MsolADFSContext cmdlet, giving it the name of the primary
AD FS server. You will be prompted for administrator credentials. This command isn't needed if
you're on the AD FS server:

Set-Msol1ADFSContext -Computer Win2008ADFSO1.contoso.com

In the same PowerShell session, use the Convert-MsolDomainToFederated cmdlet to convert
the domain. The DomainName parameter specifies the domain to be converted. If your Azure
AD tenant needs to support federation with more than one domain, it's important to use the
SupportMultipleDomain switch each time. If, for example, you need to federate two domains,
use the SupportMultipleDomain switch with each of the Convert-MsolDomainToFederated
commands:

Convert-MsolDomainToFederated -DomainName "contoso.com" -SupportMultipleDomain
Convert-MsolDomainToFederated -DomainName "adatum.com" -SupportMultipleDomain

Notice that the cmdlet doesn’t have a parameter specifying the AD FS farm or its sign-in
URL. This is because either we are on the AD FS server when we run it or we used the Set-Mso-
IADFSContext cmdlet to connect to the AD FS server. The cmdlet reads the AD FS configuration
and configures the relying party trusts for us. Pretty nice!
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Once this is done, the domain should now be configured for federation with our AD FS farm.
Test it out by attempting to sign in to Office 365 using a federated account. Either you should
be able to sign directly into Office 365 using your currently signed-in credential or you should
be redirected to your AD FS sign-in page. If after signing in you are successfully signed in to
Office 365, you have successfully configured federation. Congratulations!

We recommend you consider doing one last optional thing: include the password hash in
the sync. With AD FS, you do not need to sync the password hash. It's more secure. However, if
you include the password hash, you have a contingency plan in case you need to temporarily
disable (or fully remove) federation. Otherwise, you'll have to generate new passwords for
all your users and distribute them. That certainly would not be a pleasant day. After your
federation is complete, simply go back into the AD Connect Wizard, choose the Customize
Synchronization Options task, and ensure that Password Synchronization is selected on the
Optional Features page. With luck, you'll never need to use it, but it's good to have it as a
backup if needed.

REAL WORLD Most organizations would like to pilot a technology before they decide to
adopt it. If you're just getting started with federation, implementing this strategy isn't a
challenge. However, it's not simple to pilot federation if the domain is already being synced
with Office 365. This is because the Convert-MsolDomainToFederated cmdlet converts all
users in the domain to federated. You cannot convert just a subset of users.

To pilot federation, you need to register a new, separate domain in Office 365 and go
through the whole sync and AD FS process. Yes, this means provisioning a new certificate.
From a high level, the process looks like this:

1. Register and verify the new domain.
2. Obtain a certificate for the new domain.

3. Remove the users’ Office 365 licenses before making the switch to ensure the UPN
change is synced (or use Set-MsolDirSyncFeature -Feature SynchronizeUpnForManage-
dUsers-Enable $True to enable UPN changes while licensed).

4. Inthelocal Active Directory, add the new domain as a UPN suffix and switch the pilot
users to that suffix.

5. Configure AD FS for federation using that domain.

6. After the users have been synced with the pilot domain and AD FS has been configured,
use Convert-MsolDomainToFederated to convert the pilot domain.

After the pilot is complete, you need to undo all that work to bring the users back to
their original UPNs. As you can see, this process involves a lot of work. If you haven't yet
implemented directory sync and you're looking to deploy AD FS, we recommend that you
do your federation proof of concept at the beginning, before all your users have been
onboarded to Office 365.
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Switching back to managed identities

After you convert to federated identities, you might find it necessary to switch the domain
back to managed or standard. You might do this permanently if you no longer want to use
federated identities, or you might need to do this temporarily if your AD FS infrastructure is
offline.

The process to do it is simple, but the method you use to do it depends on whether or not
the AD FS server is available. If you're doing it because of an AD FS failure, chances are that it
won't be available. If you're going to make the switch, keep in mind that it can take up to two
hours for it to take effect. Chances are, though, it won't take that long, but plan for it in your
decisions and timing for the conversion. The more users you have, the longer it will take.

If your AD Connect is online and it was integrated with your Windows Server 2012 R2 AD FS
farm, your easiest choice is to use the wizard to change the sign-in from Federation With AD FS
to Password Sync. AD Connect should take care of it for you.

If your AD FS server is available, you can use the Convert-MsolDomainToStandard cmdlet.
This is the preferred method. As mentioned earlier, either run it from the AD FS server or use
Set-MsolADFSContext first to connect to the AD FS server. You need to supply the PasswordFile
parameter and give it the path to a file that will be created (for example, C:\Temp\Passwords.txt).

If password sync is operational, the passwords will be overwritten and you won't need to
care about this file. (It's still required, though.) However, if you aren’t syncing your passwords,
you need to distribute the passwords in this file to your users. You also need to use the correct
SkipUserConversion parameter. If you're permanently moving away from federated identities,
this value should be $false. A value of $false converts all the users to managed identities. If,
however, this is a temporary conversion, make sure the value is $true.

The following command permanently converts the contoso.com domain from federated to
managed:

Convert-MsolDomainToStandard -DomainName contoso.com -SkipUserConversion $false
-PasswordFile C:\Temp\Passwords.txt

If your AD FS server is not available, you can't use the Convert-MsolDomainToStandard
cmdlet. Instead, you need to use Set-MsolDomainAuthentication. For example:

Set-Mso1DomainAuthentication -DomainName contoso.com -Authentication Managed

When AD FS is available again, either switch the sign-in method in AD Connect or run
Convert-MsolDomainToFederated:

Convert-MsolDomainToFederated -DomainName contoso.com
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Microsoft Windows PowerShell. See PowerShell
migration. See SharePoint Online, content migration
mobile applications, Office 365 client interactions, 125
mobile device mailbox policies, 154
Mobile Device Management (MDM) for Office 365
access-controlled apps, 152-153
configuring, 155-161
device policies, 157-160
preparing for, 155-157
device management, overview, 161
Exchange Active Sync and, 153-154
Microsoft Intune and, 153
overview of, 150-153
policies, publishing of, 160
supported devices, 152
mobile device management (MDM), overview of,
148-150



Mobile Device Management (MDM), SharePoint
Online, 88
MS Online Services Sign-In Assistant, 21-22

multi-factor authentication (MFA), Azure AD overview,

55-56
My Site
data migration, 271-279
common problems with, 274-276
file share migration, 277-278
search-first migrations, 278-279
source material concerns, post-migration, 278
what won't migrate, 272-273
OneDrive for Business architecture and, 128-129
OneDrive for Business, user deletion, 129-130
PowerShell cmdlets for, 133-134
secondary administration, 130, 132-133
My Site Root Web, OneDrive for Business architecture,
128-129
My Site Secondary Admin, 132-133
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Network, Delve Analytics, 219-220
networking
clients and Office 365, 126127
Cloud Pro skills, 4
preparing for Office 365, 8—9
networking, professional, 4
New, use in PowerShell, 15
New-MobileDeviceMailboxPolicy, 154
NewMsolGroup, 37
New-MsolUser, 33-35
New-SPOSite, 43
New-UnifiedGroup, 214
Next Generation Sync Client, 131-132
nonroutable domain, Azure AD Connect and, 72
NoWait switch, 43
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OAuth, Cloud Pro skills, 3
object model names, Ul names and, 96-97
objectGUID, 70
objects
identity and, 62
PowerShell, 16-18

Office 365. See also PowerShell

collections, overview of, 20
filters, Where-Object, 32
SharePoint Online
Client-Side Object Model (CSOM), 107-112
retrieving with Client-Side Object Model (CSOM),
110-112
Ul names and object model names, 96-97

OData, BCS hybrids and, 179-180
Office 365. See also PowerShell

admin centers, overview of, 11-13
change, pace of, 6-8
clients, mobile device and browser support, 123-124
clients, nonbrowser tools for client interaction,
124-125
Cloud Pro skills, 5
configuring for federation, 81-83
deploying Active Directory Federation Services (AD
FS), 80-81
email client interactions, 124
extensible app launcher, 180181
getting started, 10
hybrids
data location decisions, 168
identity synchronization, 166
lost connectivity and, 169
non-hybrid services and, 170171
options for, 164-165
temporary vs. permanent solutions, 168-169
test environments, 169-170
workloads, environment decisions, 166-168
Mobile Device Management (MDM) for Office 365
access-controlled apps, 152-153
configuring, 155-161
device management, overview, 161
device policy configuration, 157-160
Exchange Active Sync and, 153-154
Microsoft Intune and, 153
mobile device management, overview of, 148-153
policies, publishing of, 160
supported devices, 152
mobile parity, 208
networking with clients, 126127
Office ProPlus
update channels, 146-148
update channels, configuring for users, 148
updates, release validation, 145-146
Office ProPlus, client interactions
change management, 144-145
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Office 365. See also PowerShell Continued
deploying Office ProPlus, 137-144
subscriptions, overview, 136-137

Office Suite interactions with, 124
OneDrive for Business
architecture, 128-129
client interactions, overview, 127-128
management of, 132-135
restricting sync to safe domains, 135-136
user deletions, 129-130
OneDrive for Business client interactions, 125
OneDrive, overview of, 130
Power Bl client interactions, 125
PowerShell client interactions, 125
PowerShell, requirements for, 21
PowerShell, uses for, 12-13
preparing the network, 8-9
REST APIs, overview of, 12-13
SharePoint Online
architecture, 89-90
licensing, update channels, and tenant types,
90-91
working from Explorer, 125-126
Skype for Business client interactions, 125
updates, release validation, 145-146
Yammer, overview of, 203-205
Office 365 Admin app. See also Office 365 Groups
client interactions with, 124
Office 365 Admin Center
client interactions with, 124
custom domain names, creating, 58-60
software download settings, updates, 148

Office 365 API Reference, 13

Office 365 API Sandbox, 13

Office 365 Business, Business Premium, 137. See also

Office ProPlus
Office 365 Enterprise E3, Government, 137.
See also Office ProPlus
Office 365 Enterprise E4, Government, 137.
See also Office ProPlus
Office 365 Enterprise E5 Education, 137.
See also Office ProPlus
Office 365 Groups
configuring of, 209-211
creating with Outlook, 212-213
group email, sending of, 215
group site quotas, 215-216
managing, cmdlets for, 214

overview of, 207-209
privacy type, updating, 213-214
Office 365 Home, Personal, 137. See also Office ProPlus
Office 365 liaison, 251-252
Office 365 Nonprofit Business Premium, 137. See also
Office ProPlus
Office 365 Nonprofit E3, 137. See also Office ProPlus
Office 365 Nonprofit E5, 137. See also Office ProPlus
Office 365 ProPlus, 137. See also Office ProPlus
Office 365 Security and Compliance Center, 136
Office 365 service applications, SharePoint Online
Records Management, 114
Office 365 Video Portal. See Video Portal
Office Customization Tool, 143-144
Office Deployment Tool, 142-143, 148
Office for Mac, Office ProPlus deployment, 138-139
Office Graph, 12
Delve and, 217
SharePoint Online settings, 95

Office Graph Development, SharePoint Online Delve, 87

Office Online, 137
Office Online Server, SharePoint Online and, 88
Office ProPlus
change management, 144-145
deployment of, 137-144
Administrative Template files, 143-144
Click-to-Run installations, 137-138
Click-to-Run, convert to App-V package, 140
configuration XML files, 140-142
Group Policy and, 143-144
IT-managed deployment, 139-144
Office Customization Tool, 143-144
Office Deployment Tool, 140, 142-143
self-service deployment, 138-139
tools for management and deployment, 143-144
subscriptions, overview, 136-137
updates
channels for, 146-148
configuring user update channels, 148
Office 365 release validation, 145-146
Office Web Applications, 137
OneDrive, 130
Next Generation Sync Client, 131-132
OneDrive Deployment Package, 135
OneDrive for Business. See also Office 365 Groups
architecture, 128-129
hybrid options, 164
management of, 132-135



additional resources, 132
Group Policy, configuring, 134-135
My Site Secondary Admin, 132133
Next Generation Sync Client, 131-132
Office 365, client interactions, 125
Office Online, 137
overview of, 127-128
PowerShell, use of, 133-134
ProvisionSharedWithEveryoneFolder, 49
removing user access, 47
restricting sync to safe domains, 135-136
users, deletion of, 129-130
working with Explorer, 125-126
OneDrive Sync, SharePoint Online settings, 95
OneNote. See Office 365 Groups; Office ProPlus
on-premises data gateway
deployment of, 194-195
overview of, 192-194
publishing data through, 195-200
Organization-Wide Device Access, 151
OrphanedPersonalSitesRetentionPeriod, 129-130
Outbound SharePoint hybrid search, 164
Out-File, 33
Outlook. See also Office 365 Groups; also Office ProPlus
creating Office 365 Groups, 212-213
Outlook.com. See Office 365 Groups
owners, SharePoint Online sites, 100-102
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parameters
create users, New-MsolUser, 33-35
for PowerShell cmdlets, 15-16
passwords
as secure strings, 109
Azure AD Connect, overview, 68-69
Azure AD, publishing integrated applications,
183-184
client context, creating with SharePoint Online,
109-110
connecting to Office 365 with PowerShell, 22-23
create users, New-MsolUser, 33-35
federated identities, overview of, 64-68
ForceChangePassword, 34
Set-MsolUserPassword, 36
synchronized identities, 63-64

Power BI

performance
networking, clients and Office 365, 126127
session load time, improving with PowerShell, 27-28
performance profiling and monitoring
Cloud Pro skills, 3
network testing and tuning resources, 8
preparing network for Office 365, 8-9
permissions
Azure Active Directory, overview of, 54-55
data migration problems, 276
hybrid search and, 178
OneDrive for Business, configuring, 134-135
Security and Compliance Center, administrator roles
and permissions, 236-239
SharePoint Online
get permissions, Get-SPOUser, 44-46
site collection administrators and owners, 112-114
site collections (SPSites), 99-102
tenant governance, 256-257
Video Portal settings, 229
PersonalSpace, 133134
photos, Office 365 Groups, 214
pipe character (|), 18-19
pipeline, PowerShell cmdlets and, 18-19
Platform as a Service (PaaS), Cloud Pro skills, 2—-3
point of need, defined, 208-209
policies
Advanced Security Management
activity policies, 243-244
alerts overview, 240-242
anomaly detection, 245-247
threat detection, 242-243
mobile device mailbox policies, 154
Mobile Device Management (MDM) for Office 365,
150-153
mobile device policies, publishing of, 160
mobile device policy configuration, 157-160
site security monitoring, governance of, 256-257
ports, preparing network for Office 365, 8-9
Power Bl
hybrid options, 165
hybrids, surfacing on-premises data
on-premises data gateway, deployment of,
194-195
on-premises data gateway, overview of, 192-194
on-premises data gateway, publishing data with,
195-200
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overview of, 191-192
Office 365, client interactions, 125
SharePoint Online, overview of, 87
PowerApps, 165
PowerPoint. See Office ProPlus
PowerShell
$ special variable, 35
Azure Active Directory, working with, 29-41
create users, New-MsolUser, 33-35
Get-MsolCompanylnformation, 30
Get-MsolDomain, 30
Get-MsolRole, 31
Get-MsolRoleMember, 31
Get-MsolServicePrincipal, 40-41
Get-MsolUser, user information, 32-33
licenses, working with, 37-40
security groups, Get-MsolGroup, 36-37
tenant, working with, 30-31
update users, Set-MSolUser, 36
backtick ("), 103
Cloud Pro skills, 2-3
cmdlets, overview of, 14-16
collections, 20
connecting
to all services at once, 26-28
to Exchange Online, 24
to Office 365, 22-23
to Office 365, with Azure Active Directory, 23
to Security and Compliance Center, 25
to SharePoint Online, 24
to Skype for Business Online, 25
federation, configuring Office 365 for, 82
ForEach-Object, 18-19
improving session load time, 27-28
installing client components, 21-22
managed metadata service and hybrids, 171
objects and variables, overview of, 16-18
Office 365 Groups
group site quotas, 216
mailbox policy, 215
management of, 214
Office 365, working with
additional resources, 29
client interactions, 125
overview, 28-29
OneDrive for Business, use with, 133-134
overview of, 13-14
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pipeline, 18-19
removing sessions, 24-26
requirements, 21
Security and Compliance Center, working with, 50
SharePoint Online Management Shell, 107-112
SharePoint Online, working with
add or remove users, Add-SPOUser,
Remove-SPOUser, 46
configuring SharePoint Online, 102-107
creating site collections, New-SPOSite, 43
Data Loss Prevention (DLP) script, 103-107
deleting site collections, Remove-SPOSite, 44
external users, 47-48
get permissions, Get-SPOUser, 44-46
groups, working with, 47
important knobs and switches, 48—49
overview and resources, 41-42
restoring site collections,
Restore-SPODeletedSite, 44
Revoke-SPOUserSession, 47
site collection admin, Set-SPOUser, 46-47
site collections list, Get-SPOSite, 42
uses for, overview of, 12-13
Where-Object, 18
PowerShell Integrated Scripting Environment (ISE), 22
Preview Features, SharePoint Online settings, 96
Privacy, Office 365 Groups configuration, 211, 213-214
Product element, Office ProPlus XML configuration,
140-142
Profile Settings, Delve, 226
profiles, hybrid, 180
properties, PowerShell collections, 20
Property element, Office ProPlus XML configuration, 141
ProvisionSharedWithEveryoneFolder, 49
proxies
Azure AD Application Proxy, 55, 60-62
preparing network for Office 365, 8—9
publishing on-premises applications, 184191
public folders. See Office 365 Groups
public key infrastructure (PKI), Cloud Pro skills, 4
Publisher. See Office ProPlus
push notifications, 156-157
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query federation, 172-173



security. See also governance; also Security and Compliance Center
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Records Management, SharePoint Online
administrator and user settings, 113-114
configuring, 94

Region and Industry settings, Service Assurance,

233-234
Remote Desktop Services, Office ProPlus deployment
and, 144

remote result source, 173

remote systems. See hybrids, Office 365

remote wipes
Exchange Active Sync, 153-154
iOS email policy configuration and, 158
Mobile Device Management (MDM) for Office 365,

150-153

Remove element, Office ProPlus XML configuration, 141

Remove, use in PowerShell, 15

Removelicenses, 39-40

Remove-SPOExternalUser, 48

Remove-SPOSite, 44

Remove-SPOUser, 46

Remove-UnifiedGroup, 214

Remove-UnifiedGroupLinks, 214

Remove-UserPhoto, 214

reports
Azure Active Directory (AD), overview of, 56
GRC assessment reports, 234
ISO reports, 234
Service Compliance Reports, 234
SharePoint Online, search usage, 121
SOC/SSAF 16 reports, 234

Require Managing Email Profile, 158

requirements, content migration and, 263-265

REST APIs, uses for, 12-13

Restore-SPODeletedSite, 44, 129-130

ReturnDeletedUsers, 32

Revoke-SPOUserSession, 47

risk management. See governance

role groups, administrator permissions, 237-239

roles, administrator permissions, 237-239

root site, use of term, 97

running workflows, data migration and, 272

S

Safari, Office 365 support for, 124
SAML, Cloud Pro skills, 3
sandboxed solutions, data migration and, 276
scripting language, defined, 14
scripts. See also PowerShell
Cloud Pro skills, 3
Hey, Scripting Guy blog, 14
scripting with PowerShell, overview, 13
SharePoint Online Management Shell and, 107-108
search. See also Delve
Data Loss Prevention (DLP), SharePoint Online,
103-107
SharePoint hybrids
Cloud SSA searches, 175-179
federated queries, 172-173
one-way, inbound classic search, 174
one-way, outbound classic search, 173-174
options, 164
remote result source, 173
two-way classic search, 175
SharePoint Online
immediate crawl setting, 119
query suggestions, 120121
search schema, 119-120
usage reports, 121
tenant governance and, 256
search schema, defined, 177
search service applications (SSAs)
federated queries, SharePoint hybrids, 172-173
Search, SharePoint Online, 94
search-first migrations, 278-279
SearchResolveExactEmailOrUPN, 49
Secondary Owners, My Site, 130
secure store service, tenant governance, 257
Secure Store, SharePoint Online, 94, 182
security. See also governance; also Security and
Compliance Center
Azure Active Directory, overview of, 55-56
Cloud Pro skills, 4
federated identities, overview, 64—-68, 79-80
Government Office 365 and, 90-91
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security. See also governance Continued
Mobile Device Management (MDM) for Office 365,
150-153
Mobile Device Management (MDM), SharePoint
Online, 88
mobile device policy configuration, 157-160
OneDrive for Business, configuring, 134-135
passwords, as secure strings, 109
SharePoint Online
Data Loss Prevention (DLP), 88, 103-107
site collection administrators and owners, 112-114
site collections (SPSites), user permissions, 99
working from Explorer and, 125-126
Yammer, features of, 203-205
Security and Compliance Center. See also governance
alerts
activity logging, 248
activity policies, 243-244
anomaly detection policies, 245-247
management of, 240-242
overview of, 240
threat detection, 242-243
Audited Controls, 235-236
connecting with PowerShell, 25
improving session load time, 27-28
mobile device policy configuration, 157-160
overview of, 231-232
PowerShell, working with, 50
roles and permissions, 236-239
Service Assurance, 232-234
trust documents, 235
security groups, Get-MsolGroup, 36-37
Send to action, SharePoint Online Records
Management, 113
Send to URL, SharePoint Online Records Management, 113
Server Resource Quota, SharePoint Online Records
Management, 114
server-to-server (S29) trusts, 181-182
Service Applications, SharePoint Online Records
Management, 114
Service Assurance. See also Security and Compliance
Center
dashboard, 233-234
overview of, 232-234
Service Compliance Reports, 234
Set, use in PowerShell, 15
Set-MsolADFSContext, 82
Set-MSolUser, 36

Set-MsolUserLicense, 36, 39-40
Set-MsolUserPassword, 36
Set-SPOTenant, 49
OrphanedPersonalSitesRetentionPeriod, 129-130
Set-SPOTenantSyncClientRestrictions, 135-136
Set-SPOUser, 46-47
IsSiteCollectionAdmin, 133
Settings, SharePoint Online, 94-96
Set-UnifiedGroup, 214
Set-UserPhoto, 214
shared files. See Office 365 Groups
SharedComputerLicensing, 141
SharePoint
admin center URL, 12
architecture, overview of, 86-90
Next Generation Sync Client, 131-132
OneDrive for Business sync client, 127-128
OneDrive for Business, architecture, 128-129
overview of, 85
third-party products and, 88—-89
SharePoint Cloud Search Service Application
(Cloud-SSA), 164
SharePoint Designer, Office ProPlus deployment,
138-139
SharePoint Insights, 165
SharePoint Newsfeed, 204-206
SharePoint Online. See also hybrids, Office 365; also site
collections (SPSites), SharePoint Online
architecture, overview of, 86-90
client context, creating, 109-110
client side object model, overview, 107-112
Cloud Search Service Application (Cloud-SSA) and,
175-179
configuring
configuration checklist, 95-96
overview of, 93-95
provisioning process, 92-93
connecting with PowerShell, 24
Data Loss Prevention (DLP), 88
PowerShell script for, 103-107
Delve, 87
download and install, 22
groups, create custom site groups, 100
hybrid options, 164-165
Information Rights Management (IRM), 88
licensing, update channels, and tenant types, 90-91
managed metadata service (MMS), overview of,
116-119



SharePoint on-premise, data migration

Mobile Device Management (MDM), 88 design, preliminary, 265-267
Office 365, client interactions, 125 Go Live phase, 267
Office Online, 137 methodology for, 262-263
Office Online Server, 88 overview, 261-262
OneDrive for Business requirements phase, 263-265
architecture, 128-129 running a migration project, 282-283
PowerShell, use with, 133-134 scenarios and scope
restricting sync to safe domains, 135-136 Big Bang migrations, 270
sync client, 127-128 decisions about data, 268-269
Power BI, 87 determining tools for job, 270-271
PowerShell commands, resource for, 29, 41-42 information architecture, 268
PowerShell, working with test migrations, 269
add or remove users, Add-SPOUser, SharePoint on-premises and My Site content,
Remove-SPOUser, 46 271-279
creating site collections, New-SPOSite, 43 common problems with, 274-276
deleting site collections, Remove-SPOSite, 44 file share migration, 277-278
external users, 47-48 My Site considerations, 273-274
for configuring SharePoint Online, 102-107 search-first migrations, 278-279
get permissions, Get-SPOUser, 44-46 source material concerns, post-migration, 278
groups, working with, 47 what won't migrate, 272-273
important knobs and switches, 48-49 test phase, 267
restoring site collections, Restore-SPODeletedSite, ~ SharePoint Online, content migration to
44 change management, 279-281
Revoke-SPOUserSession, 47 design, final, 267
site collection admin, Set-SPOUser, 46-47 design, preliminary, 265-267
site collections list, Get-SPOSite, 42 Go Live phase, 267
search settings methodology for, 262-263
immediate crawl, 119 overview, 261-262
query suggestions, 120-121 requirements phase, 263-265
search schema, 119-120 running a migration project, 282-283
usage reports, 121 scenarios and scope
site security monitoring, 256-257 Big Bang migrations, 270
social networking, SharePoint Newsfeed, 204-206 decisions about data, 268-269
SPSite architecture, 96-99 determining tools for job, 270-271
tenant-wide settings, Records Management, 113-114 information architecture, 268
third-party products and, 88-89 test migrations, 269
User Purchases, 112 SharePoint on-premises and My Site content,
Video Portal, 87 271-279
working from Windows Explorer, 125-126 common problems with, 274-276
SharePoint Online Admin Center, 132133 file share migration, 277-278
SharePoint Online Client SDK, 109 My Site considerations, 273-274
SharePoint Online Management Shell, 24, 107-112 search-first migrations, 278-279
SharePoint Online Migration APl User Guide, 271 source material concerns, post-migration, 278
SharePoint Online Secure Store Service, BCS hybrids and, what won't migrate, 272-273
179-180 test phase, 267
SharePoint Online, content migration SharePoint on-premise, data migration,
change management, 279-281 271-279
design, final, 267 what won't migrate, 272-273
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SharePoint Server search service applications (SSAs),
172-173
SharePoint Server, on-premises, 86—90
content migration
common problems with, 274-276
file share migration, 277-278
search-first migrations, 278-279
source material concerns, post-migration, 278
what won't migrate, 272-273
hybrid options, 164-165
hybrids, identity synchronization, 166
Power Bl and, 87
third-party products and, 88-89
SharePoint Workspace, 131
SharePoint, hybrid solutions
Cloud SSA, hybrid search and, 175-179
extensible app launcher and, 180-181
hybrid profiles, 180
hybrid site following, 180
one-way inbound hybrid BCS, 179-180
one-way, inbound classic search, 174
one-way, outbound classic search, 173-174
overview of, 172
prerequisites for, 181-182
publishing on-premises applications, authentication,
188-191
query federation, 172-173
two-way classic search, 175
Sharing, SharePoint Online, 94, 114
shells, defined, 14. See also PowerShell
Show options, SharePoint Online settings, 95
ShowAllUsersClaim, 49
ShowEveryoneClaim, 49
ShowEveryoneExceptExternalUsersClaim, 49
single sign-on (SSO)
Azure AD, publishing integrated applications,
183-184
federated identities, 64-68, 79-80
synchronized identities and, 63-64
Site Collection Storage Management, SharePoint Online
settings, 95
site collections (SPSites), SharePoint Online
administration of
administrators and owners, 112-114
dynamic groups, 101-102
inheritance and, 98-99
lists and libraries, 98
people and groups, 100-102

PowerShell cmdlets for, 133-134
secondary administration, OneDrive for Business
and, 132-133
site collection admin, Set-SPOUser, 46-47
site collection governance, 252-255
site owners vs. administrators, 97-99
site-collection lifecycle, 114115
user permissions, 99
Client-Side Object Model (CSOM), 107-112
configuring, 94
creating site collections, New-SPOSite, 43
deleting site collections, Remove-SPOSite, 44
lifecycle for, 114-115
OneDrive for Business
architecture, 128-129
restricting sync to safe domains, 135-136
restoring site collections, Restore-SPODeletedSite,
44
SharePoint Online architecture, 89-90
site collections list, Get-SPOSite, 42
SPSites use of term, 96
SPSites, architecture of, 96-99
SPWeb, retrieving objects, 110-112
SPWeb, use of term, 96
SkyDrive Pro, 131
Skype for Business. See also Office ProPlus
admin center URL, 12
content migration, 262
Delve and, 87
download and install, 22
hybrid options, 165
Office 365, client interactions, 125
Office ProPlus deployment, 138-139
Skype for Business Online, connecting with PowerShell,
25
SOC/SSAF 16 reports, 234
social networking
collaboration context, types of, 202-203
content-driven socialization, 202
context-driven socialization, 202
Delve
Analytic, overview of, 219-220
configuring and administering, 220-224
end-user configuration, 225-226
hiding documents from, 224-225
interface, boards and, 217
overview of, 216-217
user concerns, FAQs, 218



Office 365 Groups
configuring of, 209-211
creating with Outlook, 212-213
group email, sending of, 215
group site quotas, 215-216
managing, cmdlets for, 214
mobile parity, 208
overview of, 207-209
privacy type, updating, 213-214
overview of, 201-202
planning for, 230
social collaboration default settings, 205-206
updating social feeds, 205-206
Video Portal
configuring of, 228-229
disabling of, 230
management of, 229-230
overview, 226-228
video file formats, 228
Yammer add-ins, 206-207
Yammer, overview of, 203-205
Software as a Service (SaaS)
Azure Active Directory, overview of, 54-55
Cloud Pro skills, 2-3
publishing integrated applications, 183-184
source control, Cloud Pro skills, 4
source materials, data migration and, 278
sourceAnchor, Azure AD Connect, 69-70
SPO Admin Center, My Site secondary owners, 130
Spotlight, Video Portal settings, 229
SPSites. See site collections (SPSites), SharePoint Online
SPWeb. See site collections (SPSites), SharePoint Online
SQL Server
Azure AD Connect availability and, 72-73
on-premises data gateway, publishing data, 195-200
SQL Server Analysis Services (SSAS)
on-premises data gateway and, 193-194
Staging Mode, Azure AD Connect availability and, 72-73
standard domains, 81
Start a Site, SharePoint Online settings, 96
storage
Cloud Pro skills, 4
Office 365 Groups, site quotas for, 215-216
Video Portal files, 227, 229-230
Storage Quota, SharePoint Online Records
Management, 114
StorageQuota, 43

tokens, federated identities and

Streaming Video Service, SharePoint Online settings, 95
structured collaboration, 202. See also social networking
subwebs, use of term, 97
SupportMultipleDomain, 82
synchronization. See also OneDrive for Business
Exchange Active Sync, 153-154
hybrids, identity synchronization, 166, 170, 181-182
Mobile Device Management (MDM) for Office 365
and, 150-153
Next Generation Sync Client, 131-132
OneDrive for Business
configuring, 134-135
overview, 127-128
restricting sync to safe domains, 135-136
synchronized identities, 63-64
system for cross-domain identity management (SCIM)
protocol, 184

T

TargetVersion, 141
taxonomies, managed metadata service (MMS)
overview, 116-119
templates, creating site collections, 43
tenant, cloud analogy of, 5-6
tenants. See also Azure AD (Azure Active Directory)
Azure Active Directory service tiers, 60—-62
custom domain names, Azure AD and, 58-60
governance of, 255-259
additional services, planning for, 259
Managed Metadata Service governance, 257-259
secure store service, 257
site security monitoring, 256257
Government Office 365, 90-91
OneDrive for Business, architecture, 128-129
SharePoint Online, tenant types and, 90-91
Term Store Administrator, 117, 257-259
Term Store, SharePoint Online
configuring, 94
managed metadata service (MMS), overview of,
116-119
tenant governance, 257-259
test environments, hybrids, 169-170
threat detection, Azure Active Directory (AD)
overview, 56
tokens, federated identities and, 64-68, 79-80

301



troubleshooting, Microsoft Connectivity Analyzer

302

troubleshooting, Microsoft Connectivity Analyzer, 8-9
trusts
hybrids, identity synchronization, 166, 181-182
Microsoft reports about, 235

U

Ul experience, SharePoint Online settings, 95
Ul names, object model names and, 96-97
UnlicensedUsersOnly, 32
update channels
configuring user update channels, 148
Office ProPlus, 146-148
SharePoint Online, overview of, 90-91
UpdatePath, 141
updates
Office ProPlus
change management, 144-145
configuration XML files, 141-142
configuring user update channels, 148
Group Policy and, 143-144
Office 365 release validation, 145-146
update channels, 146-148
OneDrive for Business, configuring, 134-135
Updates element, Office ProPlus XML configuration,
140-142
UPN. See User Principal Name (UPN)
URLs
client context, creating with SharePoint Online, 109
data migration problems, 274-275
preparing network for Office 365, 8-9
user experience
content migration, communication about, 279-281
Delve, end-user configuration, 225-226
Delve, FAQs, 218
networking, clients and Office 365, 126127
preparing network for Office 365, 8-9
query federation and, 173
video, adaptive smooth streaming, 227-228
user name
client context, creating with SharePoint Online,
109-110
connecting to Office 365 with PowerShell, 22-23
User Principal Name (UPN)
alternate login ID, 70-71
Azure AD Connect decisions and, 70-71
cloud-only identities, 62-63

nonroutable domains, 72

user profile redirection, 165
UserProfiles, SharePoint Online, 94
users, Azure Active Directory

Azure AD Connect

availability, 72-73

deployment of, 76-78

design choices, 69-73

nonroutable domains, 72

overview, 68-69

preparing for sync, 74-76

running a sync, 78

sourceAnchor, 69-70

topologies for, 73-74

User Principal Name (UPN), 70-71
cloud-only identities, 62-63
create users, New-MsolUser, 33-35
custom domain and user names, 58-60
federated identities, 64-68
federated identities, configuring of, 79-84
Get-MsolUser, user information, 32—33
identity, defined, 62
Set-MsolUserLicense, 36
Set-MsolUserPassword, 36
synchronized identities, 63-64
update users, Set-MSolUser, 36

users, OneDrive for Business

deleting users, 129-130
OneDrive architecture, 128-129

users, SharePoint Online
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add or remove users, Add-SPOUser,
Remove-SPOUser, 46

external users, working with, 47-48

important knobs and switches, 48-49

PowerShell, get permissions Get-SPOUser, 44-46

Revoke-SPOUserSession, 47
site collection admin, Set-SPOUser, 46—-47

validation, Office 365 release validation, 145-146
variables, PowerShell, 16-18

$ special variable, 35

video

adaptive smooth streaming, video, 227-228
Streaming Video Service, SharePoint Online
settings, 95
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configuring of, 228-229 Windows PowerShell. See PowerShell
disabling of, 230 Windows Task Scheduler, 22
management of, 229-230 wizards, Add Domain Wizard, 58-60
overview of, 87, 226-228 Word. See Office ProPlus
video file formats, 228 workflow instances, data migration and, 272
View Group Permissions, SharePoint Online, 100-101 workloads, hybrid environment decisions, 166-168
virtual machines (VMs) WS-Fed, Cloud Pro skills, 3

Azure Active Directory Domain Services
(Azure AD DS), 57

Azure AD Connect availability and, 72-73 X
Visio, Office ProPlus deployment, 138-139
Visitors, SharePoint Online sites, 100-102 XML
Visual Studio, Cloud Pro skills, 3 Cloud Pro skills, 4

Office ProPlus, configuration XML files, 140-142

')}

waffle, extensible app launcher, 180-181
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Where-Object, PowerShell, 18, 32 Yammer

Windows 10 for Office Mobile apps, 124 add-ins, 206-207

Windows Active Directory, 54-57 admin center URL, 12

Windows Authentication, publishing on-premises hybrid options, 165
applications, 188-191 overview of, 203-205
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PowerShell, 21-22 Video Portal settings, 229
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