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CompTIA A+ Exam 220-801 Objective Map
Objective chapter

1.0 pc harDWare (40 perceNt) 
1.1	 Configure	and	apply	BIOS	settings.	 2
1.2	 Differentiate	between	motherboard	components,	their	purposes,	and	properties.	 1,	2,	3
1.3	 Compare	and	contrast	RAM	types	and	features.	 3
1.4	 Install	and	configure	expansion	cards. 5,	6
1.5	 Install	and	configure	storage	devices	and	use	appropriate	media. 4
1.6	 Differentiate	among	various	CPU	types	and	features	and	select	the	appropriate	cooling	method.	 3
1.7	 Compare	and	contrast	various	connection	interfaces	and	explain	their	purpose.	 4,	5,	6,	9,	19
1.8	 Install	an	appropriate	power	supply	based	on	a	given	scenario. 1
1.9	 Evaluate	and	select	appropriate	components	for	a	custom	configuration,	to	meet	customer	specifi-

cations	or	needs.	
10

1.10	 Given	a	scenario,	evaluate	types	and	features	of	display	devices. 6
1.11	 Identify	connector	types	and	associated	cables. 4,	5,	6,	19
1.12	 Install	and	configure	various	peripheral	devices. 5,	6,	7
2.0 NetWOrKiNG (27 perceNt)
2.1	 Identify	types	of	network	cables	and	connectors. 19
2.2	 Categorize	characteristics	of	connectors	and	cabling. 19
2.3	 Explain	properties	and	characteristics	of	TCP/IP.	 20,	21,	24
2.4	 Explain	common	TCP	and	UDP	ports,	protocols,	and	their	purpose. 20,	21
2.5	 Compare	and	contrast	wireless	networking	standards	and	encryption	types.	 23
2.6	 Install,	configure,	and	deploy	a	SOHO	wireless/wired	router	using	appropriate	settings.	 22,	23
2.7	 Compare	and	contrast	Internet	connection	types	and	features.	 9,	18
2.8	 Identify	various	types	of	networks.	 18,	19
2.9	 Compare	and	contrast	network	devices	and	their	functions	and	features.	 18,	22
2.10	 Given	a	scenario,	use	appropriate	networking	tools.	 19,	24
3.0 LaptOpS (11 perceNt) 
3.1	 Install	and	configure	laptop	hardware	and	components. 8
3.2	 Compare	and	contrast	the	components	within	the	display	of	a	laptop.	 8
3.3	 Compare	and	contrast	laptop	features.	 8
4.0 priNterS (11 perceNt)
4.1	 Explain	the	differences	between	the	various	printer	types	and	summarize	the	associated	imaging	

process.	
7

4.2	 Given	a	scenario,	install,	and	configure	printers. 7
4.3	 Given	a	scenario,	perform	printer	maintenance.	 7
5.0 OperatiONaL prOceDUreS (11 perceNt) 
5.1	 Given	a	scenario,	use	appropriate	safety	procedures.	 1,	6,	19
5.2	 Explain	environmental	impacts	and	the	purpose	of	environmental	controls.	 1,	10
5.3	 Given	a	scenario,	demonstrate	proper	communication	and	professionalism.	 10
5.4	 Explain	the	fundamentals	of	dealing	with	prohibited	content/activity. 10

Exam	Objectives	 The	exam	objectives	listed	here	are	current	as	of	this	book‘s	publication	date.	Exam	objectives	
are	subject	to	change	at	any	time	without	prior	notice	and	at	CompTIA’s	sole	discretion.	Please	visit	the	CompTIA	
Certifications	webpage	for	the	most	current	listing	of	exam	objectives:	http://certification.comptia.org/getCertified 
/certifications.aspx.



CompTIA A+ Exam 220-802 Objective Map
Objective chapter

1.0 OperatiNG SYSteMS (33 perceNt)
1.1	 Compare	and	contrast	the	features	and	requirements	of	various	Microsoft	Operating	Systems.	 12
1.2	 Given	a	scenario,	install,	and	configure	the	operating	system	using	the	most	appropriate	method.	 11,	12,	15,	16,	18
1.3	 Given	a	scenario,	use	appropriate	command	line	tools. 14,	16,	17,	24
1.4	 Given	a	scenario,	use	appropriate	operating	system	features	and	tools.	 7,	12,	13,	14,	15,	

16,	17,	22,	25
1.5	 Given	a	scenario,	use	Control	Panel	utilities	(the	items	are	organized	by	“classic	view/large	icons”	in	

Windows).	
6,	8,	13,	15,	
22,	25

1.6	 Setup	and	configure	Windows	networking	on	a	client/desktop.	 18,	19,	21,	22,	24
1.7	 Perform	preventive	maintenance	procedures	using	appropriate	tools.	 15,	16,	17,	26
1.8	 Explain	the	differences	among	basic	OS	security	settings.	 25
1.9	 Explain	the	basics	of	client-side	virtualization.	 10
2.0 SecUritY (22 perceNt)
2.1	 Apply	and	use	common	prevention	methods.	 22,	25,	26
2.2	 Compare	and	contrast	common	security	threats.	 26
2.3	 Implement	security	best	practices	to	secure	a	workstation.	 25,	26
2.4	 Given	a	scenario,	use	the	appropriate	data	destruction/disposal	method.	 25
2.5	 Given	a	scenario,	secure	a	SOHO	wireless	network.	 23
2.6	 Given	a	scenario,	secure	a	SOHO	wired	network.	 24
3.0 MObiLe DeviceS (9 perceNt)
3.1	 Explain	the	basic	features	of	mobile	operating	systems.	 9
3.2	 Establish	basic	network	connectivity	and	configure	email.	 9
3.3	 Compare	and	contrast	methods	for	securing	mobile	devices.	 9
3.4	 Compare	and	contrast	hardware	differences	in	regards	to	tablets	and	laptops.	 9
3.5	 Execute	and	configure	mobile	device	synchronization.	 9
4.0 trOUbLeShOOtiNG (36 perceNt)
4.1	 Given	a	scenario,	explain	the	troubleshooting	theory.	 10
4.2	 Given	a	scenario,	troubleshoot	common	problems	related	to	motherboards,	RAM,	CPU	and	power	

with	appropriate	tools.	
1,	2,	3,	24

4.3	 Given	a	scenario,	troubleshoot	hard	drives	and	RAID	arrays	with	appropriate	tools.	 4,	14,	16,	17
4.4	 Given	a	scenario,	troubleshoot	common	video	and	display	issues.	 6
4.5	 Given	a	scenario,	troubleshoot	wired	and	wireless	networks	with	appropriate	tools.	 19,	23,	24
4.6	 Given	a	scenario,	troubleshoot	operating	system	problems	with	appropriate	tools.	 12,	15,	17,	26
4.7	 Given	a	scenario,	troubleshoot	common	security	issues	with	appropriate	tools	and	best	practices.	 26
4.8	 Given	a	scenario,	troubleshoot,	and	repair	common	laptop	issues	while	adhering	to	the	appropriate	

procedures.	
8

4.9	 Given	a	scenario,	troubleshoot	printers	with	appropriate	tools.	 7

Exam	Objectives	 The	exam	objectives	listed	here	are	current	as	of	this	book‘s	publication	date.	Exam	objectives	
are	subject	to	change	at	any	time	without	prior	notice	and	at	CompTIA’s	sole	discretion.	Please	visit	the	CompTIA	
Certifications	webpage	for	the	most	current	listing	of	exam	objectives:	http://certification.comptia.org/getCertified 
/certifications.aspx.
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Introduction

This	training	kit	is	designed	for	information	technology	(IT)	professionals	who	want	to	
earn	the	CompTIA	A+	certification.	It	is	assumed	that	you	have	a	basic	understanding	of	

computers	and	Windows	operating	systems.	However,	the	A+	certification	is	an	entry-level	
certification,	so	you	are	not	expected	to	have	any	in-depth	knowledge	to	use	this	training	kit.

To	become	an	A+	certified	technician,	you	must	take	and	pass	the	220-801	and	220-802	
exams.	The	primary	goal	of	this	training	kit	is	to	help	you	build	a	solid	foundation	of	IT	knowl-
edge	so	that	you	can	successfully	pass	these	two	exams	the	first	time	you	take	them.	

The	materials	covered	in	this	training	kit	and	on	exams	220-801	and	220-802	relate	to	the	
technologies	a	successful	personal	computer	(PC)	technician	is	expected	to	understand.	This	
includes	PC	hardware	concepts,	Windows	operating	system	technologies,	networking	basics,	
and	IT	security.	You	can	download	the	objectives	for	the	220-801	and	220-802	exams	from	the	
CompTIA	website:	http://certification.comptia.org/Training/testingcenters/examobjectives.aspx. 

By	using	this	training	kit,	you	will	learn	how	to	do	the	following:

■■ Recognize	hardware	components	used	within	a	computer.

■■ Assemble	a	computer’s	hardware	components.

■■ Install,	configure,	and	maintain	devices.

■■ Troubleshoot	and	repair	hardware	problems.

■■ Install,	configure,	and	troubleshoot	laptop	computers.

■■ Describe,	install,	configure,	and	troubleshoot	printers.

■■ Describe	the	features	used	in	mobile	operating	systems.

■■ Configure	and	secure	mobile	devices.

■■ Describe	the	differences	between	common	operating	systems.

■■ Install	and	configure	operating	systems.

■■ Use	various	command	line	and	operating	system	tools.

■■ Troubleshoot	and	repair	operating	system	issues.

■■ Recognize	common	components	used	in	a	network.

■■ Connect	a	computer	and	configure	it	on	a	network.

■■ Troubleshoot	basic	networking	issues.

■■ Recognize	common	prevention	methods	used	to	enhance	security.

Refer	to	the	objective	mapping	page	in	the	front	of	this	book	to	see	where	in	the	book	
each	exam	objective	is	covered.	
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About the Exams
The	220-801	exam	is	focused	on	skills	required	to	install	and	maintain	hardware.	It	includes	
objectives	in	the	following	five	areas:

■■ PC	Hardware	(40	percent	of	exam)

■■ Networking	(27	percent	of	exam)

■■ Laptops	(11	percent	of	exam)

■■ Printers	(11	percent	of	exam)

■■ Operational	Procedures	(11	percent	of	exam)

The	220-802	exam	is	focused	on	operating	systems	and	troubleshooting.	This	includes	
troubleshooting	operating	systems,	security	issues,	and	hardware.	It	includes	objectives	in	the	
following	four	areas:

■■ Operating	Systems	(33	percent	of	exam)

■■ Security	(22	percent	of	exam)

■■ Mobile	Devices	(9	percent	of	exam)

■■ Troubleshooting	(36	percent	of	exam)

These	exams	became	available	in	late	2012	and	are	the	fifth	version	of	A+	exams.	Previ-
ous	versions	came	out	in	1993,	2003,	2006,	and	2009,	and	over	the	years,	more	than	900,000	
people	around	the	world	have	earned	the	A+	certification.	IT	professionals	commonly	start	
with	the	A+	certification	to	lay	a	solid	foundation	of	IT	knowledge	and	later	move	on	to	
higher-level	certifications	and	better-paying	jobs.

As	I	write	this,	CompTIA	has	not	published	how	many	questions	will	be	on	each	exam,	how	
long	you’ll	have	to	complete	each	exam,	or	what	the	passing	scores	are.	You	can	look	here	for	
up	to	date	information:	http://certification.comptia.org/aplus.aspx. 

In	previous	versions,	each	exam	included	100	questions	and	you	had	90	minutes	to	com-
plete	the	exam.	This	gave	you	a	little	less	than	a	minute	to	answer	each	question.	Because	of	
this,	the	questions	were	straightforward.	For	example,	what’s	10	+	10?	Either	you	know	it	or	
you	don’t,	and	you	won’t	need	to	spend	a	lot	of	time	analyzing	the	question.

More	than	likely,	you’ll	have	the	same	number	of	questions,	but	you’ll	probably	have	
longer	to	complete	them	due	to	the	addition	of	performance-based	questions.	Most	of	the	
questions	will	be	simple,	but	some	will	require	you	to	perform	a	task.

Prerequisites
CompTIA	recommends	that	test	takers	have	a	minimum	of	12	months	of	lab	or	field	work	
	experience	prior	to	taking	the	exams.	That	is,	they	expect	that	you	have	been	studying	com-
puters	(lab	work)	working	in	an	IT	job	(field	work)	or	a	combination	of	both	for	at	least	12	
months.	
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This	is	different	from	what	CompTIA	has	previously	recommended.	The	220-701	and	
	220-702	objectives	recommended	test	takers	have	500	hours	of	lab	or	field	work,	which	
equals	about	three	months	of	40-hour	weeks.	

Note	that	this	is	not	a	requirement	to	take	the	exams.	Anyone	can	take	the	exams		after	
paying	for	them,	and	if	they	pass,	they	earn	the	certification.	However,	you’ll	have	the	
best	chance	of	success	if	you	have	been	studying	and	working	with	computers	for	at	least	
12	months.	

Performance Based Testing
A	significant	difference	in	the	220-801	and	220-802	exams	over	previous	versions	is	the	
introduction	of	performance-based	testing.	Instead	of	just	using	multiple	choice	questions,	
CompTIA	is	introducing	questions	that	will	require	you	to	perform	a	task.	

Imagine	that	you	wanted	to	know	if	a	person	could	ride	a	bike.	You	could	ask	some	mul-
tiple	choice	questions,	but	you’ll	find	that	these	questions	aren’t	always	reliable.	A	person	
might	answer	questions	correctly	but	not	be	able	to	actually	ride	the	bike.	Put	the	person	in	
front	of	a	bike,	ask	the	person	to	ride	it,	and	you’ll	quickly	know	whether	the	person	can	or	
not.	Performance-based	testing	uses	this	philosophy	to	see	if	someone	has	a	skill.

Consider	the	following	multiple	choice	question:

1. Which	of	the	following	commands	will	change	a	file	to	read-only?	

A. assoc	-R	study.txt

B. attrib	+R	study.txt

C. readonly	-true	study.txt

D. ren	-readonly	study.txt

The	answer	is	attrib,	and	the	+R	switch	sets	the	read-only	attribute	to	true,	making	it	
	read-only.	

This	same	knowledge	might	be	tested	in	a	performance-based	testing	question	as	follows:

1. “Navigate	to	the	C:\Data	folder	and	change	the	study.txt	file	to	read-only.”	When	
you	click	a	button,	you’ll	be	in	a	simulated	Windows	environment	with	a	Command	
Prompt.	You	would	then	need	to	enter	the	following	two	commands:

cd \data 
attrib +R studynotes.txt

When	it’s	a	multiple	choice	question,	you	have	a	25-percent	chance	of	getting	it	correct.	
Even	if	you	didn’t	remember	the	exact	syntax	of	the	attrib	command	but	knew	the	purpose	
of	it,	you	would	probably	get	the	previous	question	correct.	The	performance-based	testing	
method	requires	you	to	know	the	material	and	be	able	to	enter	the	correct	commands.
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Throughout	the	book,	with	performance-based	testing	in	mind,	I’ve	included	steps	and	
instructions	for	how	to	do	many	tasks.	If	you	do	these	tasks	as	you	work	through	the	book,	
you’ll	be	better	prepared	to	succeed	with	these	performance-based	tests.	I’ll	also	be	posting	
A+	notes	and	tips	on	Blogs.GetCertifiedGetAhead.com.	Check	it	out.

Objective Changes
CompTIA	includes	a	note	in	the	objectives	that	states	that,	“Objectives	are	subject	to	change	
without	notice.”	I	don’t	know	of	any	time	they’ve	changed	the	objectives	without	notice,	but	
they	have	changed	objectives.	

For	example,	when	the	220-701	and	220-702	objectives	were	published	in	2009,	
	Windows	7	wasn’t	available	and	the	objectives	didn’t	include	any	Windows	7	topics.	However,	
the	popularity	of	Windows	7	increased,	and	CompTIA	decided	to	add	Windows	7	topics.	In	
September	2010,	CompTIA	announced	objective	modifications	to	include	Windows	7.	The	
changes	became	effective	for	anyone	who	took	the	exam	after	January	1,	2011.	

The	same	timing	is	occurring	with	the	220-801/220-802	objectives	and	Windows	8.	
When	the	objectives	were	first	published,	Windows	8	was	not	available,	so	you	won’t	see	any	
	Windows	8	topics	on	the	exams.	

Is	it	possible	that	Windows	8	will	become	popular	and	that	CompTIA	will	announce	
changes	to	the	objectives	in	2013?	Absolutely.	If	that	happens,	I	plan	on	staying	on	top	of	the	
changes	and	will	post	updates	on	my	blog	at	http://blogs.getcertifiedgetahead.com.	I’ll	also	
include	information	on	the	following	page:	http://getcertifiedgetahead.com/aplus.aspx.

Study Tips
There’s	no	single	study	method	that	works	for	everyone,	but	there	are	some	common	tech-
niques	that	many	people	use	to	pass	these	exams,	including	the	following:

■■ Set a goal. Pick	a	date	when	you	expect	to	take	the	first	exam,	and	set	your	goal	to	
take	it	then.	The	date	is	dependent	on	how	long	it’ll	take	you	to	read	the	chapters	and	
your	current	knowledge	level.	You	might	set	a	date	two	months	from	now,	four	months	
from	now,	or	another	time.	However,	pick	a	date	and	set	a	goal.	

■■ take notes.	If	concepts	aren’t	familiar	to	you,	take	the	time	to	write	them	down.	The	
process	of	transferring	the	words	from	the	book,	through	your	head,	and	down	to	your	
hand	really	helps	to	burn	the	knowledge	into	your	brain.

■■ read your notes.	Go	back	over	your	notes	periodically	to	see	what	you	remember	
and	what	you	need	to	review	further.	You	can’t	bring	notes	with	you	into	the	testing	
area,	but	you	can	use	them	to	review	key	material	before	the	exam.	
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■■ Use flash cards.	Some	people	get	a	lot	out	of	flash	cards	that	provide	a	quick	test	of	
your	knowledge.	These	help	you	realize	what	you	don’t	know	and	what	you	need	to	
brush	up	on.	Many	practice	test	programs	include	flash	cards,	so	you	don’t	necessarily	
have	to	create	them	yourself.	

■■ review the objectives.	This	is	what	CompTIA	says	it	will	test	you	on.	Sometimes	
just	understanding	the	objective	will	help	you	predict	a	test	question	and	answer	it	
	correctly.	

■■ record your notes.	Many	people	record	their	notes	on	an	MP3	player	and	play	them	
back	regularly.	You	can	listen	while	driving,	while	exercising,	or	just	about	anytime.	
Some	people	have	their	husband/wife	or	boyfriend/girlfriend	read	the	notes,	which	
can	give	an	interesting	twist	to	studying.	

■■ take the practice test questions on the cD.	The	practice	test	questions	on	the	CD	
are	designed	to	test	the	objectives	for	the	exam	but	at	a	deeper	level	than	you’ll	have	
on	the	live	exam.	Each	question	includes	detailed	explanations	about	why	the	correct	
answer(s)	is/are	correct	and	why	the	incorrect	answers	are	incorrect.	Ideally,	you	should	
be	able	to	look	at	the	answers	to	any	question	and	know	not	only	the	correct	answer	
but	also	why	the	incorrect	answers	are	incorrect.	

System requirements

The	actual	system	requirements	to	use	this	book	are	minimal.	The	only	requirement	is	a	com-
puter	that	you	can	use	to	install	the	practice	tests	on	the	Companion	CD.	

Ideally,	you’ll	have	an	old	computer	that	you	can	take	apart	and	put	back	together.	It	isn’t	
required,	but	actually	removing	and	reinstalling	a	power	supply,	case	fan,	or	hard	drive	is	
much	more	meaningful	than	just	reading	about	doing	it.

Starting	with	Chapter	11,	“Introducing	Windows	Operating	Systems,”	the	objectives	have	a	
strong	focus	on	Windows	XP,	Windows	Vista,	and	Windows	7.	As	a	PC	technician,	you	should	
be	familiar	with	these	operating	systems.	

You	will	find	that	most	of	the	tested	material	is	the	same	in	Windows	Vista	and	Windows	7.	
Therefore,	if	you	have	Windows	XP	and	Windows	7,	it	isn’t	important	that	you	have	Windows	
Vista.	

Instead	of	having	two	or	three	separate	computers,	you	can	use	a	single	PC	with	virtualiza-
tion	software	hosting	these	operating	systems.	Chapter	2,	“Understanding	Motherboards	and	
BIOS,”	introduces	virtualization,	and	Chapter	10,	“Working	with	Customers,”	discusses	virtual-
ization	workstations.	The	following	sections	describe	hardware	and	software	requirements	to	
set	up	a	virtualization	workstation.
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Hardware Requirements for Virtualization
If	you	plan	on	using	virtualization,	your	computer	should	meet	the	following	requirements:

■■ A	processor	that	includes	hardware-assisted	virtualization	(AMD-V	or	Intel	VT),	which	
is	enabled	in	the	BIOS.	(Note:	you	can	run	Windows	Virtual	PC	without	Intel-VT	or	
	AMD-V.)	Ideally,	the	processor	will	be	a	64-bit	processor	so	that	you	can	have	more	
RAM.

■■ At	least	2.0	GB	of	RAM,	but	more	is	recommended.	

■■ 80	GB	of	available	hard	disk	space.

■■ Internet	connectivity.

Software Requirements 
You	should	have	a	computer	running	Windows	7.	The	objectives	heavily	cover	Windows	7,	and	
if	you	have	it,	you	can	easily	run	Windows	XP	in	a	virtual	environment.	

Additional	requirements	include	the	following:

■■ Windows virtual pc and Windows Xp Mode.	Windows	Virtual	PC	allows	you	to	run	
multiple	virtual	Windows	environments.	The	following	page	introduces	the	Windows	
Virtual	PC	and	Windows	XP	Mode:	http://www.microsoft.com/windows/virtual-pc/. 
The	following	page	includes	the	download	link	after	you	identify	your	operating	
	system	and	the	desired	language:	http://www.microsoft.com/windows/virtual-pc 
/download.aspx.

■■ Windows 7 (32-bit).	You	can	download	a	90-day	trial	copy	of	Windows	7	Enterprise	
here:	http://technet.microsoft.com/en-us/evalcenter/cc442495.aspx. 

After	following	the	instructions	to	download	and	install	Windows	Virtual	PC	and	
	Windows	XP	Mode,	you	will	have	Virtual	PC	installed	on	your	system.	You	will	also	have	a	fully	
functioning	copy	of	Windows	XP	that	you	can	use	for	Windows	XP	Mode	and	to	explore	the	
functionality	of	Windows	XP	while	you	are	studying.	

Next,	download	the	90-day	trial	of	Windows	7	and	install	it	as	a	VM	within	Windows	
	Virtual	PC.	If	you	haven’t	completed	the	exams	by	the	time	the	90-day	trial	expires,	create	a	
new	VM	and	install	it	again.	The	experience	is	worth	it.	

As	an	alternative	to	Windows	Virtual	PC,	you	can	use	either	VirtualBox	or	VMware.	
	Oracle	provides	VirtualBox	as	a	free	download	here:	https://www.virtualbox.org/wiki 
/Downloads;	and	you	can	download	a	free	version	of	VMware	player	here:	http://www 
.vmware.com/products/player/overview.html.	Both	VirtualBox	and	VMware	player	support	
	64-bit	host	machines,	but	you	can	only	run	32-bit	hosts	within	Windows	Virtual	PC.

http://www.microsoft.com/windows/virtual-pc/
http://www.microsoft.com/windows/virtual-pc/download.aspx
http://www.microsoft.com/windows/virtual-pc/download.aspx
https://www.virtualbox.org/wiki/Downloads
https://www.virtualbox.org/wiki/Downloads
http://www.vmware.com/products/player/overview.html
http://www.vmware.com/products/player/overview.html
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Using the companion cD

A	companion	CD	is	included	with	this	training	kit.	The	companion	CD	contains	the	following:

■■ practice tests You	can	reinforce	your	understanding	of	the	topics	covered	in	this	
training	kit	by	using	electronic	practice	tests	that	you	can	customize	to	meet	your	
needs.	You	can	practice	for	the	220-801	and	220-802 certification	exams	by	using	tests	
created	from	a	pool	of	400	realistic	exam	questions,	which	give	you	many	practice	
exams	to	ensure	that	you	are	prepared.

■■ an ebook An	electronic	version	(eBook)	of	this	book	is	included	for	when	you	do	not	
want	to	carry	the	printed	book	with	you.	

■■ a list of video links	 Throughout	the	book,	videos	are	pointed	out	to	supplement	
learning.	The	CD	includes	a	list	of	all	the	video	links	mentioned	in	the	chapters	and	a	
few	more.	There	are	also	links	to	a	few	more	resources	that	you	might	find	valuable	
during	your	studies.

■■ the cpU-Z freeware utility	 Chapter	3	discusses	how	this	utility	can	be	used	to	pro-
vide	information	on	the	CPU,	the	motherboard,	memory,	and	more.

Note Companion content for digital book readers

If you bought a digital-only edition of this book, you can enjoy select content from the 
print edition’s companion CD. Visit
your downloadable content. 

How to Install the Practice Tests
To	install	the	practice	test	software	from	the	companion	CD	to	your	hard	disk,	perform	the	
following	steps:

1. Insert	the	companion	CD	into	your	CD	drive	and	accept	the	license	agreement.	A	CD	
menu	appears.

Note If the CD meNu Does Not appear

If the CD menu or the license agreement does not appear, AutoRun might be disabled 
on your computer. Refer to the Readme.txt file on the CD for alternate installation 
instructions.

2. Click	Practice	Tests	and	follow	the	instructions	on	the	screen.

http://www.microsoftpressstore.com/title/9780735662681. to get 

http://www.microsoftpressstore.com/title/9780735662681
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How to Use the Practice Tests
To	start	the	practice	test	software,	follow	these	steps:

1. Click	Start,	All	Programs,	and	then	select	Microsoft	Press	Training	Kit	Exam	Prep.	

A	window	appears	that	shows	all	the	Microsoft	Press	training	kit	exam	prep	suites	
installed	on	your	computer.

2. Double-click	the	practice	test	you	want	to	use.

When	you	start	a	practice	test,	you	can	choose	whether	to	take	the	test	in	Certification	
Mode,	Study	Mode,	or	Custom	Mode:

■■ Certification Mode Closely	resembles	the	experience	of	taking	a	certification	exam.	
The	test	has	a	set	number	of	questions.	It	is	timed,	and	you	cannot	pause	and	restart	
the	timer.

■■ Study Mode Creates	an	untimed	test	during	which	you	can	review	the	correct	
	answers	and	the	explanations	after	you	answer	each	question.

■■ custom Mode Gives	you	full	control	over	the	test	options	so	that	you	can	customize	
them	as	you	like.

In	all	modes,	the	user	interface	when	you	are	taking	the	test	is	basically	the	same	but	with	
different	options	enabled	or	disabled	depending	on	the	mode.	

When	you	review	your	answer	to	an	individual	practice	test	question,	a	“References”	sec-
tion	is	provided	that	lists	where	in	the	training	kit	you	can	find	the	information	that	relates	to	
that	question	and	provides	links	to	other	sources	of	information.	After	you	click	Test	Results	
to	score	your	entire	practice	test,	you	can	click	the	Learning	Plan	tab	to	see	a	list	of	references	
for	every	objective.

How to Uninstall the Practice Tests
To	uninstall	the	practice	test	software	for	a	training	kit,	use	the	Program	And	Features	option	
in	Windows	Control	Panel.
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errata & book Support

We’ve	made	every	effort	to	ensure	the	accuracy	of	this	book	and	its	companion	content.	
Any	errors	that	have	been	reported	since	this	book	was	published	are	listed	on	our	Microsoft	
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If	you	find	an	error	that	is	not	already	listed,	you	can	report	it	to	us	through	the	same	
page.

If	you	need	additional	support,	email	Microsoft	Press	Book	Support	at:	
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Please	note	that	product	support	for	Microsoft	software	is	not	offered	through	the	
	addresses	above.

We Want to hear from You

At	Microsoft	Press,	your	satisfaction	is	our	top	priority,	and	your	feedback	is	our	most	valu-
able	asset.	Please	tell	us	what	you	think	of	this	book	at:	

http://www.microsoft.com/learning/booksurvey

The	survey	is	short,	and	we	read	every	one	of	your	comments	and	ideas.	Thanks	in	
	advance	for	your	input!

Stay in touch

Let	us	keep	the	conversation	going!	We	are	on	Twitter:	http://twitter.com/MicrosoftPress.

http://www.microsoftpressstore.com/title/9780735662681. 

http://www.microsoftpressstore.com/title/9780735662681
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Preparing for the Exam

Microsoft	certification	exams	are	a	great	way	to	build	your	résumé	and	let	the	world	know	
about	your	level	of	expertise.	Certification	exams	validate	your	on-the-job	experience	

and	product	knowledge.	While	there	is	no	substitution	for	on-the-job	experience,	preparation	
through	study	and	hands-on	practice	can	help	you	prepare	for	the	exam.	We	recommend	
that	you	round	out	your	exam	preparation	plan	by	using	a	combination	of	available	study	
materials	and	courses.	For	example,	you	might	use	the	training	kit	and	another	study	guide	
for	your	“at	home”	preparation	and	take	a	Microsoft	Official	Curriculum	course	for	the	class-
room	experience.	Choose	the	combination	that	you	think	works	best	for	you.

Note	that	this	training	kit	is	based	on	publically	available	information	about	the	exam	and	
the	author's	experience.	To	safeguard	the	integrity	of	the	exam,	authors	do	not	have	access	to	
the	live	exam.
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C H A P T E R  1

Introduction to Computers

In	this	chapter,	you’ll	learn	about	some	basic	computer-related	concepts	that	are	important	for	any	technician	to	understand.	
For	example,	different	numbering	systems	are	often	unfamiliar	
to	many	people,	but	don’t	underestimate	their	importance	in	
understanding	how	a	computer	works.	The	Numbering	Systems	
section	lays	the	foundation	for	topics	in	many	future	chapters.	
This	chapter	also	includes	information	about	cases,	fans,	and	
power	supplies—core	hardware	computer	components	that	
often	require	periodic	maintenance	by	technicians.	Last,	you’ll	
learn	about	some	basic	safety	issues	and	tools	you	can	use	when	
maintaining	computers.	

Exam 220-801 objectives in this chapter:
■■ 1.2	Differentiate	between	motherboard	components,	their	purposes,	and	properties.	

■■ Power	connections	and	types	

■■ Fan	connectors	

■■ 1.8	Install	an	appropriate	power	supply	based	on	a	given	scenario.	

■■ Connector	types	and	their	voltages	

■■ SATA	

■■ Molex	

■■ 4/8-pin	12v	

■■ PCIe	6/8-pin	

■■ 20-pin	

■■ 24-pin	

■■ Floppy	

■■ Specifications	

■■ Wattage	

■■ Size	

■■ Number	of	connectors	

i m p o r t a n t

Have you read 
page xliv?
It contains valuable 
information regarding 
the skills you need to 
pass the exams.
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■■ ATX	

■■ Micro-ATX	

■■ Dual	voltage	options

■■ 5.1	Given	a	scenario,	use	appropriate	safety	procedures.	

■■ ESD	straps	

■■ ESD	mats	

■■ Self-grounding	

■■ Equipment	grounding	

■■ Personal	safety	

■■ Disconnect	power	before	repairing	PC	

■■ Remove	jewelry	

■■ Lifting	techniques	

■■ Weight	limitations	

■■ Electrical	fire	safety	

■■ Compliance	with	local	government	regulations	

■■ 5.2	Explain	environmental	impacts	and	the	purpose	of	environmental	controls.

■■ MSDS	documentation	for	handling	and	disposal	

■■ Temperature,	humidity	level	awareness	and	proper	ventilation	

■■ Power	surges,	brownouts,	blackouts	

■■ Battery	backup	

■■ Surge	suppressor	

■■ Protection	from	airborne	particles	

■■ Enclosures	

■■ Air	filters	

■■ Dust	and	debris	

■■ Compressed	air	

■■ Vacuums	

■■ Component	handling	and	protection	

■■ Antistatic	bags	

■■ Compliance	to	local	government	regulations	
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Exam 220-802 objectives in this chapter:
■■ 4.2	Given	a	scenario,	troubleshoot	common	problems	related	to	motherboards,	RAM,	
CPU	and	power	with	appropriate	tools.

■■ Common	symptoms	

■■ No	power	

■■ Overheating	

■■ Loud	noise	

■■ Intermittent	device	failure	

■■ Smoke	

■■ Burning	smell

■■ Tools	

■■ Multimeter	

■■ Power	supply	tester	

Real WoRld Dirty fans might sounD like jet engines

Not too long ago, a friend was complaining to me about a computer she had. She said she 
was going to have to replace it because it was just too loud and slow. I took a look, or per-
haps I should say a listen, and sure enough it reminded me of being next to a jet engine. 
However, I knew how to solve this problem.

I bought a can of compressed air, took the computer outside, and removed the case. There 
was dust gunked up in just about every vent and throughout the inside of the computer. 
I methodically blew out all the dust and put the computer back together. Sure enough, 
without the extra dust, the computer was quieter and quicker. 

The extra dust in the vents was making the fans work harder, and louder. The extra dust on 
the central processing unit (CPU) and its fan was causing the CPU to quickly overheat, and 
it was running slower as a result. However, with all the dust gone, the computer was hum-
ming along quietly and returned to its previous speed. 

It made me wonder how many people toss out perfectly good computers when all they 
need to do is clean them. I certainly understand how intimidating it can be for some users 
to open up a computer case and look inside. However, the A+ technician (you) with just a 
little bit of knowledge can be the hero for these people. You can help them restore their 
computer to its previous glory. 
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computing basics

At	the	most	basic	level,	a	computer	has	three	functions:	input,	processing,	and	output.	It	
accepts	input,	performs	some	processing,	and	provides	an	output,	as	shown	in	Figure	1-1.	
This	is	often	shortened	to	just	input/output (I/O).

Input Processing

CPU
RAM

Output

FiGUre 1-1	 Input,	processing,	and	output.

■■ input.	User-provided	input	comes	from	a	keyboard,	a	mouse,	or	even	a	touch	screen.	
Sometimes	input	is	provided	by	other	sources,	such	as	a	disk	drive	when	opening	files	
or	a	network	interface	card	(NIC)	when	receiving	data.

■■ processing.	The	computer	responds	to	the	input	by	completing	an	action.	The	central	
processing	unit	(CPU)	is	the	brain	of	the	computer.	It	does	the	processing,	and	it	uses	
random	access	memory	(RAM)	to	store	and	manipulate	data.

■■ Output.	Output	is	commonly	provided	to	a	screen	or	a	printer.	However,	computers	
also	provide	output	to	other	destinations.	These	can	include	output	to	speakers	or	
headphones	to	play	sound,	to	disk	drives	when	saving	files,	and	to	a	NIC	when	trans-
mitting	data.	

Note Long-term and short-term storage

Computers are unable to work with data or programs until the information is in memory. 
Disk drives provide long-term storage, but information must be moved to the memory 
before the CPU can work with it. This is often transparent to the user.

For	example,	imagine	you	wanted	to	open	up	a	Microsoft	Word	document	that	has	your	
A+	study	notes.	You	would	start	by	double-clicking	the	document,	using	the	mouse	as	your	
input.	

The	computer	processes	your	double-click	with	several	actions:

1. It	identifies	the	extension	of	the	Microsoft	Word	file	(.doc	or	.docx).	It	recognizes	that	
this	extension	is	associated	with	Microsoft	Word.	

2. It	locates	and	retrieves	the	Microsoft	Word	program	from	the	disk	drive	and	begins	
moving	the	program	from	the	disk	drive	to	memory.

Key 
Terms
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3. When	the	program	is	in	memory,	the	computer	can	actually	run	it.

4. The	computer	begins	sending	results	to	the	graphics	card,	showing	the	process	of	
Microsoft	Word	starting.	

5. When	Microsoft	Word	is	in	memory	and	started,	the	computer	locates	the	Word	Study	
Notes	file	and	moves	it	from	the	hard	drive	to	memory.

6. When	the	file	is	in	memory,	the	computer	begins	sending	results	to	the	graphics	card.	

Note IPO

Computer troubleshooting can often be reduced to identifying what is not working: input, 
processing, or output (IPO). When you identify this, it’s much easier to troubleshoot and 
resolve the problem.

The	preceding	IPO	process	is	constantly	repeated.	Consider	typing	your	A+	notes	about	
fans	or	power	supplies	into	your	study	file.	Each	key	press	is	another	input	that	is	processed	
and	generates	an	output.	The	computer	identifies	what	key	you	pressed,	stores	its	value	
in	memory,	and	displays	it	on	the	screen.	When	you	save	the	file,	it	writes	everything	in	its	
memory	to	the	file	on	the	drive.

Despite	being	able	to	do	so	much,	it’s	worth	pointing	out	that	computers	are	pretty	dumb.	
They	can	work	only	with	numbers.	Specifically,	they	can	work	only	with	ones	and	zeros.	
Everything	that	is	written	to	a	disk	drive	or	to	memory	is	a	series	of	ones	and	zeros.	

Admittedly,	computers	can	work	with	these	ones	and	zeros	very	quickly.	Ask	it	to	multiply	
two	five-digit	numbers,	and	a	computer	will	do	so	in	a	flash.	However,	it	must	first	translate	
any	input	you	give	it	to	a	string	of	ones	and	zeros,	process	these	strings,	and	then	translate	
the	result	of	ones	and	zeros	into	a	usable	display.	

With	this	in	mind,	it’s	important	for	any	A+	technician	to	have	a	rudimentary	understand-
ing	of	some	basic	numbering	systems.	

Numbering Systems

You	and	I	count	by	using	decimal	numbers.	We	understand	the	meaning	of	the	numbers	0	
through	9.	After	you	get	up	to	9,	the	next	number	is	10.	This	is	also	known	as	a	numbering	
system	with	a	base	of	ten,	because	there	are	ten	digits	in	the	numbering	system.

If	you	see	a	number	like	2,357,	you	know	that	its	decimal	parts	are	two	thousand,	three	
hundred,	fifty,	and	seven.	Table	1-1	shows	the	underlying	math,	which	should	make	a	lot	of	
sense	to	you	if	you’re	familiar	with	decimal	numbers.	
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tabLe 1-1 Decimal	Values

103 102 101 100

Decimal	value 1000 100 10 1

Number 2 3 5 7

Calculated	value 2,000 300 50 7

■■ The	column	on	the	far	left	is	103,	or	10	cubed.	The	value	of	10	x	10	x	10	is	1,000.	The	
number	2,357	has	2	in	this	column,	so	it	represents	2,000.	

■■ The	next	column	is	102,	or	10	squared.	The	value	of	10	x	10	is	100,	and	the	number	
2,357	has	3	in	this	column,	so	its	value	is	300.	

■■ Any	number	raised	to	the	one	power	is	itself,	so	101	is	10.	The	number	2,357	has	5	in	
this	column,	so	its	value	is	50.	

■■ Last,	any	number	raised	to	the	zero	power	is	1,	so	100	is	1.	The	number	2,357	has	7	in	
this	column,	so	its	value	is	7.	

If	you	add	2,000	+	300	+	50	+	7,	you	get	2,357.	When	you	see	the	number	2,357,	you	
probably	don’t	think	of	it	this	way,	but	you	do	recognize	the	value.	For	example,	if	I	said	I	was	
going	to	give	you	your	choice	of	$2,357	or	$7,532,	you’d	easily	recognize	that	the	first	choice	
is	a	little	over	$2	thousand	and	that	the	second	choice	is	over	$7	thousand.	By	reviewing	what	
you	know,	it’s	easier	to	bridge	that	knowledge	to	something	that	might	be	new	to	you.	

Base	ten	numbers	aren’t	very	efficient	for	computers.	They	result	in	a	lot	of	wasted	space.	
Because	of	this,	computers	use	different	numbering	systems,	such	as	binary	and	hexadecimal.

Binary
Binary	numbers	have	a	base	of	two.	Instead	of	using	numbers	0	through	9,	they	only	use	the	
numbers	0	and	1.	

Note Binary Bit

In binary, a single digit is referred to as a bit. A bit can have a value of 1 or 0. When it is a 1, 
it is considered to be on, or true. When the bit is a 0, it’s considered to be off, or false. 

Consider	the	binary	number	1001.	Table	1-2	shows	how	you	can	convert	this	number	to	a	
decimal	value	that	has	more	meaning	to	you	and	me.
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tabLe 1-2	 Binary	Values

23 22 21 20

Decimal	value 8 4 2 1

Binary	number 1 0 0 1

Calculated	value 8 0 0 1

■■ The	column	on	the	far	left	is	23,	or	2	cubed.	The	value	of	2	x	2	x	2	is	8.	The	number	
1001	has	1	in	this	column,	so	it	represents	a	calculated	decimal	value	of	8.	

■■ The	second	column	is	2	squared.	The	value	of	2	x	2	is	4,	and	the	number	1001	has	0	in	
this	column,	so	its	value	is	0.	

■■ Any	number	raised	to	the	one	power	is	itself,	so	21	is	2.	The	number	1001	has	0	in	this	
column,	so	its	value	is	0.	

■■ Last,	any	number	raised	to	the	zero	power	is	1,	so	20	is	1.	The	number	1001	has	1	in	
this	column,	so	its	value	is	1.	

If	you	add	8	+	0	+	0	+	1,	you	get	9.	Therefore,	the	binary	number	1001	has	a	decimal	value	
of	9.

Hexadecimal
Although	binary	and	bits	work	well	with	computers,	they	aren’t	so	easy	for	people	to	digest.	
If	you	need	to	tell	someone	to	use	the	number	201,	that’s	rather	easy.	But	if	you	need	to	tell	
someone	to	use	the	binary	equivalent,	it’s	1100	1001.	That	string	of	ones	and	zeros	is	a	little	
difficult	to	communicate.	However,	you	could	also	express	the	same	number	as	C9	by	using	
hexadecimal.	

Hexadecimal	uses	the	characters	0–9	and	A–F,	adding	six	extra	digits	to	the	base	ten	
numbers	of	0–9.	Hexadecimal	uses	a	base	of	16.	It	is	easier	to	express	than	binary	and	more	
efficient	for	computers	than	base	10	because	it	easily	translates	to	binary.

Note Binary grouping

When grouping several binary numbers, it’s common to separate groups of four with a 
space. This is similar to adding commas to decimal numbers. For example, 135792468 is 
often expressed as 135,792,468 because the commas make it easier to see that it starts 
with 135 million. Similarly, 11001001 isn’t as easy for most people to process as 1100 1001, 
although both numbers mean the same thing.

The	binary	number	1100	1001	can	also	be	expressed	as	C9,	because	1100	is	C	in	hexa-
decimal	and	1001	is	9	in	hexadecimal.	Table	1-3	shows	the	decimal,	binary,	and	hexadecimal	
equivalent	for	the	numbers	up	to	hexadecimal	F.
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tabLe 1-3	 Decimal,	Binary,	and	Hexadecimal	Values

Decimal binary hexadecimal Decimal binary hexadecimal

0 0000 0 8 1000 8

1 0001 1 9 1001 9

2 0010 2 10 1010 A

3 0011 3 11 1011 B

4 0100 4 12 1100 C

5 0101 5 13 1101 D

6 0110 6 14 1110 E

7 0111 7 15 1111 F

Note Hexadecimal case

Hexadecimal numbers are not case sensitive. An uppercase C is the same as a lowercase c, 
and both equate to 1100 in binary. They are expressed both ways by different applications. 
Additionally, hexadecimal numbers are often preceded with 0x that to indicate that they 
are hexadecimal numbers. For example, if Windows 7 stops responding, the screen will 
display an error code such as STOP Error 0x0000002E, or hexadecimal code 2E. (This error 
code indicates a problem with memory.) 

A	common	example	of	how	hexadecimal	numbers	are	used	is	with	media	access	control	
(MAC)	addresses.	Network	interface	cards	are	assigned	48-bit	MAC	addresses,	and	these	are	
commonly	listed	in	six	pairs	of	hexadecimal	numbers	like	this:	6C-62-6D-BA-73-6C.	Without	
hexadecimal,	the	MAC	would	be	listed	as	a	string	of	48	bits.	

Bits vs. Bytes
A	single	binary	number	is	a	bit,	and	eight	bits	makes	up	a	byte.	You	can	extend	binary	as	far	
as	you	need	to,	but	most	computer	technicians	deal	with	numbers	that	do	not	go	beyond	a	
byte.	This	is	not	to	say	that	computers	can’t	work	with	more	than	eight	bits.	They	certainly	
can.	However,	technicians	and	other	Information	Technology	(IT)	professionals	still	express	the	
numbers	as	bytes.	

Table	1-4	shows	the	value	of	each	of	the	bits	in	a	byte.	The	column	on	the	far	left	is	27,	or	2	
x	2	x	2	x	2	x	2	x	2	x	2.	If	you	convert	this	to	decimal,	it	is	128.

tabLe 1-4	 Bits	in	a	Byte

27 26 25 24 23 22 21 20

128 64 32 16 8 4 2 1

Key 
Terms
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Note IPv4 Is 32 bIts

In networking, IPv4 addresses are 32 bits long. These addresses are commonly divided into 
four groups of eight bits, or four bytes. Additionally, the groups are usually expressed in 
decimal format. For example, an IPv4 address of 192.168.1.5 could also be expressed in 
binary as 1100 0000 . 1010 1000 . 0000 0001 . 0000 0101. 

Kilo, Mega, Giga, and Tera
Computers	handle	huge	numbers	of	bytes,	which	are	often	expressed	as	kilobytes (KB),	
megabytes (MB),	gigabytes (GB),	and	terabytes (TB).	A	KB	is	1,024	bytes,	but	most	technicians	
shorten	this	to	“about	a	thousand”	bytes.	

Note One thOusand Or 1024

You may be wondering why a KB is 1,024 bytes instead of one thousand bytes. Kilo literally 
means thousand, so you’d think that one KB would be one thousand bytes. However, the 
bytes are calculated by using binary with the formula of 210 (or 2 x 2 x 2 x 2 x 2 x 2 x 2 x 2 x 
2 x 2). If you plug these numbers into a calculator, you’ll see that it works out to 1,024.

Here’s	a	comparison	of	these	values:	

■■ KB	=	about	one	thousand	bytes	(210)

■■ MB	=	about	one	thousand	KB	or	about	a	million	bytes	(220)

■■ GB	=	about	one	thousand	MB	or	about	a	billion	bytes	(230)

■■ TB	=	about	one	thousand	GB	or	about	trillion	bytes	(240)	

Quick Check
1. What is the decimal value of the hexadecimal character C?

2. How many bits are in a byte?

Quick Check Answers
1. 12

2. 8

Key 
Terms
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cases and cooling

Computer	cases	house	many	of	the	components	in	the	computer,	and	there	are	many	differ-
ent	types,	sizes,	and	shapes	of	cases.	Standard	personal computers (PCs)	use	desktop	cases.	
Some	cases	are	towers	that	stand	up	beside	a	desk,	and	others	fit	on	top	of	a	desk.	The	com-
mon	purpose	of	a	computer	case	is	to	house	the	components	needed	within	a	computer.	

Figure	1-2	shows	an	opened	computer	case	with	several	components	highlighted.	

2
3

1
5

6

3

4

FiGUre 1-2	 Computer	case.

1. power supply. The	wires	coming	out	of	the	right	side	of	the	power	supply	are	con-
nected	to	different	computer	components.

2. cpU fan.	This	is	a	dedicated	fan	to	keep	the	CPU	cool.	The	CPU	is	directly	beneath	this	
fan	and	can’t	be	seen.

Key 
Terms
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3. case fans.	This	case	has	two	fans,	a	smaller	one	on	the	left	and	a	larger	one	on	the	
bottom	right.	These	fans	pull	air	into	the	case.	Vents	on	the	case	are	positioned	so	that	
air	constantly	flows	over	key	components	to	keep	them	cool.

4. Motherboard.	The	large	white	square	outlines	the	motherboard.	Multiple	compo-
nents	are	located	on	the	motherboard,	including	the	CPU,	RAM,	and	the	graphics	
card.	Chapter	2,	“Understanding	Motherboards	and	BIOS,”	provides	more	details	on	
the	motherboard,	and	Chapter	3,	“Understanding	Processors	and	RAM,”	covers	RAM.	
Chapter	6,	“Exploring	Video	and	Display	Devices,”	covers	displays	and	graphics	(includ-
ing	graphics	cards)	in	more	detail.	

5. Optical drive bays. CD	and	DVD	optical	drives	are	located	here.	This	system	has	two	
drives,	with	space	for	another	one.

6. hard disk drive bays.	Hard	disk	drives	are	used	for	permanent	storage	of	data.	This	
system	has	two	hard	disk	drives,	with	space	for	another	one.	Chapter	4,	“Comparing	
Storage	Devices,”	covers	the	different	types	of	storage	devices.

You	can	also	see	a	variety	of	different	cables	within	the	case.	The	power	supply	cables	are	
covered	later	in	this	chapter,	and	other	cables	and	connectors	are	covered	in	future	chapters.

Not	all	cases	have	this	much	space	or	this	many	components.	However,	Figure	1-2	does	
give	you	an	idea	of	what	you’ll	see	within	a	computer	case.	

A	quick	exercise	you	can	do	is	to	open	your	computer’s	case	and	peer	inside.	Make	sure	
you	first	power	the	computer	down	and	unplug	the	power	cable.	One	side	of	the	case	can	
normally	be	opened	by	removing	two	thumb	screws	on	the	back	of	the	case	and	pulling	off	
the	side	panel.	There’s	no	need	to	manipulate	anything	inside	the	case	at	this	stage,	but	you	
can	look	at	it	and	compare	your	case	with	the	case	shown	in	Figure	1-2.	

Exam Tip

A+ exam questions often expect you to be able to identify components within a computer. 
Looking at different computers will help you correctly answer these questions. If you don’t 
have multiple computers handy, check out the pictures on bing.com. Type in your search 
phrase (such as “computer case,” “motherboard,” or “power supply”) and select Images.

Motherboards
As	you	can	see	in	Figure	1-2,	the	motherboard	takes	up	a	significant	amount	of	space.	The	
case	shown	in	the	figure	is	relatively	large,	and	you	will	likely	see	other	computers	where	the	
case	is	not	much	larger	than	the	length	and	width	of	the	motherboard.	All	the	components	
are	squeezed	in.	These	smaller	cases	don’t	have	as	much	room	for	expansion,	such	as	adding	
hard	drives.
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An	important	consideration	related	to	the	motherboard	and	the	case	is	ensuring	that	the	
case	can	adequately	house	it.	If	you	ever	replace	a	computer’s	motherboard	with	a	different	
brand	or	model,	you’ll	need	to	ensure	that	it	fits	within	the	case.	

Chapter	2	covers	motherboard	form	factors	in	more	depth,	but	as	an	introduction,	the	
Advanced	Technology	Extended	(ATX)	motherboard	form	factor	is	the	most	common.	The	
ATX	standard	has	been	in	use	since	1995,	with	several	improvements	and	modifications	
added	over	the	years.	Many	cases	are	designed	so	that	they	will	support	ATX	motherboards.

Case Fans
Computers	can	get	very	hot,	so	fans	are	used	to	keep	cool	air	flowing	over	the	components.	
They	draw	air	in	from	the	room,	direct	it	over	key	components,	and	then	the	air	exits	from	
vents	on	the	case.	

Fans	come	in	different	levels	of	quality,	and	the	most	noticeable	difference	is	in	how	much	
noise	they	make.	Inexpensive	fans	have	cheap	bearings	that	are	noisy,	while	quality	fans	have	
sophisticated	bearings	that	are	extremely	quiet.	Many	quality	fans	include	a	thermistor,	which	
automatically	adjusts	the	speed	of	the	fan	based	on	the	temperature.

Common Problems with Fans
When	a	case	fan	becomes	clogged	or	dirty,	it	can	be	so	noisy	that	people	commonly	com-
plain	it	sounds	like	a	jet	engine.	They	never	get	quite	that	loud,	but	they	can	be	a	nuisance.

Even	worse,	if	the	case	fan	is	clogged,	the	computer	is	often	not	getting	enough	air	flow	
through	it.	Internal	components	become	hotter,	and	it’s	common	for	the	entire	system	to	
slow	to	a	crawl.	In	some	cases,	problems	with	the	fan	can	cause	the	system	to	fail.	

Exam Tip

Intermittent failures, such as random restarts, are often an indication of a heat-related 
problem. This is especially true if the fans are loud, indicating that they are working very 
hard.

The	easy	solution	is	to	clean	the	fan	along	with	the	case	as	described	in	the	Cleaning	Cases	
section	later	in	this	chapter.	This	will	often	reduce	the	noise	and	increase	the	performance.	If	
it	doesn’t	solve	the	problem,	you	can	replace	it	with	a	higher-quality	fan.	

If	a	fan	fails	completely,	it	should	be	replaced	as	soon	as	possible	to	ensure	that	other	
components	do	not	overheat	and	fail.	
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Note Close the Case

In different situations, many technicians are tempted to run a computer with its case open. 
However, the vents on the case are strategically placed to ensure that air flows over specific 
components to keep them cool. If the case is left open, these components do not have 
enough air flow over them, which can cause them to overheat. 

Replacing a Fan
A	fan	is	considered	a	field replaceable unit (FRU),	so	if	a	fan	is	too	noisy	or	has	failed,	you	can	
replace	it.	Many	companies	sell	case	fans,	and	they	are	relatively	easy	to	replace	on	a	system.	
If	you	do	replace	the	fan,	make	sure	that	the	fan	you’re	purchasing	fits	in	your	case.	The	two	
most	common	sizes	for	case	fans	are	80	mm	and	120	mm.

Figure	1-3	shows	the	case	fan	within	a	system.	Take	a	look	at	it	as	you	follow	the	steps	to	
remove	the	fan.

2

1

FiGUre 1-3	 Removing	a	case	fan.
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Important Turn off The power

Ensure that the computer is turned off and that the power cable is removed before open-
ing the case and replacing a fan. Power is still provided to the motherboard even if the 
system is turned off, and you can cause damage to the computer or yourself if the power 
cable is not removed.

1. remove four screws from the back of the case.	The	arrows	in	Figure	1-3	point	to	
two	of	the	screws,	and	the	other	two	screws	are	on	the	other	two	corners	of	the	fan.

2. remove the power connector.	The	power	connector	plugs	into	a	specific	jack	on	the	
motherboard.	Take	note	of	this	jack,	and	ensure	that	you	plug	the	new	fan	into	the	jack	
the	same	way.	Fan	connectors	can	use	two,	three,	or	four	pins.	The	4-pin	connectors	
are	commonly	used	with	variable	speed	fans,	allowing	the	computer	to	control	the	
speed	of	the	fan.	You	can	also	use	adapters	to	connect	some	fans	into	a	Molex	type	of	
connector	from	the	motherboard.

After	removing	the	old	fan,	you	can	install	the	new	fan	by	reversing	your	steps.	Attach	the	
four	screws	and	plug	it	in.	

Even	with	new	fans,	though,	if	the	case	vents	become	clogged	with	contaminants,	the	fans	
will	work	harder	to	pull	the	air	through	the	system.	The	easy	solution	is	to	clean	the	case.

Cleaning Cases
With	all	the	air	blowing	into	the	computer	case,	it	will	gather	some	dust.	In	extreme	work	
environments,	the	inside	of	a	computer	can	get	quite	dirty.	For	example,	a	computer	within	a	
manufacturing	plant	will	collect	dirt	and	contaminants	inside	the	case.	Similarly,	a	computer	
with	dogs	or	cats	in	the	area	can	collect	fur	and	hair.

It’s	relatively	easy	to	clean	a	case.	The	most	common	method	is	by	using	a	can	of	com-
pressed	air,	which	you	can	purchase	from	electronics	stores.	Take	the	computer	outside,	
remove	the	cover,	and	use	the	compressed	air	to	blow	out	the	dust	and	other	contaminants.	

Exam Tip

Cleaning a case and its fans can improve a computer’s performance. Excessive dust creates 
additional heat, and many computers include components that can automatically sense the 
temperature. These components often increase the speed of the fans, making the system 
louder, and also slow down the speed of the CPU to reduce the heat. 

Notification Switch for Security
Many	computer	cases	have	a	special	push-button	switch	that	detects	whether	the	case	has	
been	opened.	This	is	also	called	a	biased switch,	and	it	stays	depressed	as	long	as	the	case	
is	closed.	When	the	case	is	opened,	the	switch	opens	and	the	change	is	recorded	in	the	
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computer.	The	next	time	the	system	starts,	it	indicates	that	the	system	case	has	been	opened.	
This	is	useful	for	detecting	whether	someone	has	been	tampering	with	a	computer.	

Quick Check
1. What are the two common sizes of a case fan?

2. A computer has become louder and slower. What is a common solution?

Quick Check Answers
1. 80 mm and 120 mm.

2. Clean it.

power Supplies

Computers	run	on	electricity.	Electricity	is	measured	as	voltage,	and	voltage	is	the	difference	
in	potential	between	two	points.	For	example,	an	electrical	signal	can	be	12	volts	above	a	
ground	potential	of	zero	volts,	giving	it	a	value	of	12	volts.	Power	supplies	within	computers	
ensure	that	components	within	a	system	consistently	have	the	correct	voltages.

As	an	A+	technician,	you	might	need	to	troubleshoot	a	system	with	a	faulty	power	supply	
or	even	replace	a	power	supply.	With	that	in	mind,	you	need	to	have	a	basic	understanding	of	
power	supplies.

AC vs. DC
The	two	types	of	voltages	are	alternating	current	(AC)	and	direct	current	(DC).	AC voltage 
alternates	above	and	below	zero	volts,	and	DC voltage	provides	a	steady	voltage	either	above	
or	below	zero.	

Commercial	power	companies	traditionally	provide	power	as	AC,	which	looks	like	a	sine	
wave.	Power	supplies	within	computers	convert	this	AC	voltage	into	DC	voltage,	as	shown	in	
Figure	1-4.	

ATX-
based
power
supply

AC commercial power

OV

Common DC voltages

OV

+12 V

+5 V
+3.3 V

–12 V

FiGUre 1-4	 AC	vs.	DC.

Key 
Terms



 16 CHAPTER 1 Introduction	to	Computers

Figure	1-4	isn’t	to	scale.	AC	voltages	vary	about	115	VAC	(volts	AC	power)	above	and	
below	0	volts	in	many	regions,	such	as	in	the	United	States,	and	230	VAC	above	and	below	
0	volts	in	other	regions,	such	as	in	Europe.	The	key	point	is	that	AC	voltage	is	an	alternating	
or	varying	voltage,	whereas	DC	voltage	is	a	constant	steady	voltage.	The	DC	voltages	shown	
in	the	figure	are	common	voltages	used	within	computers,	and	are	sometimes	expressed	as	
VDC,	such	as	12	VDC.	

Wattage Power Ratings
Power	supplies	are	rated	based	on	the	amount	of	power	they	can	provide,	and	power	is	com-
puted	as	a	watt (W).	In	simple	terms,	watts	are	computed	by	multiplying	the	voltage	by	the	
amperage.	Amperage	(A)	refers	to	the	rate	of	flow	of	the	voltage.	Higher	amperage	results	in	
a	higher	rate	of	flow,	and	higher	amperage	with	the	same	voltage	provides	more	power.

Each	individual	component	within	a	computer	requires	a	certain	amount	of	power.	For	
example,	it’s	not	uncommon	for	a	CPU	to	require	as	much	as	100	W.	Additionally,	the	mother-
board,	case	fans,	and	disk	drives	all	draw	additional	power.	With	this	in	mind,	power	sup-
plies	must	not	only	convert	AC	to	DC	and	supply	the	correct	DC	voltages,	but	they	must	also	
provide	enough	power	to	support	all	the	components	in	the	system.	

When	replacing	a	power supply unit (PSU),	you	should	look	for	the	W	within	the	specifica-
tions	to	identify	the	power	output.	For	example,	a	600-watt	PSU	would	be	listed	as	600	W.	
The	range	of	common	current	ATX-based	PSUs	is	about	300	W	to	1,000	W.	

If	a	system	requires	600	W	and	you	put	in	a	300-W	power	supply,	you’ll	have	some	prob-
lems.	In	most	cases,	the	computer	simply	won’t	work.	In	other	cases,	the	power	supply	won’t	
be	able	to	provide	steady	voltages	and	the	variances	might	damage	system	components.

Rails
Power	supplies	provide	separate	lines	(called	rails)	for	the	different	voltages.	The	voltage	that	
draws	the	most	power	is	12	V,	used	for	CPUs,	case	fans,	and	disk	drives,	and	a	single	12-V	
rail	provides	18	A	of	power.	However,	this	single	18-A	rail	often	isn’t	enough	to	power	all	the	
components	that	need	the	voltage.	

Many	current	power	supplies	include	at	least	two	12-V	rails,	with	one	rail	dedicated	to	the	
CPU	and	the	second	rail	dedicated	to	everything	else.	Some	power	supplies	include	three	or	
four	rails.	When	replacing	a	power	supply,	you	need	to	ensure	that	you	are	replacing	it	with	
one	that	has	at	least	the	same	number	of	12-V	rails	as	the	original.

Exam Tip

The 12-V rails provide primary power to disk drives. If these rails are overworked, they will 
frequently cause problems for the hard drives. In other words, if hard drives are frequently 
failing in a computer, consider replacing the power supply with one that has an additional 
12-V rail.

Key 
Terms
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Power Supply Connections
The	ATX	standard	mentioned	within	the	Motherboards	section	earlier	in	this	chapter	also	
identifies	power	supply	requirements.	Most	current	desktop	systems	include	power	supplies	
that	support	ATX-based	motherboards,	and	they	provide	specific	voltages	defined	in	the	ATX	
specifications.	

Figure	1-5	shows	the	rear	view	of	a	power	supply,	along	with	its	connectors.	This	power	
supply	was	removed	from	a	computer	with	an	ATX-style	motherboard.	Refer	to	the	figure	as	
you	read	the	following	descriptions.

2

3

1

4

5

6

7

8

FiGUre 1-5	 Power	supply.

1. ac power jack.	The	power	cable	connects	from	here	to	a	power	source	providing	
AC	power.

2. Dual voltage power selection.	Select	115	or	230	based	on	the	commercial	power	
provided	at	your	location.	For	comparison,	commercial	power	provided	in	the	United	
States	is	115	VAC,	and	power	provided	in	Europe	is	230	VAC.	Some	systems	can	auto-
matically	sense	the	voltage,	so	the	switch	isn’t	needed.	
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Exam Tip

If you have this selection set at 230 and you plug it into a commercial power source provid-
ing 115 VAC, it won’t have enough power to run the computer. On the other hand, if you 
set it to 115 and you plug it into a 230-VAC power source, you will likely destroy the power 
supply. If you hear pops, smell burning components, or smell smoke, unplug it as quickly as 
possible and check this switch.

3. power indicator.	When	on,	it	indicates	that	the	power	supply	has	power.	This	does	not	
indicate	that	the	actual	computer	is	turned	on.	Computers	typically	have	a	separate	
power	button	and	power	indicator	on	the	front	of	the	case.	

4. Molex connectors.	These	provide	5	V	and	12	V	to	different	devices,	such	as	Parallel	
Advanced	Technology	Attachment	(PATA)	disk	drives.

5. Sata power connector.	This	15-pin	connector	provides	power	to	Serial	Advanced	
Technology	Attachment	(SATA)	disk	drives.	It	includes	3.3-V,	5-V,	and	12-V	DC	voltages.	

6. Secondary motherboard power connection.	Most	current	motherboards	use	a	
4-pin	connector	that	provides	12	VDC	used	by	the	CPU.	This	connector	is	formally	
called	ATX12V	but	is	also	known	as	P4	because	it	was	first	used	with	the	Pentium	4	
CPUs.	Systems	with	more	than	one	CPU	use	an	8-pin	connector	(or	two	4-pin	connec-
tors)	to	provide	power	for	multiple	CPUs.	This	is	formally	known	as	EPS12V.	

7. Floppy drive mini-connectors.	These	are	sometimes	called	Berg	connectors	or	mini-
Molex	connectors.	They	provide	5-VDC	and	12-VDC	power	to	3.5-inch	floppy	drives,	
when	the	system	includes	floppy	drives.	

8. primary power connector.	A	20-pin	or	24-pin	connector	provides	primary	power	to	
the	motherboard.	It’s	commonly	called	the	P1	connector	and	provides	3.3	VDC,	5	VDC,	
and	12	VDC	to	the	motherboard.	

Exam Tip

You might need to troubleshoot a power supply and verify that it is supplying the correct 
voltages. With this in mind, you should be aware of valid voltages on the different connec-
tors. Black wires are ground (or a zero potential), orange wires carry 3.3 V, red wires carry 
5 V, yellow wires carry 12 V, and blue wires carry -12 V. 

Many	power	supplies	also	have	a	PCI	Express	(PCIe)	power	connector.	This	was	originally	
a	6-pin	connector,	but	new	systems	use	an	8-pin	connector	similar	to	the	one	shown	in	
Figure	1-6.	Some	power	supplies	use	a	6+2	connector,	allowing	you	to	plug	it	into	an	older	
system	with	only	6	pins,	or	a	newer	system	with	8	pins.	
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FiGUre 1-6	 PCIe	power	connector.

Cable Keying
Most	cables	are	keyed.	That	is,	they	are	designed	to	fit	into	a	jack	in	one	way,	and	one	way	
only.	However,	these	connectors	and	plugs	are	just	plastic,	so	it	is	possible	to	force	a	connec-
tor	onto	a	plug	backwards.	If	you	do,	the	wrong	voltages	or	signals	will	be	sent	to	a	device.	

In	the	worst	case	scenario,	plugging	a	cable	in	backwards	can	destroy	a	device.	If	you’re	
lucky,	plugging	the	cable	in	wrong	will	just	result	in	the	device	not	working.	Neither	result	is	
desirable,	so	it’s	best	to	look	for	the	key	and	ensure	that	you	plug	in	the	connector	correctly.	

Figure	1-7	shows	some	common	methods	of	how	cables	are	keyed.

Rounded edge Extra plastic on edges Rounded edges
on pins

FiGUre 1-7	 Cable	keying	examples.

It	might	not	be	apparent	in	Figure	1-5	shown	earlier,	but	several	of	the	connectors	have	
keyed	connectors	similar	to	that	shown	in	Figure	1-7.	The	Molex	connectors	(item	4	in	
Figure	1-5)	have	rounded	edges.	The	SATA	power	connector	(item	5)	has	an	extra	edge.	The	
mini-connector	(item	7)	has	several	extra	edges.	The	primary	power	connector	(item	8)	has	
rounded	edges	on	the	individual	pins.	

Important Never force a coNNector

Plugging in any connector the wrong way can damage the computer. Although the keying 
does help, the connectors are plastic and in some cases it is possible to force a connector 
onto a plug the wrong way. If a connector doesn’t seem to fit, don’t try to force it. Instead, 
double-check the keying to ensure that it is plugged in correctly. 
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ATX vs. Micro-ATX Power Supplies
ATX	power	supplies	are	the	standard	used	in	many	computers	today.	However,	some	smaller	
PCs	have	lower	power	requirements	and	can	be	powered	by	using	smaller	power	supplies.	
Micro-ATX	power	supplies	provide	a	lower	amount	of	wattage,	often	between	180	and	300	
watts,	though	some	special-purpose	power	supplies	are	as	low	90	watts.

The	micro-ATX	power	supplies	are	smaller	in	size	and	have	fewer	power	connectors	than	
a	regular	ATX-based	power	supply.	Also,	the	primary	power	connector	(P1)	usually	has	only	
20	pins	on	the	micro-ATX	power	supply,	rather	than	the	24	pins	often	found	on	ATX-based	
power	supplies.	

Replacing a Power Supply
Many	components	within	a	computer,	including	the	power	supply,	are	modular.	When	a	mod-
ule	fails,	you	need	to	replace	only	the	module,	not	the	entire	computer.	This	is	similar	to	a	car.	
If	your	car	gets	a	flat	tire,	you	replace	the	tire,	not	the	entire	car.	If	the	power	supply	fails	in	a	
computer,	you	replace	the	power	supply.

Exam Tip

When power supplies fail, you can sometimes see smoke or smell burning components. 
New power supplies often give off an odor for a short burn-in period, but they aren’t 
faulty. However, if you see smoke or hear sparks, remove power immediately. 

The	primary	indicator	that	the	power	supply	has	failed	is	that	the	system	doesn’t	have	
any	lights	or	indicators.	Of	course,	you’d	want	to	verify	that	the	computer	is	plugged	in	and	
turned	on.	Also,	some	systems	have	a	power	switch	on	the	power	supply	that	needs	to	be	
turned	on	in	addition	to	turning	on	the	power	via	a	switch	or	button	in	the	front	of	the	sys-
tem.	If	you’ve	checked	these	but	still	have	no	power	indications,	it	might	be	time	to	replace	
the	power	supply.	

The	power	supply	is	relatively	easy	to	replace,	but	you	need	to	keep	a	few	important	con-
cepts	in	mind:

■■ turn off and remove the power plug.	You	should	not	attempt	to	replace	computer	
components	while	the	system	is	plugged	in.	The	exception	is	“hot	swappable”	com-
ponents	such	as	USB	flash	drives	that	are	designed	to	be	inserted	or	removed	while	
turned	on.

■■ Use a suitable replacement.	Ensure	that	the	wattage	of	the	replacement	is	at	least	as	
high	as	the	original,	if	not	higher.	Also,	ensure	that	the	power	supply	has	at	least	the	
same	number	of	12-V	rails	as,	if	not	more,	than	the	original.

■■ Document cable placement.	Pay	attention	to	the	cables	before	you	take	them	
out.	Draw	a	diagram	showing	where	each	cable	goes,	or	take	a	couple	of	pictures	
with	your	cell	phone.	Without	this	documentation,	when	the	old	power	supply	is	out	
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and	the	new	power	supply	is	in,	you	might	have	trouble	remembering	where	all	the	
cables	went.	Also,	ensure	that	you	identify	the	keying	of	the	cables	and	plug	them	in	
correctly.	

When	you’re	ready	to	replace	the	power	supply,	you’ll	find	there	are	only	four	screws	hold-
ing	it	on.	Remove	the	cables	and	the	screws,	and	you’ll	be	able	to	remove	the	power	supply.	
Occasionally,	you	might	need	to	remove	other	components	first	to	get	to	the	power	supply	
and	remove	it.

Protecting Systems from Power Problems 
Commercial	power	isn’t	always	stable,	and	it	can	sometimes	cause	problems	to	computers.	
However,	there	are	some	basic	steps	you	can	take	to	protect	them.	Some	of	the	common	
problems	you	might	see	on	commercial	power	lines	are	as	follows:		

■■ Surge. Commercial	power	can	occasionally	increase	or	surge.	Instead	of	providing	a	
steady	115	VAC,	it	can	increase	to	120	VAC	or	higher.	Surges	are	usually	short	term	and	
temporary	but	can	sometimes	be	observed	as	lights	become	brighter.

■■ Spike. This	is	a	quick,	sharp	increase	in	AC	voltage.	The	voltage	immediately	returns	to	
normal,	but	the	spike	can	destroy	unprotected	equipment.	Lightning	strikes	are	a	com-
mon	source	of	spikes.

■■ Sags and brownouts. Commercial	power	can	also	reduce	or	sag.	Instead	of	providing	
a	steady	115	VAC,	it	can	decrease	to	110	VAC	or	lower.	If	this	occurs	for	less	than	a	sec-
ond,	it’s	called	a	sag,	but	if	it	lasts	longer,	it’s	referred	to	as	a	brownout.	You	can	often	
see	lights	flicker	or	become	dimmer	during	brownouts,	and	they	can	cause	systems	to	
restart.

■■ blackouts. A	blackout	is	the	total	loss	of	power	(or	the	reduction	of	power	to	such	
a	low	level	that	the	equipment	is	unable	to	operate).	The	following	sections	identify	
some	of	methods	used	to	protect	against	power-related	problems.	

Surge Suppressors
A	surge suppressor	is	a	power	strip	with	extra	protection.	It	has	built-in	sensors	that	can	detect	
when	the	power	surges	or	spikes.	Most	surge	suppressors	have	a	circuit	breaker	that	will	pop	
when	it	detects	surges	or	spikes.	When	the	circuit	breaker	pops,	the	surge	suppressor	no	
longer	provides	voltage	to	any	systems	plugged	into	it.	You	can	usually	reset	it	by	pressing	a	
button	on	the	surge	suppressor	or	by	turning	it	off	and	back	on.	

Note Power striPs vs. surge suPPressors

A power strip is similar to an extension cord with extra power plugs. Many people assume 
it protects against surges and spikes, but it does not provide any protection. Surge sup-
pressors include some type of tag or marking indicating that they are surge suppressors. 

Key 
Terms

Key 
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Battery Backup
An	uninterruptible power supply (UPS)	provides	the	benefits	of	a	surge	suppressor	and	also	
provides	constant	power	to	a	system.	It	includes	batteries,	and	if	commercial	power	is	lost	
or	sags,	it	can	continue	to	supply	power	to	systems	for	a	short	time,	for	as	much	as	10	or	15	
minutes	or	longer.	

For	example,	I	recently	added	an	UPS	rated	at	900	watts.	I	plugged	in	my	primary	PC	and	
flat	screen	monitor,	but	nothing	else,	to	the	UPS.	During	a	power	outage,	the	UPS	continued	
to	provide	power	for	over	an	hour.	If	I	had	two	PCs	and	two	monitors	plugged	into	it,	the	UPS	
would	likely	have	lasted	only	about	30	minutes.	

If	power	isn’t	restored	within	a	certain	time	frame,	the	UPS	can	send	a	signal	to	the	com-
puter	to	perform	a	logical	shutdown.	This	prevents	hardware	and	software	problems	caused	
by	unexpected	power	losses.

Figure	1-8	shows	how	the	UPS	is	connected	to	the	computer.	The	UPS	plugs	into	the	wall	
to	receive	commercial	power.	This	power	provides	a	continuous	charge	to	the	batteries	within	
the	UPS.	The	UPS	provides	AC	power	to	the	computer	or	to	other	systems	plugged	into	it.	If	
power	fails,	the	UPS	continues	to	provide	power	to	the	computer	for	a	short	time.	

AC commercial power

UPS

AC power

FiGUre 1-8	 UPS	used	to	protect	against	short-term	power	loss.

Exam Tip

An UPS can be used to provide power to computers for short-term power. Laser printers 
draw a significant amount of power, and they should not be plugged into an UPS. 

It’s	important	to	ensure	the	UPS	system	can	meet	the	power	requirements	of	the	systems	
you’re	trying	to	protect	from	power	outages.	Additionally,	you	should	plug	in	only	systems	
that	you	need	to	keep	operational	during	short-term	power	failures.	If	you	plug	all	your	
equipment	into	the	UPS,	they	will	draw	additional	power.	This	will	reduce	the	amount	of	time	
that	the	UPS	provides	power	to	these	systems	during	an	outage.	Other	equipment	should	be	
plugged	into	a	surge	suppressor.	

Key 
Terms
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Quick Check
1. What voltages are provided by an ATX power supply?

2. What should you check if you have hard drives frequently failing?

Quick Check Answers
1. 3.3 V, 5 V, 12 V, and -12 V

2. 12-V rails

Safety issues

When	working	on	computers,	it’s	important	to	pay	attention	to	safety	considerations.	A	basic	
premise	to	always	keep	in	mind	is	that	computers	are	just	things	that	can	be	replaced,	but	we	
can’t	replace	people.	In	other	words,	value	people	first	when	working	with	computers.	By	fol-
lowing	basic	safety	precautions,	you	can	prevent	damage	to	people	and	to	equipment.	

Electrical Safety
Unless	you’re	measuring	voltages	within	a	computer,	you	should	never	work	on	computers	
without	first	removing	power.	This	includes	turning	the	computer	off	and	unplugging	it.	

Just	turning	off	the	power	is	not	enough.	ATX-based	power	supplies	provide	power	to	the	
motherboard	even	if	the	front	power	switch	on	the	computer	indicates	that	it	is	turned	off.	If	
you	want	to	ensure	that	the	computer	does	not	have	any	power,	unplug	the	power	supply.	

Most	people	consider	PSUs	modular	units.	In	other	words,	if	the	PSU	fails	you	simply	
replace	it	instead	of	trying	to	repair	it.	However,	if	you	do	open	the	power	supply,	don’t	for-
get	the	following	two	important	warnings:	

■■ Never	open	it	when	it	is	plugged	in.	

■■ Even	after	you	unplug	it,	capacitors	within	the	power	supply	will	hold	a	charge.	If	you	
touch	the	capacitor,	it	can	easily	discharge	and	shock	you.	I	learned	this	lesson	first-
hand	when	playing	with	one	of	my	father’s	radio	sets	when	I	was	about	eight	years	old.	
It	knocked	me	against	the	wall	and	left	my	mother	white-faced	for	quite	a	while.	

Equipment and Self-Grounding
In	electronics,	ground	refers	to	a	path	to	Earth.	A	copper	cable	is	attached	to	a	spike	and	
hammered	into	the	ground.	The	other	end	of	this	cable	is	available	in	the	electrical	system	
and	identified	as	a	ground.	Most	electrical	equipment	includes	circuitry	that	will	automatically	
redirect	any	dangerous	voltages	to	ground	to	prevent	shocks.	
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Important EquipmEnt ground connEctions should always bE connEctEd

Disconnecting ground connections can bypass safety circuits. Dangerous voltages can be 
redirected to the computer case, resulting in a shock if a user touches the case. 

Ground	is	referred	to	differently	based	on	the	location	of	the	connection.	For	example,	
Figure	1-9	shows	the	three	primary	symbols	used	for	ground.	

Earth
ground

Chassis
ground

Signal
ground

FiGUre 1-9	 Ground	symbols.

Earth ground	is	the	path	directly	to	Earth.	Chassis ground	refers	to	the	path	to	the	equip-
ment	case	or	chassis.	Signal ground	refers	to	the	return	path	for	a	signal.	Signal	ground	
connections	are	commonly	connected	to	the	chassis.	For	example,	some	screws	connecting	
a	motherboard	to	a	computer	case	connect	the	motherboard	signal	ground	to	the	case.	The	
chassis	ground	is	then	connected	to	the	Earth	ground	via	the	power	cable.	

ESD
Static	electricity	builds	up	on	different	types	of	objects,	and	when	one	object	touches	
another,	the	static	discharges.	You’ve	probably	experienced	a	static	discharge	after	walking	
across	a	carpeted	floor	and	touching	a	doorknob.	This	is	also	called	electrostatic discharge 
(ESD).

The	shock	you	felt	might	have	been	unpleasant,	but	it	wasn’t	harmful.	However,	it	can	be	
damaging	to	computers.	If	you	felt	it,	at	least	3,000	volts	were	discharged	from	your	hand	to	
the	doorknob.	If	you	actually	saw	the	spark	when	it	discharged,	it	was	at	least	8,000	volts.	The	
good	news	is	these	voltages	won’t	kill	or	hurt	people,	mostly	because	they	aren’t	combined	
with	current	to	generate	power.

In	contrast,	computer	components	can	be	damaged	by	as	little	as	250	volts.	You	won’t	see	
it.	You	won’t	feel	it.	However,	the	damage	will	be	real.	

The	primary	way	to	prevent	ESD	damage	is	by	ensuring	that	the	worker	and	the	equip-
ment	are	at	the	same	ground	potential.	Steps	you	can	take	to	reduce	ESD	damage	include	the	
following:

■■ Use an eSD wrist strap.	An	ESD	wrist	strap	wraps	around	your	wrist	and	has	a	metal	
component	touching	your	skin.	A	wire	leads	from	the	strap	to	an	alligator	clip	that	
you	can	clip	to	the	computer	case.	This	results	in	you	and	the	case	being	at	the	same	
potential,	and	it	prevents	static	discharge.	On	work	benches,	ESD	straps	are	used	to	
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connect	the	equipment	case	to	a	grounding	bar	that	is	connected	to	Earth	ground.	
The	technician	can	connect	alligator	clips	from	the	wrist	strap	to	the	case	or	to	the	
grounding	bar.

■■ Use antistatic bags.	When	storing	and	transporting	electronic	components,	they	
should	be	stored	in	antistatic	bags.	These	bags	help	prevent	static	from	building	up	
and	causing	ESD	damage	to	the	components.	

■■ Use eSD mats.	Special	ESD	mats	prevent	static	buildup,	and	they	are	commonly	used	
on	work	benches.	Technicians	place	computers	on	the	antistatic	mat	while	working	
on	them.	Larger	antistatic	mats	can	be	placed	on	the	floor	in	front	of	the	technician’s	
bench	to	reduce	static.	

Exam Tip

Very small amounts of ESD can cause damage. This is especially true when handling sensi-
tive components such as CPUs and memory. ESD protection such as antistatic wrist straps, 
antistatic component bags, and antistatic mats are valuable to protect against ESD damage 
when handling CPUs, memory, and other sensitive components.

■■ Self-grounding.	If	you	touch	the	computer	case	before	working	on	any	components,	
built-up	static	will	discharge	harmlessly	onto	the	case.	This	ensures	that	your	body	is	
at	the	same	ground	potential	as	the	case.	Additionally,	if	you	keep	your	feet	stationary	
after	touching	the	case,	it	reduces	the	chances	for	static	to	build	up.

■■ Don’t touch components or pins.	If	you	remove	any	circuit	cards,	don’t	touch	the	
components	or	the	pins.	Instead,	hold	the	outside	edges	or	the	plastic	handles.

■■ control humidity.	When	the	humidity	is	very	low,	static	builds	up	more	quickly.	If	you	
live	in	a	colder	area,	you’ll	notice	that	static	is	more	common	in	the	winter	because	
heating	systems	remove	humidity	from	the	air.	In	contrast,	when	the	humidity	is	
higher,	the	static	charges	dissipate	naturally.	Ideally,	humidity	should	be	around	50	
percent.

■■ Don’t place computers on carpets.	Static	can	build	up	on	carpets	more	easily	than	
on	other	floor	surfaces.	You’ve	probably	noticed	that	in	a	heated	building	you	can	
shuffle	your	feet	over	a	carpet	to	quickly	build	up	static.	This	doesn’t	work	on	tile	floors	
or	other	floor	surfaces.	

MSDS
Material Safety Data Sheets (MSDSs)	are	available	for	most	products	that	have	a	potential	to	
cause	harm	to	people	or	equipment.	This	includes	materials	such	as	cleaning	solutions,	paints,	
and	chemicals.	The	MSDS	identifies	important	safety	facts	about	the	material	including	its	
contents,	its	characteristics,	how	to	handle	and	store	it	safely,	and	how	to	dispose	of	it.	It	will	
also	list	first-aid	steps	to	take	if	the	material	presents	a	danger.	
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As	an	A+	technician,	you	are	likely	to	use	products	that	have	MSDS	sheets.	For	example,	you	
might	use	cleaning	products	that	clean	computer	screens	or	keyboards.	If	any	of	these	prod-
ucts	is	causing	an	adverse	reaction	to	either	people	or	the	equipment,	you	can	refer	to	the	
MSDS	sheet	for	information	about	the	product	and	additional	steps	to	take	after	the	exposure.

Compliance with Regulations
Any	government	regulations	pertaining	to	safety	or	environmental	controls	must	be	followed.	
For	example,	the	state	of	California	has	mandated	that	all	batteries	be	disposed	of	as	hazard-
ous	waste.	Even	if	the	batteries	are	the	newer	mercury-free	alkaline	batteries,	the	regulation	
still	requires	special	handling.	

Note Ignorance Is no excuse

An old saying related to the law is that “ignorance is no excuse.” With that in mind, organi-
zations have a responsibility to learn what regulations apply to them where they operate, 
and to comply with those regulations. 

Fire Safety
Fires	are	classified	based	on	what	is	burning,	and	fire	extinguishers	are	classified	based	on	
what	fires	they	can	safely	extinguish.	The	four	primary	types	of	fires	are	as	follows:

■■ class a.	This	type	of	fire	involves	ordinary	combustible	material	such	as	paper	and	
wood.	The	fire	can	be	extinguished	with	water	or	a	Class	A	fire	extinguisher.	

■■ class b.	This	type	of	fire	involves	flammable	liquids	and	gases.	Class	B	fire	extinguish-
ers	use	chemicals	to	disrupt	the	chemical	reaction,	or	they	smother	the	fire	with	a	gas	
such	as	carbon	dioxide.	Spraying	water	on	a	Class	B	fire	is	dangerous	because	it	will	
spread	the	fire	instead	of	extinguishing	it.	

■■ class c.	An	electrical	fire	is	a	Class	C	fire,	and	the	best	way	to	extinguish	it	is	by	remov-
ing	the	power	source.	For	example,	unplugging	it	or	turning	off	the	circuit	breaker	can	
stop	the	fire.	Class	C	fire	extinguishers	use	special	chemicals	such	as	Purple-K	or	carbon	
dioxide	to	extinguish	a	fire.	

Important Never use water to extiNguish Class C fires

Water is conductive. Electricity can travel up the water stream and electrocute you if 
you spray water onto an electrical fire.

■■ class D.	This	type	of	fire	involves	combustible	metals.	A	Class	D	fire	extinguisher	uses	
special	chemicals	to	smother	the	fire.	Water	should	not	be	used.	
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Lifting
When	lifting	equipment,	it’s	best	to	lift	with	your	legs,	not	your	back.	In	other	words,	instead	
of	bending	down	to	pick	up	heavy	equipment,	you	should	squat,	bending	your	knees,	to	pick	
it	up.	

There	aren’t	any	firm	guidelines	on	safe	weight	limitations.	However,	it’s	generally	rec-
ommended	that	individuals	do	not	try	to	lift	equipment	weighing	more	than	70	pounds	
without	help.	

Quick Check
1. What can be used to protect against ESD?

2. What includes first-aid steps to take if cleaning supplies cause harm to a 
person?

Quick Check Answers
1. Controlled humidity, antistatic wrist straps, and antistatic mats 

2. MSDS sheets

tools

If	you’re	going	to	work	on	computers,	you’ll	need	some	tools.	The	following	sections	identify	
some	common	tools	you	should	have.

Screwdrivers
Case	fans,	power	supplies,	and	motherboards	are	all	secured	with	screws,	so	if	you	need	to	
remove	them,	you’ll	need	a	screwdriver.	Most	screws	are	Philips,	so	you’ll	need	one	or	two	
Philips	screwdrivers	in	addition	to	one	or	two	flat-blade	screwdrivers	in	your	toolkit.	

Extension Magnet
It’s	not	uncommon	to	drop	a	screw	within	a	system,	but	your	fingers	often	won’t	fit	into	the	
small	spaces	to	retrieve	it.	You	can	retrieve	it	with	an	extension	magnet.	An	extension	magnet	
has	a	handle	similar	to	a	screwdriver,	but	it	has	an	extendable	wand	with	a	magnet	on	the	
end.	In	some	situations,	the	screw	might	fall	onto	other	electrical	components,	such	as	the	
motherboard.	Instead	of	using	the	extension	magnet,	you	can	use	a	pair	of	plastic	tweezers	to	
avoid	possible	damage	to	system	components.
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Compressed Air and Compressors
As	mentioned	previously,	compressed	air	can	be	used	to	clean	out	a	computer	case.	You	can	
purchase	cans	of	compressed	air	online	or	at	computer	and	electronics	stores.	They	usually	
have	plastic	straws	that	you	can	attach	to	the	spray	nozzle	so	that	you	can	direct	the	air	into	
the	nooks	and	crannies	of	the	case.	Compressed	air	is	also	useful	for	blowing	out	keyboards,	
printers,	and	laptop	cases.	

Compressors	are	electronic	motors	that	build	up	air	pressure	and	allow	you	to	blow	out	
components	with	a	hose.	For	example,	many	gas	stations	have	compressors	that	you	can	use	
to	add	air	to	your	tires.	Unlike	compressed	air	cans,	a	compressor	will	never	run	out	of	air.

Important Be careful when using air compressors

Some compressors have very high air pressure, which can damage components within the 
computer if you’re not careful. Additionally, some air compressors collect water that can 
spray into the computer. Technicians that use these often have a regulator that they use to 
keep the pressure below 20 pounds per square inch (psi), and they use filters to trap any 
water. Some technicians strongly oppose using air compressors at all.

Computer Vacuum 
In	some	cases,	it	isn’t	feasible	to	take	computers	outside	to	blow	out	the	dust.	However,	if	you	
blow	out	the	dust	inside	the	building,	you’re	going	to	make	quite	a	mess.	Instead,	you	can	use	
a	computer	vacuum	cleaner	to	clean	out	the	computer.	

You	should	use	only	vacuum	cleaners	designed	for	the	job.	Regular	vacuum	cleaners	
generate	static	electricity	and	can	easily	damage	the	sensitive	components	within	the	com-
puter.	Computer	vacuums	are	made	of	special	materials	and	often	use	batteries	instead	of	AC	
power.

Exam Tip

Regular vacuum cleaners and their attachments can cause ESD damage to systems. Com-
puter vacuums are made of special material resistant to ESD.

Multimeter
Multimeters	have	multiple	functions,	and	technicians	commonly	use	them	to	measure	power	
supply	voltages.

For	example,	power	supplies	sometimes	lose	the	ability	to	provide	constant	power.	Instead	
of	a	steady	12	V,	a	power	supply	might	waver	between	10	V	and	14	V.	Even	though	a	system	
has	some	tolerance	for	variations,	generally	anything	beyond	5	percent	can	cause	prob-
lems,	such	as	random	restarts.	Therefore,	the	12-V	line	should	not	waver	more	than	plus	or	
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minus	0.6	V	(11.2	V	to	12.6	V).	If	you’re	experiencing	random	problems	and	suspect	the	power	
supply,	you	can	use	a	multimeter	to	measure	the	voltages.

Exam Tip

Random restarts can also indicate other problems. Overheating and in some cases faulty 
memory can cause a system to occasionally restart. Additionally, malicious software such 
as a virus can cause a system to randomly restart. Using a multimeter to verify that the 
voltages are stable can eliminate the power supply as a problem source. 

Figure	1-10	shows	a	multimeter	set	to	the	V	setting.	It	can	measure	both	DC	and	AC	volt-
ages	by	using	this	setting.	Additionally,	this	is	an	autorange	digital	multimeter	(DMM),	mean-
ing	that	it	can	automatically	sense	the	voltage	range.	

VOLTCRAFT

ON/OFF FUNCTION SET/RESET DC/AC

DOWNUP

AUTORANGE
DMM

VOLTCRAFT

V A

(((    )))

FiGUre 1-10	 Digital	multimeter.

Less	expensive	multimeters	require	you	to	set	the	range	at	the	highest	possible	voltage	to	
avoid	damage.	If	you	set	it	at	a	low	voltage,	such	as	5	V,	and	then	measure	12	V,	you	might	
damage	the	meter.	

In	Figure	1-10,	you	can	see	that	the	multimeter	has	two	probes.	It	might	not	be	apparent	
in	the	black-and-white	picture,	but	one	probe	is	red	and	one	is	black.	You	would	connect	the	



 30 CHAPTER 1 Introduction	to	Computers

black	probe	to	a	ground	pin	of	a	connector	(with	a	black	wire)	and	connect	the	red	probe	
to	the	voltage	pin	in	the	connector.	For	example,	if	you	want	to	measure	12	V	provided	on	
a	connector,	connect	it	to	the	pin	with	the	yellow	wire.	If	you	want	to	measure	the	5-V	line,	
connect	the	red	probe	to	the	pin	with	the	red	wire.	

Caution Severe electrical Shock poSSible

You can measure the voltage only when the power is on and supplying voltage to the 
system. Because of this you can be exposed to voltages when taking measurements. You 
should ensure that you do not touch anything within the computer except the connector. 
This includes touching components with your hands or with the multimeter probes.

When	taking	voltage	measurements,	you	should	remove	jewelry.	If	the	jewelry	touches	a	
metal	component	that	has	voltage,	it’s	possible	to	short	it	out	and	damage	the	equipment.	It	
could	also	shock	you.

Multimeters	can	also	take	other	measurements.	Besides	voltage,	the	most	common	mea-
surement	is	a	continuity	check.	When	the	meter	is	set	to	do	a	continuity	check,	you	can	touch	
the	probes	together	and	the	meter	will	beep,	indicating	a	continuous	connection.	You	can	use	
this	setting	to	check	for	a	break	in	a	cable.	You	touch	one	probe	to	the	connector	on	one	side	
of	a	cable,	and	the	other	probe	to	the	other	side.	If	it	beeps,	it	indicates	a	continuous	connec-
tion	in	the	cable,	indicating	that	the	cable	is	good.	If	it	doesn’t	beep,	the	cable	has	a	break	
and	should	be	replaced.	

Power Supply Tester
Most	power	supplies	will	not	provide	voltages	unless	they	are	plugged	into	the	component.	
For	example,	if	you	want	to	measure	voltages	on	the	motherboard	P1	connector,	the	P1	con-
nector	needs	to	be	plugged	in.	If	it’s	not	plugged	in,	the	voltages	are	zero.	

This	can	be	a	problem	if	you	want	to	check	a	power	supply	but	you	don’t	have	a	mother-
board	or	other	components.	However,	a	power supply tester	simulates	the	load	for	a	power	
supply	and	lets	you	know	if	you	have	a	problem.	You	plug	the	power	supply	cables	into	the	
power	supply	tester	and	turn	it	on.	The	tester	will	display	the	voltages,	and	if	any	of	the	volt-
ages	are	outside	specifications,	it	will	indicate	the	problem.	

Quick Check
1. What should you use to clean out a computer case?

2. What can you use to verify a power supply is providing 12 VDC to a system?
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Quick Check Answers
1. Compressed air, or a computer vacuum that doesn’t generate static electricity

2. Multimeter

chapter Summary

■■ The	three	functions	of	a	computer	are	input,	processing,	and	output.	These	are	often	
shortened	to	I/O.

■■ Binary	numbers	use	only	ones	and	zeros.	Hexadecimal	numbers	are	created	from	four	
binary	bits	and	include	the	characters	0–9	and	A–F.	Eight	bits	make	up	a	byte.

■■ Large	numbers	of	bytes	are	expressed	as	KB,	MB,	GB,	and	TB.	

■■ Computer	cases	house	key	computer	components,	including	motherboards,	case	fans,	
and	power	supplies.	

■■ Case	fans	help	keep	a	system	cool	by	drawing	air	into	the	case.	Cases	and	fans	often	
get	dirty.	They	can	become	quite	loud,	and	the	system	can	slow	down	or	intermittently	
fail.	The	easy	solution	is	to	clean	them.

■■ Case	fans	can	be	replaced.	If	a	fan	fails,	the	system	can	overheat,	so	the	fan	should	be	
replaced	as	soon	as	possible.

■■ Power	supplies	convert	commercial	AC	power	to	DC	voltages.	Power	supplies	are	rated	
based	on	the	power	they	provide,	expressed	as	watts	(W).	Replacement	power	supplies	
need	to	meet	or	exceed	the	power	requirements	of	the	computer.	

■■ Dual	voltage	power	supplies	have	a	switch	identified	as	115	or	230	to	identify	the	
source	voltage.	Ensure	that	it	is	set	to	the	correct	voltage	supplied	by	commercial	
power.

■■ ATX-based	power	supplies	provide	3.3	V,	5	V,	12	V,	and	-12	V	to	system	components	
through	various	power	connectors.	These	voltages	can	be	measured	with	a	multimeter	
or	a	power	supply	tester.

■■ The	P1	power	plug	is	the	primary	power	connector	for	the	motherboard	and	includes	
20	or	24	pins.	Many	systems	have	a	secondary	power	plug	that	includes	4,	6,	or	8	pins.	

■■ Molex	connectors	provide	5	V	and	12	V	to	PATA	disk	drives.	The	SATA	connector	pro-
vides	3.3	V,	5	V,	and	12	V	to	SATA	disk	drives.	Power	to	disk	drives	is	provided	via	12-V	
rails,	and	desktop	power	supplies	commonly	have	two	rails	but	can	have	more.	If	disk	
drives	are	failing,	you	might	need	a	power	supply	with	an	additional	rail.

■■ PCIe	connectors	use	6	pins,	8	pins,	or	6+2	pins.
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■■ Surge	suppressors	protect	components	against	spikes	and	surges	in	power.	UPS	sys-
tems	protect	systems	against	sags	and	short-term	power	losses.

■■ ESD	damage	can	be	prevented	by	using	ESD	wrist	straps	and	ESD	mats,	and	by	control-
ling	the	humidity.

■■ Extension	magnets	can	help	retrieve	screws	that	can’t	normally	be	reached.	
Compressed	air	or	special	antistatic	vacuum	cleaners	can	be	used	to	clean	computers.	

■■ MSDS	sheets	document	characteristics	about	potentially	hazardous	material	used	in	
a	work	center,	including	how	to	store	and	dispose	of	hazardous	material.	When	local	
regulations	exist,	they	take	precedence.

■■ Electrical	fires	are	Class	C	fires.	You	should	never	use	water	on	an	electrical	fire.	

■■ Compressed	air	is	the	preferred	method	of	cleaning	systems.	If	a	vacuum	is	used,	it	
should	be	a	special	antistatic	vacuum.	

■■ Multimeters	measure	voltages	and	can	check	cable	continuity.	Power	supply	testers	
can	check	voltages	on	power	supplies	without	a	motherboard.	

chapter review

Use	the	following	questions	to	test	your	knowledge	of	the	information	in	this	chapter.	The	
answers	to	these	questions,	and	the	explanations	of	why	each	answer	choice	is	correct	or	
incorrect,	are	located	in	the	“Answers”	section	at	the	end	of	this	chapter.

1. A	computer	is	making	a	lot	of	noise.	Of	the	following	choices,	what	is	the	likely	
problem?

A. Faulty	motherboard

B. USB	flash	drive

C. Power	supply	set	to	wrong	voltage

D. Case	fan

2. Another	technician	ordered	a	fan	for	a	computer	case.	It	has	arrived,	and	you	need	to	
install	it.	The	original	fan	has	been	removed.	Where	should	you	connect	the	fan	power	
connection?	

A. AC	outlet

B. P1	power	supply	connector

C. Front	panel	power

D. Motherboard
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3. A	power	supply	failed	after	a	technician	added	some	hard	drives	to	a	desktop	com-
puter.	You	need	to	purchase	an	additional	power	supply.	What	is	a	likely	power	rating	
you’ll	purchase	to	ensure	that	the	power	supply	doesn’t	fail	again?

A. 600	W

B. 600	V

C. 300	W

D. 250	V

4. Which	of	the	following	voltages	are	not	provided	by	ATX-based	power	supplies?	
(Choose	two.)

A. 12	VDC

B. -12	VDC	

C. 115	VAC

D. 15	VDC

5. Molex	connectors	provide	power	to	disk	drives	from	ATX-rated	power	supplies.	What	
voltages	are	supplied	through	the	Molex	connector?

A. 3.3	V	and	5	V

B. 5	V	and	12	V

C. 5	V	and	15	V

D. 12	V	and	15	V

6. A	system	is	no	longer	booting	to	the	SATA	hard	drive,	and	you	suspect	that	the	
ATX-based	power	supply	might	not	be	providing	the	correct	voltages.	What	voltages	
should	you	see	on	the	SATA	power	connector?	

A. 3.3	VDC,	5	VDC,	and	12	VDC

B. 3.3	VDC,	12	VDC,	and	15	VDC

C. 5	VDC,	12	VDC,	and	15	VDC

D. 12	VDC,	15	VDC,	and	24	VDC

7. Which	of	the	following	can	you	use	to	protect	against	power	sags?

A. Commercial	power

B. Power	supply

C. UPS

D. MSDS
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8. Which	of	the	following	can	protect	against	ESD	damage?	(Choose	all	that	apply.)

A. ESD	wrist	strap

B. Reducing	humidity	as	much	as	possible

C. Ensuring	that	computers	are	stored	on	carpets	whenever	possible

D. ESD	mat

9. You	want	to	verify	that	a	power	supply	is	providing	proper	voltages	while	it’s	con-
nected	to	the	P1	connector	on	the	motherboard.	What	would	you	use?	

A. Surge	suppressor

B. Multimeter

C. Power	strip

D. Power	supply	tester

10. You	open	a	computer	to	troubleshoot	it	and	notice	an	excessive	amount	of	dust	inside	
it.	Of	the	following	choices,	what	is	the	best	choice	to	clean	it?

A. Lint-free	cloth

B. Vacuum	cleaner

C. Glass	cleaner

D. Compressed	air

11. Which	of	the	following	can	contribute	to	ESD	damage?

A. Case	fans

B. Carpet

C. Touching	the	computer	case	while	working	on	a	computer

D. ESD	mats

12. After	cleaning	a	computer	screen	with	a	cleaning	compound,	your	fingers	start	
to	develop	a	rash.	What	can	you	use	to	quickly	identify	what	was	in	the	cleaning	
compound?

A. MSDS

B. Internet

C. Local	hospital

D. Coworkers
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answers

This	section	contains	the	answers	to	the	chapter	review	questions	in	this	chapter.

1. Correct Answer: D

A. Incorrect: When	motherboards	fail,	they	are	not	noisy.	

B. Incorrect: Hard	disk	drives	sometimes	make	a	lot	of	noise	when	they	are	failing,	
but	not	USB	flash	drives.

C. Incorrect: If	the	power	supply	is	set	to	the	wrong	voltage,	it	might	make	a	single	
loud	pop	when	it	fails,	or	not	work	at	all,	but	it	won’t	make	a	lot	of	noise.

D. Correct: When	case	fans	begin	to	fail,	they	are	often	noisy.	They	can	also	be	noisy	
if	they	are	dirty.

2. Correct Answer: D

A. Incorrect: Case	fans	do	not	get	power	from	AC	outlets.

B. Incorrect: The	P1	connector	provides	power	to	the	motherboard,	not	to	fans.	

C. Incorrect: Front	panels	do	not	have	power	for	fans.

D. Correct: Fans	get	power	from	a	connector	on	the	motherboard.	

3. Correct Answer: A

A. Correct: A	600-W	power	supply	is	common	in	desktop	computers	and	is	the	best	
choice	of	those	given.

B. Incorrect: Power	supplies	are	rated	in	watts,	not	volts.

C. Incorrect: A	300-W	power	supply	is	on	the	low	range	found	with	desktop	
	computers.	If	the	original	failed	after	adding	an	additional	load	with	disk	drives,	a	
larger	power	supply	is	needed.	

D. Incorrect: Power	supplies	are	rated	in	watts,	not	volts.

4. Correct Answers: C,	D

A. Incorrect: ATX-based	power	supplies	provide	12	VDC.

B. Incorrect: ATX-based	power	supplies	provide	-12	VDC.	They	also	provide	5	VDC	
and	3.3	VDC.	

C. Correct: ATX-based	power	supplies	use	AC	voltage	as	an	input	but	do	not	provide	
AC	voltage.

D. Correct: ATX-based	power	supplies	do	not	provide	15	VDC.	
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5. Correct Answer: B

A. Incorrect: 3.3	V	is	provided	to	the	motherboard	through	the	20-pin	or	24-pin	P1	
connector,	but	not	on	the	Molex	connector.

B. Correct: Molex	connectors	supply	5	V	and	12	V	from	the	power	supply	to	different	
drives	in	a	computer.	

C. Incorrect: 5	V	is	provided	through	both	Molex	and	the	P1	motherboard	connector,	
but	15	V	is	not	used	in	ATX	power	supplies.

D. Incorrect: 12	V	is	provided	through	both	Molex	and	the	P1	motherboard	connec-
tor,	but	15	V	is	not	used	in	ATX	power	supplies.

6. Correct Answer: A

A. Correct: The	correct	voltages	on	a	SATA	connector	are	3.3	VDC,	5	VDC,	and	12	
VDC.	

B. Incorrect: ATX	power	supplies	do	not	provide	15	VDC.

C. Incorrect: ATX	power	supplies	do	not	provide	15	VDC.

D. Incorrect: ATX	power	supplies	do	not	provide	15	VDC	or	24	VDC.

7. Correct Answer: C

A. Incorrect: A	power	sag	occurs	when	the	commercial	power	is	lower	than	normal,	
so	commercial	power	doesn’t	protect	against	it.	

B. Incorrect: Power	supplies	convert	AC	to	DC,	but	they	cannot	protect	against	power	
sags.

C. Correct: An	uninterruptible	power	supply	(UPS)	uses	a	battery	backup	to	protect	
against	power	sags.	Flickering	lights	are	an	indication	of	power	sags.	

D. Incorrect: Material	Safety	Data	Sheets	(MSDSs)	provide	safety-related	information	
for	items	used	within	a	work	environment.

8. Correct Answers: A,	D

A. Correct: Electrostatic	discharge	(ESD)	wrist	straps	protect	against	ESD	damage.	

B. Incorrect: Low	humidity	generates	more	static.	Ideally,	humidity	should	be	around	
50	percent.

C. Incorrect: Carpets	generate	static	easily,	so	it’s	best	not	to	store	computers	on	
carpets.

D. Correct: ESD	mats	also	protect	against	ESD.
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9. Correct Answer: B

A. Incorrect: A	surge	suppressor	will	prevent	power	spikes	from	reaching	a	computer,	
but	it	doesn’t	measure	voltages.	

B. Correct: A	multimeter	can	measure	DC	voltages	provided	to	a	motherboard	on	the	
P1	connector.

C. Incorrect: A	power	strip	provides	unprotected	power	to	a	system	but	doesn’t	
measure	voltage.

D. Incorrect: A	power	supply	tester	can	test	an	unconnected	power	supply,	but	it	isn’t	
used	for	a	power	supply	plugged	into	a	system.

10. Correct Answer: D

A. Incorrect: Lint-free	cloths	are	used	to	clean	screens	but	would	not	be	used	for	an	
excessive	amount	of	dust.

B. Incorrect: An	antistatic	vacuum	cleaner	could	be	used	but	a	standard	vacuum	
cleaner	can	cause	ESD	damage.

C. Incorrect: Glass	cleaner	includes	ammonia	and	alcohol,	which	might	damage	inter-
nal	components.	

D. Correct: Compressed	air	would	be	the	best	choice	for	blowing	out	the	dust.	

11. Correct Answer: B

A. Incorrect: Case	fans	keep	a	system	cool	but	do	not	contribute	to	ESD	damage.	

B. Correct: Static	builds	up	on	carpet,	so	placing	computers	on	carpets	can	contribute	
to	ESD	damage.	

C. Incorrect: Touching	the	computer	case	while	working	on	a	computer	helps	keep	
you	at	the	same	potential	as	the	computer	and	reduces	static	buildup.

D. Incorrect: ESD	mats	reduce	the	potential	for	ESD	damage.	

12. Correct Answer: A

A. Correct: A	Material	Safety	Data	Sheet	(MSDS)	documents	characteristics	of	materi-
als	used	within	a	workplace.

B. Incorrect: You	might	be	able	to	find	the	information	on	the	Internet,	but	an	MSDS	
sheet	should	be	readily	available.

C. Incorrect: Medical	personnel	will	likely	want	to	know	what	was	in	the	cleaning	
compound,	but	they	wouldn’t	know	what	was	used.

D. Incorrect: Coworkers	wouldn’t	be	the	best	source	to	identify	the	contents,	but	they	
can	retrieve	the	MSDS.
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c h a p t e r  3

Understanding RAM and 
CPUs

In	this	chapter,	you’ll	learn	about	two	important	concepts	for	any	A+	technician	to	under-stand:	random	access	memory	(RAM)	and	central	processing	units	(CPUs).	A	CPU	is	the	
brain	of	the	computer,	performing	most	of	the	processing,	and	RAM	is	used	to	store	appli-
cations	and	data	being	used	by	the	CPU.	Both	continue	to	be	steadily	improved	and	include	
a	significant	amount	of	technical	detail	that	can	easily	confuse	a	regular	user.	This	chapter	
will	help	you	understand	many	of	the	terms	used	when	describing	them.

Exam 220-801 objectives in this chapter:
■■ 1.2	Differentiate	between	motherboard	components,	their	purposes,	and	properties.	

■■ CPU	sockets	

■■ 1.3	Compare	and	contrast	RAM	types	and	features.	

■■ Types	

■■ DDR	

■■ DDR2	

■■ DDR3	

■■ SDRAM	

■■ SODIMM	

■■ RAMBUS	

■■ DIMM	

■■ Parity	vs.	non-parity	

■■ ECC	vs.	non-ECC	

■■ RAM	configurations	

■■ Single	channel	vs.	dual	channel	vs.	triple	channel	

■■ Single	sided	vs.	double	sided	

■■ RAM	compatibility	and	speed	
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■■ 1.6	Differentiate	among	various	CPU	types	and	features	and	select	the	appropriate	
cooling	method.	

■■ Socket	types	

■■ Intel:	LGA,	775,	1155,	1156,	1366	

■■ AMD:	940,	AM2,	AM2+,	AM3,	AM3+,	FM1,	F	

■■ Characteristics	

■■ Speeds	

■■ Cores	

■■ Cache	size/type	

■■ Hyperthreading	

■■ Virtualization	support	

■■ Architecture	(32-bit	vs.	64-bit)	

■■ Integrated	GPU	

■■ Cooling	

■■ Heat	sink	

■■ Fans	

■■ Thermal	paste	

■■ Liquid-based	

Exam 220-802 objectives in this chapter:
■■ 4.2	Given	a	scenario,	troubleshoot	common	problems	related	to	motherboards,	RAM,	
CPU	and	power	with	appropriate	tools.	

■■ Common	symptoms	

■■ Unexpected	shutdowns	

■■ System	lockups	

■■ Overheating	

raM

When	technicians	are	talking	about	a	computer’s	memory,	they	are	primarily	talking	about	
random access memory (RAM).	RAM	is	used	for	short-term	storage	of	applications	or	data	so	
that	the	processor	can	access	and	use	this	information.	In	contrast,	computers	use	hard	drives	
for	long-term	storage	of	data.	

Most	RAM	is	volatile.	This	doesn’t	mean	that	it’s	explosive;	it	means	that	data	in	RAM	is	lost	
when	power	is	removed.	

Key 
Terms
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As	an	introduction,	the	following	list	identifies	commonly	used	types	of	RAM.	All	of	these	
types	of	RAM	are	volatile.	

■■ Dynamic raM (DraM).	Dynamic	refers	to	how	bits	are	stored	in	an	electrical	compo-
nent	called	a	capacitor.	The	capacitor	holds	the	bit	as	a	charge,	but	the	capacitor	needs	
to	be	regularly	refreshed	to	hold	the	charge.	This	configuration	uses	very	few	compo-
nents	per	bit,	keeping	the	cost	low,	but	the	constant	refresh	reduces	the	speed.	

■■ Synchronous DraM (SDraM). SDRAM	is	synchronized	with	a	clock	for	faster	speeds.	
Almost	all	primary	DRAM	used	in	computers	today	is	SDRAM,	but	it’s	often	listed	as	
DRAM	to	avoid	confusion	with	SRAM. 

■■ Static raM (SraM).	Static	RAM	uses	switching	circuitry	instead	of	capacitors	and	can	
hold	a	charge	without	a	constant	refresh.	It	requires	more	components	per	bit	so	it	is	
more	expensive,	but	due	to	how	the	switching	works,	it	is	quicker	than	DRAM.	Due	to	
the	speed,	SRAM	is	commonly	used	for	CPU	cache	(described	later	in	this	chapter)	but	
is	rarely	used	as	the	primary	RAM	because	of	its	cost.

Note SRAM vS. SDRAM

SRAM and SDRAM are often conflated; however, they are different, and the S makes the 
difference. The S in SRAM indicates static, but the S in SDRAM indicates synchronous. 
Because of its speed, SRAM is used for CPU cache. SDRAM is used as the primary RAM in 
computer (PCs). Almost all DRAM in personal computers is SDRAM. 

Flash	memory	is	very	popular,	but	not	as	the	primary	RAM	used	in	a	system.	USB	flash	
drives,	solid-state	drives	(SSDs),	and	memory	cards	used	in	cameras	and	other	mobile	devices	
all	use	flash	memory.	Flash	memory	is	used	for	BIOS	in	many	motherboards.	Unlike	DRAM	
and	SRAM,	flash	memory	is	not	volatile	and	retains	data	without	power.	

Double Data Rate SDRAM
While	the	original	SDRAM	versions	were	quick	and	efficient	for	their	time,	manufacturers	have	
steadily	improved	them.	Double data rate (DDR)	is	one	of	the	improvements	and	is	used	in	
almost	all	SDRAM.	As	a	reminder,	SDRAM	is	tied	to	a	clock,	and	when	the	clock	ticks,	data	is	
transferred.	

SDRAM	uses	only	the	leading	edge	for	the	clock.	However,	each	of	the	DDR SDRAM 
	versions	uses	both	the	leading	and	trailing	edge	of	the	clock.	This	is	often	called	double 
pumping.	Figure	3-1	compares	the	two	over	two	cycles	of	a	clock.	You	can	see	that	SDRAM	
has	two	clocks	from	these	cycles	and	that	DDR	has	four	clocks	from	the	same	two	cycles.	

Key 
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SDRAM uses only
leading edge

DDR versions use
leading and trailing

edge (double pumping)

21

2

1 3

4

FiGUre 3-1	 SDRAM	compared	with	double-pumping	DDR.

The	following	list	provides	an	overview	of	the	different	DDR	versions:

■■ Double Data rate (DDr) SDraM.	DDR	uses	double	pumping	to	double	the	data	rate	
of	SDRAM.	

■■ DDr2.	DDR2	doubles	the	data	rate	of	DDR.	In	addition	to	double	pumping,	it	modifies	
the	way	that	data	is	processed	and	can	transfer	twice	as	much	data	as	DDR	SDRAM.

■■ DDr3.	DDR3	doubles	the	data	rate	of	DDR2.	It	uses	double	pumping	and	further	
modifies	the	way	that	data	is	processed.	It	can	transfer	four	times	as	much	data	as	DDR	
and	eight	times	as	much	data	as	SDRAM.

Exam Tip

DDR3 SDRAM is the primary type of RAM you see in most systems today. It supersedes 
SDRAM, DDR SDRAM, and DDR2 SDRAM. However, some existing systems have older RAM, 
and the CompTIA objectives list each type of RAM, so you’ll need to be aware of all of 
them.

DDR4	isn’t	included	in	the	objectives,	but	it	is	on	the	horizon	as	a	replacement	for	DDR3.	
It’s	expected	to	double	the	speed	of	DDR3.

DIMMs and SODIMMs
RAM	comes	on	cards	plugged	into	the	slots	in	the	motherboard.	They	are	smaller	than	expan-
sion	cards,	and	technicians	commonly	call	memory	cards	sticks.	The	two	most	common	types	
of	memory	sticks	are:

■■ Dual in-line memory module (DiMM).	A	DIMM	is	the	circuit	board	that	holds	the	
memory	chips.

■■ Small outline dual in-line memory module (SODiMM). SODIMM	chips	are	smaller	
and	are	used	in	smaller	devices	such	as	laptop	computers	and	some	printers.

Figure	3-2	shows	a	DIMM	(top)	and	a	SODIMM	(bottom).

Important Avoid electrostAtic dischArge dAmAge

The CPU and RAM are most susceptible to electrostatic discharge (ESD) damage. If you 
plan on touching the CPU or RAM, ensure that you use ESD wrist straps and other ESD 
protection as mentioned in Chapter 1, “Introduction to Computers.”

Key 
Terms
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FiGUre 3-2	 Comparing	a	DIMM	and	a	SODIMM.

DIMMs	and	SODIMMs	have	a	different	number	of	pins	depending	on	the	type	used.

■■ DDr SDraM DiMM:	184	pins	

■■ DDr2 SDraM DiMM:	240	pins

■■ DDr3 SDraM DiMM:	240	pins

■■ DDr SDraM SODiMM:	200	pins

■■ DDr2 SDraM SODiMM:	144	or	200	pins

■■ DDr3 SDraM SODiMM:	204	pins	

Single Channel, Dual Channel, and Triple Channel 
Many	motherboards	and	CPUs	support	single-channel,	dual-channel,	and	triple-channel	
memory	architectures.	Each	single channel	represents	a	separate	64-bit	line	of	communica-
tion	that	can	be	accessed	independently.	With	dual	channel,	the	system	can	access	128	bits	at	
a	time;	triple	channel	gives	it	access	to	192	bits	at	a	time.

Using	dual	and	triple	channels	provides	an	additional	performance	enhancement	to	DDR,	
DDR2,	and	DDR3,	in	addition	to	double	pumping	and	other	enhancements	provided	by	the	
DDR	versions.	If	you	use	a	dual-channel	motherboard	with	DDR3,	it	doubles	the	throughput	
of	DDR3,	providing	16	times	more	data	throughput	than	SDRAM.

If	you	are	upgrading	a	computer’s	memory,	it’s	important	to	understand	these	channels.	
You	can	purchase	DIMMs	in	matched	pairs.	Where	you	install	each	DIMM	determines	how	
many	channels	your	system	will	use	and	can	affect	the	performance	of	RAM.

Key 
Terms
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Single Channel vs. Dual Channel 
Dual-channel	motherboards	are	very	common.	If	you	look	at	a	dual-channel	motherboard,	
you	see	that	it	has	four	memory	slots,	two	slots	of	one	color	and	two	slots	of	another	color.	
Figure	3-3	shows	a	diagram	of	four	memory	slots	labeled	for	a	motherboard	using	an	Intel-
based	CPU.	Slots	1	and	3	are	one	color,	and	slots	2	and	4	are	another	color.

S1

S2

S3

S4

B0

B1

B0

B1

C1

C1

C2

C2

Intel

FiGUre 3-3	 Intel-based	DDR	slots	(S),	banks	(B),	and	channels	(C).

■■ Slots:	Each	slot	can	accept	one	DIMM.	

■■ banks:	A	bank	is	composed	of	two	slots.	In	Figure	3-3,	Bank	0	includes	slots	1	and	3	
and	these	two	slots	are	normally	blue.	Bank	1	includes	slots	2	and	4	and	these	slots	are	
normally	black.	This	is	standard	for	Intel	CPU-based	motherboards.

■■ channels:	Each	channel	represents	a	separate	64-bit	communication	path.	Slots	1	
and	2	make	up	one	channel,	and	slots	3	and	4	make	up	the	second	channel.	

Exam Tip

On most motherboards, the slots are color-coded to identify the banks. Slots of the same 
color indicate the same bank, and matched pairs should be installed in these slots. 

You	can	install	a	single	DIMM	in	slot	1,	and	the	system	will	have	a	single-channel	RAM.	
You	can	purchase	DIMMs	in	matched	pairs,	and	it’s	important	to	know	in	which	slots	to	
install	them.	For	the	best	performance,	you	should	install	matched	DIMMs	in	the	same	bank.	
Looking	at	Figure	3-3,	you	should	install	the	matched	pair	of	DIMMs	in	slots	1	and	3	(Bank	0),	
leaving	slots	2	and	4	empty.	The	system	will	take	advantage	of	the	dual-channel	architecture	
by	using	two	separate	64-bit	channels.

What	happens	if	you	install	the	DIMMs	in	slots	1	and	2	instead?	The	system	will	still	work;	
however,	both	DIMMs	are	installed	in	channel	1,	so	the	system	will	work	with	only	a	single	
channel.	RAM	will	be	about	half	as	fast	as	it	could	be	if	it	were	installed	correctly	to	take	
advantage	of	the	dual	channels.	

Figure	3-3	and	the	previous	explanation	describe	the	color	coding,	banks,	and	channels	
for	Intel-based	CPU	motherboards.	However,	most	motherboards	designed	for	AMD	CPUs	
are	organized	differently,	as	shown	in	Figure	3-4.	On	these	motherboards,	slots	1	and	2	make	
up	Bank	0,	and	slots	3	and	4	make	up	Bank	1.	Channel	1	includes	slots	1	and	3,	and	channel	2	
includes	slots	2	and	4.	

Key 
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S1

S2

S3

S4

B0

B1

C1

B1 C1

B0 C2

C2

Most AMD

FiGUre 3-4	 AMD-based	DDR	slots	(S),	banks	(B),	and	channels	(C).	

While	this	can	be	confusing	between	different	motherboards,	the	good	news	is	that	most	
motherboard	manufacturers	use	the	same	color	for	each	bank.	For	Intel-based	motherboards,	
Bank	0	includes	slots	1	and	3,	and	these	will	be	the	same	color	(often	blue).	Bank	1	includes	
slots	2	and	4,	and	they	will	be	a	different	color	(often	black).	AMD	motherboards	also	use	one	
color	for	Bank	0	(slots	1	and	2)	and	another	color	for	Bank	1	(slots	3	and	4).

Exam Tip

Many motherboards allow the use of different size DIMMs in different channels. However, 
for the system to use the multichannel capability, each DIMM within a bank must be the 
same size. If one DIMM in a bank is 1 GB and the second DIMM in the bank is 2 GB, the 
sizes are different and the system will use single channel. Also, you can use different speed 
DIMMs in the same bank, although this is not recommended. The speed of the bank will 
default to the lower-speed DIMM or, in some cases, to single channel.

Triple Channel 
On	some	motherboards,	you	see	six	DIMM	slots	instead	of	four.	This	indicates	the	system	sup-
ports	triple-channel	memory	usage.	Table	3-1	shows	the	configuration	of	the	slots,	banks,	and	
channels	for	a	motherboard	using	triple-channel	RAM.	

tabLe 3-1	 Triple-Channel	DIMMs

Slots banks channels

Slot	1 Bank	0 Channel	1

Slot	2 Bank	1 Channel	1

Slot	3 Bank	0 Channel	2

Slot	4 Bank	1 Channel	2

Slot	5 Bank	0 Channel	3

Slot	6 Bank	1 Channel	3

Slots	in	each	bank	are	commonly	the	same	color,	so	you	might	see	a	motherboard	with	
Bank	0	slots	(slots	1,	3,	and	5)	all	blue	and	with	Bank	1	slots	all	black.	

Key 
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Triple-channel	DIMMs	are	sold	in	matched	sets	of	three,	similar	to	how	dual-channel	
DIMMs	are	sold	in	matched	pairs.	When	you	install	triple-channel	DIMMs,	you	should	install	
the	matched	set	in	the	same	bank.	For	example,	if	you	bought	one	set,	you’d	install	it	in	
slots	1,	3,	and	5.

Note Quad channel

Quad-channel motherboards are also available and have eight DIMM slots. When  buying 
RAM for a quad-channel motherboard, you buy the RAM in a matched set of four. 
 Quad-channel RAM is not mentioned in the CompTIA A+ objectives. 

Single Sided vs. Double Sided
You’d	think	that	single-sided	and	double-sided	RAM	refers	to	how	many	sides	of	a	DIMM	have	
chips.	That	makes	sense,	but	it’s	not	entirely	accurate.	Instead,	single	sided	or	double	sided	
refers	to	how	a	system	can	access	the	RAM.	

In	double-sided	RAM,	the	RAM	is	separated	into	two	groups	known	as	ranks,	and	the	
	system	can	access	only	one	rank	at	a	time.	If	it	needs	to	access	the	other	rank,	it	needs	to	
switch	to	the	other	rank.	In	contrast,	single-sided	(or	single-rank)	RAM	is	in	a	single	group;	the	
system	can	access	all	RAM	on	the	DIMM	without	switching.	

If	you	have	a	DIMM	with	chips	on	only	one	side,	it	is	most	likely	a	single-sided	(single-rank)	
DIMM.	However,	if	it	has	chips	on	both	sides,	it	can	be	single	rank,	dual	rank,	or	even	quad	
rank.	You	often	have	to	dig	into	the	specs	to	determine	how	many	ranks	it	is	using.	

Usually,	you’d	think	that	double	is	better	than	single,	but	in	this	case,	more	rank	is	not	
better.	Switching	back	and	forth	between	ranks	takes	time	and	slows	down	the	RAM.	
	Single-sided	RAM	doesn’t	switch,	and	if	all	other	factors	are	the	same,	single-sided	RAM	is	
faster	than	double-sided	RAM.

Note Dual-siDeD is not Dual channel

Dual-sided (or dual-ranked) is not the same as dual channel. Dual channel improves perfor-
mance, but a dual-ranked DIMM doesn’t perform as well as a single-ranked DIMM.

Quick Check
1. A system has six RAM slots. What does this indicate?

2. Where should you install two new DIMMs on a dual-channel motherboard?

Quick Check Answers
1. Triple-channel RAM.

2. In the same bank, identified by slots of the same color.

Key 
Terms
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RAM Compatibility and Speed
An	important	point	about	DDR,	DDR2,	and	DDR3	is	that	they	aren’t	compatible	with	each	
other.	You	can’t	use	any	version	in	a	slot	designed	for	another	type.	For	example,	you	can	
use	DDR3	DIMMs	only	in	DDR3	slots.	From	a	usability	perspective,	that’s	not	so	great,	but	
if	you’re	trying	to	remember	which	types	are	compatible,	it’s	a	lot	easier.	You	can’t	mix	and	
match	them.	

Figure	3-5	shows	a	comparison	of	the	keyings	of	DDR,	DDR2,	and	DDR3,	with	a	dotted	line	
as	a	reference	through	the	middle	of	each	one.	You	can	see	that	the	notched	key	at	the	bot-
tom	of	the	circuit	card	is	different	for	each.	The	standards	aren’t	compatible,	and	this	keying	
prevents	technicians	from	inserting	a	DIMM	into	the	wrong	slot.	

DDR DDR2 DDR3

FiGUre 3-5	 Comparing	DDR	versions.

Speeds
Some	RAM	is	faster	than	other	RAM,	and	with	faster	RAM	you	often	see	faster	overall	
	performance.	As	you’d	expect,	faster	RAM	is	more	expensive.	If	you’re	shopping	for	RAM,	you	
want	to	ensure	that	you	buy	exactly	what	you	need.	This	includes	the	correct	DDR	version,	the	
correct	number	of	channels	if	your	motherboard	supports	multiple	channels,	and	the	correct	
speed.	

The	speed	of	RAM	is	expressed	as	the	number	of	bytes	it	can	transfer	in	a	second	(B/s)	or,	
more	commonly,	as	megabytes	per	second	(MB/s).	However,	the	speed	of	most	RAM	isn’t	
listed	plainly.	Instead,	it’s	listed	using	standard	names	and	module	names	such	as	DDR3-800	
or	PC3-12800,	respectively.	These	names	indicate	their	speed,	but	not	directly.	If	you	need	to	
shop	for	RAM,	you	need	to	understand	these	names	and	how	they	relate	to	the	speed.

Note DIMM stIckers

Most DIMMs have stickers on them that include the standard name, module name, or both. 
If you’re working at a company that has stored excess DIMMs in static-free packaging, you 
can identify details from these names. 

You	can	calculate	the	overall	speed	of	any	SDRAM	DDR	type	by	using	a	specific	mathemat-
ical	formula	for	that	type.	The	formula	includes	the	speed	of	the	clock	(Clk),	a	clock	multi-
plier	(Clk	Mult)	for	DDR2	and	DDR3,	and	doubling	from	double	pumping	(DP).	The	speed	is	
calculated	for	a	single	channel,	which	is	64	bits	wide,	and	then	converted	to	bytes	by	dividing	
it	by	8.	The	following	formulas	show	how	to	calculate	the	speed	of	each	of	the	DDR	versions	
by	using	a	100-MHz	clock:
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■■ DDr speed calculation:

■■ Clk	×	2	(DP)	×	64	(bits)	/	8	(bytes)

■■ 100	MHz	×	2	×	64	/	8	=	1,600	MB/s

■■ DDr2 speed calculation:

■■ Clk	×	2	(Clk	Mult)	×	2	(DP)	×	64	(bits)	/	8	(bytes)

■■ 100	MHz	×	2	×	2	×	64	/	8	=	3,200	MB/s

■■ DDr3 speed calculation:

■■ Clk	×	4	(Clk	Mult)	×	2	(DP)	×	64	(bits)	/	8	(bytes)

■■ 100	MHz	×	4	×	2	×	64	/	8	=	6,400	MB/s

Table	3-2	shows	how	these	speeds	relate	to	the	different	naming	conventions	used	with	
DDR	types.	You	can	see	that	the	standard	name	is	derived	from	the	clock,	the	clock	multiplier,	
and	double	pumping.	For	example,	DDR3	uses	a	4-times	multiplier	and	double	pumping.	
Therefore,	it’s	eight	times	faster	than	SDRAM.	The	standard	name	is	derived	by	multiplying	
the	clock	by	8.	The	module	name	is	a	little	more	cryptic,	but	if	you	calculate	the	speed	by	
using	the	clock,	you	can	see	that	the	PC	name	indicates	the	calculated	speed	in	MB/s.	Also,	
you	can	see	that	the	names	include	the	version	(DDR,	DDR2,	or	DDR3).

tabLe 3-2	 DDR	Standard	Names	and	Module	Names

100 Mhz 166 2/3 Mhz 200 Mhz 

DDR	Standard	Name
DDR	Module	Name

DDR-200
PC-1600

DDR-333
PC-2700

DDR-400
PC-3200

DDR2	Standard	Name
DDR2	Module	Name

DDR2-400
PC2-3200

DDR2-667 
PC2-5300 
PC2-5400

DDR2-800
PC2-6400

DDR3	Standard	Name
DDR3	Module	Name

DDR3-800 
PC3-6400

DDR3-1333 
PC3-10600

DDR3-1600 
PC3-12800

Note Some rounding allowed

If you enjoy math, you can plug the fractional number 166 2/3 into the speed calculation 
formulas and see that they don’t work out exactly. For example, DDR2-667 works out to 
about 5333.312 MB/s. Some manufacturers advertise this as PC2-5300, while others round 
it up to PC2-5400.

Each	DDR	version	supports	multiple	clock	speeds,	and	each	newer	version	supports	faster	
clocks.	Some	of	the	clock	speeds	supported	by	different	DDR	versions	are	as	follows:	

■■ DDr: 100,	133	1/3,	166	2/3,	and	200	MHz

■■ DDr2: 100,	133	1/3,	166	2/3,	200,	and	266	2/3	MHz

■■ DDr3: 100,	133	1/3,	166	2/3,	200,	266	2/3,	and	400	MHz
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A	key	consideration	when	purchasing	RAM	is	to	ensure	that	the	RAM	speeds	are	sup-
ported	by	the	motherboard.	If	the	speeds	don’t	match,	the	motherboard	defaults	to	the	
slower	speed.	For	example,	if	your	motherboard	has	a	100-MHz	clock	and	you	install	
	PC3-12800	RAM,	the	RAM	will	run	at	100	MHz	instead	of	200	MHz.	It	still	works,	but	you	
won’t	get	the	benefit	of	the	higher-speed	RAM.

Exam Tip

You might need to shop for memory, either to replace memory in your own system or to 
help someone else. If you can master how memory is named and marketed, you’ll be able 
to identify the correct memory to purchase.

Compatibility within Banks
In	addition	to	matching	the	RAM	speed	with	the	motherboard	speed,	you	should	also	match	
the	RAM	speed	within	banks	when	using	dual-channel	and	triple-channel	configurations.	If	
one	DIMM	in	a	bank	fails,	you	should	replace	both	with	a	matched	set.	However,	if	you	have	
to	replace	the	failed	DIMM	with	a	spare,	look	for	a	spare	that	uses	the	same	speed.

For	example,	if	Bank	0	currently	has	two	PC3-12800	sticks	and	one	fails,	you	should	replace	
the	failed	stick	with	a	PC3-12800	stick.	PC3-12800	uses	a	200-MHz	clock.	If	you	replaced	it	
with	a	PC3-6400	(designed	for	a	100-MHz	clock),	both	sticks	would	run	at	the	slower	speed	
or	revert	to	single	channel.

Real WoRld Using the wrong slots resUlts in slower rAM

I once helped a friend troubleshoot the speed of a PC after a RAM upgrade. The system 
started with two 2-GB RAM sticks installed in slots 1 and 2, incorrectly using a single- 
channel configuration. These DIMMs were PC3-6400, using a 100-MHz clock, and they 
were working fine, but he wanted more RAM. 

He purchased two new 2-GB PC3-12800 DIMMs designed to work with a 200-MHz clock. 
His motherboard supported 200 MHz, so it could take advantage of the faster RAM. 
However, after installing the RAM, he ran some tests and found that all the DIMMs were 
using 100 MHz, so he called me for some help.

Do you see the problem? It took a while to figure out and was exacerbated by the original 
RAM using the wrong slots. Bank 0 (in slots 1 and 3) now included one 100-MHz DIMM 
and one new 200-MHz DIMM, so it ran at the slower speed of 100 MHz. Similarly, Bank 1 
(in slots 2 and 4) now included one 100-MHz DIMM and one 200-MHz DIMM, so it also ran 
at the slower speed.

Most users won’t test the speed of the RAM after installing it. They’re just happy that they 
have more memory. However, when speeds are mixed in the same bank, users won’t get 
the higher performance. 
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Shopping for RAM
When	shopping	for	RAM,	you	need	to	determine	the	clock	speed	of	your	computer	and	then	
determine	the	DDR	name.	You	can	boot	into	BIOS,	as	shown	in	Chapter	2,	“Understanding	
Motherboards	and	BIOS,”	to	identify	the	clock	speed	used	by	RAM	and	then	plug	it	into	the	
formula	to	determine	the	standard	name	and	module	name.

If	you	have	access	to	the	Internet,	there’s	an	easier	way.	You	can	go	to	one	of	the	memory	
sites,	such	as	Crucial.com	or	Kingston.com,	and	use	one	of	their	tools.	You	can	enter	the	
make	and	model	of	your	computer,	and	the	tool	will	tell	you	what	memory	is	supported.	
Crucial.com	also	has	an	application	that	you	can	download	and	run	to	identify	your	mother-
board,	the	type	and	speeds	of	supported	RAM,	how	much	RAM	is	installed,	and	recommen-
dations	for	upgrading	the	RAM.	Another	tool	that	can	help	is	CPU-Z	(described	at	the	end	of	
this	chapter).

Exam Tip

When shopping for memory, you’ll find that most memory resellers use the module name, 
such as PC3-6400. You’ll need to match this with the speed of the clock on the target sys-
tem. Also, remember that the DDR versions are not compatible. PC2-6400 indicates DDR2, 
and PC3-6400 indicates DDR3. 

Parity and ECC
Desktop	systems	rarely	need	extra	hardware	to	detect	or	correct	memory	errors,	but	some	
advanced	servers	need	this	ability.	The	two	primary	error-detection	technologies	are	parity 
and	error correction code (ECC).	When	shopping	for	RAM	on	desktop	systems,	you’ll	almost	
always	buy	non-parity	and	non-ECC	RAM.

Note ApplicAtions check for errors

Applications routinely check for errors and often detect and correct errors without the 
need for parity or ECC RAM. 

Parity	works	by	using	9	bits	for	every	byte	instead	of	8	bits.	It	sets	the	ninth	bit	to	a	0	or	
a	1	for	each	byte	when	writing	data	to	RAM.	Parity	can	be	odd	parity	or	even	parity,	referring	
to	odd	and	even	numbers.

Odd	parity	is	common,	and	when	used,	it	ensures	that	the	9	bits	always	have	an	odd	
number	of	1s.	For	example,	if	the	8	data	bits	were	1010	1010,	it	has	four	1s.	Four	is	an	even	
number,	so	the	parity	bit	needs	to	be	a	1.	Whenever	data	is	written	to	RAM,	the	parity	bit	is	
calculated	and	written	with	each	byte.	

When	the	data	is	read,	the	system	calculates	the	parity	from	the	9	bits.	If	it	ever	detects	an	
even	number	of	1s,	it	knows	there	is	an	error,	meaning	that	the	data	isn’t	valid	and	should	not	
be	used.	Parity	can’t	fix	the	problem;	it	just	reports	the	error.

Key 
Terms
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ECC	RAM	uses	additional	circuitry	and	can	detect	and	correct	errors.	This	extra	circuitry	
adds	significantly	to	the	cost	of	the	RAM	and	should	be	purchased	only	when	necessary.	
For	example,	spacecraft	that	might	be	exposed	to	solar	flares	commonly	use	ECC	RAM.	
Additionally,	some	high-end	scientific	and	financial	servers	need	it	to	ensure	that	the	data	in	
RAM	remains	error-free.

Rambus and RDRAM
Another	type	of	DRAM	is	Rambus DRAM (RDDRAM).	More	commonly,	you	see	it	referred	to	
as	Rambus,	Rambus	DRAM,	or	RDRAM.	RDRAM	is	not	compatible	with	any	of	the	DDR	ver-
sions	and	is	rarely	used.	

The	circuit	boards	are	called	Rambus in-line memory modules (RIMMs)	instead	of	DIMMs.	
When	installing	RDRAM,	you	must	install	it	in	pairs.	In	some	cases,	only	one	circuit	card	has	
memory	and	the	second	circuit	card	in	the	pair	is	needed	to	complete	the	circuit.	The	second	
card	is	called	a	continuity RIMM (CRIMM).

Exam Tip

Rambus and RDRAM are mentioned in the CompTIA objectives, but don’t be surprised if 
you never see a RIMM. They aren’t used in new computers, but you might see one in an 
older computer. You can identify RIMMs by the distinctive metal covering over the chips.

RDRAM	generates	quite	a	bit	of	heat.	To	dissipate	the	heat,	the	chips	are	covered	with	
a	piece	of	metal	acting	as	a	heat	sink	or	heat	spreader.	This	makes	them	easy	to	identify	
because	DDR	SDRAM	is	not	covered	with	metal.

cpUs

The	processor,	or	central processing unit (CPU),	is	the	brain	of	the	computer.	It	does	the	major-
ity	of	the	processing	work	and	is	a	key	factor	in	the	overall	performance	of	a	system.	Over	the	
years,	CPUs	have	steadily	improved,	and	as	a	computer	technician,	you’re	expected	to	know	
some	basics	about	them.	

There	are	two	primary	manufacturers	of	computers	used	in	computers:	Intel	and	Advanced 
Micro Devices (AMD). 

■■ intel.	Intel	is	the	largest	seller	of	CPUs,	selling	about	80	percent	to	85	percent	of	
all	CPUs.	It	manufactures	other	products	as	well,	including	chipsets,	motherboards,	
memory,	and	SSDs.

■■ aMD.	AMD	is	the	only	significant	competition	to	Intel	for	CPUs,	and	it	sells	about	
10	percent	to	15	percent	of	all	CPUs.	It	also	manufactures	other	products,	including	
graphics	processors,	chipsets,	and	motherboards.	

Key 
Terms

Key 
Terms



 92 CHAPTER 3 Understanding	RAM	and	CPUs

It’s	possible	to	purchase	a	new	CPU	and	install	it	in	a	motherboard	as	part	of	an	upgrade.	
An	important	question	to	ask	is,	“What	should	I	buy?”	When	shopping,	you’ll	see	names	like	
the	following:

■■ Intel	Core	i7-960	Processor	3.2	GHz	8	MB	Cache	Socket	LGA	1366

■■ Phenom	II	X4	965	AM3	3.4	GHz	512KB	45	NM

Will	either	of	these	fit	in	your	motherboard?	You	might	not	know	right	now,	but	by	the	
end	of	this	chapter,	you’ll	have	the	information	to	answer	that	question.	

Note RISC

You might hear about Advanced RISC Machine (ARM) processors. ARM uses a reduced 
instruction set computer (RISC) architecture and often runs more quickly and with less 
power than Intel and AMD-based CPUs, so these processors don’t need fans. ARM proces-
sors are popular in tablets such as the iPad, but you can’t replace CPUs in a tablet. You can 
replace CPUs in computers, so the Intel and AMD CPUs are more important to understand 
as a computer technician.

Key 
Terms

32-bit vs. 64-bit
CPUs	are	identified	as	either	32-bit	or	64-bit.	Similarly,	operating	systems	and	many	applica-
tions	are	referred	to	as	either	32-bit	or	64-bit.	Key	points	to	remember	include	the	following:

■■ Windows	operating	systems	come	in	both	32-bit	and	64-bit	versions.

■■ A	64-bit	CPU	is	required	to	run	a	64-bit	operating	system.

■■ A	64-bit	operating	system	is	required	for	64-bit	applications.

■■ A	64-bit	CPU	will	also	run	32-bit	software.

The	numbers	32	and	64	refer	to	the	address	bus	discussed	in	Chapter	2.	As	a	reminder,	
the	address	bus	is	used	to	address	memory	locations.	A	32-bit	CPU	supports	a	32-bit	address	
bus	and	can	address	232	memory	locations,	or	4	GB	of	RAM.	A	64-bit	CPU	supports	a	64-bit	
address	bus	and	can	address	264	memory	locations,	or	about	17	EB.

Note Not really 4 GB

The CPU also uses this address bus to address devices in the system in addition to RAM. 
Because of this, a 32-bit system reserves some of the address space for the other devices. 
If you install 4 GB of RAM in a 32-bit system, you find that operating system can use only 
about 3.3 GB. 

Operating	systems	and	applications	have	gotten	more	sophisticated	over	the	years.	
Developers	have	programmed	extra	features	and	capabilities,	but	all	of	these	extras	consume	
additional	RAM.	For	many	users,	4	GB	of	RAM	simply	isn’t	enough.	
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Due	to	the	demand,	developers	such	as	Microsoft	have	created	64-bit	versions	of	their	
operating	systems.	However,	these	64-bit	operating	systems	can	run	only	on	64-bit	CPUs.	
If	you	want	to	directly	address	more	than	4	GB	of	RAM,	you	need	both	a	64-bit	CPU	and	a	
64-bit	operating	system.

■■ 32-bit and x86.	You	often	see	32-bit	operating	systems	and	software	referred	to	as	
x86.	This	is	a	reference	to	the	long	line	of	Intel	CPUs	that	ended	in	86	and	can	run	
32-bit	software.	AMD	processors	have	different	names	but	are	also	known	to	be	
x86-compatible.	

■■ 64-bit.	Intel	refers	to	its	64-bit	processors	as	Intel	64,	and	AMD	calls	its	64-bit	proces-
sors	AMD64.	Software	makers	often	refer	to	64-bit	compatible	software	as	x64.	

Exam Tip

If you want to use 64-bit operating systems, you must have a 64-bit CPU, but you do not 
need to have software designed specifically for a CPU model. For example, Windows oper-
ating systems will work with either Intel or AMD CPUs.

CPU Cores
Most	CPUs	today	have	multiple	cores	within	them.	Each	core	is	a	fully	functioning	processor.	
With	multiple	cores,	the	CPU	can	divide	tasks	among	each	core.	The	result	is	a	faster	system.

Operating	systems	view	the	multiple	cores	as	individual	CPUs.	For	example,	a	single	
eight-core	processor	will	appear	in	Task	Manager	as	though	it	is	eight	separate	processors,	as	
shown	in	Figure	3-6.	

FiGUre 3-6	 Task	Manager	showing	eight	cores	of	a	single	CPU.

More Info Chapter 13, “Using WindoWs operating systems”

Figure 3-6 shows a partial view of Windows Task Manager. You can start it on Windows 
 systems by pressing Ctrl+Shift+Esc. Chapter 13 provides more details about Task Manager, 
including how to interpret the displays. 

Key 
Terms
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It’s	worth	noting	that	Figure	3-6	is	the	same	view	you’d	see	if	you	had	an	Intel	four-core	
processor	with	hyper-threading	enabled.	Hyper-threading	is	described	later	in	this	chapter.	

A	key	point	to	remember	is	that	even	when	a	CPU	has	multiple	cores,	it	is	still	a	single	chip	
that	plugs	into	the	motherboard.	Motherboards	are	available	that	accept	multiple	CPUs,	but	
they	are	more	common	on	servers	than	on	desktop	systems.	Most	desktop	systems	have	a	
single	CPU,	and	it’s	common	to	see	CPUs	with	multiple	cores.

Hyper-Threading
Hyper-Threading Technology (HT)	is	used	on	some	Intel	CPUs	to	double	the	number	of	
instruction	sets	the	CPU	can	process	at	a	time.	Within	a	CPU,	a	thread	is	an	ordered	group	of	
instructions	that	produce	a	result.	When	hyper-threading	is	used,	a	single	CPU	can	process	
two	threads	at	a	time.

This	is	not	physically	the	same	as	a	multiple-core	CPU.	However,	just	as	a	dual-core	CPU	
simulates	two	physical	CPUs,	a	single-core	CPU	with	hyper-threading	simulates	two	physical	
CPUs.	Operating	systems	can’t	tell	the	difference.

Note EnablE in biOS

Hyper-threading needs to be enabled in the BIOS before the operating system is installed 
for it to work. This is usually listed as hyper-threading within a CPU Technology Support 
menu. 

Intel	makes	use	of	both	hyper-threading	and	multiple	cores	on	some	of	its	CPUs.	For	
example,	Figure	3-7	shows	a	screen	shot	of	the	System	Information	tool	in	Windows	7.	It	iden-
tifies	the	processor	as	an	Intel	Core	i7	CPU	with	four	cores	and	eight	logical	processors.	Each	
core	is	using	hyper-threading,	and	the	operating	system	interprets	it	as	eight	CPUs.	

FiGUre 3-7	 Msinfo32	showing	that	hyper-threading	is	enabled.

More Info Chapter 2 and Chapter 14

Chapter 2 introduced the System Information tool as a way to check your BIOS version. 
There are several ways to launch this tool, including entering msinfo32 at the command 
prompt. Chapter 14, “Using the Command Prompt,” covers how to start and use the com-
mand prompt. 

Key 
Terms
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CPU Cache
Many	computer	components	and	software	applications	use	some	type	of	cache.	As	a	simple	
example,	web	browsers	use	a	browser	cache.	When	you	go	to	a	website,	information	is	
transmitted	over	the	Internet	and	displayed	in	your	web	browser,	and	it	is	also	stored	in	the	
browser	cache.	If	you	go	to	the	website	again,	data	can	be	retrieved	from	the	browser	cache	
rather	than	downloaded	from	the	Internet	again.	The	browser	uses	different	techniques	to	
ensure	that	it	displays	current	data,	but	if	that	data	is	on	your	drive,	it	is	displayed	much	more	
quickly	than	it	would	be	if	it	had	to	be	downloaded	again.	

The	CPU	has	cache	that	it	uses	for	fast	access	to	data.	If	the	CPU	expects	to	use	some	type	
of	information	again,	it	keeps	that	information	in	cache.	A	significant	difference	between	the	
web	browser	cache	and	the	CPU	cache	is	that	the	CPU	cache	is	RAM	and	the	web	browser	
cache	is	stored	as	a	file	on	a	hard	drive.	

Note CaChe

Cache is commonly referred to as an area where data is stored for a short time for easy 
retrieval. It’s important to realize that cache can be memory areas that are volatile or can 
be temporary files stored on hard drives that are kept after a system is powered down.

CPU Cache Types
The	two	primary	types	of	cache	used	by	CPUs	are:	

■■ L1 cache.	This	is	the	fastest,	and	it’s	located	closest	to	the	CPU.	A	multiple-core	CPU	
has	a	separate	L1 cache	located	on	each	CPU	core.

■■ L2 cache. L2 cache	is	a	little	slower	than	L1	cache,	and	it	is	shared	by	all	cores	of	the	
CPU.	In	older	systems,	L2	cache	was	stored	on	the	motherboard,	but	today	it	is	much	
more	common	for	L2	cache	to	be	part	of	the	CPU.	

Note L3 cache

L3 cache is used on some systems, but it isn’t as common as L1 and L2. When used, it can 
be on the motherboard or on the CPU. It is slower than L2 cache and is shared among all 
cores. 

Figure	3-8	shows	the	relationship	of	the	CPUs	to	cache	and	RAM	installed	on	the	moth-
erboard.	In	the	diagram,	the	CPU	is	a	two-core	CPU,	and	you	can	see	that	the	L1	cache	is	
included	on	each	core	and	that	L2	cache	is	shared	by	each	of	the	cores.	When	the	CPU	needs	
data,	it	will	check	the	L1	cache	first,	the	L2	cache	next,	and	then	the	L3	cache	if	it	exists.	If	the	
data	isn’t	in	cache,	the	CPU	retrieves	it	from	RAM.

Key 
Terms

Key 
Terms
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FiGUre 3-8	 CPU	and	cache.

Note Accessing RAM without noRth bRidge.

As discussed in Chapter 2, newer CPUs access the motherboard RAM directly, as shown 
in Figure 3-8. On older CPUs, they access RAM through the north bridge portion of the 
chipset. 

Many	newer	CPUs	include	L1	cache	for	each	core,	L2	cache	for	each	core,	and	a	single	
shared	L3	cache—all	on	the	same	CPU	chip.

Without	cache,	the	CPU	would	have	to	store	data	in	the	motherboard	RAM.	The	CPU	
cache	is	SRAM,	which	is	much	faster	than	the	dynamic	RAM	used	on	the	motherboard.	Also,	
the	motherboard	RAM	is	physically	farther	away,	adding	more	delays.

CPU Cache Size
The	size	of	the	CPU	cache	is	small	compared	to	the	overall	amount	of	memory	in	a	system.	
For	example,	you	might	see	cache	sizes	as	low	as	8	KB	or	as	large	as	20	MB.	In	contrast,	most	
personal	computers	have	1	GB	of	RAM	or	more.	The	cache	can	be	listed	as	just	a	total	of	all	
L1,	L2,	or	L3	cache,	or	you	might	see	it	listed	individually.	

■■ L1 is smallest.	L1	is	sometimes	stated	as	two	numbers,	such	as	32	KB	+	32	KB,	to	indi-
cate	it	is	using	one	cache	for	frequently	used	instructions	and	another	cache	for	data.	
Sizes	of	32	KB	or	64	KB	are	common.

■■ L2 is larger than L1.	When	a	CPU	has	separate	L2	cache	for	each	core,	it	is	often	iden-
tified	as	the	amount	per	core.	For	example,	a	two-core	CPU	with	4	MB	total	L2	cache	
can	be	expressed	as	2	×	2	MB,	or	just	2	MB	per	core.	Sizes	of	256	KB,	512	KB,	and	1,024	
KB	are	common.	

■■ L3 is larger than L2.	Sizes	between	2	MB	and	8	MB	are	common.	
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Quick Check
1. Which is faster: L1 or L2?

2. Where is hyper-threading enabled?

Quick Check Answers
1. L1 is the cache closest to the CPU, and it is the fastest.

2. In the BIOS.

Speeds
The	speed	of	a	CPU	is	based	on	the	speed	of	the	crystal	and	the	multiplier.	For	example,	if	the	
crystal	speed	is	100	MHz	and	the	multiplier	is	20,	the	CPU	has	a	speed	of	2	GHz	(20	×	100).	
The	faster	the	speed,	the	faster	the	CPU.	

You	commonly	see	the	speed	of	the	processor	listed	as	only	the	multiplied	speed.	For	
example,	in	Figure	3-7	you	can	see	that	the	processor	is	an	Intel	Core	7	CPU	870	and	the	clock	
is	listed	as	2.93	GHz.	The	system	is	using	a	133.333-MHz	clock	(commonly	listed	as	133	MHz)	
and	a	22-times	multiplier.

Note SpeedS are variable

Most current processors can dynamically adjust the speed based on requests from the 
operating system or an application. When a boost in a CPU core is needed, the operating 
system can send a signal to make the core run faster. Intel refers to this as Turbo Boost, and 
AMD refers to it as Turbo Core. 

Processors	are	rated	based	on	the	maximum	speed	they	can	handle,	and	more	expensive	
processors	can	handle	faster	speeds.	You	can	increase	the	speed	by	increasing	the	clock	fre-
quency,	increasing	the	multiplier,	or	both.	Most	motherboards	have	this	preselected,	but	it	is	
sometimes	possible	to	manipulate	the	clock	or	the	multiplier	to	overclock	the	system.	In	some	
systems,	the	BIOS	includes	a	Cell	menu	that	enables	you	to	increase	the	base	frequency	and	
increase	the	CPU	Ratio	(multiplier).

Exam Tip

Overclocking a system is not recommended, but it is frequently done. If you overclock a 
system, you need to take extra steps to keep it cool, such as using liquid cooling. Liquid 
cooling is discussed later in this chapter. 
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Chapter	2	mentions	the	front	side	bus	(FSB)	and	how	it	provides	a	direct	connection	
between	the	CPU	and	the	north	bridge	portion	of	the	chipset.	In	the	past,	CPU	speeds	were	
stated	as	the	FSB	speed.	Today,	many	CPUs	have	taken	over	the	functionality	of	the	north	
bridge.	The	CPU	still	needs	to	communicate	with	the	chipset,	and	there	are	a	few	different	
ways	this	is	done,	including	the	following:	

■■ intel Direct Media interface (DMi).	The	DMI	can	use	multiple	lanes,	similar	to	
Peripheral	Component	Interconnect	Express	(PCIe).	

■■ intel’s Quickpath interconnect (Qpi).	Each	core	in	a	processor	has	a	separate	two-
way	20-lane	QPI	link	to	the	chipset.

■■ hypertransport.	AMD	uses	HyperTransport	with	the	FSB	to	increase	the	speed.	

You	still	see	CPUs	advertised	with	a	speed	that	you	can	use	for	comparisons.	For	example,	
one	CPU	might	have	a	speed	of	2.8	GHz	and	another	might	have	a	speed	of	3.4	GHz.	It’s	safe	
to	assume	that	the	3.4-GHz	CPU	is	faster,	but	the	speed	isn’t	always	tied	to	the	FSB.

Virtualization Support
Chapter	2	introduced	virtualization	concepts	and	instructions	on	how	to	enable	virtualization	
in	BIOS.	As	a	reminder,	virtualization	software	allows	you	to	run	multiple	virtual	machines	
(VMs)	as	guests	within	a	single	physical	host	computer.	The	CPU	needs	to	support	virtualiza-
tion,	and	it	usually	needs	to	be	enabled	in	BIOS.	On	many	AMD-based	systems,	virtualization	
is	enabled	by	default	and	cannot	be	disabled.

Most	Intel	and	AMD	CPUs	include	native	support	for	virtualization.	The	exception	is	laptop	
computers,	which	sometimes	include	CPUs	that	do	not	support	it.	Intel	refers	to	its	virtualiza-
tion	support	as	VT-x,	and	AMD	calls	its	support	AMD-V.	If	you	want	to	verify	that	a	CPU	or	
motherboard	supports	virtualization,	look	for	those	terms.

Note Cold boot required

If you change the virtualization setting in the BIOS, it’s recommended that you do a 
cold boot. A cold boot completely powers down the computer. You should wait about 
10  seconds and then restart the computer. In contrast, a warm boot shuts down the soft-
ware and restarts it, but does not shut down the power. 

Integrated GPU
Graphics	is	one	of	the	areas	of	a	computer	that	has	been	increasing	as	quickly	as	the	CPU	
area,	and	the	two	are	starting	to	merge.	Early	computers	could	display	only	letters	on	a	
screen	80	characters	wide.	Today,	it’s	common	to	watch	high-quality	video	streaming	from	a	
website	or	to	play	games	with	computer-generated	graphics	and	amazingly	realistic	scenery.
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The	following	list	describes	the	progression	of	graphics	capabilities	on	computers:

■■ Onboard graphics.	Graphics	capability	was	built	into	the	chipset.	This	was	often	very	
basic	but	met	most	needs.

■■ expansion cards.	You	could	install	a	graphics	card	with	a	dedicated	graphics	process-
ing	unit	(GPU)	and	plug	it	into	an	available	expansion	slot.	Instead	of	the	CPU	doing	
the	graphics	calculations,	the	GPU	would	do	them.	Peripheral	Component	Interconnect	
(PCI)	cards	were	an	early	version.	

■■ Dedicated graphics slots. Accelerated	Graphics	Port	(AGP)	provided	a	single	dedi-
cated	graphics	slot	that	worked	separately	from	PCI.	AGP	did	not	compete	with	PCI,	
so	it	provided	better	performance.	Later,	PCIe	allowed	graphics	cards	to	use	their	own	
dedicated	lanes,	and	it	replaced	AGP.

■■ Direct access graphics.	The	CPU	interacted	with	the	AGP	slot	via	the	chipset.	Newer	
CPUs	bypass	the	chipset	and	interact	directly	with	a	dedicated	PCIe	slot	used	for	
graphics.	This	is	common	in	many	systems	today.	

■■ integrated graphics processing unit (GpU).	A	recent	trend	in	newer	CPUs	is	to	
include	an	integrated GPU on	the	CPU.	GPUs	can	provide	high-quality	graphics	without	
the	additional	cost	of	a	graphics	card.	However,	these	are	not	as	powerful	as	a	dedi-
cated	card.	

AMD	refers	to	some	chips	with	a	GPU	as	an	accelerated	processing	unit	(APU)	instead	
of	a	CPU.	APUs	can	include	a	GPU	or	other	specialized	capability,	and	the	AMD	Fusion	is	an	
example.

CPU Versions
There	is	a	dizzying	number	of	different	processors.	You’re	not	expected	to	know	the	charac-
teristics	of	each	individual	CPU,	but	you	should	be	able	to	recognize	the	names	and	know	the	
manufacturers.	The	objectives	specifically	list	the	CPU	socket	types	you	should	know,	but	for	
the	sockets	to	make	sense,	you	need	to	have	a	little	bit	of	knowledge	about	the	CPU	versions.

Intel	and	AMD	use	code	names	related	to	the	manufacturing	process	and	then	create	dif-
ferent	processor	families	with	the	process.	The	manufacturing	process	is	stated	as	a	measure-
ment	and	refers	to	the	distance	between	certain	components	within	the	chip.	Many	current	
CPUs	have	processes	of	65	nanometers	(nm),	45	nm,	32	nm,	and	22	nm.	A	nanometer	is	one	
billionth	of	a	meter	and	is	often	used	to	express	atomic	scale	dimensions,	such	as	the	width	of	
an	atom	or	the	width	of	a	group	of	molecules.	In	this	case,	smaller	is	better.

Note Moore’s law

One of the founders of Intel, Gordon Moore, predicted in 1965 that the number of transis-
tors that could be placed on a chip would double about every two years. This miniaturiza-
tion trend has been consistent since his prediction. With more transistors, chips are faster 
and more complex, and the process used to create them is smaller.
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The	following	are	recent	Intel	and	AMD	code	names:

■■ intel

■■ Core—65-nm	and	45-nm	process

■■ Nehalem—45-nm	process

■■ Sandy	Bridge—32-nm	process

■■ Ivy	Bridge—22-nm	process

■■ aMD

■■ K8—65-nm,	90-nm,	and	130-nm	processes

■■ K9—processors	were	never	released

■■ K10—65-nm	process

■■ K10.5—45-nm	process

■■ Bulldozer—22-nm	process

Table	3-3	shows	a	list	of	common	Intel	code	names	and	some	of	their	related	CPUs.	You	
can	see	that	the	Core	i3,	i5,	and	i7	family	names	are	frequently	repeated.	

tabLe 3-3	 Intel	Code	Names	and	Processors

architecture Name cpU Family names

Core Core	2	Duo,	Core	2	Quad,	Core	2	Extreme

Nehalem Intel	Pentium,	Core	i3,	Core	i5,	Core	i7,	Xeon

Sandy	Bridge Celeron,	Pentium,	Core	i3,	Core	i5,	Core	i7

Ivy	Bridge Core	i5,	Core	i7,	Xeon

The	Core	i3,	i5,	and	i7	series	represents	a	Good,	Better,	Best	philosophy,	with	the	i3	ver-
sions	representing	the	basic	version	and	the	i7	versions	providing	the	most	power.	The	num-
ber	(such	as	i3	or	i5)	doesn’t	refer	to	the	number	of	cores.	

It’s	also	important	to	realize	that	there	are	significant	differences	between	a	Nehalem	Core	
i5	and	an	Ivy	Bridge	Core	i5.	The	Ivy	Bridge	versions	have	smaller	processes	and	are	more	
powerful.

More Info Wikipedia

This chapter does not list all the existing Intel and AMD CPUs. If you want to see a  
list of Intel or AMD processors, check out these two Wikipedia pages: http:// en 
.wikipedia.org/wiki/List_of_Intel_microprocessors and http://en.wikipedia.org/wiki 
/List_of_AMD_microprocessors.

http://en.wikipedia.org/wiki/List_of_AMD_microprocessors
http://en.wikipedia.org/wiki/List_of_AMD_microprocessors
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Table	3-4	shows	a	list	of	common	AMD	code	names	and	their	related	CPUs.	The	primary	
AMD	CPUs	that	you	find	in	desktop	computers	are	Sempron,	Athlon,	and	Phenom.	

tabLe 3-4	 AMD	Code	Names	and	Processors

architecture Name cpU Family names

K8 Opteron,	Athlon	64,	Athlon	64	FX,	Athlon	64	X2,	Sempron,	Turion	64,	Turion	64	X2

K10 Opteron,	Phenom,	Athlon,	Athlon	X2,	Sempron	

K10.5 Phenom	II,	Athlon	II,	Sempron,	Turion	II

Bulldozer FX	(Zambezi),	Interlagos	Opteron	

Exam Tip

Many AMD processor names give clues as to what they include. If the name includes 64, 
it is a 64-bit CPU. When the name has an X (such as X2), it indicates how many cores the 
processor has.

CPU Socket Types
A	CPU	plugs	into	a	socket	on	the	motherboard.	There	was	a	time	when	just	about	every	
motherboard	had	the	same	socket	type,	but	that	certainly	isn’t	the	case	today.	Instead,	there	
are	a	wide	variety	of	different	socket	types	for	different	types	of	CPUs.	If	you	ever	need	to	
replace	a	CPU,	it’s	important	to	recognize	that	there	are	different	types	of	sockets.	The	fol-
lowing	sections	talk	about	some	sockets	used	by	Intel	and	AMD,	with	information	about	how	
they	are	installed.

Zero Insertion Force 
It’s	important	that	each	of	the	pins	on	a	CPU	has	a	good	connection	to	the	motherboard.	In	
early	versions	of	CPUs,	this	was	accomplished	by	creating	a	tight	connection	between	the	
pins	and	the	socket.	This	required	technicians	to	use	some	force	to	plug	the	CPU	into	the	
socket.	Unfortunately,	it	was	easy	to	bend	one	or	more	pins,	and	bent	pins	would	often	break,	
	making	the	CPU	unusable.

Manufacturers	came	up	with	a	great	idea	to	eliminate	the	problem—zero insertion force 
(ZIF)	sockets.	A	ZIF	socket	has	a	locking	lever.	You	can	place	a	CPU	into	a	socket	without	any	
force	other	than	gravity,	and	after	the	CPU	is	in	place,	you	lock	the	lever	to	secure	it.	This	
lever	ensures	that	the	pins	are	making	a	solid	connection	to	the	motherboard.

Figure	3-9	shows	a	ZIF	socket	with	the	lever	raised.	The	CPU	is	removed	and	standing	up	
on	the	left.	You	can	see	that	there	are	some	areas	on	the	CPU	where	there	aren’t	any	pins.	
These	provide	a	key,	and	they	match	up	to	areas	on	the	socket	where	there	aren’t	any	pin	
holes.	

Key 
Terms

Key 
Terms
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Pin side of CPU ZIF leverSocket

FiGUre 3-9	 Processor	and	ZIF	socket.

Note CPUs are keyed

CPU sockets and CPUs are keyed so that the CPU fits into a socket in only one way. If you 
feel any resistance when putting a CPU into a ZIF socket, it indicates that the pins aren’t 
lined up. You should double-check the keying and ensure that the CPU is lined up cor-
rectly. If you try to force it, you will likely bend some pins and ruin either the chip or 
the socket. 

PGA vs. LGA
The	socket	shown	in	Figure	3-9	is	a	pin grid array (PGA)	type	of	socket.	It	includes	holes	into	
which	the	pins	can	be	plugged.	A	newer	type	of	socket	is	a	land grid array (LGA)	socket.	
Instead	of	the	processor	having	pins	and	plugging	into	a	socket	with	holes,	the	socket	has	
small	pins,	and	the	CPU	has	small	pins	created	as	bumps	or	pads.	When	the	CPU	is	installed,	
the	pins	and	bumps	line	up,	making	the	connection.	

When	using	an	LGA	socket,	the	CPU	sits	on	top	of	the	socket	but	is	locked	in	place	with	a	
flip-top	case.	Figure	3-10	shows	an	example	of	a	flip-top	case	used	with	an	Intel	processor.	

This	socket	has	a	hinged	top	and	a	lever	that	locks	the	case	when	it’s	closed.	You	unlock	
the	lever,	open	the	case,	and	remove	the	CPU.	When	installing	a	new	CPU,	ensure	that	the	
keys	line	up,	place	the	CPU	in	the	case,	close	the	top,	and	lock	it	with	the	lever.	Remember	to	
use	ESD	protection	when	handling	the	CPU.

Key 
Terms
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FiGUre 3-10	 Removing	processor	from	a	flip-top	case.	Diagram	provided	by	Intel.	[Copyright	©	Intel	
Corporation.	All	rights	reserved.	Used	by	permission.]

Another	type	of	array	you	might	run	across	is	ball	grid	array	(BGA).	In	a	BGA	chip,	the	
pins	on	the	CPU	are	replaced	with	balls	of	solder.	The	chip	is	mounted	in	the	socket	and	then	
heated,	often	in	an	oven,	to	melt	the	solder.	Manufacturers	can	fit	more	pins	on	a	BGA	CPU,	
and	they	are	sometimes	used	in	mobile	devices.	

Intel CPU Sockets
The	following	list	describes	recent	Intel	sockets:

■■ LGa 775.	775	pins.	Also	called	Socket	T.	Replaced	Socket	478.

■■ LGa 1366.	1,366	pins.	Also	called	Socket	B	and	designed	to	replace	LGA	755	in	high-
end	desktop	computers.	

■■ LGa 2011.	2,011	pins	and	released	in	2011.	Also	called	Socket	R.	It	replaces	LGA	1366	
sockets	in	high-end	desktop	systems.

■■ LGa 1156.	1,156	pins.	Also	called	Socket	H	or	Socket	H1.

■■ LGa 1155.	1,155	pins.	Also	called	Socket	H2	and	replaces	LGA	1156	in	basic	desk-
top	systems.	LGA	1,156	CPUs	will	work	in	LGA	1155,	but	the	BIOS	may	need	to	be	
upgraded.

Exam Tip

Notice that the numbers indicate the number of pins and are not a reflection of newer or 
older sockets. Also, each of these Intel sockets is an LGA socket.

Table	3-5	lists	the	common	Intel	sockets	along	with	some	CPUs	used	with	them,	busses	
they	support,	and	supported	DDR	channels.
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tabLe 3-5	 Intel	Sockets	and	Related	CPUs

type cpUs, busses, DDr channels

LGA	775 
(Socket	T)

Pentium	4,	Pentium	D,	Core	2	Duo,	Core	2	Quad,	Celeron,	Xeon 
Front	side	bus,	single	channel	DDR2	and	DDR3	RAM

LGA	1366 
(Socket	B)

Core	i7,	Xeon,	Celeron	 
QPI,	triple	channel	DDR3	RAM

LGA	2011 
(Socket	R)

Core	i7,	Xeon 
QPI,	DMI,	quad	channel	DDR3	RAM

LGA	1156
(Socket	H	or	H1)

Core	i3,	Core	i5,	Core	i7,	Celeron,	Pentium,	Xeon 
DMI,	dual	channel	DDR3	RAM

LGA	1155
(Socket	H2)

Core	i3,	Core	i5,	Core	i7,	Celeron,	Pentium 
DMI,	dual	channel	DDR3	RAM

AMD CPU Sockets
The	following	list	describes	recent	AMD	sockets:	

■■ Socket 940.	940	pins	(PGA).	

■■ Socket aM2.	940	pins	(PGA).	Not	compatible	with	Socket	940.	

■■ Socket aM2+.	940	pins	(PGA).	Replaces	AM2.	CPUs	that	can	fit	in	AM2	can	also	fit	
in	AM2+.

■■ Socket aM3.	941	pins	(PGA).	Replaces	AM2+.	Supports	DDR3.	CPUs	designed	for	
AM3	will	also	work	in	AM2+	sockets,	but	CPUs	designed	for	AM2+	might	not	work	in	
AM3	sockets.

■■ Socket aM3+.	942	pins	(PGA).	Replaces	AM3.	CPUs	that	can	fit	in	AM3	can	also	fit	
in	AM3+.

■■ Socket FM1.	905	pins	(PGA).	Used	for	accelerated	processing	units	(APUs).

■■ Socket F.	1,207	pins	(LGA).	Used	on	servers	and	replaced	by	Socket	C32	and	
Socket	G34.

Table	3-6	lists	the	common	AMD	sockets	along	with	some	CPUs	used	with	them,	busses	
they	support,	and	supported	DDR	channels.

tabLe 3-6	 AMD	Sockets	and	Related	CPUs

Socket cpUs, busses, DDr channels

940 Opteron	and	Athlon	64	FX
FSB	with	HyperTransport	version	1,	single	channel	DDR2	RAM

AM2 Athlon	64,	Athlon	64	X2,	Athlon	FX,	Sempron,	Phenom,	Opteron
FSB	with	HyperTransport	version	2,	single	channel	DDR2	RAM

AM2+ Athlon	64,	Athlon	64	X2,	Athlon	II,	Sempron,	Phenom,	Phenom	II,	Opteron	 
FSB	with	HyperTransport	version	3,	single	channel	DDR2	RAM
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AM3 Phenom	II,	Athlon	II,	Sempron,	Opteron 
FSB	with	HyperTransport	version	3,	single	channel	DDR2	and	dual	channel	DDR3	RAM

AM3+ Phenom	II,	Athlon	II,	Sempron,	Opteron 
FSB	with	HyperTransport	version	3,	dual	channel	DDR3	RAM

FM1 Fusion	and	Athlon	II	APUs 
FSB	with	HyperTransport	version	3,	dual	channel	DDR3	RAM

F Opteron,	Athlon	64	FX 
FSB	with	HyperTransport	version	3,	single	channel	DDR2	RAM

Comparing Names
Earlier	in	this	chapter,	I	listed	two	CPUs	using	common	marketing	names.	To	tie	some	of	this	
together,	here	are	the	two	CPUs	with	an	explanation	of	the	names.	I’m	hoping	these	names	
make	a	lot	more	sense	at	this	point.	

■■ intel core i7-960 processor 3.2 Ghz 8 Mb cache Socket LGa 1366. This	name	indi-
cates	that	it	is	an	Intel	processor	in	the	Core	i7	family	with	a	model	number	of	960	and	
a	3.2-GHz	multiplied	clock.	The	8-MB	cache	phrase	refers	to	the	total	amount	of	cache.	
Last,	LGA	1366	indicates	the	type	of	socket	into	which	the	processor	will	plug.

■■ phenom ii X4 965 aM3 3.4 Ghz 512 Kb 45 NM.	This	indicates	that	it	is	an	AMD	
Phenom	II	processor	with	a	model	number	of	960.	X4	indicates	that	the	processor	has	
four	cores,	and	AM3	indicates	the	socket	type.	The	3.4-GHz	clock	speed	is	the	internal	
speed	of	the	processor.	Cache	size	is	indicated	by	512	KB,	and	in	this	case,	it	indicates	
the	L2	cache	size	for	each	of	the	cores.	The	process	is	45	nm.	

Cooling
CPUs	have	millions—and	sometimes	billions—of	miniaturized	transistors	within	them,	all	
connected	with	extremely	small	wires.	If	these	transistors	or	wires	get	too	hot,	they	can	easily	
break,	rendering	the	CPU	useless.	Manufacturers	spend	a	lot	of	time	designing	these	chips,	
and	one	of	their	goals	is	to	keep	temperatures	within	acceptable	limits.	However,	most	of	the	
cooling	occurs	externally.	

Heat Sinks, Fans, and Thermal Paste
Common	methods	of	cooling	a	CPU	include	using	a	heat sink,	a	fan,	and	thermal paste.	Take	a	
look	at	Figure	3-11	as	you	read	about	how	these	components	work	together.	
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Fan

Heat sink

Thermal paste

CPU

Fan connection

FiGUre 3-11	 CPU	with	heat	sink	and	attached	fan.

■■ heat sink.	A	heat	sink	is	a	piece	of	metal	that	draws	heat	from	the	CPU	and	dissipates	
it	into	the	air.	Heat	sinks	have	multiple	fins	to	increase	the	surface	area	and	to	allow	air	
to	easily	flow	through	them.	The	fins	are	usually	flared	to	allow	more	air	through.

■■ Fan.	A	fan	is	attached	to	the	heat	sink	to	increase	the	airflow	around	the	fins.	These	
are	called	CPU	fans.	They	aren’t	attached	to	the	CPU	but	usually	plug	into	the	mother-
board	close	to	the	CPU.	Many	CPU	fans	have	variable	speeds	and	spin	faster	when	the	
CPU	gets	hotter.	

■■ thermal paste.	Heat	sinks	commonly	have	clamps	to	secure	them	to	the	motherboard	
and	provide	a	better	connection	with	the	CPU.	However,	there	are	microscopic	gaps	
in	the	metal	on	both	the	CPU	and	the	heat	sink,	so	it	isn’t	possible	to	get	100	percent	
contact	between	the	components.	Thermal	paste	is	used	to	improve	this	connection.	
This	paste	fills	these	microscopic	gaps	and	also	helps	draw	heat	from	the	CPU	into	the	
heat	sink.	

Exam Tip

When replacing a CPU, ensure that you clean off the old thermal paste from the heat sink 
and apply new thermal paste. 
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If	you	are	replacing	a	CPU,	you‘ll	need	to	clean	off	the	old	thermal	paste	from	the	heat	
sink.	Some	vendors	sell	specialized	cleaning	compounds	to	remove	old	paste,	but	you	can	
often	use	cotton	swabs	and	isopropyl	alcohol	to	remove	it.	

After	installing	the	new	CPU	into	the	socket	and	locking	the	ZIF	arm,	place	a	dab	of	the	
paste	in	the	center	of	the	CPU.	When	you	attach	the	heat	sink	and	clamp	it	down,	the	pres-
sure	will	spread	the	paste	evenly	between	the	heat	sink	and	the	CPU.	Be	careful	not	to	apply	
too	much	paste;	you	need	only	enough	to	fill	the	microscopic	gaps	between	the	CPU	and	the	
heat	sink.

Liquid Cooling
An	advanced	method	of	keeping	a	system	cool	is	using	a	liquid-based	cooling	system.	Liquid-
based	cooling	systems	use	water	(most	commonly)	or	some	other	liquid	that	is	pumped	
through	the	cooling	system.	

For	example,	Figure	3-12	shows	a	basic	diagram	of	a	liquid-based	cooling	system.	A	spe-
cialized	heat	sink	is	attached	to	the	CPU,	using	thermal	paste	just	like	a	standard	heat	sink.	
However,	this	heat	sink	has	channels	so	that	the	liquid	can	flow	through	it.	Tubing	is	con-
nected	from	the	pump	to	the	heat	sink,	and	the	pump	constantly	pumps	the	liquid	through	
the	heat	sink.	

In

Heat sink

Out

Pump

FiGUre 3-12	 Liquid-cooled	heat	sink.

Exam Tip

Liquid-based cooling can be used for any components that use a heat sink. This includes 
CPUs, GPUs, and chipsets. 

One	of	the	biggest	challenges	with	a	liquid-based	cooling	system	is	ensuring	that	the	tub-
ing	connections	do	not	leak.	This	is	one	place	where	you	don’t	want	to	skimp	on	quality.	The	
liquid	is	usually	water,	and	if	it	leaks,	it	could	easily	destroy	the	system.	
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Liquid-based	cooling	systems	are	most	common	among	gamers	and	hobbyists.	These	
people	often	overclock	the	processors	to	get	more	power	out	of	them,	but	overclocking	gen-
erates	more	heat.	Overclocking	is	sometimes	possible	by	changing	jumpers	on	the	mother-
board	or	by	manipulating	BIOS	settings,	but	manufacturers	discourage	the	practice.	

Quick Check
1. What is another name for Socket H2? 

2. What’s the best way to keep an overclocked CPU cool?

Quick Check Answers
1. LGA 1155.

2. Liquid cooling.

troubleshooting

You	might	occasionally	run	across	a	system	that	is	having	a	problem	with	the	CPU	or	RAM.	
Sometimes	the	problems	are	consistent,	but	more	often	they	are	intermittent;	sometimes	
you’ll	see	the	problem,	sometimes	you	won’t.

Intermittent	problems	are	frequently	related	to	overheating,	so	a	good	first	step	is	to	
ensure	that	the	system	has	adequate	airflow.	Shut	the	system	down,	open	the	case,	and	either	
vacuum	it	with	an	ESD-safe	vacuum	or	take	it	outside	and	blow	it	out	with	compressed	air.	

Common Symptoms
The	following	are	some	common	symptoms	and	possible	causes	related	to	the	CPU	or	RAM:	

■■ Unexpected shutdowns.	If	the	system	is	randomly	shutting	down	or	rebooting,	the	
most	likely	cause	is	a	heat	problem.	Check	the	ventilation	and	clean	out	the	fans.	

■■ System lockups.	When	a	computer	stops	responding	to	inputs	from	the	keyboard	
or	mouse,	technicians	refer	to	it	as	frozen	or	locked	up.	This	can	also	be	due	to	heat	
issues.	Check	the	ventilation.

■■ continuous reboots.	In	some	cases,	a	hardware	issue	can	prevent	the	system	from	
booting	completely.	It	starts,	gets	so	far,	and	then	resets	itself.	This	is	more	common	
after	a	faulty	software	update,	but	it	can	be	due	to	a	hardware	problem.	If	you’ve	
just	replaced	hardware,	double-check	your	steps.	If	that	isn’t	the	issue,	boot	into	Safe	
Mode	and	troubleshoot	the	operating	system	using	the	steps	provided	in	Chapter	17,	
“Troubleshooting	Windows	Operating	Systems.”
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Tools
If	you’ve	cleaned	out	the	system	and	you’re	still	having	intermittent	problems,	there	are	two	
primary	things	to	check:

■■ power supply.	An	overloaded	or	failing	power	supply	can	cause	intermittent	prob-
lems.	Use	a	multimeter	to	verify	the	voltages.	If	the	voltages	are	out	of	tolerance,	
replace	the	power	supply.

■■ raM.	It	is	possible	to	have	a	certain	area	of	RAM	that	is	faulty.	The	system	can	work	
until	it	writes	data	to	that	area,	and	then	it	shuts	down	or	freezes.	In	some	cases,	
you	receive	a	stop	error	or	blue	screen	of	death	(BSOD)	with	an	error	code	indicat-
ing	a	memory	problem.	If	you	suspect	a	RAM	problem,	use	a	memory	checker	to	run	
memory	diagnostics.

Exam Tip

The two primary hardware sources of intermittent problems are the power supply and 
RAM. The primary software source of intermittent problems is a virus or some type of 
malicious software. Chapter 26, “Recognizing Malware and Other Threats,” covers viruses 
in more depth, but running up-to-date antivirus software usually reveals and removes the 
problem. Occasionally, you’ll need to boot into Safe Mode and run the up-to-date antivirus 
software. 

Windows Memory Diagnostics
Windows	Vista	and	Windows	7	include	the	Windows	Memory	Diagnostic	tool,	and	steps	later	
in	this	section	show	how	to	run	it.	It’s	easy	to	run	and	can	perform	in-depth	testing	of	the	
system	RAM	and	the	cache	within	the	CPU.	

The	diagnostics	include	three	sets	of	tests	(basic,	standard,	and	extended).	By	default,	it	
runs	two	passes	of	the	standard	set	of	tests,	and	this	is	usually	good	enough.	If	this	passes	but	
you	still	suspect	you	have	memory	problems,	you	can	choose	other	options	by	pressing	F1	to	
modify	them.	For	example,	if	you	have	an	intermittent	problem	and	want	to	do	detailed	tests	
for	a	day	or	longer,	you	can	set	the	pass	count	to	0	and	it	will	run	continuously.	

You	can	use	the	following	steps	on	a	Windows	7	system	to	run	the	Windows	Memory	
Diagnostics	tool:	

1. Click	Start	and	type	Memory	in	the	Search	Programs	And	Files	text	box.

2. Select	Windows	Memory	Diagnostic.

3. Select	Restart	Now	and	check	for	problems.	After	the	system	reboots,	the	tests	will	
start	and	you‘ll	see	a	display	similar	to	the	following	graphic.	If	any	errors	are	identi-
fied,	they	will	be	displayed	in	the	Status	area,	but	they	usually	won’t	stop	the	diagnos-
tic	from	running.	After	the	test	completes,	the	system	automatically	reboots.



 110 CHAPTER 3 Understanding	RAM	and	CPUs

4. About	a	minute	or	so	after	you	log	on,	you‘ll	see	a	balloon	message	appear	in	the	
	system	tray	at	the	bottom	right	indicating	the	results.	It	appears	and	then	fades	out.	
If	you	miss	it,	you	can	also	view	the	results	in	the	System	log	via	the	Event	Viewer.	It’s	
listed	with	a	source	of	MemoryDiagnostics-Results	and	an	Event	ID	of	1201.

If	you’re	unable	to	boot	into	the	operating	system,	you	can	access	the	Windows	Memory	
Diagnostic	by	using	several	other	methods.	Each	of	the	following	methods	will	start	the	
Windows	Recovery	Environment	(Windows	RE),	showing	the	System	Recovery	Options,	as	
shown	in	Figure	3-13.	You	can	then	select	Windows	Memory	Diagnostic.

■■ Press	F8	as	the	system	is	booting	to	access	the	Advanced	Boot	Options	page	and	select	
Repair	Your	Computer.	

■■ Start	from	a	Windows	Vista	installation	DVD,	select	the	Language,	and	then	click	Repair	
Your	Computer.	

■■ Create	a	system	repair	disc	and	use	it	to	boot	directly	into	the	Windows	RE.	
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FiGUre 3-13	 Running	Windows	Memory	Diagnostic	from	boot	DVD.

More Info Chapter 17

Chapter 17 covers the Event Viewer, including how to launch it and access different log 
files. It also includes information on the other system recovery options and how to create a 
system repair disc in Windows 7.

If	the	memory	diagnostic	gives	any	errors,	you	might	be	able	to	do	a	quick	fix	by	reseating	
the	memory	sticks.	Power	your	system	down	and	open	it	up.	Hook	up	an	ESD	strap	to	ground	
yourself	with	the	system	and	then	locate	the	RAM.	Press	the	tabs	on	each	side	to	pop	out	
each	DIMM,	and	then	push	each	back	into	the	slot	until	the	tabs	lock.	This	same	fix	can	also	
be	used	on	any	expansion	card.

You	might	be	wondering	why	this	works.	Electrical	components	expand	and	contract	from	
heat	and	cold,	causing	some	movement.	Additionally,	the	electrical	contacts	can	become	
tarnished,	preventing	a	good	connection.	When	you	pop	it	out	and	push	it	back,	the	friction	
scrapes	the	tarnish	off	the	contacts.	With	the	tarnish	removed,	it	has	a	good	connection.

 Note Cleaning ContaCts

You can clean contacts with contact cleaner created specifically for this purpose. You can 
also use isopropyl alcohol and a lint-free cloth or cotton swab. You should not rub the 
contacts with a pencil eraser. The eraser removes the tarnish by scraping it off, but it leaves 
residue and can cause ESD damage.
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CPU-Z
CPU-Z	is	a	handy	freeware	utility	that	you	can	use	to	view	some	detailed	information	on	your	
system.	It’s	been	around	a	long	time	and	has	helped	many	technicians.	A	copy	is	on	the	CD,	
and	you	can	find	a	link	about	the	installation	here:	getcertifiedgetahead.com/aplus.aspx.

Figure	3-14	shows	a	screen	shot	of	the	CPU	tab	of	the	CPU-Z	application.	You	can	see	that	
this	provides	some	detailed	information	about	the	processor,	clocks,	and	cache.	

FiGUre 3-14	 CPU-Z.

If	you	click	the	Mainboard	tab,	it	gives	you	details	about	your	motherboard	and	BIOS.	The	
Memory	tab	provides	overall	information	about	installed	memory,	and	the	SPD	tab	enables	
you	to	select	individual	memory	slots	to	determine	what	is	installed.	As	you’d	expect,	the	
Graphics	tab	provides	details	about	the	graphics	card.	The	About	tab	includes	buttons	you	
can	use	to	save	the	details	of	the	report	as	either	a	text	file	or	an	HTML	file.

Quick Check
1. What are two primary hardware problems that can cause system fails?

2. Where can you determine how much RAM is installed in a system?

Quick Check Answers
1. Faulty power supply or faulty RAM.

2. BIOS or System Information (msinfo32).

getcertifiedgetahead.com/aplus.aspx
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chapter Summary

■■ Systems	use	synchronous	dynamic	RAM	(SDRAM)	for	primary	memory.	Static	RAM	
(SRAM)	is	used	for	L1,	L2,	and	L3	cache.	Common	versions	of	SDRAM	are	DDR,	DDR2,	
and	DDR3.	

■■ Memory	comes	on	circuit	cards	called	DIMMs	for	desktop	computers	and	SODIMMs	
for	laptops.	DIMMs	and	SODIMMs	come	in	different	sizes	for	different	DDR	versions.

■■ Dual-channel	and	triple-channel	RAM	provide	additional	64-bit	paths	for	transferring	
data	to	and	from	RAM.	When	installing	multichannel	DIMMs,	install	matched	sets	in	
the	same	bank.	Banks	are	normally	the	same	color.	On	an	Intel	dual-channel	mother-
board,	Bank	0	includes	slots	1	and	3.

■■ A	triple-channel	motherboard	has	six	slots	for	RAM,	and	RAM	should	be	purchased	in	
matched	sets	of	three	DIMMs.

■■ The	speed	of	RAM	is	tied	directly	to	the	clock.	The	formula	to	calculate	DDR3	RAM	
speed	is:	Clk	×	4	×	2	×	64	/	8.	For	a	200-MHz	clock,	the	speed	is	200	×	4	×	2	×	64	/	8,	
or	12,800	MB/s.	

■■ The	DDR3	standard	name	is	derived	from	the	clock	×	8.	For	a	200-MHz	clock,	the	
DDR3	standard	name	is	DDR3-1600.	The	module	name	is	derived	from	the	overall	
speed.	The	DDR3	module	name	with	a	200-MHz	clock	is	PC3-12800.	

■■ If	matched	DIMMs	are	not	used	and	a	bank	includes	different	speed	DIMMs,	the	bank	
will	default	to	the	slowest	speed.

■■ CPUs	come	in	32-bit	and	64-bit	versions,	referring	to	how	many	bits	they	use	to	
address	memory.	If	you	want	to	use	more	than	4	GB	of	RAM,	you	need	a	64-bit	CPU	
and	a	64-bit	operating	system.

■■ Multiple-core	CPUs	include	more	than	one	fully	functioning	processor,	and	the	operat-
ing	system	views	each	core	as	a	separate	CPU.	Intel	uses	hyper-threading,	which	allows	
each	core	to	process	two	threads	at	a	time,	and	each	core	using	hyper-threading	is	
treated	as	a	separate	CPU	by	the	operating	system.

■■ CPUs	use	fast	static	RAM	(SRAM)	as	cache	to	improve	processing.	They	commonly	
include	L1,	L2,	and	sometimes	L3	cache.	L1	is	fastest	and	closest	to	the	CPU,	and	L3	is	
slowest	and	farthest	away.	L1	is	smallest,	and	L3	is	the	largest.	When	the	CPU	needs	
data,	it	looks	in	L1,	then	L2,	and	then	L3.

■■ The	speed	of	the	CPU	is	based	on	the	speed	of	the	clock	and	a	multiplier.	It	is	usually	
listed	as	the	multiplied	speed,	such	as	3.4	GHz.	Intel	uses	Turbo	Boost	and	AMD	uses	
Turbo	Core	to	modify	these	speeds	during	operation.	

■■ Most	CPUs	support	virtualization.	Intel	refers	to	its	support	as	VT-x,	and	AMD	calls	its	
support	AMD-V.	These	settings	can	be	enabled	in	BIOS	on	most	systems.

■■ An	integrated	GPU	refers	to	a	graphics	processor	embedded	within	a	CPU.	AMD	calls	
some	of	its	integrated	GPU	chips	APUs.	
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■■ Common	Intel	CPUs	are	Core	i3,	Core	i5,	and	Core	i7	series.	Most	Intel	CPUs	use	LGA	
sockets.	Common	Intel	sockets	are:	LGA	775	(Socket	T),	LGA	1366	(Socket	B),	LGA	2011	
(Socket	R),	LGA	1156	(Socket	H	or	H1),	and	LGA	1155	(Socket	H2).

■■ Common	AMD	CPUs	are	Sempron,	Athlon,	and	Phenom.	Most	AMD	CPUs	use	PGA	
sockets,	and	common	sockets	are:	Socket	940,	AM2,	AM2+,	AM3,	AM3+,	FM1,	and	
Socket	F.

■■ CPUs	are	commonly	kept	cool	with	heat	sinks	and	fans.	When	replacing	a	CPU,	use	
thermal	paste	between	the	CPU	and	the	heat	sink.	Liquid	cooling	is	an	advanced	cool-
ing	practice.

■■ Hardware	problems	that	can	cause	unexpected	shutdowns	and	intermittent	fails	
include	overheating	due	to	failed	fans	or	inadequate	ventilation,	faulty	power	supply,	
or	faulty	RAM.	

■■ Use	a	software	memory	tester	to	test	RAM.	

chapter review

Use	the	following	questions	to	test	your	knowledge	of	the	information	in	this	chapter.	The	
answers	to	these	questions,	and	the	explanations	of	why	each	answer	choice	is	correct	or	
incorrect,	are	located	in	the	“Answers”	section	at	the	end	of	this	chapter.

1. You	are	replacing	two	DDR3	DIMMs	in	an	Intel	dual-channel	motherboard.	Into	which	
slots	should	you	put	them?

A. Two	different-colored	slots

B. Two	identical-colored	slots

C. Separate	banks

D. Slots	1	and	4

2. You	are	shopping	for	replacement	DDR3	RAM.	Your	system	has	a	400-MHz	clock.	
What	should	you	buy?	

A. PC3-400

B. DDR3-400

C. PC3-25600

D. PC3-12800
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3. An	Intel	CPU	has	two	cores,	but	the	operating	system	shows	it	has	four	CPUs.	What	
feature	allows	this	to	happen?

A. Hyper-threading

B. HyperTransport

C. Dual-channel	RAM

D. L2	cache

4. Of	the	following	choices,	which	is	fastest?

A. L1	cache

B. L2	cache

C. L3	cache

D. Triple-channel	DDR3

5. Which	of	the	following	replaces	the	Intel	Socket	H?

A. LGA	775

B. LGA	1366

C. LGA	1156

D. LGA	1155

6. You	are	asked	to	troubleshoot	a	computer	that	is	randomly	rebooting	or	failing.	Of	the	
following	choices,	what	hardware	can	cause	these	symptoms?	(Choose	all	that	apply.)

A. RAM

B. Fan

C. Power	supply

D. Virus
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answers

1. Correct Answer: B

A. Incorrect: Different-colored	slots	indicate	different	banks.	

B. Correct: Dual-channel	RAM	should	be	installed	in	the	same	bank,	which	is	the	
same	color	on	most	motherboards.

C. Incorrect: If	you	place	the	RAM	in	different	banks,	it	will	be	used	as	single-channel	
RAM	instead	of	dual-channel	RAM.

D. Incorrect: Slots	1	and	4	are	always	in	different	banks.

2. Correct Answer: C

A. Incorrect: PC3-400	indicates	a	clock	speed	of	50	MHz.

B. Incorrect: If	the	DDR3	name	is	used,	it	is	identified	as	the	clock	times	8.	400	×	8	=	
3,200,	or	DDR3-3200.

C. Correct: The	calculation	for	DDR3	is	Clk	×	4	×	2	×	64	/	8.	400	MHz	×	4	×	2	×	64	/	
8	=	25,600,	so	it	is	PC3-25600.	

D. Incorrect: PC3-12800	indicates	a	clock	speed	of	200	MHz.

3. Correct Answer: A

A. Correct: Hyper-threading	is	supported	on	Intel	CPUs	and	allows	each	core	to	
appear	as	two	CPUs.	

B. Incorrect: HyperTransport	is	used	on	AMD	processors	in	place	of	a	front	side	bus.

C. Incorrect: Dual	channel	RAM	provides	two	paths	to	RAM,	but	it	does	not	affect	
the	CPU	cores.

D. Incorrect: L2	cache	is	fast	RAM	stored	on	the	CPU	for	improved	performance,	but	
it	does	not	affect	the	CPU	cores.

4. Correct Answer: A

A. Correct: L1	cache	is	a	fast	cache,	close	to	the	CPU.

B. Incorrect: L2	cache	is	slower	than	L1	cache.	

C. Incorrect: L3	cache	is	slower	than	L1	and	L2	cache.

D. Incorrect: Any	type	of	DDR	RAM	is	slower	than	L1,	L2,	or	L3	cache.	

5. Correct Answer: D

A. Incorrect: LGA	775	is	Socket	T	and	was	replaced	by	Socket	B.

B. Incorrect: LGA	1366	is	Socket	B.

C. Incorrect: LGA	1156	is	Socket	H.	

D. Correct: The	LGA	1155	is	also	known	as	Socket	H2	and	replaces	Socket	H	or	H1.
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6. Correct Answers: A,	B,	C

A. Correct: Faulty	RAM	can	cause	these	symptoms.

B. Correct: Failing	or	dirty	fans	can	result	in	overheating	problems,	causing	these	
symptoms.	

C. Correct: A	power	supply	providing	varying	voltages	or	voltages	out	of	specifica-
tions	can	cause	these	symptoms.

D. Incorrect: Viruses	can	cause	these	types	of	symptoms,	but	a	virus	is	software,	not	
hardware.	
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::	(double	colon),	in	IPv6	address,	 725
..	(double	dot),	for	parent	folder,	 492,	494
%	(percent	symbol),	for	variables,	 488
?	(question	mark),	as	command	prompt	wildcard,	 489
>	symbol,	to	redirect	command	prompt	output,	 487
µATX	(Micro-ATX)	motherboard,	 45

a
AC	(alternating	current),	 15,	47

for	cold	cathode	fluorescent	lamp,	 278
Accelerated	Graphics	Port	(AGP),	 99

expansion	slot,	 48,	50
accelerated	processing	unit	(APU),	 99
accelerometers,	in	tablets,	 308–310
access	control	list	(ACL),	 736
Access	Denied	errors,	 476

from	printer,	 260
access	point	placement	for	wireless	network,	 772
access	tokens,	 380,	849
account	information,	criminal	efforts	to	collect,	 898
A+	certification	exams,	 650
ACL	(access	control	list),	 736
ACPI	(advanced	configuration	power	interface),	 294
AC	power	jack,	on	power	supply,	 17
acronyms,	in	customer	communications,	 338–339
Action	Center,	 459,	755

Windows	versions	comparison,	 375
activation	of	Windows	7,	 426
Active	Directory,	 631
Active	Directory	Domain	Services	(AD	DS),	 696,	844
active	partition,	 545
ACT	LED,	 627
actuator,	 122
add-ons	to	Internet	Explorer,	 456
Add/Remove	Programs	applet,	 458

Index

Symbols
0x,	for	hexadecimal	numbers,	 8
1G	(first	generation)	cellular,	 316
1-TB	hard	drive,	sectors	on,	 123
2G	(second	generation)	cellular,	 316
3D	(three	dimensional)	sound,	 351
3G	(third	generation)	cellular,	 316,	637
4G	(fourth	generation)	cellular,	 316,	637
4-pin	FireWire	port,	 170
5.1	surround	sound	system,	 351
6-pin	alpha	FireWire	connector,	 170
7.1	surround	sound	system,	 351
8P8C	(eight	pins	eight	contacts),	 658
9-pin	alpha	FireWire	connector,	 170
10BASE2,	 666
10GBase-T,	 666
10-Gigabit	Ethernet,	 668
12-V	line,	 28
12-V	rails,	 16
32-bit	CPU,	vs.	64-bit,	 92–93
32-bit	operating	system,	 365

addressable	memory,	 366
50-pin	SCSI	connectors,	 133
64-bit	support,	 365

vs.	32-bit,	 92–93
in	Windows	7,	 377

64-KB	pages,	for	RAM	organization,	 521
68-pin	SCSI	connection,	 133
100BASE-T,	 666
802.11	standards,	 770–774

SOHO	network	and,	 800
for	wireless	printer	connections,	 255

1000BASE-LX,	 666
$	(dollar	sign),	for	administrative	shares,	 570
*	(asterisk),	as	command	prompt	wildcard,	 489
\	(backslash),	to	change	to	root,	 492
–	(dash),	as	a	command	switch,	 482
.	(dot),	for	root	of	drive,	 492
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address bus

address	bus,	 46,	92
Address	Resolution	Protocol	(ARP),	 821
AD	DS	(Active	Directory	Domain	Services),	 696,	844
ad-hoc	mode	for	WLANs,	 769–770
Admin	Approval	Mode,	 849
administrative	permissions,	 461
administrative	privileges,	for	command	prompt,	 476,	

477
administrative	rights,	for	installing	application,	 324
administrative	shares,	 570
Administrative	Tools	(Windows),	 376,	461–467

Computer	Management	tool,	 461–462
Task	Scheduler,	 462–463

Administrator	account,	 380,	848
standard	user	vs.,	 849
for	wireless	router,	default	password	change,	 783

Administrator:	command	prompt,	 477
Administrators	group,	 851
A	drive,	 144
ADSL	(asymmetric	DSL),	 636
Advanced	Boot	Options	page,	 110,	583
advanced	configuration	power	interface	(ACPI),	 294
Advanced	Encryption	Standard	(AES),	 775,	861
Advanced	Micro	Devices	(AMD).	See	AMD	(Advanced	

Micro	Devices)
code	names	for	CPUs,	 99
CPU	sockets,	 104–105

advanced	power	management	(APM),	 294
Advanced	RISC	Machine	(ARM)	processors,	 92
Advanced	System	Settings,	 519–520
Advanced	Technology	Attachment	(ATA),	 124
Advanced	Technology	Extended	(ATX)	mother-

board,	 12,	44.	See also	ATX	(Advanced	Technology	
Extended)	motherboard

Advanced	Windows	Firewall,	command	to	start,	 448
advertisements,	pop-up,	 891
adware,	 880
Aero,	 378–379

Windows	7	support,	 377
Windows	versions	comparison,	 375
in	Windows	Vista,	 378

AES	(Advanced	Encryption	Standard),	 775,	861
agents,	for	SNMP,	 696
AGP	(Accelerated	Graphics	Port),	 99

expansion	slot,	 48,	50
air	card	modem,	 637
air	compressors,	 28
allocation	units,	 123,	551

Allow	permissions,	 855
vs.	Deny,	 856

Alt+click	action,	 439
alternating	current	(AC),	 15,	47

for	cold	cathode	fluorescent	lamp,	 278
Always	Notify	UAC	Setting,	 382
Amazon.com,	 314
AMD	(Advanced	Micro	Devices),	 53,	91

Catalyst	Control	Center,	 215
Fusion	model	of	chipsets,	 55

AMD-V	hardware	assisted	virtualization,	 66
American	Megatrends	(AMI),	BIOS	from,	 60
amperage	(A),	 16
analog	display	devices,	vs.	digital,	 205–206
analog	stick,	 183
Android	Marketplace,	 314
Android	Open	Source	Project	(AOSP),	 313
Android	operating	system,	 311,	313

application	sources,	 314
Android	Samsung	tablet,	screen	calibration,	 311
anger	of	customer,	response	to,	 340
Angry	Birds,	 314
animations,	stopping,	 456
answer	files	for	unattended	Windows	install,	 412
antennas

transceiver	in	laptop,	 290
for	wireless	network,	 771,	772

antiglare	filters,	privacy	from,	 204–205
antispyware,	 887–888
antistatic	bags,	 25
antivirus	(AV)	software,	 328,	454,	876,	882–887

actions,	 883–884
automatically	starting,	 887
definitions	and	updates,	 882–883
malware	removal,	 893
protection	levels,	 884–885

APIPA	(Automatic	Private	IP	Addressing),	 717–718,	722,	
787,	815,	828

APM	(advanced	power	management),	 294
Apple

geotracking	use,	 310
iOS,	 311,	312
iPad,	 307

adding	new	email	account,	 320
Trackpad	setting,	 282

Apple	App	Store,	 312,	314
applets,	 448
appliances	in	network,	 756–758
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backslash (\), to change to root

Application	log,	 595
application	Properties	dialog,	Compatibility	tab,	 389
applications

as	processes,	 443
closing,	 440
configuring	to	start	automatically,	 513
for	data	synchronization,	 323
offered	for	free,	and	malware	risk,	 878
Program	Compatibility,	 535–536
programs	vs.,	 403
sources	for	mobile	devices,	 314–315
System	Restore	to	uninstall,	 517
troubleshooting	unresponsive,	 439
unauthorized,	 342
virus	in,	 877
Windows	Easy	Transfer	and,	 429
Windows+Tab,	to	scroll	open,	 378

APU	(accelerated	processing	unit),	 99
Archive	(A)	attribute,	 490
ARM	(Advanced	RISC	Machine)	processors,	 92
ARP	(Address	Resolution	Protocol),	 821
arp	command,	 502,	812,	821–822
ASR	(Automated	System	Recovery),	 598–599
assoc	command,	 481
assoc	|	more	command,	 607
asterisk	(*),	as	command	prompt	wildcard,	 489
asymmetric	DSL	(ADSL),	 636
ATA	(Advanced	Technology	Attachment),	 124
ATA	Packet	Interface	(ATAPI),	 124
Athlon,	 101
ATM	transactions,	thermal	printer	for,	 251
attacks

passwords	and,	 840
risk	of,	 733

attrib	command,	 490–491
attributes

copying,	 498
of	files,	 858–859

ATX12V	connector,	 18
ATX	(Advanced	Technology	Extended)	mother-

board,	 12,	44
power	supplies,	micro-ATX	vs.,	 20
soft	power,	 57

audio,	 174–177
back	panel	ports,	 59
cable	for	CD-ROM	drive,	 143
common	systems,	 174–175
connections,	 175–177

connector	on	motherboard,	 57
disabling	onboard	capabilities,	 65
for	gaming	PC,	 351
from	lost	mobile	device,	 327
microphone	for	capturing,	 179–180
surround	sound,	 355
troubleshooting,	 177
volume	controls,	function	keys	on	laptops,	 272
workstation	role	and,	 349

audio/video	editing	workstation,	 356
Audit	events,	 597
auditing	information,	copying,	 498
authentication,	 629,	838–843

biometrics	for,	 183
domain	server	for,	 631
multifactor,	 841
single	sign-on	(SSO),	 843–844
something	you	are,	 842–843
something	you	have,	 840–842
something	you	know,	 838–840

authorization,	 629,	847
on	mobile	device,	 323

AutoComplete	for	websites,	 455
automated	install	of	Windows,	 412
Automated	System	Recovery	(ASR),	 598–599
automatic	backups,	 534
Automatic	Private	IP	Addressing	(APIPA),	 717–718,	722,	

787,	815
Automatic	Updates,	 458,	530–531,	754
auto-negotiation,	 655
AutoPlay,	autorun	vs.,	 888–890
autorange	digital	multimeter	(DMM),	 29
autorun,	disabling,	 888–890
autosense,	 628

b
backlight

for	laptop	keyboard,	 272
in	laptop	display,	 278

troubleshooting,	 280
in	LCD	monitor,	 199
troubleshooting	failed,	 218

back	panel	ports,	 59
audio,	 59

back	side	bus,	 47
backslash	(\),	to	change	to	root,	 492
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backup

backup,	 532–535
in	Automated	System	Recovery,	 599
before	operating	system	upgrade,	 427
RAID	and,	 150
of	registry,	 583
remote,	 328
tape	drives	for,	 143
in	Windows,	 376
in	Windows	7,	 377
in	Windows	Vista,	 378

Backup	Operators	group,	 852
badges	for	authentication,	 840–841
bad	sectors	on	hard	drive,	 553

chkdsk	for	locating,	 565
full	format	checks	for,	 559

Balanced	power	plan,	 296
ball	grid	array	(BGA)	chip,	 103
banks,	 84

RAM	compatibility	with,	 89
barcode	readers,	 181
bare	metal	installation,	 403
base	10	numbers,	 6
base	16	numbers,	 7
basic	disk,	converting	to	dynamic	disk,	 562
Basic	Input/Output	System	(BIOS),	 39.	See also	BIOS	

(Basic	Input/Output	System)
Basic	Rate	Interface	(BRI),	 636
batch	files,	 475,	480

Notepad	for	creating,	 499
battery

in	laptop
conserving	power,	 294–298
removal,	 282,	285
troubleshooting	not	charging,	 298
two	week	rule	for	prolonging	life,	 285

on	motherboard,	 44,	60
slow	clock	from	failing,	 63
troubleshooting,	 72

battery	backup,	 22
Bayonet	Neill-Concelmen	(BNC),	 666
BCD	(boot	configuration	data),	 581

rebuilding,	 591,	603
startup	options	and,	 594

bcdedit	command,	 594
BD-R,	 142
B	drive,	 144
beep	codes

from	POST,	 68,	579
absence	in	troubleshooting,	 72

Berg	connectors,	 18
BGA	(ball	grid	array)	chip,	 103
biased	switch,	 14
binary	numbering	system,	 6–7

grouping	numbers,	 7
for	SCSI	IDs,	 134

biometrics,	 183,	842
BIOS	(Basic	Input/Output	System),	 39,	59–72,	579

accessing	application,	 61
CMOS	vs.,	 60
component	information,	 62–63
configuration,	 63–68
CPU-Z	utility	for	details,	 112
expansion	card	and,	 190
flashing,	 70–71
password	for,	 56
security	settings,	 67
vendors,	 60
virtualization	support,	 65–66

BIOS	jumper,	 44
BitLocker,	 861,	863–864

in	Windows	7,	 377
Windows	versions	comparison,	 375
Windows	Vista	support,	 378

BitLocker	Drive	Encryption,	 67,	422
BitLocker	To	Go,	 864
bits,	 6

vs.	bytes,	 8–9
bits	per	second,	bytes	per	second	vs.,	 657
black	desktop,	for	safe	mode,	 585
blank	pages	from	printer,	troubleshooting,	 260
blank	screen	on	bootup,	 72
Block	All	Incoming	Connections,	as	firewall	setting,	 751
blocking	cookies,	 454
blue	screen	of	death	(BSOD),	 73,	109,	222,	601

troubleshooting,	 154
Bluetooth,	 317

enabling	or	disabling,	 272
for	mobile	device	synchronization,	 324
troubleshooting,	 299
for	wireless	printer	connections,	 255

Blu-ray	drive,	 141
speed,	 142

BNC	(Bayonet	Neill-Concelmen),	 666
bootable	drives

CD/DVD	for	troubleshooting,	 144
GPT	disk	and,	 546
Windows	install	from	USB	flash,	 411
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cable

bootcfg	/rebuild	command,	 591
boot	configuration	data	(BCD),	 581

rebuilding,	 591,	603
startup	options	and,	 594

boot	files
partition	reserved	for,	 422
in	Windows	XP,	 580

Boot.ini	file,	 580,	594
rebuilding	in	Windows	XP,	 608
troubleshooting	missing,	 607–608

boot	manager,	in	Windows	Vista	and	Windows	7,	 581
bootmgr	file,	 581
boot	partition

identifying	in	Disk	Management	console,	 556
vs.	system	partition,	 392

boot	process,	 59.	See also	rebooting	system;	See 
also	reboot
advanced	options,	 583–594

disabling	automatic	restart	on	system	fail-
ure,	 588

disabling	driver	signature	enforcement,	 588
enable	boot	logging,	 585–586
enabling	low-resolution	video,	 586
Last	Known	Good	Configuration,	 586–588
Repair	Your	Computer	option,	 588–590
safe	modes,	 585

BIOS	setting	for	sequence,	 63–64
blank	screen	on,	 72
from	CD-ROM	drive,	 64
to	DVD,	 41
master	boot	record	(MBR)	and	boot	sector,	 579–580
to	master	drive,	 126
POST	(power-on	self	test),	 579
troubleshooting,	 72,	601–603
troubleshooting	failure,	 153

bootrec	commands,	 591
boot	sector,	 579–580

repair,	 602
troubleshooting	errors,	 609
virus	in,	 877
writing	new,	 591

bootstrap	loader,	 579
bootstrap	programming,	 59
bot	herder,	 876
botnets,	 734,	876–877,	892
BRI	(Basic	Rate	Interface),	 636
bridges,	 625–626

brightness
of	laptop	display,	 272
of	monitors,	 197

troubleshooting	dim	image,	 220
broadband

download	speed	of	cable,	 635
for	Internet	connection,	 633–635

broadcast,	 713
of	SSID,	 780–781

brownouts,	 21
Browsing	History,	settings	for,	 453
BSOD.	See	blue	screen	of	death	(BSOD)
bubble	jet	printing,	 246–247
built-in	features,	on	motherboard,	 54
Bulldozer	processor,	 100
burning	a	disc,	 141
burn-in,	protecting	displays	from,	 844
bus	network	topology,	 670
busses,	 46–47

for	CPU,	 55
speeds,	 47–48

bytes
bits	vs.,	 8–9

bytes	per	second,	bits	per	second	vs.,	 657
byte	streams,	 51

c
cable

broadband	for	Internet	connection,	 633–635
inside	case,	 11
checking	for	break,	 30
coaxial,	 665–666
composite,	 211
crossover	vs.	straight-through,	 649
for	display	devices,	 205–214
for	Easy	Transfer,	 428
eSATA,	 137
eSatap,	power	on,	 138
fiber	optic,	 664–665
for	FireWire,	 137,	170–171
for	laptop,	documenting,	 282
half-duplex	vs.	full-duplex,	 654–657
interference	and	crosstalk,	 651–653
keying,	 19
labeling,	 662
making	your	own,	 663
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cable

cable,	 continued
management	and	trip	hazards,	 650
network,	 657–666
for	PATA	drives,	 125–126
PVC	vs.	plenum-safe	jackets,	 651
Red	Green	Blue	(RGB),	 212
for	SATA	drive	power,	 131
for	SATA	drives,	 130–131
for	SCSI,	 133
in	SOHO	network,	 799
twisted-pair,	comparing	categories,	 660–661
USB,	 136,	169

cable	lock,	 276
cable	modems,	 634
Cable	select,	 127
cable	testers,	 824
cache

proxy	server	for,	 743
USB	flash	drive	as,	 537

CAD	(computer-aided	design)	workstation,	 356
cadmium,	 286
calculation,	connections	in	mesh	topology,	 672
Calculator	(Windows),	 440
calibration

of	color	laser	printers,	 243
of	inkjet	printers,	 248
of	tablet	screen,	 310–311

CAM	(computer-aided	manufacturing)	worksta-
tion,	 356

camcorder,	 186
camera

digital,	 185
memory	in,	 140

in	smartphone	or	tablet	as	barcode	scanner,	 182
capacitors,	 23,	81
case	sensitivity

hexadecimal	numbers	and,	 8
of	command	prompt,	 482

cases	for	computers,	 10–15
cleaning,	 14

cases	of	laptops,	 284
cash	register	receipts,	thermal	printer	for,	 251
Catalyst	Control	Center	(AMD),	 215
categories	of	twisted-pair	cable,	 660–661
Category	view	in	Control	Panel,	 449
CCFL	(cold	cathode	fluorescent	lamp),	 199,	278
cd	command,	 493–494
CD	drives,	 11

speed,	 142

CDFS	(compact	disc	file	system),	 555
CD-R,	 142
C	drive,	 144
CD-ROM,	 141
CD-ROM	drive,	audio	cable	for,	 143
CDs

backups	to,	 533
drive	to	read	and	write,	 141–142
as	recovery	disc,	 412–413
Windows	install	with,	 407

cellular	cards,	 189
cellular	network

mobile	device	access	to,	 316
tablets	and,	 307

cellular	network	connection,	 803–804
telephones	for,	 637

central	processing	unit	(CPU).	See also	CPU	(central	
processing	unit)

certificates	for	websites,	 455
chain	of	custody,	 344
Change	share	permission,	 859
channels

in	sound	system,	 174
in	wireless	network,	 772–774

character	types	in	passwords,	 839
charging	stage	in	laser	imaging	process,	 235–236
chdir	command,	 493
Check	Disk	Data	dialog	box,	 566
Check	Point	Software,	 757
chipsets,	 44

CPU,	 53–55
disabling	onboard	capabilities,	 65
Intel	X79	Express,	 58

chkdsk	command,	 169,	502,	565
chkdsk	/r	command,	 559
CIDR	(Classless	Inter-Domain	Routing)	notation,	 713
cipher	command,	 491
circular	logs,	event	logs	as,	 597
Cisco	IOS,	 312
Cisco	router,	port	forwarding	page	for,	 740
classful	IP	(Internet	Protocol)	addresses,	 711–712
Classless	Inter-Domain	Routing	(CIDR)	notation,	 713
cleaning,	 3

cases,	 14
computer	vacuum	for,	 28
contacts,	 111
of	display	devices,	 217
keyboard,	 274
laptop	display,	 277
laser	printer	pickup	rollers,	 243
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command prompt

cleaning	stage	in	laser	imaging	process,	 239
clean	install

of	Windows	7,	 423–426
vs.	upgrade,	 402–403

CLEAR	CMOS	jumper,	 56
clearing	file	attributes,	 490
clearing	paper	jam,	 249
clear	text,	FTP	traffic	as,	 690
click	action,	 439
clicking	noise	from	hard	drive,	troubleshooting,	 151–

152
CLI	(Command	Line	Interface),	 475
client-side	DNS,	 692

and	ipconfig,	 816–817
Clipboard,	copying	command	output	to,	 487
clock	battery	in	laptops,	 292
clock	speeds,	 66–68

DDR	support	of	multiple,	 88
clogged	toner,	 261
closed-source	operating	systems,	on	mobile	devic-

es,	 311–315
closing	applications,	 440
closing	case,	airflow	impacted,	 13
cloud

backup	of	data	to,	 328
for	synchronization,	 324

clusters,	 123,	551–553
read/write	failure,	 152

cmd.exe,	 478
built-in	commands,	 480

CMOS	battery
slow	clock	from	failing,	 63
troubleshooting,	 72

CMOS	(complementary	metal	oxide	semiconductor)
BIOS	vs.,	 60

CMYK	color	model,	 240
CNR	(Communications	and	Networking	Riser)	expan-

sion	slot,	 53
coaxial	cables,	 634,	665–666
Coaxial	Ethernet	specification,	 667
cold	boot,	 98
cold	cathode	fluorescent	lamp	(CCFL),	 199,	278
color-coding

for	audio	connections,	 175
for	memory	slots,	 84
for	PS/2	connection,	 173
for	SATA	ports,	 130
for	UDMA	cables,	 126

color,	incorrect	patterns	on	display,	 222
color	printers

laser,	 240
calibration,	 243

troubleshooting	wrong	color,	 261
command	and	control	server,	 876
command	bar	for	applications,	 440
Command	Line	Interface	(CLI),	 475
command	prompt,	 473

Access	Denied	errors,	 476
case	sensitivity,	 482
cmd.exe	vs.,	 478
copy	and	paste,	 485–487
cursor	movement,	keystrokes	for,	 485
disk	commands,	 501–502
diskpart	tool,	 564
file	commands,	 489–499

attrib,	 490–491
cd,	 493–494
copy,	 495–497
del,	 495
dir,	 491–492
md	(make	directory),	 493
rd	(remove	directory),	 494
robocopy,	 497–498
sfc,	 498–499
xcopy,	 497

FTP	client	access	from,	 689
help	for	commands,	 482–483
importance	of,	 797
mount	points	identified	from,	 562
net	shell	(netsh),	 756
networking	commands,	 502–503
operating	system	commands,	 500–501
paths	in,	 478–481
quotes	use	with	spaces,	 483–484
recalling	commands,	 484–485
safe	mode	with,	 585
saving	output	to	text	file,	 487
selecting	multiple	text	pages,	 487
SOHO	network	tools,	 811–824
starting,	 475–478
switches,	 482
Telnet,	 694–695
typos	in,	 484
variables,	 487–488
wildcards,	 489
window	appearance,	 486
window	in	Windows	7,	 476
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communications and Networking riser (cNr) expansion slot

Communications	and	Networking	Riser	(CNR)	expan-
sion	slot,	 53

communication	skills,	 338–342
compact	command,	 491
compact	disc	file	system	(CDFS),	 555
CompactFlash	(CF)	memory,	 140,	293
compatibility	errors,	troubleshooting,	 606
Compatibility	Mode	in	Windows,	 376,	389–390,	535
compatibility	of	RAM,	 87–91
Component	Object	Model	(COM),	 465
Component	Services,	 461,	465–466
component	video,	 212
COM	ports,	 174
composite	cables,	 211
compress	attribute,	 491
compressed	air,	 28,	232

for	cleaning	keyboard,	 274
compression	of	files

vs.	encryption,	 862
in	NTFS,	 554

compressors,	 28
CompTIA	A+	exams

performance-based	questions,	 476
test-taking	strategy,	 680

computer-aided	design	(CAD)	workstation,	 356
computer-aided	manufacturing	(CAM)	worksta-

tion,	 356
computer	components

BIOS	for	verifying,	 62
handling,	 25

computer	forensics	tools,	 344
Computer	Management	console

Disk	Management	snap-in,	 555
Local	Users	And	Groups	tool,	 850,	852
Shared	Folders,	Shares,	 570

Computer	Management	tool,	 461–462
%computername%	variable,	 487,	488
Computer	Properties,	Advanced	System	Settings,	Com-

puter	Name	tab,	 632
computers

basics,	 4–6
environmental	impacts,	 357
protecting	from	power	problems,	 21–23
turning	off,	 14

computer	types	by	use,	 350–357
audio/video	editing	workstation,	 356
gaming	PC,	 351
graphic/CAD/CAM	design	workstation,	 356

home	server	PC,	 355–356
home	theater	PC	(HTPC),	 355
thick	client,	 350
thin	client,	 350–351
virtualization	workstation,	 352–354

computer	vacuum,	 28,	232
Computrace,	LoJack	for	Laptops,	 68
conditions	for	tasks,	 463
connectionless	protocol,	 682
connection-oriented	protocol,	 682
connections

calculating	number	in	mesh	topology,	 672
Internet,	 633–640.	See also	Internet	connections
viewing	open,	 698
Windows	maximum	concurrent,	 631

connectors
audio,	 175–177
for	display	adapters,	 210
for	display	devices,	 205–214
external	types,	 135–139
for	fans,	 14
for	FireWire,	 170–171
in	laptops,	troubleshooting,	 298–299
on	motherboards,	 43

front	panel,	 56–57
network,	 657–666
for	PATA	drives,	 125–126
plugging	in,	 19
for	power	supplies,	 17–19
for	printers,	troubleshooting,	 259
for	SATA	drive	power,	 131
for	SATA	drives,	 130–131
for	SCSI,	 133
S-Video,	 212–213
for	synchronization,	 324
for	USB,	 166

contacts,	cleaning,	 111
Content	Advisor,	 455
content	filtering,	proxy	server	for,	 743
context	menus,	 386
contiguous	clusters,	 123
continuity	check,	multimeters	for,	 30
continuity	RIMM	(CRIMM),	 91
continuous	feed	paper,	 232,	249
continuous	reboot,	 108
Control	Panel,	 448–461

Administrative	Tools,	 461–467
Event	Viewer,	 595
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customer relationships

applets,	 449
AutoPlay	applet,	 889
Classic	View,	 449
Date	And	Time	applet,	 418
Default	Programs	applet,	 457–458
Mouse	applet,	 439
Power	Options,	 296
Region	And	Language	applet,	 418
System,	 516,	593

Advanced	System	Settings,	 522
Hardware	tab,	 276

User	Accounts,	 850
views,	 449
Windows	Firewall	start	from,	 749

Control	Panel	(Windows	7)
Action	Center,	Change	User	Account	Control	Set-

tings,	 381
Display,	Adjust	Resolution,	 203
Large	Icons	or	Small	Icons,	 449

Control	Panel	(Windows	Vista)
Classic	View,	 449

Personalization,	 203
User	Accounts,	Turn	User	Account	Control	On	or	

Off,	 383
Control	Panel	(Windows	XP)

Classic	View,	 449
Display,	Settings,	 204

control	sets	in	registry,	 587
convert	command,	 502,	566
Convert	to	Dynamic	Disk,	 562
cookies,	 454
cooling	systems,	 10–15

for	CPU,	 105–108
for	gaming	PC,	 351

copy	and	paste,	in	command	prompt,	 485–487
copy	command,	 483,	495–497
copying	files,	effect	on	permissions,	 857–858
cores	in	CPU,	 93–94

Windows	7	support,	 370
covers	of	laptops,	 284
CPU	(central	processing	unit),	 4,	44,	91–108

32-bit	vs.	64-bit,	 92–93,	365
AMD	sockets,	 104–105
chipsets,	 53–55
clock	speed,	 66
cooling,	 105–108
cores,	 93–94

electrostatic	discharge	damage	risk,	 82
for	gaming	PC,	 351
Hyperthreading	Technology	(HT),	 94
Intel	sockets,	 103–104
names	comparison,	 105
north	bridge	combined	on,	 55
power	to,	 43
processes	consuming,	 442
socket	on	motherboard,	 58
socket	types,	 101–105
speeds,	 97–98
system	requirements	for	Windows	Vista,	 374
troubleshooting,	 108–112

tools	for,	 109–112
troubleshooting	power	to,	 72
versions,	 99–101
virtualization	support,	 98,	354
for	Windows	7,	 369
workstation	role	and,	 349

CPU	12-V	power,	 43
CPU	cache,	 95–97

SRAM	for,	 81
CPU	(central	processing	unit)

for	Windows	XP,	 372
CPU	fan,	 10,	43,	106
CPU	Usage	statistic,	in	Task	Manager,	 445
CPU-Z	utility,	 112
creased	paper,	troubleshooting,	 259
Create	A	System	Image,	 598
CRIMM	(continuity	RIMM),	 91
Critical	events,	 597
crosscut	shredders,	 867
crossover	cable,	 649,	661–663
crosstalk,	 651–653
CRT	(cathode	ray	tube)	monitors,	 198

disposal,	 217
safety	issues,	 216

cultural	sensitivity,	 341
cumulative	permissions,	 856
cursor	movement	in	command	prompt,	keystrokes	

for,	 485
customer	relationships,	 338–344

dealing	with	difficult,	 340–341
identifying	needs,	 349–357
listening	and,	 339
respect	of	materials,	 342
response	to	prohibited	content,	 342–344
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daisy-chaining

D
daisy-chaining

FireWire	devices,	 170
for	SCSI,	 134–135

dash	(–),	as	a	command	switch,	 482
data

destruction	and	disposal,	 864–868
overwriting	to	remove,	 865

Data	at	rest,	encryption	for,	 861
data	bits,	 650
data	bus,	 46
Data	Collector	sets,	 463
Data	Encryption	Standard	(DES),	 861
data	in	motion,	encryption	for,	 861
data	loss

from	formatting,	 558
when	deleting	or	formatting	partition,	 422

data	migration	tools,	 413
data	recovery	from	floppy,	 145
data	remanence,	 865
Data	Sources	(ODBC)	applet,	 466
data	storage,	long-term	and	short-term,	 4
data	throughput,	 48

for	PCI-x,	 50
data	transmissions,	serial	to	parallel	to	serial,	 128
date	command,	 501
date	settings

BIOS,	 63
in	Windows	7	install,	 417–418

DB-9	port,	 172
DB-15	connector,	 207
DB-15	port,	 172

for	MIDI	devices,	 186
DB-25	connector,	 133
DB-25	port,	 172
DB	connections,	 172
DC	(direct	current),	 15
DC	jack,	in	laptops,	 292
dd	command,	 866
DDoS	(distributed	denial	of	service)	attacks,	 734
DDR2,	 82
DDR3,	 82
dead	pixels,	 221
Debugging	mode,	 588
decimal	numbering	system,	 5–6
decryption,	 861
dedicated	graphics	slots,	 99

default	gateway,	 714–715
checking,	 826
for	wireless	network	clients,	 787

default	groups,	 851–852
default	operating	system,	 404,	512
default	password,	changing,	 851
default	paths,	 479–480
default	permissions,	for	shares,	 860
default	programs,	for	file	extensions,	 457–458
default	SSIDs,	 779–782
default	user	accounts,	 848
default	web	browser,	 456
defense-in-depth,	 325,	733,	736
defrag	command,	 502,	552,	567–568
degaussing,	 220,	867
del	command,	 495
deleted	files

recovery,	 865
retrieving	previous	version,	 519

deleting
directories,	 494
files,	 495,	865
malware	from	system,	 884
partition,	 557

during	Windows	install,	 420
share	mapping,	 823
Windows.old	folder,	 406

demilitarized	zone	(DMZ),	 737–738
demodulation,	 626
denial	of	service	(DoS)	attacks,	 734
Deny	permissions,	 855

vs.	Allow,	 856
dependency	for	service,	 465
DES	(Data	Encryption	Standard),	 861
desktop	applications,	 350
desktop,	black	for	safe	mode,	 585
destination	IP	address,	 697
developing	stage	in	laser	imaging	process,	 237
device	0	(master),	 126
device	1	(slave),	 126
device	drivers,	 163

disabling	and	uninstalling,	 527
disabling	signature	enforcement,	 588
for	expansion	cards,	 190
for	RAID,	 153
for	video	card,	 215
for	hard	drives,	 420
installing,	 163–164
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display devices

for	printers,	 252,	260
rolling	back,	 517,	528
signed,	 528
for	smart	card	readers,	 841
updating,	 525–527

Device	Manager,	 460,	524–529
starting,	 524
viewing,	 524–525

device	Properties	page,	tabs	for,	 526
devices.	See	hardware	devices,	BIOS	for	enabling	and	

disabling
Devices	And	Printers	(Windows	7),	Add	a	Printer,	 256
devmgmt.msc	command,	 524
DHCP	(Dynamic	Host	Configuration	Protocol),	 254,	

717–719
and	port	forwarding,	 741
SOHO	network	use,	 800
on	wireless	router,	 767,	786–787

diagnostics,	in	BIOS	programs,	 69
Diagnostic	Startup,	 511
dial-up	Internet	connection,	 635

for	SOHO	network,	 802–803
Dial-up	settings,	 456
digital	cameras,	 185

memory	in,	 140
digital	display	devices,	vs.	analog,	 205–206
Digital	Linear	Tape	(DLT),	 144
digital	multimeter	(DMM),	 29
digital	security,	 882–890
digital	signatures	for	drivers,	 528
digital	subscriber	lines	(DSLs),	 636
Digital	Visual	Interface	(DVI),	 213

connector,	 207–208
port,	 205

digitizers,	 180–181
dim	display	image

on	laptop,	 272,	280
troubleshooting,	 220

DIMM	(dual	in-line	memory	module),	 82–83
slots,	 58
stickers,	 87

dimmed	desktop,	 381
DIN	(Deutsche	Industrie	Norm),	 172
dir	command,	 489,	491–492
direct	access	graphics,	 99
direct	current	(DC),	 15
directional	antennas,	for	wireless	network,	 771
Direct	Media	Interface	(DMI)	bus,	 47,	98

direct	memory	access	(DMA)	transfers,	 125
directories,	 550

copying,	 495–497
deleting,	 494
folders	vs.,	 479

Directory	Services	Restore	Mode,	 588
directory	structure	in	Windows,	 390–394

boot	vs.	system	partition,	 392
common	file	locations,	 391–392

DirecTV,	Whole	Home	DVR,	 666
DirectX	Diagnostic	Tool	(dxdiag),	 217,	500
dirt	on	fan,	 12
dirty	bit,	 169
disabling

autorun,	 888–890
hardware	devices,	 527

discoloration	on	video	display,	 220–221
disk	array,	formatting,	 558–560
disk	cache,	USB	flash	drive	as,	 537
Disk	Cleanup	tool,	 568,	894
disk	commands,	 501–502
Disk	Defragmenter	tool,	 552,	567–568
disk	drives.	See also	hard	disk	drives	(HDD)

activity	lights,	 57
BIOS	detection,	 62

Disk	Management,	 555–563
console,	 547
creating	and	formatting	volume,	 559
creating	mount	point,	 561
for	extending	volume,	 560
mirrored	volume	creation,	 562
striped	volume	creation,	 563

diskpart	command,	 502,	564–565
disks,	basic	vs.	dynamic,	 548–550
disk	status,	identifying,	 556–557
disk	thrashing,	 153,	522,	552
disk,	vs.	disc,	 141
Display	applet,	 460
display	devices,	 197–205

adapters,	 210
analog	vs.	digital,	 205–206
for	audio/video	editing	workstation,	 356
cleaning,	 217
common	resolutions,	 202
connecting	second	to	laptop,	 270–271
CRT	(cathode	ray	tube),	 198
enabling	low-resolution	in	boot	process,	 586
interfaces,	connections,	and	cables,	 205–214
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display devices

display	devices,	 continued
interface	summary,	 213
in	laptops,	 277–282

brightness,	 272
removing,	 291–292
troubleshooting,	 280–282

LCD	(liquid	crystal	display),	 199
LED	(light	emitting	diode)	monitor,	 199–200
organic	light-emitting	diode	(OLED),	 201
plasma,	 200
privacy	and	antiglare	filters,	 204–205
projectors,	 200–201
protecting	from	burn-in,	 844
resolution,	 197,	202

configuring,	 203–204
safety	concerns,	 216–217
touch	screens,	 204
troubleshooting,	 217–222
using	multiple,	 201–202

DisplayPort	interface,	 211,	213
Display	The	Full	Path	In	The	Address	Bar,	 452
Display	The	Full	Path	In	The	Title	Bar,	 450
disposable	print	head	in	inkjet	printer,	 248
disposing	of	li-ion	batteries,	 286
distorted	images,	troubleshooting,	 221–222
distributed	denial	of	service	(DDoS)	attacks,	 734
DLLs	(dynamic	link	libraries),	missing,	 604–605
DMA	(direct	memory	access)	transfers,	 125
DMI	(Direct	Media	Interface),	 47,	98
DMM	(digital	multimeter),	 29
DMZ	(demilitarized	zone),	 737–738
DNS	cache,	 692,	817
DNS	(Domain	Name	System),	 691–692

client-side,	 692
ipconfig	command	and,	 816–817

for	wireless	router	clients,	 787
.doc	file	extension,	 480
docking	station,	for	laptops,	 274–275
documentation

of	cable	placement,	 20
for	customers,	 340
for	laptop	disassembly,	 282
for	laptop	from	manufacturer,	 283
of	troubleshooting	findings,	actions,	and	out-

comes,	 348
documents

computer	actions	for	opening,	 4
modifying	location,	 536

dollar	sign	($),	for	administrative	shares,	 570
domain

joining,	 632–633
reason	for	switching	to,	 630

Domain	Name	System.	See	DNS	(Domain	Name	System)
Domain	network	location,	 748
domain	policy,	 846
domains,	 376,	629,	631–632

for	single	sign-on,	 843
in	Windows	7,	 377

DoS	(denial	of	service)	attacks,	 734
dot	(.),	for	root	of	drive,	 492
dot	matrix	printers,	 249
dotted	decimal	format,	for	IPv4	addresses,	 707
double-click	action,	 439
double	colon	(::),	in	IPv6	address,	 725
double	data	rate	(DDR)	SDRAM,	 81–82
double	dot	(..),	for	parent	folder,	 492
double	pumping,	 81
double-sided	printing,	 230
double-sided	RAM,	vs.	single-sided,	 86
Double-Tap	gesture	on	touch	screen,	 322
dpi	(dots	per	inch),	 230
Drag	gesture	on	touch	screen,	 322
dragging	action,	 440
drills	for	media	destruction,	 868
driveby	download,	 880
drive	letters,	changing,	 558
drive	Properties	dialog	box,	General	tab,	 568
drives.	See	hard	disk	drives	(HDD);	optical	discs	and	

drives
changing,	 494
floppy,	 144–145
tape,	 143–144

DSL	(digital	subscriber	lines),	 636
dual-boot	system,	 403–405

options	for,	 511
dual	channel	memory	architecture,	 83

vs.	dual	sided,	 86
vs.	single	channel,	 84–85

dual	displays,	for	laptops,	 270–271
dual	in-line	memory	module	(DIMM),	 82–83

slots,	 58
stickers,	 87

dual-layer	DVD-ROM,	 141
dual-link	DVI,	 207
dual	voltage	power	selection,	 17
dumpchk.exe,	 594
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erasable read-only memory (eprOM)

dumpster	diving,	 899
duplex	connection,	 654
duplexing,	 147
duplexing	assembly	for	printer,	 230
duplicating	screen	displays,	 202

laptop	and	external	monitor,	 271
dust

impact	on	computer,	 3
removing,	 14

DVD	drives,	 11
booting	to,	 41
speed,	 142

DVD-R,	 142
DVD-ROM,	 141
DVDs

backups	to,	 533
drive	to	read	and	write,	 141–142
as	recovery	disc,	 412–413
Windows	install	with,	 407

DVI	(Digital	Visual	Interface),	 213
connector,	 207–208
port,	 205

dxdiag	(DirectX	Diagnostic	Tool),	 217,	500
dynamic	disk

converting	basic	disk	to,	 562
dynamic	disks

actions,	 562–563
basic	vs.,	 548–550
in	diskpart	tool,	 564

Dynamic	Host	Configuration	Protocol	(DHCP),	 254,	
717–719
and	port	forwarding,	 741
SOHO	network	use,	 800
on	wireless	router,	 767

dynamic	IP	addresses
in	Windows,	 720–721
static	vs.,	 717–723

dynamic	link	libraries	(DLLs)
missing,	 604–605

dynamic	ports,	 684,	697
dynamic	RAM	(DRAM),	 81

e
Easy	Transfer,	Windows	versions	comparison,	 375
eBay,	fake	email	from,	 881
EB	(exabyte),	 47,	366

ECC	(error	correction	code),	 90–91
EEPROM	(electrically	erasable	programmable	read-only	

memory	chip),	 59
EFS	(Encrypting	File	System),	 377,	861–863
EIDE	(Extended	IDE),	 124

connectors	on	motherboard,	 44
electrically	erasable	programmable	read-only	memory	

chip	(EEPROM),	 59
electricity.	See	power
electrocution,	risk	from	CRT	monitor,	 216
electromagnetic	degaussing	tool,	 867
electromagnetic	interference	(EMI),	 651,	652

fiber	optic	immunity	to,	 664
wireless	network	and,	 772

electrostatic	discharge	(ESD),	 24–25
avoiding	damage	from,	 82
expansion	card	protection	from,	 189
preventing,	 283

email
mobile	device	configuration,	 319–322
phishing,	 881
protocols	for,	 686–687
spam,	 880

EMC	Corporation,	 842
emergency	repair	disk,	 599
EMI	(electromagnetic	interference),	 651,	652

fiber	optic	immunity	to,	 664
wireless	network	and,	 772

Encrypting	File	System	(EFS),	 377,	861–863
encryption

BitLocker	for,	 67,	863–864
in	NTFS,	 554
Offline	Files,	 863
on	wireless	network,	 775–776

encryption	attribute,	 491
encryption	protocols,	 685–686
ending

application,	 442
processes,	 443

Enterprise	edition	of	Windows	7,	 368
system	limits,	 370

Enterprise	mode	for	wireless	network,	 777
environmental	issues,	 357,	650–653
Environmental	Protection	Agency	(EPA),	 217
EPROM	(erasable	read-only	memory),	 59
EPS12V	connector,	 18
equipment,	grounding,	 23–24
erasable	read-only	memory	(EPROM),	 59
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erase command

erase	command,	 495
ergonomic	keyboard,	 178
error	correction	code	(ECC),	 90–91
Error	events,	 597
errors

codes	from	printers,	 261
in	command	prompt,	 484
detection	technologies,	 90
on	disk,	chkdsk	for	fixing,	 565
on	blue	screen,	 601
on	devices,	 524
“Request	timed	out”,	from	ping,	 814

eSATA,	 137
eSATAp	(powered	eSATA)	port,	 137–138
ESD	(electrostatic	discharge),	 24–25.	See also	electro-

static	discharge	(ESD)
ESD	mats,	 25
Ethernet,	 138,	649–650

for	printer	connection,	 254
speeds	and	specifications,	 666–669
twisted-pair	cable,	 657–664

unshielded	vs.	shielded,	 659–660
Event	IDs,	 596
event	logs,	properties,	 597
Event	Viewer	(Windows),	 376,	595–597

command	to	start,	 448
System	log,	 110

eventvwr.msc	command,	 448,	595
EVGA	(Extended	VGA),	 202
evidence	protection,	 344
exabyte	(EB),	 47,	366
exception	rules	on	firewalls,	 685
excessive	paging,	 521–522
executable	program,	 480
exFAT,	 553
expansion	cards,	 186–190

checklist	for	adding,	 189–190
faulty,	 347
for	graphics,	 99
network	interface	cards,	 621–622.	See also	network	

interface	cards	(NICs)
reasons	to	add	or	replace,	 187
types,	 188–189

expansion	slots,	 43,	48–53
busses,	 47

expectations	of	customers,	 339
explorer	command,	 500
exposing	stage	in	laser	imaging	process,	 236

ExpressCards,	 293–294
extended	Capacity	(SDXC),	 140
extended	display	with	laptop	and	external	monitor,	 271
Extended	IDE	(EIDE),	 124

connectors	on	motherboard,	 44
extended	partition,	 546

unallocated	space	for,	 421
vs.	extending	volume,	 558

extending	screen	displays,	 202
extending	volume,	 558,	560
Extensible	Firmware	Interface	(EFI)–based	system,	 546
extension	magnet,	 27
external	clock	signal,	 51
external	commands,	 480
external	enclosures	for	hard	drives,	 139
external	hard	drive,	for	Easy	Transfer,	 428
external	monitors,	troubleshooting	laptop	display	

to,	 281
extinguishers,	 26

F
facial	recognition,	 843
factory	recovery	partition,	 412
faded	print,	troubleshooting,	 260
Failed	status	for	disk,	 557
fan-fold	paper,	 232
fans,	 11,	12–14

CPU,	 10,	43,	106
in	laptops,	 298
replacing,	 13–14
speed	monitoring,	 69

Fast	Ethernet,	 667
FAST	(File	And	Settings	Transfer)	Wizard,	 430
fast	SCSI,	 132
Fast	User	Switching,	 446
FAT32	(File	Allocation	Table),	 406
FAT	(File	Allocation	Table),	 553–554

converting	to	NTFS,	 566
fault	tolerance,	 355

in	NTFS,	 554
RAID	for,	 145,	147,	548

FDDI	(Fiber	Distributed	Data	Interface),	 671
fdisk	command,	 502,	569
feed	assembly,	in	thermal	printer,	 252
feeder	in	printer,	 231
fiber	broadband,	for	Internet	connection,	 633–635
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fourth generation (4G) cellular network

Fiber	Distributed	Data	Interface	(FDDI),	 671
Fiber	Ethernet	specification,	 667
fiber	optic	cable,	 651,	664–665
File	Allocation	Table	(FAT32),	 406
File	And	Settings	Transfer	(FAST)	Wizard,	 430
file	extensions,	 450,	480–481

default	programs	for,	 457–458
File	menu	(MMC),	Add/Remove	Snap-in,	 447
file	names,	quotes	use	with	spaces,	 483–484
file	recovery	software,	 598
files,	 123

access,	malware	and,	 891
attributes,	 858–859
common	locations	in	Windows,	 391–392
compression,	vs.	encryption,	 862
copies	of	previous	versions,	 510
copying,	 495–497
copying	and	moving,	effect	on	permissions,	 857–

858
deleting,	 495,	865
displaying	hidden,	 450
with	double	extensions,	 892
fragmentation	of,	 552
listing	in	Code	Prompt,	 491
maximum	size	for	FAT	versions,	 553
properties,	 491
search	for,	 492
troubleshooting	failure	to	open,	 607
unsaved	on	USB	device,	 169

file	sharing,	for	home	server	PC,	 355
File	Signature	Verification	utility,	 500,	528
file	systems,	 406–407,	550–555
File	Transfer	Protocol	(FTP),	 688–690
FileZilla,	 689
fingerprints,	 183,	842
fire	safety,	 26
firewalls,	 621,	735–737.	See also	Windows	Firewall

advanced	capabilities,	 737
enabling,	 785
implicit	deny	policy,	 736
netsh	command	for,	 756
port	forwarding,	 738–741

configuring,	 740–741
ports	and,	 685
to	enforce	proxy	server	use,	 745
on	wireless	router,	 768

FireWire,	 136,	170–171
cables	and	connections,	 170–171
disabling	devices,	 65

expansion	cards,	 188
S1600	and	S3200,	 171

firmware,	 59
upgrading,	 70

fixboot	command,	 591,	896
fixed	print	head	in	inkjet	printer,	 248
fixmbr	command,	 591,	896
flash-based	RAM,	 139
flashing	BIOS,	 70–71
flash	memory,	 59,	81,	165

in	cameras,	 185
flicker,	 198,	220

on	laptop	display,	 280–281
Flick	gesture	on	touch	screen,	 322
flip-top	case,	for	CPU	socket,	 102
F	Lock	key,	 272
floppy	drives,	 144–145

connector,	 44
mini-connectors,	 18

fluorescent	lights,	EMI	from,	 652
Fn	key,	on	laptops,	 270

default	usage,	 273
focus,	window	with,	 441
Folder	Options	applet,	 450–452

file	associations,	 607
file	extensions,	 450
View	tab,	 452

folders,	 550
copying,	 495–497
deleting,	 494
directories	vs.,	 479
displaying	hidden,	 450
encrypting,	 861
shares,	 569–572
sharing	within	homegroup,	 808

folder	structure	in	Windows,	 390–394
boot	vs.	system	partition,	 392
common	file	locations,	 391–392

fonts,	common	location	in	Windows,	 391
Foreign	status	for	disk,	 557
format	command,	 502
formatting,	 557

disks,	 553
drives,	low-level	vs.	standard	format,	 866
file	system	selection	when,	 550
partitions,	 422
volume	or	disk	array,	 558–560

fourth	generation	(4G)	cellular	network,	 637
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FQDN (fully qualified domain name)

FQDN	(fully	qualified	domain	name),	 690
fragmentation	of	files,	 552

and	performance,	 152
frames,	 650,	681
frequency

clock	speeds	and,	 66
twisted-pair	cable	capabilities,	 657

frequency	range	for	wireless	devices,	 770
front	side	bus	(FSB),	 47,	98
FSB	(front	side	bus),	 98
FTP	(File	Transfer	Protocol),	 688–690
FTP	server,	 689
F-type	screw-on	connector,	 665
Full	Control	NTFS	permission,	 856
Full	Control	share	permission,	 859
full-duplex	connection,	 654,	655
full	format,	 152,	559
full	image	backups,	 532
full-screen	window,	 440
fully	qualified	domain	name	(FQDN),	 690

of	mail	server,	 320
function	keys,	 178

F8,	Windows	monitoring	in	boot	process,	 584
and	laptop	display,	 280
special,	on	laptops,	 270–273

fuser	assemblies,	 234
safety	issues,	 241

fusing	stage	in	laser	imaging	process,	 238

G
gadgets,	 387–388

Windows	versions	comparison,	 375
game	pads,	 183–184
gaming	PC,	 351
gaming	systems,	as	wireless	devices,	 769
garbled	character	printing,	troubleshooting,	 260
gateway,	 714–715

default
checking,	 826
for	wireless	network	clients,	 787

GB	(gigabyte),	 9,	47,	366
GDDR5	(Graphics	Double	Data	Rate	version	5),	 215
GDI	(graphics	device	interface),	 214
geostationary	orbit	for	satellites,	 639
geotracking,	 310
ghost	cursor	on	laptop,	troubleshooting,	 281

ghost	images,	on	printed	page,	 260
Ghost	(Symantec),	 409
GHz,	 47
Gigabit	Ethernet,	 668
gigabytes	(GB),	 9,	47
Globally	Unique	Identifier	(GUID)	Partition	Table	

(GPT),	 546–547
disks	based	on,	 580

global	power	states,	 295
Google	Android,	 311
Google	Play,	 314,	328
government	regulations,	 26
gpedit.msc	command,	 448,	846
GPS	(Global	Positioning	System),	 310
GPUs	(graphics	processing	units),	 214,	351
graphical	user	interface	(GUI),	 364

variables	in,	 488
graphic	design	workstation,	 356
graphics

disabling	onboard	chipset	capability,	 65
integrated	GPU,	 98–99
workstation	role	and,	 349

graphics	device	interface	(GDI),	 214
Graphics	Double	Data	Rate	version	5	(GDDR5),	 215
graphics	processing	units	(GPUs),	 214,	351
grinding	for	media	destruction,	 868
grounding,	equipment,	 23–24
Group	Policy,	and	Local	Security	Policy,	 846–847
Group	Policy	Editor,	 846

command	to	start,	 448
groups,	 851–854

default,	 851–852
displaying	membership	changes,	 853

Guest	account,	 848
GUI	(graphical	user	interface),	 364
gyroscopes	in	tablets,	 308–310

h
half-duplex	connection,	 654
handango.com,	 314
handwriting,	software	recognition,	 181
hard	disk	drives	(HDD),	 4,	122–124,	544

backup	to,	 533
bad	sectors,	 553
bays	in	case	for,	 11
booting	to,	 41
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hotspot

bytes	per	second	for	measuring	transfer	speeds,	 657
characteristics,	 123–124
device	driver	for,	 420
external	enclosures,	 139
failure,	power	supply	and,	 16
for	home	theater	PC,	 355
IDE/EIDE/PATA,	 124–128
initializing,	 558
in	laptops,	 286–287
logical	components,	 123
low-level	vs.	standard	format,	 866
mapping,	 810–811
master	and	slave	configuration,	 126–127
MBR-based,	 579
physical	components,	 122
rotational	speed,	 124
sanitization,	 865–866
SATA	(Serial	Advanced	Technology	Attachment)

power	connector	for,	 18
system	requirements	for	Windows	Vista,	 374
troubleshooting,	 151–154
for	virtualization	workstation,	 354
for	Windows	7,	 369
for	Windows	XP,	 372
workstation	role	and,	 349

hardware
disabling	and	uninstalling,	 527
list	of	verified,	for	Windows,	 417
for	troubleshooting,	 824–825
troubleshooting	after	install,	 63

Hardware	Assisted	Virtualization	(HAV),	 66
hardware	compatibility	list	(HCL),	 417
hardware	devices,	BIOS	for	enabling	and	disabling,	 64–

65
hardware	profiles,	 275–276
hazardous	waste,	 217
HCL	(hardware	compatibility	list),	 417
HDMI	(High-Definition	Multimedia	Interface),	 202,	

208–209,	213,	355
DisplayPort	vs.,	 211

HDMI-to-DVI	adapter,	 210
headphone	jack,	 57
headset,	Bluetooth-enabled,	 317
heat,	 357

in	laptops,	 298
overclocking	and,	 67
shut	down	from,	 221

heat	sinks,	 44,	58,	106,	214
on	RDRAM,	 91

HelpAssistant	account	(Windows	XP),	 849
help	for	command	prompt,	 482–483
hertz	(Hz),	 47
hexadecimal	numbering	system,	 7–8

in	IPv6,	 724
hibernate,	 723
Hibernate	mode,	 295
hidden	files	and	folders,	displaying,	 450
Hidden	(H)	attribute,	 490,	858
hidden	shares,	$	(dollar	sign)	for,	 570
High-Definition	Multimedia	Interface	(HDMI).	See	HDMI	

(High-Definition	Multimedia	Interface)
high-density	SCSI	connection,	 133
high	performance	power	plan,	 296
hint	for	password,	 424
History	list,	recalling	commands	in,	 484
hives	in	registry,	 582
HKEY_CLASSES_ROOT	(HKCR),	 582
HKEY_CURRENT_CONFIG	(HKCC),	 582
HKEY_CURRENT_USER	(HKCU),	 582
HKEY_LOCAL_MACHINE	(HKLM),	 582
HKEY_USERS	(HKU),	 582
Home	Basic	Edition	of	Windows	7,	 368
HomeGroup	applet,	 459
homegroups,	 806–811

creating,	 808
joining,	 809

during	Windows	install,	 425
mapping	drives,	 810–811
troubleshooting,	 809
viewing	resources,	 809–810
Windows	versions	comparison,	 375

home	page,	settings	for,	 453
%homepath%	variable,	 488
Home	Premium	Edition	of	Windows	7,	 368

system	limits,	 370
home	server	PC,	 355–356
home	settings	for	Windows	Firewall,	 747–749
home	theater	PC	(HTPC),	 355
hops,	 818
host-based	firewall,	 735
host,	for	virtual	machine,	 65
host	ID	in	IP	address,	 707,	708–709
host	names,	 690

mapping	to	IP	addresses,	 691
hosts	file,	 692,	816
hot	key	for	KVM,	 182
hotspot,	 317,	766
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hot-swappable peripherals

hot-swappable	peripherals,	 20
SATA	disk	drives,	 132
USB	for,	 169

hover	action,	 440
HP	Touchpad,	 307
HTML	(Hypertext	Markup	Language),	 687

editing,	 456
HTTP	(Hypertext	Transfer	Protocol),	 321,	684,	687

sending	query	using	ports,	 697–698
HTTPS	(Hypertext	Transfer	Protocol	Secure),	 687
hub,	 622–623

for	USB,	 168
humidity,	 25,	357
hybrid	network	topology,	 672
hybrid	sleep	mode,	 296
Hypertext	Markup	Language	(HTML),	 687

editing,	 456
Hypertext	Transfer	Protocol	(HTTP),	 321,	684,	687

sending	query	using	ports,	 697–698
Hypertext	Transfer	Protocol	Secure	(HTTPS),	 687
Hyperthreading	Technology	(HT),	 94
HyperTransport,	 98
hypervisor,	 352–353
Hz	(hertz),	 47

i
IANA	(Internet	Assigned	Numbers	Authority),	 684,	724
ICANN	(Internet	Corporation	for	Assigned	Names	and	

Numbers),	 684
ICH	(I/O	Controller	Hub),	 54
ICMP	(Internet	Control	Message	Protocol),	Windows	

Firewall	block	of	traffic,	 750
icons,	down	arrow	in	circle,	for	user	accounts,	 853
ICR	(intelligent	character	recognition)	software,	 181
IDE	(Integrated	Drive	Electronics),	 124

connectors	on	motherboard,	 125
IDSs	(intrusion	detection	systems),	 757
IEC	(International	Electrotechnical	Commission),	 640
IEEE	(Institute	of	Electrical	Engineers),	 640
IEEE	802.11	standards,	 770–774

for	wireless	printer	connections,	 255
SOHO	network	and,	 800

IEEE	1394,	 136,	170.	See also	FireWire
IETF	(Internet	Engineering	Task	Force),	 640
IIS	(Internet	Information	Services),	 698
i.LINK	(Sony),	 170

illegal	content/activity,	response	to	customer’s,	 342
image	deployment,	Windows	install	with,	 408–410
image	of	computer,	creating,	 534
imaging	drums,	in	laser	printers,	 234
imaging,	Sysprep	tool	for	settings,	 411
IMAP	(Internet	Message	Access	Protocol),	 319,	321,	686
impact	printers,	 229,	249–251

character	creation	with	print	head,	 250–251
maintenance,	 251
near	letter	quality	from,	 251

implicit	deny	policy	for	firewalls,	 736
inactive	ports	for	display	devices,	 220
Information	events,	 597
Information	Technology	(IT)	security,	 835.	See also	se-

curity
infrared	(IR)	wireless	technology,	 318–319

for	mobile	device	synchronization,	 324
for	printer	connections,	 255

infrastructure	mode	for	WLANs,	 769–770
Infrastructure	Planning	and	Design	Malware	Response	

document	(Microsoft),	 895
inheritance	of	permissions,	 856–857
initializing	hard	disk	drives,	 558
inkjet	printers,	 229,	244–249

calibration,	 248
components,	 244
ink	cartridges,	 245
maintenance,	 248
print	heads,	 248
printing	process,	 246–247
refilling	ink	cartridges,	 246
troubleshooting	streaks,	 260

Ink	ribbon,	 251
InPrivate	browsing,	 455
input,	 4
input	devices,	 177–184
input/output	(I/O),	 4
input,	processing,	or	output	(IPO)

troubleshooting,	 5
installation	CD,	copying	system	files	from,	 608
installing.	See also	Windows	install

CPU,	heat	sink	attachment	and,	 107
device	drivers,	 163–164
operating	systems,	 402
optical	drives,	 142–143
printers,	 252–259

troubleshooting,	 260
recovery	console	in	Windows	XP,	 590
SOHO	network,	 797–801
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ip (internet protocol) addresses

Install.wim	file,	 410
Institute	of	Electrical	Engineers	(IEEE),	 640
integrated	circuits	(ICs),	 44
integrated	GPU,	 98–99
Integrated	Services	Digital	Network	(ISDN),	 636
Intel,	 53,	91,	94

code	names	for	CPUs,	 99
CPU	sockets,	 103–104
“extreme	tuning	utility”,	 67
motherboard,	 58
Sandy	Bridge	model	of	chipsets,	 55

Intel	Direct	Media	Interface	(DMI),	 98
intelligent	character	recognition	(ICR)	software,	 181
Intel	QuickPath	Interconnect	(QPI),	 98
Intel	X79	Express	Chipset,	 58
interfaces

for	display	devices,	 205–214
summary,	 213

for	hard	disk	drive,	 123
interference,	 651–653
intermittent	connectivity	on	wireless	network,	trouble-

shooting,	 788
internal	commands,	 480
internal	DNS	server,	 691
International	Electrotechnical	Commission	(IEC),	 640
International	Organization	for	Standardization	

(ISO),	 640
Internet,	 617,	620

World	Wide	Web	(WWW)	vs.,	 688
Internet	appliances,	 758
Internet	Assigned	Numbers	Authority	(IANA),	 684,	724
Internet	connections,	 633–640

cable	and	fiber	broadband,	 633–635
cellular	telephones	for,	 637
digital	subscriber	lines	(DSLs),	 636
ISDN,	 636
malware	and,	 892
phone,	 635–637
router	for,	 625
satellite,	 639–640
in	SOHO	network,	 798
viewing,	 820
WiMAX	(Worldwide	Interoperability	for	Microwave	

Access),	 638
wireless	router	for,	 767

Internet	Control	Message	Protocol	(ICMP)
Windows	Firewall	block	of	traffic,	 750

Internet	Corporation	for	Assigned	Names	and	Numbers	
(ICANN),	 684

Internet	Engineering	Task	Force	(IETF),	 640
Internet	Explorer

proxy	settings	for,	 744
Windows	Explorer	vs.,	 391

Internet	Information	Services	(IIS),	 698
DMZ	for,	 737

Internet	Message	Access	Protocol	(IMAP),	 319,	321,	686
Internet	Options	applet,	 452–457,	744

Advanced	tab,	 456–457
Connections	tab,	 456
Content	tab,	 455
General	tab,	 453,	893
Privacy	tab,	 454
Programs	tab,	 456
Security	tab,	 453–454

Internet	Protocol	(IP)	address,	 634.	See also	IP	(Internet	
Protocol)	addresses

Internet	Protocol	security	(IPsec),	 805
Internet	security	services,	 758
Internet	security	zone,	 454
Internet	Service	Providers	(ISPs),	 634,	691

email	configuration	on	mobile	device,	 320–321
hardware	from,	 798

interrupt	request	(IRQ),	 164
intrusion	detection/notification,	 69
Intrusion	detection	systems	(IDSs),	 757
intrusion	prevention	systems	(IPSs),	 757
inverter	in	laptops,	 278
I/O	Controller	Hub	(ICH),	 54
iOS	(Apple),	 311,	312
IOS	(Cisco),	 312
iPad

adding	new	email	account,	 320
Location	Services,	 307

ipconfig	command,	 476,	502,	812,	815–816,	825
/all	switch,	 482,	718
client-side	DNS	and,	 816–817
for	default	gateway	IP	address,	 826

IP	conflict,	 828
iPhone	OS,	 312
IP	(Internet	Protocol)	addresses,	 634

assigning	alternate	in	Windows,	 721
classful,	 711–712
DNS	resolution	of	names	to,	 822
firewall	filtering	by,	 736
loopback,	 712–713
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ip (internet protocol) addresses

IP	(Internet	Protocol)	addresses,	 continued
mapping	host	names	to,	 691
for	network	printer,	 257,	259
for	ping,	 813
port	forwarding	and,	 741
for	printer,	 706
public	vs.	private,	 715–716
reserving,	 718–719
static

manually	assigning,	 719–723
vs.	dynamic,	 717–723

troubleshooting	incorrect,	 710
for	wireless	router	client,	 787

IPsec	(Internet	Protocol	security),	 805
IPSs	(intrusion	prevention	systems),	 757
IPv4	addresses,	 9,	706–714

coexistence	with	IPv6,	 726
conflicts	and	0.0.0.0,	 709
dotted	decimal	format,	 707
parts	of,	 707–709
subnet	mask	and	network	ID,	 708
unicast,	broadcast,	and	multicast,	 713–714

IPv5,	 724
IPv6	addresses,	 723–727

coexistence	with	IPv4,	 726
need	for,	 724
omitting	leading	zeros,	 724
prefixes,	 726
zero	compression,	 725

iris	scans,	 183,	843
IRQ	(interrupt	request),	 164
ISDN	(Integrated	Services	Digital	Network),	 636
ISO	(International	Organization	for	Standardiza-

tion),	 640
isopropyl	alcohol,	 232
ISPs	(Internet	Service	Providers),	 634,	691.	See also	In-

ternet	Service	Providers	(ISPs)
IT	security,	 835
iTunes,	 323

for	backup,	 328
ITX	motherboards,	 45
Ivy	Bridge,	 100

j
jargon,	in	customer	communications,	 338–339
jewelry,	 30

joining
homegroup,	 809
workgroup	or	domain,	 632–633

Joint	Photographic	Experts	Group	(JPEG),	 181
joysticks,	 183
judgmental	attitude,	avoiding,	 341
jumpers

BIOS,	 44
on	floppy	drives,	 145
for	hard	drive,	 126,	127
on	motherboards,	 43,	56

<JUNCTION>,	in	dir	command	display,	 562
“Just	Works”,	 318

K
K8	processor,	 100
K9	processor,	 100
K10	processor,	 100
K10.5	processor,	 100
KB	articles,	 348
KB	(kilobytes),	 9,	47,	366
Kernel	Memory	Dump,	 593
Kernel	Memory,	Task	Manager	statistic	on,	 445
keyboard,	 178

cleaning,	 274
Ctrl+Shift+Esc	keys,	to	open	Task	Manager,	 439
F8	key,	monitored	in	boot	process,	 584
keys	for	cursor	movement	in	command	prompt,	 485
on	laptops

removing,	 290–291
special	function	keys,	 270

sticking	keys,	troubleshooting,	 274
Windows	key,	for	opening	Windows	Explorer,	 391

keyboard	video	mouse	(KVM)	switch,	 182
keyed	CPU,	 102
key	fobs,	 841
keying	cables,	 19
keys	in	registry,	 582
keystrokes

for	BIOS	access,	 61
Windows+Tab,	to	scroll	open	applications,	 378

kill	command,	 501
killing

applications,	 442
processes,	 443

kilobyte	(KB),	 9,	47,	366
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light emitting diode (LeD). See LeD (light emitting diode) lights

KIP	(Temporal	Key	Integrity	Protocol),	 775
Knowledge	Base	system	(Microsoft),	 348,	524,	599
KVM	(keyboard	video	mouse)	switch,	 182

L
L1	cache,	 95

size,	 96
L2	cache,	 95

size,	 96
L2TP	(Layer	Two	Tunneling	Protocol),	 805
L3	cache,	 95

size,	 96
labeling	cables,	 662
land	grid	array	(LGA)	socket,	vs.	PGA,	 102–103
landscape	mode,	for	tablet,	 309
language,	in	customer	communications,	 338–339
language	settings,	in	Windows	7	install,	 417–418
laptops

backlights	and,	 219
battery	removal,	 282,	285
cases	and	covers,	 284
common	features,	 269–277
connections,	troubleshooting,	 298–299
conserving	power,	 294–298
disassembling	process,	 282–283
display	devices,	 277–282

dual	displays,	 270–271
removing,	 291–292
troubleshooting,	 280–282

docking	station	vs.	port	replicator,	 274–275
documentation	from	manufacturer,	 283
expansion	options,	 292–294
hardware	and	device	replacement,	 284–292
hardware	profiles,	 275–276
keyboard

removing,	 290–291
special	function	keys,	 270–273
troubleshooting,	 273–274

locks	for,	 276–277
rear	of,	 284
switches	for	enabling	wireless,	 787
tablets	vs.,	 307–311
wireless	locator	for,	 789

laser	printers,	 229,	233–244
color,	 240

calibration,	 243

components,	 233–234
replacement,	 243

imaging	process,	 234–240
charging	stage,	 235–236
cleaning	stage,	 239
developing	stage,	 237
exposing	stage,	 236
fusing	stage,	 238
processing	stage,	 235
transferring	stage,	 237–238

maintenance,	 241–244
troubleshooting	streaks,	 260

lasers,	 141
Last	Known	Good	Configuration,	 586–588,	601
latency	issues	for	satellite	connections,	 640
Layer	Two	Tunneling	Protocol	(L2TP),	 805
LCD	(liquid	crystal	display)	monitors,	 199

in	laptop,	 277,	279
LC	(Lucent	Connector),	 664
LDAP	(Lightweight	Directory	Access	Protocol),	 696
learning,	virtual	machine	for,	 354
leased	access	to	connection	links,	 619
least	privilege,	principle	of,	 837
LED	(light	emitting	diode)	lights

color	for	duplex	mode,	 654
in	mouse,	 178
on	network	hardware,	 627
on	RJ-45	port,	 658

LED	(light	emitting	diode)	monitor,	 199–200
for	laptop	displays,	 277,	279

left-handedness,	mouse	settings,	 439
legacy	applications

in	Windows	7,	 384
virtual	machine	for,	 354

letter	quality	printing,	 230
letters,	as	volume	identifiers,	 545
LGA	(land	grid	array)	socket

vs.	PGA,	 102–103
libraries	in	Windows	7,	 441
license	key

for	Windows	install,	 408
for	Windows	Anytime	Upgrade,	 415

license	terms
for	Windows	7	install,	 423

licensing	of	operating	systems,	 313
lifting	equipment,	safe	practices,	 27
light	emitting	diode	(LED).	See	LED	(light	emitting	

diode)	lights
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lights, eMi from

lights,	EMI	from,	 652
Lightweight	Directory	Access	Protocol	(LDAP),	 696
limited	account,	 849
Linear	Tape-Open	(LTO)	cartridges,	 144
LinkedIn,	 840
Link	LED,	 627
LinkSys	router,	changing	password,	 783
Linux-based	operating	system,	Android	as,	 313
liquid	cooling,	 107–108

in	gaming	PC,	 351
liquid	crystal	display	(LCD).	See	LCD	(liquid	crystal	

display)	monitors
listening	to	customers,	 339
lithium-ion	(li-ion)	battery,	 285
lmhosts	file,	 692

reloading	remote	cache	name	table	from,	 821
Loadstate,	 430
local	area	networks	(LAN)

networks	vs.,	 712
wireless,	 766–770

local	area	networks	(LANs),	 617–618
Local	intranet	security	zones,	 454
local	printers,	 254

sharing,	 255
troubleshooting	connection,	 259

Local	Security	Policy,	 466,	845–847
command	to	start,	 448
Group	Policy	and,	 846–847

Local	Users	And	Groups	tool,	 850,	852–854
group	properties	in,	 854

location	of	documents,	modifying,	 536
location	of	lost	mobile	device,	application	for,	 326–327
lock	icon,	on	web	browsers,	 687
Lock	key,	 272
Lock	Rotation	setting,	 309
locks	for	laptops,	 276–277
logging

enabling	for	boot,	 585–586
enabling	for	network	traffic,	 750
events,	 597

logical	components	in	hard	disk,	 123
logical	ports,	physical	vs.,	 684
login,	failed	attempts	restrictions,	 325
logo,	USB,	 136
LoJack	for	Laptops	(Computrace),	 68
loopback	IP	addresses,	 712–713

in	IPv6,	 726
ping	of,	 826

loopback	plug,	 824
loud	noise	from	hard	drive,	troubleshooting,	 151–152
low-level	drive	formatting,	standard	format	vs.,	 866
low-resolution	video,	enabling	in	boot	process,	 586
low	voltage	differential	(LVD),	 174

signaling,	 128
LPT	port,	 173
LTE	(Long	Term	Evolution)	standard,	 316
Lucent	Connector	(LC),	 664
lumens,	 197,	200
Lynx	(Texas	Instruments),	 170

M
MAC	(media	access	control)	addresses,	 656,	821

of	DNCP	client,	 718
filtering

in	SOHO	network,	 800
in	wireless	networks,	 777–778

hexadecimal	numbers	for,	 8
magic	packet,	 723
magnetic	degaussing	tool,	 867
magnets

EMI	from,	 652
extension,	 27

mail	server,	fully	qualified	domain	name	(FQDN),	 320
maintenance	of	printers,	 232

impact	printers,	 251
inkjet	printers,	 248
laser	printers,	 241–244

malware,	 453,	875–881
appliance	detection	and	blocking	of,	 757
botnets,	 876–877
deleting,	 884
infection	symptoms,	 891–893
Microsoft	Security	Essentials	to	protect	against,	 885
missing	DLL	error	and,	 605
on	mobile	devices,	protection	against,	 328
patches	to	prevent	infection,	 530
proxy	server	and,	 746
Registry	cleaners	risk	as,	 583
removing,	 893–897

best	practices,	 896–897
pre-installment	environment	for,	 895
Recovery	Console	for,	 896
safe	mode,	 894–895
temporary	file	deletion,	 893–894
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minimizing window

rogueware,	 879
rootkits,	 880
safe	mode	boot	and,	 607
in	screen	savers,	 845
spam	and,	 880
spyware,	 880
Trojan	horse,	 878
updated	systems	for	protection	against,	 888
viruses,	 877–878
worms,	 878

Malware	Protection	Center	(Microsoft),	 893
MAN	(metropolitan	area	network),	 620
mapping

drives,	 810–811
host	names	to	IP	addresses,	 691

master	boot	record	(MBR),	 579–580
partitioning	scheme,	 545–546
repair,	 591,	602
troubleshooting	errors,	 609

master	hard	drive,	configuration,	 126–127
Material	Safety	Data	Sheets	(MSDSs),	 25
mATX	(Micro-ATX)	motherboard,	 45
MAU	(multistation	access	unit),	 671
maximizing	window,	 440
MB	(megabytes),	 9,	47,	366
MBR	(master	boot	record),	 579–580

repair,	 591,	602
troubleshooting	errors,	 609

MCH	(memory	controller	hub),	 54
MDI/MDIX	button,	 663
MDI/MDIX	cable,	 799
md	(make	directory)	command,	 493
media

destruction	and	disposal,	 864–868
for	inkjet	printers,	 246
physical	destruction,	 867

media	access	control	(MAC)	addresses.	See	MAC	(media	
access	control)	addresses

media	streaming,	with	home	server	PC,	 355
megabyte	(MB),	 9,	47,	366
memory	cards,	 81,	82

in	digital	cameras,	 140
reseating,	 111

memory	controller	hub	(MCH),	 54
Memory	Diagnostic	tool	(Windows),	 109–111
memory.dmp	file,	 593
MEMS	(Micro	Electro-Mechanical	System)	gyro-

scope,	 308

menu	bar	for	window,	 440
mesh	topology	network,	 671–672
messages

sending	to	lost	mobile	device,	 327
sending	to	other	users,	 446

metadata,	 497
metropolitan	area	network	(MAN),	 620
MHz,	 47
micro-ATX	(mATX	or	µATX)	motherboard,	 45

power	supplies,	ATX	vs.,	 20
micro	connectors,	for	USB,	 166
Micro	Electro-Mechanical	System	(MEMS)	gyro-

scope,	 308
microphone,	 179–180
microphone	jack,	 57
Micro-SD,	 140
Microsoft

Command-line	Reference,	 812
Infrastructure	Planning	and	Design	Malware	Re-

sponse	document,	 895
Knowledge	Base,	 524,	599
Knowledge	Base	(KB)	system,	 348
Malware	Protection	Center,	 893
tablets,	 313
TechNet,	 599
upgrade	advisor,	 416
Windows	mainstream	vs.	extended	support	

from,	 371
Microsoft	Disk	Operating	System	(MS-DOS),	 475
Microsoft	Exchange,	 321
Microsoft	Management	Console	(MMC),	 447–448,	500

Group	Policy	Object	Editor,	 846
Microsoft	Security	Advisory	967940,	 889
Microsoft	Security	Essentials,	 879,	884,	885
Microsoft	Terminal	Services	Connection	(MSTSC),	 694
Microwave	Access	(WiMAX),	 620
MIDI	(Musical	Instrument	Digital	Interface)	devices,	 186

connector,	 176
MiFi,	 317
migrating	user	data,	 427–431
MIMO	(multiple-input	multiple-output)	technolo-

gies,	 771
mini	CD-ROM,	 141
mini	connectors,	for	USB,	 166
mini-DIN	ports,	 172,	173
Minidump	file,	 593
mini-ITX	motherboard,	 45
minimizing	window,	 440
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mini-Molex connectors

mini-Molex	connectors,	 18,	145
MiniPCI	expansion	slots,	 52
MiniPCI	Express	(MiniPCIe)	expansion	slots,	 52

in	laptops,	 289
Mini-SD,	 140
mirrored	disks,	 549
mirrored	volumes	(RAID-1),	 549

creating,	 562
mirroring,	 147
Missing	status	for	disk,	 557
MMC.	See	Microsoft	Management	Console	(MMC)
mmc	command,	 500
MMF	(multi-mode	fiber),	 665
Mobihand.com,	 314
mobile	devices.	See also	smartphones;	tablets

application	sources,	 314–315
connectivity,	 315–319
email	configuration,	 319–322
operating	systems,	 311–315

open	vs.	closed	source,	 311–315
security,	 325–329
synchronization	of	data,	 323–324
touch	screen	gestures,	 322–324

mobile	hotspot,	 317
modems,	 626,	634

expansion	cards,	 189
for	Internet	connection,	 635

Modify	permission,	 856
modulator-demodulator	(modem),	 626
Molex	connectors,	 18,	19,	127
Molex	power	cable,	for	SATA	drive,	 131
monitors.	See	display	devices
Moore’s	law,	 99
motherboards,	 11–12,	39,	42–59

busses,	 46–47
CPU	chipsets,	 53–55
CPU	socket	types,	 101–105
CPU-Z	utility	for	details,	 112
expansion	slots,	 48–53,	187
faulty,	 73
front	panel	connectors,	 56–57
IDE	connectors	on,	 125
identifying	components,	 42–44
jumpers,	 56
in	laptops,	 292
onboard	features,	 54

RAM	speeds	supported,	 89
secondary	power	connector,	 18
single	vs.	multiple	CPUs,	 94
sizes,	 44–46
sound	capabilities	of	chipset,	 175
USB	controller	on,	 168
view	of,	 58–59

motors,	EMI	from,	 652
mounting	a	volume,	 557,	561
mount	point,	creating,	 561
mouse,	 178–184

basic	actions	in	Windows,	 439–440
command	prompt	window	and,	 485

moving	files
effect	on	permissions,	 857–858
paging	file,	 522

msconfig	command,	 500,	510,	592–593,	607,	887
MS-DOS	(Microsoft	Disk	Operating	System),	 475
MSDSs	(Material	Safety	Data	Sheets),	 25
msinfo32	command,	 70,	500,	513,	582
mstsc	command,	 500
MSTSC	(Microsoft	Terminal	Services	Connection),	 694
multiboot	system,	 403,	593
multicast,	 714
multifactor	authentication,	 841
multifunction	printer,	 180–181
MultiMediaCard	(MMC),	 140
multimedia	devices,	 184–186
multimeters,	 28
multi-mode	fiber	(MMF),	 665
multipart	forms,	impact	printers	for,	 249
multipartite	virus,	 877
multiple	display	devices,	 201–202
multiple-input	multiple-output	(MIMO)	technolo-

gies,	 771
multiplier	circuitry,	 48
multiplier,	clock	speeds	and,	 66
multiport	bridges,	 625
multistation	access	unit	(MAU),	 671
multitouch,	 323
Musical	Instrument	Digital	Interface	(MIDI),	 176,	186
muting	sound,	 272
Muus,	Mike,	 815
My	Network	Places	(Windows	XP),	 806

accessing,	 806–807
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networks

N
NAC	(network	access	control),	 757
name	resolution,	 822

troubleshooting,	 818
for	NetBIOS,	 820–821

name	resolution	protocols,	 690–693
names	for	CPUs,	 105
nano-ITX	motherboard,	 45
nanometer,	 99
narrow	SCSI,	 132
NAS	(network	attached	storage),	 626–627
native	resolution,	 197

of	LCD,	 199
NAT	(Network	Address	Translation),	 716–732,	767

SOHO	network	use,	 800
navigation	keys	on	keyboard,	 178

Num	Lock	indicator	and,	 273
nbtstat	command,	 502,	812,	820–821
near	letter	quality	print,	 251
Nehalem,	 100
NetBIOS	(Network	Basic	Input/Output	System)

name	resolution,	troubleshooting,	 820–821
names,	 691

NetBIOS	(Network	Basic	Input/Output	System)	over	
TCP,	 690

netbooks,	 269,	350.	See also	laptops
net	command,	 503,	822–824
Netflix,	 634
Net	Market	Share	survey,	 364
net	share	command,	 569,	823
net	shell	(netsh),	 503,	756
netstat	-b	command,	 698
netstat	command,	 502,	812,	819–820
net	statistics	server	command,	 823
net	statistics	workstation	command,	 823
net	use	command,	 812,	822,	823
net	view	command,	 823
network	access	control	(NAC),	 757
Network	Address	Translation	(NAT),	 716–732,	767

SOHO	network	use,	 800
Network	And	Sharing	Center,	 719,	748

Local	Area	Connection,	 827
Manage	Wireless	Networks,	 785
Set	Up	A	New	Connection	Or	Network,	 805

network	attached	storage	(NAS),	 138,	626–627
network-based	firewall,	 735

Network	Basic	Input/Output	System	(NetBIOS)
name	resolution,	troubleshooting,	 820–821
names,	 691

Network	Basic	Input/Output	System	(NetBIOS)	over	
TCP,	 690

Network	Connections	applet	(Windows	XP),	 458
network	devices,	 617

amber	LED,	 654
bridges,	 625–626
hub,	 622–623
LED	information	from,	 827
light	emitting	diode	(LED)	lights,	 627
modem,	 626
network	attached	storage	(NAS),	 626–627
routers,	 624–625
in	SOHO	network,	 798
switches,	 623–624
Voice	over	Internet	Protocol	(VoIP)	phone,	 627

network	discovery,	 747
disabling,	 748

network	drives,	 138
Network+	exam,	 650
network	ID,	in	IP	address,	 707,	708,	710

determining,	 709
networking

commands,	 502–503
safe	mode	with,	 585

network	interface	cards	(NICs),	 188,	621–622
accessing	in	Windows,	 719–720
disabling	onboard	capabilities,	 65
MAC	addresses	for,	 8
properties,	 722–723
for	SOHO	network,	 799
verifying	duplex	settings,	 655

network	printers,	 254
adding,	 256–257
setting	up,	 706
troubleshooting	connection,	 259

networks,	 615.	See also	protocols;	SOHO	network
appliances	in,	 756–758
attack	risks,	 733
backups	to,	 533
cables	and	connectors,	 657–666
connectivity,	bits	per	second	for	measuring,	 657
for	Easy	Transfer,	 428
hardware,	 621–629
local	area	network	vs.,	 712
share	access	over,	 569
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networks,	 continued
standards	organizations,	 640
TCP/IP	addressing	in,	 714–717
topologies,	 669–672

bus,	 670
hybrid,	 672
mesh,	 671–672
ring,	 670–671
star,	 669–670

troubleshooting	problems,	 825–828
types,	 617–621

local	area	network	(LAN),	 617–618
metropolitan	area	network	(MAN),	 620
personal	area	network	(PAN),	 619
virtual	private	network	(VPN),	 620–621
wide	area	network	(WAN),	 618

for	virtualization	workstation,	 354
for	Windows	install,	 408
wired	vs.	wireless,	 767
wireless	local	area	networks	(WLAN),	 766–770
workstation	role	and,	 349

network	security.	See	security
network	security	key,	 781
Network	Setup	Wizard,	 459
New	Technology	File	System	(NTFS),	 406,	550,	554–555

converting	FAT	to,	 566
nickel	cadmium	(NiCd)	batteries,	 286
nickel	metal	hydride	(NiMH)	batteries,	 286
noise

from	case	fan,	 12
from	hard	drive,	troubleshooting,	 151–152

non-authoritative	answer,	from	DNS	server,	 819
non-volatile	storage,	 122
Normal	Startup,	 511
north	bridge,	 53–54,	98

accessing	RAM	without,	 96
combining	on	CPU,	 55

Notepad
for	batch	file	creation,	 499
opening,	 486

notepad	command,	 487
notification,	settings	in	UAC,	 382
notification	switch	for	security,	 14–15
Not	Index	(I)	attribute,	 490
“Not	Responding”	status	in	Task	Manager,	 442
NSFW	(not	safe	for	work),	 343
nslookup	command,	 502,	812,	818–819

ntdetect.com	file,	 580
copying,	 608

NTFS	(New	Technology	File	System),	 406,	550,	554–555
converting	FAT	to,	 566

NTFS	permissions,	 855–859
combining,	 856
combining	with	share	permissions,	 860

NTLDR,	 580
copying,	 608
troubleshooting	missing,	 607–608

numbering	systems,	 5–9
numbers	in	password,	 839
numeric	keypad	on	keyboard,	 178
Num	Lock	indicator,	 273

O
odd	parity,	 90

calculating	with	RAID-5,	 148
OEMs	(original	equipment	manufacturers),	 53
offline	files,	 571–572

common	location	in	Windows,	 391
encryption,	 863
in	Windows,	 376
in	Windows	7,	 377
in	Windows	Vista,	 459

offline	scanning	kit,	 895
Offline	status	for	disk,	 557
OLED	(organic	light-emitting	diode),	 201,	277,	279
Onboard	1394	(FireWire)	controller,	disabling,	 65
onboard	features,	on	motherboard,	 54
onboard	graphics,	 99

disabling,	 73
on-demand	scans	by	AV	software,	 885
online	activities,	illegal,	or	prohibited	by	company	

policy,	 343
Online	(Errors)	status	for	disk,	 557
online	spam	solutions,	 758
Online	status	for	disk,	 557
open	connections,	viewing,	 698
Open	Handset	Alliance	(OHA),	 313
opening

document,	computer	actions	for,	 4
port,	 685

open-source	operating	systems,	on	mobile	devic-
es,	 311–315

Operating	System	Not	Found	message,	 153

network security
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password policy

operating	systems.	See also	Windows
Android,	 313
BIOS	for	starting,	 59
booting	alternate	to	remove	malware,	 896
commands,	 500–501
dual-boot	system,	 403–405

default	in,	 512
file	systems	and,	 406–407
installing,	 402
iOS,	 312
on	mobile	devices,	 311–315
patches,	 529
purchase	price,	 414
RAM	use	by,	 445
recovery	images,	 598
updates,	 329
Windows	Phone,	 313

optical	character	recognition	(OCR)	software,	 181
optical	drives,	 141–143

bays	for,	 11
booting	from,	 64
combo,	and	burners,	 141–142
installing,	 142–143
in	laptops,	 288–289
removing	without	power,	 143
speeds,	 142

optical	mouse,	 178
Oracle	VirtualBox,	 353
organic	light-emitting	diode	(OLED),	 201,	277,	279
orientation	of	tablet,	and	display	change,	 308
original	equipment	manufacturers	(OEMs),	 53
oscillator	crystals,	 47
out	of	memory	error,	from	printer,	 235
output,	 4
overclocking,	 67,	97,	108,	351
overheating,	 108
overwriting	data	to	remove,	 865
owner	information,	copying,	 498
owners	of	files,	dir	listing	including,	 492

p
P1	connector,	 18,	44
P4	connector,	 18
packet-filtering	firewall,	 736
packets,	 650,	681,	697

paging,	 520–523
excessive,	 521–522

pairing	Bluetooth	headset	with	phone,	 317
paper	for	printers,	 231–232
paper	jams,	 232

clearing	from	printer,	 249
troubleshooting,	 259

paper	tray	in	printer,	 231
Parallel	ATA	(PATA)	drives.	See	PATA	(Parallel	ATA)	drives
parallel	cards,	 188
parallel	data	transmissions,	 128
parallel	port,	 172,	173

for	printers,	 254
Parental	Controls,	for	Internet	use,	 455
parent	folder,	..	(double	dot)	for,	 492
parity,	 90–91

striping	with,	 147–149
parity	bit,	for	RAID-5,	 148
partitioning,	file	system	selection	when,	 550
partitions,	 544

boot	vs.	system,	 392
creating,	 421
deleting	during	Windows	install,	 420
extending	to	unallocated	space,	 421
factory	recovery,	 412
formatting,	 422
hard	drive	boot	sector,	 579
for	Master	Boot	Record	(MBR),	 545–546
on	dual-boot	system,	 404–405
recovery,	 547
system	reserved,	 422–423

passcode,	for	mobile	device	lock,	 325
passive	display	adapters,	 210
passphrase,	 839–840

for	wireless	network,	 776,	781
password

for	BIOS,	 56
changing	default,	 851
configuring	default	for	wireless	network,	 782–784
for	account	with	administrative	permissions,	 381
for	authentication,	 838
for	screen	saver,	 844–845
for	homegroup,	 808
refusing	to	share,	 881
strong,	 838

requiring,	 845–846
in	Windows	7	install,	 424

password	policy,	 838–839
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pata (parallel ata) drives

PATA	(Parallel	ATA)	drives,	 124
connectors	and	cables,	 125–126
installing,	 142
power,	 127
replacing,	 132
speed,	 125

patches,	 329,	529
for	malware	protection,	 888
management,	 531–532

path	command,	 479
paths

changing	current,	 493
in	command	prompt,	 478–481
mapping	drive	letter	to,	 810

%path%	variable,	 488
PayPal,	 881
PB	(petabyte),	 47,	366
PC	Cards,	 293
PCIe	(PCI	express)	standard,	 186

expansion	slots,	 49,	51,	59
size	variations,	 188

power	connector,	 18
PCI-extended	(PCI-x)	expansion	slot,	 49
PCI	(peripheral	component	interconnect)	expansion	

slot,	 48,	49,	58
PCI-x	(PCI-extended)	expansion	slot,	 49
PCMCIA	(Personal	Computer	Memory	Card	Interna-

tional	Association),	 293
PDF	(Portable	Document	Format),	 181
PDUs	(protocol	data	units),	 681
Peek	action,	in	Aero,	 379
Pen	And	Input	Devices	applet	(Windows	Vista),	 459
percent	symbol	(%),	for	variables,	 488
perfmon.msc	command,	 448
performance

file	fragmentation	and,	 552
hard	drive	problems,	 152
lower	power	levels	and,	 774
malware	and,	 891
of	wireless	network,	troubleshooting,	 788
RAM	and,	 87–90
Task	Manager	information	on,	 445
in	token	ring	network,	 671
troubleshooting	slow,	 606
virtual	memory	settings,	 522–523

Performance	Monitor,	 463–464
Performance	Options	page,	Advanced	tab,	 522
Performance	snap-in,	command	to	start,	 448

peripheral	component	interconnect	express.	See	PCIe	
(PCI	express)	standard

peripheral	component	interconnect	(PCI)	expansion	
slot,	 48,	49

peripherals,	 163–164.	See also	display	devices;	printers
FireWire,	 170–171
input	devices,	 177–184
installing	device	drivers	for,	 163–164
miscellaneous	connections,	 172–174
multimedia	devices,	 184–186
Plug	and	Play,	 164
USB	connection,	 165–169

permissions,	 379,	381,	854–860
assigning	to	groups,	 847
effect	of	copying	and	moving	files,	 857–858
inheritance	and	propagation,	 856–857
NTFS,	 855–859

combining,	 856
for	printer	install,	 253
for	shares,	 859

personal	area	networks	(PANs),	 317,	619
Personal	Computer	Memory	Card	International	Associa-

tion	(PCMCIA),	 293
personal	digital	assistant	(PDA)

on	smartphone,	 311
Personal	mode	for	wireless	network,	 776–777
petabyte	(PB),	 47,	366
PGA	(pin	grid	array)	socket,	vs.	LGA,	 102–103
Phenom,	 101
phishing	email,	 875,	881
Phoenix	Technologies,	 60
phone	cables,	voltage	and	damage	risk	to	Ethernet,	 659
phones

as	wireless	devices,	 769
for	Internet	connection,	 635–637

photodiodes,	in	mouse,	 178
photosensitive	surface,	in	laser	printer,	 234
physical	destruction	of	media,	 867
physical	memory,	 520

statistic	in	Task	Manager,	 445
physical	ports,	logical	vs.,	 684
physical	security,	 898–899

for	SOHO	network,	 801
RFID	badges	and,	 841

pickup	rollers,	in	laser	printer,	 233
pico-ITX	motherboard,	 45
piezoelectric	printing	process,	 247
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power cable

PIN
for	Bluetooth	headsets,	 318
for	wireless	access	point,	 778

Pinch	gesture	on	touch	screen,	 322
ping	command,	 502,	750,	812,	812–815

for	loopback	address,	 712,	726,	826
pin	grid	array	(PGA)	socket,	 102–103
pixels,	 197

dead,	 221
plain	old	telephone	service	(POTS),	 635
plan	of	action,	in	troubleshooting,	 347
plasma	displays,	 200

in	laptops,	 279
platen	on	impact	printer,	 251
platters,	 122
plenum-safe	jackets,	PVC	jackets	vs.,	 651
Plug	and	Play	(PnP),	 164
PoE	(Power	over	Ethernet),	 723
pointing	stick,	 281
point-to-point	protocol	(PPP),	 804
point-to-point	tunneling	protocol	(PPTP),	 805
polymorphic	virus,	 877
POP3	(Post	Office	Protocol	version	3),	 319,	321,	686
pop-up	advertisements,	 891
pop-up	blocker,	 454
Portable	Document	Format	(PDF),	 181
port	forwarding

configuring,	 740–741
IP	addresses	and,	 741

portrait	mode
for	tablet,	 309

port	replicator	for	laptops,	 274–275
ports,	 683–685

21,	for	FTP,	 688,	689
23,	for	Telnet,	 694
25,	for	SMTP,	 686
69,	for	TFTP,	 689
80,	for	HTTP,	 687
137,	for	NetBIOS	over	TCP,	 690
138,	for	NetBIOS	over	TCP,	 690
139,	for	NetBIOS	over	TCP,	 690
143,	for	IMAP4,	 686
443,	for	HTTPS,	 687
465,	for	SMTPS,	 687
993,	for	IMAPS,	 687
995,	for	POP3,	 687
3389,	for	RDP,	 693,	740
8080,	for	HTTP	queries,	 699

8080,	proxy	use	by,	 745
automatic	adjustment	of	settings,	 655
disabling	on	switches	and	routers,	 628
firewalls	and,	 685

exception	by,	 736
rule	based	on	number,	 750

memorizing	numbers,	 680
miscellaneous	on	older	computer,	 172
mobile	device	email	configuration,	 321–322
on	computer	back,	 136
opening,	 685
port	triggering	to	open	incoming,	 741–742
sending	HTTP	query	using,	 697–698
for	SOHO	network,	 801
TCP/IP	use,	 684
USB,	 166
on	video	cards,	 205,	215–216,	219
web	server	response	using,	 698–699
well-known,	summary,	 696–699

port	triggering,	 741–742
positive	attitude,	in	troubleshooting,	 339
POST	cards,	 69
Post	Office	Protocol	version	3	(POP3),	 319,	321,	686
POST	(power-on	self	test),	 68–69,	579

absence	of	beep,	 72
POST	(power-on	self	test)	Decoder,	 59
POTS	(plain	old	telephone	service),	 635
power

to	CPU,	troubleshooting,	 72
CRT	vs.	flat	panel	consumption,	 198
cycling	for	switches	and	routers,	 628
from	docking	stations,	 275
on	eSATAp	cable,	 138
in	laptop

conserving,	 294–298
troubleshooting	issues,	 297–298

for	PATA	hard	drive,	 127
plasma	display	requirements,	 279
protecting	systems	from	problems,	 21–23
removing	optical	drives	without,	 143
risk	of	shock,	 30
safety	issues,	 23
turning	off,	 14
update	process	and,	 71
for	USB	devices,	 168

Power	button	connector,	 57
power	cable

EMI	problems	from,	 652
removing,	 14
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powered eSata (eSatap) port

powered	eSATA	(eSATAp)	port,	 137–138
power	indicator,	for	power	supply,	 18
power	light	connector,	 56
Power-on	self	test	(POST)	Decoder,	 59
Power	Options	applet	(Windows),	 296,	460

Advanced	Settings,	 297
Power	over	Ethernet	(PoE),	 723
power	plan	for	laptop,	 272
power	plans	in	Windows	7,	 296–297
power	saver	power	plan,	 296
power	states	in	ACPI,	 294
power	strips,	surge	suppressors	vs.,	 21
power	supplies,	 10,	15–23

ATX	vs.	micro-ATX,	 20
cables,	 11
connections,	 17–19
for	laser	printers,	 234
replacing,	 20
tester	for,	 30
troubleshooting,	 73,	109

Power	Users	group,	 852
PPM	(pages	per	minute),	 230
PPP	(point-to-point	protocol),	 804
PPTP	(point-to-point	tunneling	protocol),	 805
preboot	execution	environment	(PXE),	 64,	410
prefixes	in	IPv6	addresses,	 726
pre-installment	environment	for	malware	removal,	 895
pre-shared	key	for	wireless	network,	 776
previous	versions	feature,	 518
primary	partition,	 545
primary	power	connector,	 18
primary	rate	interface	(PRI),	 636
principle	of	least	privilege,	 837
printed	documents,	security	for,	 899
Printer	Properties	dialog	box,	Sharing	tab,	 255
printers

adding	network,	 256–257
basics,	 229–233
impact	printers,	 249–251
inkjet,	 244–249
installing	and	configuring,	 252–259

troubleshooting,	 260
laser,	 233–244
maintenance,	 232
paper	for,	 231–232
parallel	port	for,	 173
sharing,	 255–256
thermal,	 251–252

troubleshooting,	 259–261
type	based	on	use,	 252
webpages	for,	 257–258
wired	connections,	 253–254
wireless	connections,	 255

Printers	And	Faxes	applet	(Windows	XP),	 459
Printers	applet	(Windows	Vista),	 459
print	head

in	thermal	printer,	 252
replacing,	 251

Print	Management	tool,	 257,	466
print	server,	 254
print	sharing,	with	home	server	PC,	 355
print	spooler,	 258
priority	of	service,	 444
PRI	(primary	rate	interface),	 636
privacy

antiglare	filters	and,	 204–205
of	customer,	 342
wireless	isolation	mode	for,	 768

privacy	filters,	 899
private	IP	(Internet	Protocol)	addresses

public	vs.,	 715–716
privileges,	 379,	848

group	membership	for	granting,	 851
probable	cause,	theory	of,	 346

testing,	 346
problem	identification	in	troubleshooting,	 345–346
Problem	Reports	And	Solutions	applet	(Windows	

Vista),	 459
processes,	resource	consumption,	 606
processing,	 4
processing	stage	in	laser	imaging	process,	 235
processor.	See	CPU	(central	processing	unit)
product	key,	for	Windows	7	install,	 425
professional	attitude,	 338,	342
Professional	Edition	of	Windows	7,	 368

system	limits,	 370
Program	Compatibility	Wizard	(Windows	7),	 389,	

535–536
program	files,	common	location	in	Windows,	 391
\Program	Files	(x86)	folder,	 392
programs.	See also	applications

applications	vs.,	 403
prohibited	content/activity,	response	to	custom-

er’s,	 342–344
Projector	Only	option	for	laptop	display,	 271
projectors,	 200–201
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raM (random access memory)

propagation	of	permissions,	 856–857
properties	of	files,	 491
Properties	page	for	service,	 465
protocol	analyzers,	 685
protocol	data	units	(PDUs),	 681
protocol	ID,	firewall	exception	by,	 737
protocols,	 679,	680–683

for	email,	 686–687
encryption,	 685–686
file	transfer,	 688–690
name	resolution,	 690–693
remote	connectivity,	 693–695
in	SOHO	network,	 800
statistics	for,	 820
TCP/IP	(Transmission	Control	Protocol/Internet	

Protocol),	 680–681
TCP	(Transmission	Control	Protocol),	 681–683
UDP	(User	Datagram	Protocol),	 681–683
web	browser,	 687–688

proxy	servers,	 742–746
benefits,	 743
configuring,	 744–745
content	filtering	by	appliance,	 757
enforcing	use,	 745–746
exceptions,	 744

PS/2	port,	 172,	173
PSTN	(public	switched	telephone	network),	 635
public	hotspots,	 637
public	IP	(Internet	Protocol)	addresses,	private	

vs.,	 715–716
public	network	settings	for	Windows	Firewall,	 747–749
public	switched	telephone	network	(PSTN),	 635
Punchdown	tool,	 663–664
PVC	jackets,	plenum-safe	jackets	vs.,	 651
PXE	(preboot	execution	environment),	 410

selection,	 64

Q
QoS	(Quality	of	Service),	 723,	746
QPI	(QuickPath	Interconnect),	 98
quad	channel	motherboards,	 86
Quality	of	Service	(QoS),	 723,	746
quarantined	items,	 883,	896
question	mark	(?),	as	command	prompt	wildcard,	 489
questions	of	customers,	 339

queue,	print	jobs	backlog,	 258
QuickEdit	mode,	 485
quick	format,	 152,	559
QuickPath	Interconnect	(QPI),	 98
quotes,	in	copy	command,	 496

r
radio	frequency	interference	(RFI),	 651,	653

fiber	optic	immunity	to,	 664
wireless	networks	and,	 772

radio	frequency	(RF)	connections,	on	mobile	devic-
es,	 315–316

radio	power	levels	for	wireless	network,	 774
RAID	(redundant	array	of	independent	disks),	 145–151

and	backups,	 150
dynamic	disks	and,	 548–549
for	home	server,	 355
RAID-0,	 146
RAID-1,	 147
RAID-5,	 147–149
RAID-10,	 149–150
summary,	 151
troubleshooting	failure,	 154
troubleshooting	not	found,	 153
usable	storage	space	calculation,	 150

rails	for	power	supplies,	 16
Rambus	DRAM	(RDDRAM),	 91
Rambus	in-line	memory	modules	(RIMMs),	 91
RAM	(random	access	memory),	 80–91

64-bit	system	addressing,	 366
64-KB	pages	for	organizing,	 521
clock	speed,	 66
compatibility	and	speed,	 87–91
CPU	cache	as,	 95
electrostatic	discharge	damage	risk,	 82
flash-based,	 139
motherboard	slots,	 44,	58
parity,	 90–91
protecting	evidence	in,	 344
replacing	on	laptop,	 287
running	check	of,	 589
shopping	for,	 90
single-sided	vs.	double-sided,	 86
snapshot	saved	for	hibernate,	 295
system	requirements	for	Windows	Vista,	 374
Task	Manager	statistics	on,	 445
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raM (random access memory)

RAM	(random	access	memory),	 continued
troubleshooting,	 109

missing,	 366
print	errors	from	low,	 261

on	video	cards,	 214,	215
for	virtualization	workstation,	 354
for	Windows	7,	 369
for	Windows	XP,	 372
workstation	role	and	amount	needed,	 349

random	reboots,	 12,	29
ransomware,	 879
raster	image	processor	(RIP),	 235
RCA	jack,	 211
RDDRAM	(Rambus	DRAM),	 91
RDP	(Remote	Desktop	Protocol),	 693–694
rd	(remove	directory)	command,	 494
Read	&	Execute	NTFS	permission,	 855
Read	NTFS	permission,	 855
read-only	memory	(ROM),	 59
read-only	(R)	file	attribute,	 490,	858
read	performance,	RAID-1	for,	 147
Read	share	permission,	 859
read/write	failure	of	hard	drive

troubleshooting,	 152
read/write	head,	 122
ReadyBoost,	 537

Windows	versions	comparison,	 375
Really	Simple	Syndication	(RSS)	feeds,	 455
real-time	protection	from	AV	software,	 884
rear	connectors,	on	motherboard,	 43
Reaver,	 778
rebooting	system

continuous,	 108
disabling	automatic	restart	to	prevent	loop,	 588
forcing,	 57
informing	customer	of	need,	 342
random,	 12,	29
in	troubleshooting,	 346

recalling	commands,	 484–485
Recovery	Console,	 590–591,	896
recovery	disc,	 412–413
recovery	images,	 598
recovery	of	deleted	files,	 865
recovery	partition,	 547
Recycle	Bin,	 865

file	recovery	from,	 598
Red	Green	Blue	(RGB)	cables,	 212

redundant	array	of	independent	disks	(RAID),	 145–151
refresh	rate,	 197,	198

of	LCD,	 199
regedit	command,	 500,	581
regedt32	command,	 500,	581
Region	And	Language	applet,	 418
region	settings,	in	Windows	7	install,	 417–418
registered	ports,	 684
registry,	 581–583

backup,	 583
control	sets	in,	 587

Registry	cleaners,	risk	as	malware,	 583
Registry	Editor,	 500

starting,	 581
regsvr32.exe	command,	 605
regulations,	compliance	with,	 26
Remote	Applications	And	Desktop	Applications	ap-

plet,	 460
Remote	Assistance,	 515,	693
remote	backup	applications,	 328
remote	cache	name	table,	reloading	from	lmhosts	

file,	 821
remote	connectivity	protocols,	 693–695
Remote	Desktop,	 516

enabling,	 752
port	forwarding	with,	 739

Remote	Desktop	Connection,	 500,	693
Task	Manager	listing,	 446

Remote	Desktop	Protocol	(RDP),	 693–694
Remote	Desktop	Users	group,	 852
Remote	Lock,	 327
Remote	Wipe,	 327
remote	wipe,	for	mobile	devices,	 326
removing	malware,	 893–897

best	practices,	 896–897
pre-installment	environment	for,	 895
Recovery	Console	for,	 896
safe	mode,	 894–895
temporary	file	deletion,	 893–894

Render	Print	Jobs	On	Client	Computers	option,	 256
repair-in-place	upgrade,	 415–416
repair	installation,	 415–416
Repair	Your	Computer	option,	 588–590
repeaters,	 659

wireless	devices,	 789
replacing

fans,	 13–14
power	supply,	 20
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SaS (Serial attached ScSi)

Request	for	Comments	(RFC),	 640
1918,	on	private	IP,	 715

“Request	timed	out”	error,	from	ping,	 814
RE	(Recordable	Erasable)	disc,	 142
reserving	IP	(Internet	Protocol)	addresses,	 718–719
Reset	button,	 57
resizing	window,	 441
resolution

of	display	devices,	 197,	202
configuring,	 203–204

of	printers,	 230
Resource	Monitor,	 446
resources

processes	consuming,	 606
users	access	to,	 848
viewing	for	homegroup,	 809–810
for	virtual	machines,	 353

restart
print	spooler	service,	 258
spontaneous,	 891

restore	points,	 510,	897
undoing	changes	by	applying,	 517

Restricted	Sites	security	zones,	 454
retinal	scans,	 183,	843
RFC	(Request	for	Comment),	 640

1918,	on	private	IP,	 715
RFID	(radio	frequency	identification)	badges

physical	security	and,	 841
RFI	(radio	frequency	interference),	 651,	653

fiber	optic	immunity	to,	 664
wireless	networks	and,	 772

RG-6	coaxial	cable,	 665
RG-59	coaxial	cable,	 665
RGB	(Red	Green	Blue)

cables,	 212
CMYK	and,	 240

ribbon	cables,	 125,	145
right-clicking,	 439
rights,	 379

assigning	to	groups,	 847
RIMMs	(Rambus	in-line	memory	modules),	 91
ring	network	topology,	 670–671
RIP	(raster	image	processor),	 235
riser	cards,	 189
RJ-11	connectors,	 627,	635,	658
RJ-45	connectors,	 621,	658

for	SOHO	network,	 799
RJ-45	jacks	in	wall,	 663

RJ-45	port,	 138
rmdir	command,	 494
robocopy	command,	 497–498
robust	copy,	 497
rogue	antivirus,	 879
rogueware,	 879,	886,	898
rolling	back	device	drivers,	 528
ROM	(read-only	memory),	 59
root	drive,	common	location	in	Windows,	 391
rootkits,	 880
root	of	drive,	.	(dot)	for,	 492
rotational	speed,	of	hard	disk	drive,	 124
routers,	 624–625

disabling	port	on,	 628
and	firewalls,	 736
port	forwarding,	 738–741

configuring,	 740–741
port	triggering,	 741–742
wireless,	 767–769

R	(recordable)	disc,	 142
RS-232	standard,	 174
RSA	SecureID,	 842
RSA	token,	 842
RSS	(Really	Simple	Syndication)	feeds,	 455
Run	As	Administrator,	for	command	prompt,	 477
Run	line	command,	 501
RW	(rewritable)	disc,	 142

S
safe	mode,	 894–895
safe	modes	for	boot	process,	 585,	601

msconfig	to	boot	into,	 592
troubleshooting	repeated,	 607

safety,	 650–653
PVC	vs.	plenum-safe	jackets,	 651

safety	issues,	 23–27
display	devices	and,	 216–217
in	laser	printer	maintenance,	 241

sags	in	power,	 21
SAM	(security	account	manager)	database,	 630
Samsung	Galaxy	Tab,	 307
sanding	for	media	destruction,	 868
Sandy	Bridge,	 100
sanitization,	 864

of	hard	drives,	 865–866
SAS	(Serial	Attached	SCSI),	 135
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Sata (Serial advanced technology attachment) disk drives

SATA	(Serial	Advanced	Technology	Attachment)	disk	
drives,	 125,	128–132
connector	on	motherboard,	 44
data	connectors	and	cables,	 130–131
generations,	 129
hot-swappable,	 132
motherboard	ports,	 58
power	connector,	 18,	19
power	connectors	and	cables,	 131

satellite	Internet	connection,	 639–640
saving	command	prompt	output	to	text	file,	 487
Scalable	Link	Interface	(SLI),	 214
scanners,	 180–181
scans	for	malware,	scheduling,	 897
scanstate,	 430
scareware,	 879
SCA	(Single	Connector	Attachment)	connection,	 133
SCCM	(System	Center	Configuration	Manager),	 532
scheduled	scan	by	AV	software,	 884
scheduling	tasks,	 462–463
SCP	(secure	copy),	 741
screen	burn-in,	 200
screen	display.	See also	display	devices

blank	on	bootup,	 72
screen	savers

password	for,	 844–845
virus	risk	in,	 845

screwdrivers,	 27
for	laptop	disassembly,	 283

screws	for	laptop,	 282
scripts,	 475
scroll	bar,	 441
scrolling	open	applications,	Windows+Tab	for,	 378
SCSI	(small	computer	system	interface),	 132–135

daisy-chaining	and	termination,	 134–135
interfaces,	 133
SCSI	IDs,	 133–134

SC	(square	connector),	 664
SD	High	Capacity	(SDHC),	 140
SD	(Secure	Digital),	 140
SDSL	(symmetric	DSL),	 636
SDXC	(extended	capacity),	 140
search

for	files,	 492
for	program	in	Windows,	 385
in	Control	Panel,	 449

search	engine,	default	for	browser,	 453
secpol.msc	command,	 448,	845

sectors	on	hard	drive,	 123,	551
bad,	 553

chkdsk	for	locating,	 565
boot,	 579–580

secure	copy	(SCP),	 741
secure	desktop,	 381
SecureDigital	(SD)	memory	card,	 293
Secure	File	Transfer	Protocol	(SFTP),	 690,	741
Secure	Shell	(SSH),	 686,	861

port	forwarding	and,	 741
Secure	Simple	Pairing	(SSP),	 318
Secure	Sockets	Layer	(SSL),	 321,	686,	861
security,	 734–746

attack	risks,	 733
BIOS	monitoring,	 69
BIOS	settings,	 67
copying	information,	 498
data	destruction	and	disposal,	 864–868
digital,	 882–890
DMZ	(demilitarized	zone),	 737–738
for	email,	 321
encryption,	 861–864
firewalls,	 735–737.	See also	Windows	Firewall
Local	Security	Policy	applet,	 845–847
for	mobile	devices,	 325–329
network	appliances,	 757
notification	switch	for,	 14–15
permissions,	 854–860
physical,	 898–899
physical	media	destruction,	 867
port	forwarding	for,	 738–741
prevention	in,	 837–847

authentication,	 838–843
principle	of	least	privilege,	 837
user	education,	 837

proxy	servers	for,	 742–746
threats	and	attacks,	 734–735

recognition,	 897–899
User	Account	Control	(UAC),	 379–383
users	and	groups,	 847–854
virtual	machine	for,	 354
for	wired	network,	SOHO,	 800–801
for	wireless	network,	 775–779

encryption,	 775–776
security	accounts	manager	(SAM)	database,	 630,	843
security	alerts,	 891
Security	Center,	 460,	754–755

Windows	versions	comparison,	 375
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size

Security	Essentials,	 879
security	identifier	(SID),	need	for	unique,	 411
security	incident,	 342

evidence	protection	and	chain	of	custody,	 344
first	response,	 343–344

security	logging,	 595,	848
security	zones,	 454
seek	time,	 124
segments,	 681
selecting	multiple	text	pages	in	command	prompt,	 487
Sempron,	 101
Separate	Video	(S-Video)	connector,	 173,	212–213
separator	pads,	in	laser	printers,	 233
Serial	Advanced	Technology	Attachment	(SATA)	drives.	

See	SATA	(Serial	Advanced	Technology	Attachment)	
disk	drives

Serial	ATA	(SATA)	drives,	 128
Serial	Attached	SCSI	(SAS),	 135
serial	cards,	 188
serial	data	transmissions,	 128
serial	port,	 172,	173–174
Server	Message	Block	(SMB),	 690
service	pack	(SP),	 530

for	Windows	Vista,	 427
services

list	of	available,	with	status,	 512–513
print	spooler	as,	 258
as	processes,	 443
Properties	page,	 465
troubleshooting	failure	to	start,	 606–614

Services	applet,	 464–465
Service	Set	Identifier	(SSID),	 779–782
services.msc	command,	 448,	500
Services	snap-in,	command	to	start,	 448
set	command,	 488
Set	Up	Windows	screen,	 424
sfc	command,	 498–499
sfc	/scannow	command,	 605
SFTP	(Secure	File	Transfer	Protocol),	 690,	741
SGRAM	(synchronous	graphics	RAM),	 215
shadow	copy,	 518–519

Windows	versions	comparison,	 375
Shake	action,	in	Aero,	 379
shared	key,	 781
share	permissions,	combining	with	NTFS	permis-

sions,	 860
shares,	 569–572

administrative,	 570

creating,	 570–571
deleting	mapping,	 823
making	file	available	offline,	 571
permissions,	 859

sharing	documents,	Windows	Vista	support,	 378
sharing	folders	within	homegroup,	 808
shielded	cable,	 651

unshielded	vs.,	 659–660
Shield	icon,	 380
shotgunning,	 347
shoulder	surfers,	 204
shoulder	surfing,	 899
shredding	printed	documents,	 867,	899
shred	utility	(Unix),	 865
shrinking	a	volume,	 558,	560
shutdown

overheating	and,	 221
spontaneous,	 604,	891
troubleshooting	improper,	 603
unexpected,	 108

shutdown	command,	 501
Shutdown	Wake-On-LAN,	 722
sidebar,	 387–388

vs.	SideShow,	 388
Windows	versions	comparison,	 375
Windows	Vista	support,	 378

SideShow,	 388
SID	(security	identifier),	need	for	unique,	 411
signed	device	drivers,	 528
sigverif	command,	 500,	528–529
sigverif.txt	file,	 528
Simple	Mail	Transfer	Protocol	(SMTP),	 686
Simple	Mail	Transport	Protocol	(SMTP),	 319,	321
Simple	Network	Management	Protocol	(SNMP),	 696
simplex	connection,	 654
SIM	(System	Image	Manager),	 412
sine	wave,	 47
single	channel	memory	architecture,	 83

vs.	dual	channel,	 84
Single	Connector	Attachment	(SCA),	 133
single-link	DVI,	 207
single-mode	fiber	(SMF),	 665
single	sheet	paper,	 231
single-sided	RAM,	vs.	double-sided,	 86
single	sign-on	(SSO),	 843–844
size

of	CPU	cache,	 96
of	hard	disk	drives,	 123
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Skype

Skype,	 186
slang,	in	customer	communications,	 338–339
slave	hard	drive,	configuration,	 126–127
sleep,	 723
Sleep	mode,	 295
SLI	(Scalable	Link	Interface),	 214
Small	Form	Factor	Special	Interest	Group	(SFF-SIG),	 45
Small	Memory	Dump,	 593
small	office/home	office	(SOHO)	network,	 617.	See 

also	SOHO	network
small	outline	dual	in-line	memory	modules	(SO-

DIMMs),	 82–83
replacing	in	laptop,	 287

smart	card	for	authentication,	 840–841
smartphones,	 311

GPS	on,	 310
pairing	Bluetooth	headset	with,	 317
scanners	in,	 182

SMB	(Server	Message	Block),	 690
SMF	(single-mode	fiber),	 665
SMTP	(Simple	Mail	Transfer	Protocol),	 686
SMTP	(Simple	Mail	Transport	Protocol),	 319,	321
Snap	action,	in	Aero,	 379
snap-ins,	adding	to	MMC,	 447
sniffers,	 685
SNMP	(Simple	Network	Management	Protocol),	 696
social	engineering,	 898
SODIMM	(small	outline	dual	in-line	memory	mod-

ule),	 82–83
software.	See	applications
SOHO	network

cables,	 799
command	prompt	tools,	 811–824
components,	 798
homegroups	and	Network	Places,	 806–811
installing	and	configuring,	 797–801
network	connections

dialups,	 802–803
wired,	 801
wireless,	 802

protocols,	 800
security	for	wired,	 800–801
WWAN	(cellular)	network	connection,	 803–804

solid-state	drives	(SSDs),	 81,	129,	139–140
in	laptop,	 287
in	tablets,	 307

Solitaire,	for	mouse	use	training,	 179
something	you	are,	for	authentication,	 842–843

something	you	have,	for	authentication,	 840–842
something	you	know,	for	authentication,	 838–840
sonar,	 815
Sony

e-Villa,	 758
i.LINK,	 170

Sony/Philips	Digital	Interconnect	Format	(S/PDIF),	 176
sound.	See	audio
sound	expansion	cards,	 188
south	bridge,	 53–54
spam	filtering	by	appliances,	 757
spam,	malware	and,	 880
spanned	volumes,	 549–550
speaker	jack,	 57
speakers,	removing	from	laptops,	 291
special	characters	in	passwords,	 839
speed

of	busses,	 47–48
of	dial-up	connections,	 635
of	optical	disc	drives,	 142
of	PATA	drives,	 125
of	RAM,	 87–91
of	wireless	connection,	 770

troubleshooting	slow,	 788
spike	in	power,	 21
spooler,	 258
Spread	gesture	on	touch	screen,	 322
sprocket	paper,	 232
spyware,	 880

software	to	search	for,	 887–888
square	connector	(SC),	 664
SSH	(Secure	Shell),	 686,	861

port	forwarding	and,	 741
SSID	(Service	Set	Identifier),	 779–782
SSL	(Secure	Sockets	Layer),	 321,	686,	861
SSO	(single	sign-on),	 843–844
standard	drive	formatting,	low-level	format	vs.,	 866
standards	organizations	for	networks,	 640
standard	user,	vs.	administrator	account,	 849
standby	mode,	 295
Start	button

in	Windows	7,	 386
in	Windows	Vista,	 385

Starter	Edition	of	Windows	7,	 368
system	limits,	 370

Start	menu
Connect	To,	 784
Search	Programs	And	Files,	 109
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System performance Data collector set

star	topology,	 669–670
Startup	And	Recovery	page	(Windows	7),	 593–594
startup	options,	Boot.ini	file	and,	 594
Startup	Repair,	 589
Star	Walk	application,	 309
static	electricity,	 24–25
static	IP	addresses

dynamic	vs.,	 717–723
manually	assigning,	 719–723
in	SOHO	network,	 801
in	Windows,	 720–721

static	RAM	(SRAM),	 81
for	CPU	cache,	 96

statistics	for	network,	 819
status	of	problem,	communicating	with	customer,	 339–

340
stealth	virus,	 877
sticking	keys,	troubleshooting,	 274
stop	error,	 601
stop	errors,	 73,	109

troubleshooting,	 154
storage	cards,	 188
storing	electronic	components,	antistatic	bags	for,	 25
STP	(shielded	twisted-pair)	cable,	unshielded	vs.,	 659–

660
straight-through	cable,	 649,	662

in	SOHO	network,	 799
striped	volume	(RAID-0),	 146,	549

creating,	 563
stripe	of	mirrors,	 149
striping,	 146

with	parity,	 147,	549
strong	passwords,	 838

requiring,	 845–846
ST	(straight	tip)	connector,	 664
stuck	pixels,	 221
subkeys	in	registry,	 582
subnet	mask,	 708

in	classful	IP	address,	 711
for	wireless	router	client,	 787

subnetting,	 712
subscriber	stations,	for	WiMAX	network,	 638
subscription	for	cellular	data	services,	 316
subwoofer,	 175
Super	I/O	chip,	 54
supervisor	password	in	BIOS,	 67
SUPPORT_388945a0	account,	 849
surge	in	electrical	power,	 21

surge	suppressors,	 21,	22
surround	sound	audio,	 175,	355
suspend	mode,	 295
suspend	to	disk	mode,	 295
SVGA	(Super	VGA),	 202
S-Video	(Separate	Video)	connector,	 212–213,	213
swap	file,	 521
switches,	 482,	623–624

disabling	port	on,	 628
functionality	in	SOHO	network,	 798
router	acting	as,	 767

SXGA	(Super	XGA),	 202
Symantec	Ghost,	 409
synchronization	of	data,	on	mobile	device,	 323–324
synchronous	DRAM	(SDRAM),	 81
Sysprep	(system	preparation)	tool,	 411
System	applet,	 515–520

Remote	Settings	tab,	 515
System	Protection,	 517

system	board.	See	motherboards
System	Center	Configuration	Manager	(SCCM),	 532
System	Configuration	tool,	 466,	500,	510–514,	592–593,	

607,	887
Boot	tab,	 511–512
General	tab,	 511
Services	tab,	 512–513
Startup	tab,	 513–514
Tools	tab,	 514

%systemdrive%	variable,	 488
system	failure,	Windows	response	to,	 593
system	file	attribute,	 858
System	File	Checker,	 498
system	files

checking	integrity,	 498
common	location	in	Windows,	 391
manually	copying	in	Windows	XP,	 608

System	Idle	Process,	 443,	444
System	Image	Manager	(SIM),	 412
System	Image	Recovery,	 589
System	Information	tool,	 500,	513
System	Information	tool	(Windows),	 70,	94
system	lockups,	 108
System	log,	 110,	595
System	Out-Of-Box	Experience	(OOBE)	option,	 411
system	partition

boot	partition	vs.,	 392
identifying	in	Disk	Management	console,	 556

System	Performance	Data	Collector	set,	 464
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System performance report

System	Performance	report,	 464
System	Preparation	(Sysprep)	tool,	 411
System	Properties	page

Advanced	tab,	 519,	522,	593
Remote	tab,	 516
System	Protection	tab,	 517

System	protection,	 517–518
System	recovery	options,	 589
system	repair	disc,	 110,	599–600
system	reserved	partition,	 422–423
system	restore,	 376,	517–518,	589

disabling	for	infected	system,	 897
%systemroot%	variable,	 488
System	(S)	attribute,	 490
system,	verifying	full	functionality,	 348

t
Tablet	PC	Settings	applet,	 459
tablets

accelerometers	and	gyroscopes	in,	 308–310
display	sizes,	 308
geotracking,	 310
GPS	on,	 310
operating	systems,	 311–315
scanners	in,	 182
screen	calibration,	 310–311
solid	state	drives	in,	 139
touch	screen	on,	 204
vs.	laptops,	 307–311
as	wireless	devices,	 769

tailgating,	 899
tape	drives,	 143–144
Tap	gesture	on	touch	screen,	 322
tasklist	command,	 501
Task	Manager,	 378,	441–446,	606

Applications	tab,	 442
Networking	tab,	 446
Performance	tab,	 445–446
Processes	tab,	 442–444
Services	tab,	 444–445
starting,	 439,	441
Users	tab,	 446

taskschd.msc	command,	 448
Task	Scheduler,	 462–463

command	to	start,	 448
library	of	scheduled	tasks,	 567

TB	(terabyte),	 9,	47,	366
TCP/IP	(Transmission	Control	Protocol/Internet	Proto-

col),	 680–681,	800
addressing	in	networks,	 714–717

TCP	(Transmission	Control	Protocol),	 681–683
TechNet	(Microsoft),	 599
telecommunications	companies,	 634
telephone	line	for	Internet	connection,	 626
Telnet,	 503,	694–695
temperature

impact,	 357
monitoring,	 69

Temporal	Key	Integrity	Protocol	(TKIP),	 775
temporary	files

common	location	in	Windows,	 391
deleting,	 568,	893–894

%temp%	variable,	 488
terabyte	(TB),	 9,	47,	366
terminal	adapters	for	ISDN	lines,	 636
Terminal	Services,	 694
terminating

applications,	 442
processes,	 443
unresponsive	application,	 439

terminators
in	bus	topology,	 670
for	SCSI,	 134–135

testing
IP	addresses	for,	 712
virtual	machine	for,	 354

test-taking	strategy,	 680
Texas	Instruments,	Lynx,	 170
text-based	operating	systems,	 364
text	files,	saving	command	prompt	output	to,	 487
TFTP	(Trivial	File	Transfer	Protocol),	 689
theory	of	probable	cause,	 346

testing,	 346
thermal	inkjet	printers,	 247
thermal	paper,	for	laser	printer,	 232
thermal	paste,	 106
thermal	printers,	 229,	246–247,	251–252
thermistor,	 12
thick	client,	 350
thin	client,	 350–351
third	generation	(3G)	cellular	network,	 637
three	dimensional	(3D)	sound,	 351
three-legged	DMZ,	 738
three-way	handshake,	 682
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troubleshooting

throw	ratio,	 201
time

BIOS	setting,	 63
setting	in	Windows	7	install,	 417–418

time	command,	 501
timestamps,	copying,	 498
time	zone	setting,	for	Windows	7	install,	 425
tip	ring	sleeve	(TRS)	connector,	 176
tlist	command,	 501
TLS	(Transport	Layer	Security),	 321,	686,	861
token	ring	network	topology,	 670–671
toner,	in	laser	printer,	 234,	237,	261

getting	extra	pages	from	cartridge,	 242
replacing,	 241

toner	probe,	 824–825
tools,	 27–31

for	laptop	disassembly,	 283
topologies	for	networks,	 669–672
Touch	and	Hold	gesture	on	touch	screen,	 322
touch	flow,	 323
touchpad,	 281

removing	from	laptop,	 291
touch	screen	gestures,	 322–324
touch	screens,	 204
tower	cases,	 10
TPM	(Trusted	Platform	Module),	 67,	863
tracert	command,	 502,	812,	817–818
tracks	on	hard	drive,	 123,	551
tractor	feed	mechanism,	 232
tractor	feed	paper,	 249
transceiver,	 767
transfer	belts,	for	laser	printers,	 234
transferring	stage	in	laser	imaging	process,	 237–238
transfer	rollers,	in	laser	printer,	 234
Transmission	Control	Protocol/Internet	Protocol	(TCP/

IP),	 680–681,	800
Transmission	Control	Protocol	(TCP),	 681–683
transparency	paper,	 239
Transport	Layer	Security	(TLS),	 321,	686,	861
traps,	 696
traveling	profile	for	laptop,	 275
triggers	for	tasks,	 463
triple	channel	memory	architecture,	 83,	85–86
Trivial	File	Transfer	Protocol	(TFTP),	 689
Trojan	horse,	 845,	878
troubleshooting,	 72–73

audio,	 177
bootable	CD/DVD	for,	 144

common	symptoms	and	solutions,	 600–610
BCD	rebuild,	 603
boot	failure,	 601–603
boot	sector	and	MBR	errors,	 609
boot	sector	and	MBR	repair,	 602
BSOD	(blue	screen	of	death),	 601
compatibility	errors,	 606
device	fails	to	start,	 604
file	failure	to	open,	 607
improper	shutdown,	 603
missing	DLL	message,	 604
missing	NTLDR	and	Boot.ini,	 607–608
safe	mode	booting,	 607
service	fails	to	start,	 606–614
slow	performance,	 606
spontaneous	shutdown,	 604

CPU	(central	processing	unit),	 108–112
tools	for,	 109–112

hardware	after	install,	 63
hardware	tools	for,	 824–825
homegroups,	 809
input,	processing,	or	output	(IPO),	 5
IP	address	error,	 710
laptops

connections,	 298–299
display	devices,	 280–282
keyboard,	 273–274
power	issues,	 297–298

name	resolution,	 818
Network	Basic	Input/Output	System	(NetBIOS)	name	

resolution,	 820–821
network	problems,	 825–828
PC	speed,	 89
positive	attitude	in,	 339
power	supplies,	 20
printers,	 259–261
recovery	console	for,	 590–591
unrecognized	eSATA	drive,	 137
unresponsive	applications,	 439
video	and	display	issues,	 217–222
Windows	tools,	 595–600

Automated	System	Recovery,	 598–599
emergency	repair	disk,	 599
Event	Viewer,	 595–597
file	recovery	software,	 598
recovery	images,	 598
system	repair	disk,	 599–600

wireless	connections,	 787–789
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troubleshooting applet (Windows 7)

Troubleshooting	applet	(Windows	7),	 600
troubleshooting	theory,	 345–348

documenting	findings,	actions,	and	outcomes,	 348
plan	of	action	and	implementation,	 347
problem	identification,	 345–346
theory	of	probable	cause,	 346
verifying	full	system	functionality,	 348

trouble	tickets,	 348
Trusted	Platform	Module	(TPM),	 67,	863
Trusted	Sites	security	zone,	 454
Turbo	Boost,	 97
Turbo	Core,	 97
turning	off	power,	 14
TV	tuners,	 355

expansion	card	for,	 187,	189
twisted-pair	cable,	 657–664

colored	wire	standards	for	RJ-45	connector,	 661
comparing	categories,	 660–661
crossover	cable,	 661–663
T568A	vs.	T568B,	 661
unshielded	vs.	shielded,	 659–660

twisted-pair	Ethernet	specification,	 667
Type	1	CF	devices,	 140
Type	A	connector	(HDMI),	 209
Type	C	HDMI	connector,	 209
type	command,	 487,	501
Type	I	cards,	 293
Type	II	cards,	 293
Type	II	devices,	 140
Type	III	cards,	 293

U
UAC.	See	User	Account	Control	(UAC)
UAC	dialog	box,	location	of	program	causing	dis-

play,	 380
UART	(universal	asynchronous	receiver	transmitter)	

chip,	 54
UDP	(User	Datagram	Protocol),	 681–683
UEFI	(Unified	Extensible	Firmware	Interface),	 71–72
Ultimate	Edition	of	Windows	7,	 368

system	limits,	 370
Ultra	DMA	(UDMA),	 125
Ultra	SCSI,	 133
unauthorized	applications,	 342
UNC	(universal	naming	convention),	 408,	569,	810

unformat	tools,	 866
unicast,	 713
Unified	Extensible	Firmware	Interface	(UEFI),	 71–72
Unified	Threat	Management	(UTM),	 757
uninstalling	hardware	devices,	 527
uninterruptible	power	supply	(UPS),	 22
universal	asynchronous	receiver	transmitter	(UART)	

chip,	 54
universal	naming	convention	(UNC),	 408,	569,	810
Universal	Product	Code	(UPC)	barcode,	 181
universal	serial	bus	(USB),	 47.	See also	USB	(universal	

serial	bus)
Unreadable	status	for	disk,	 557
unshielded	twisted-pair	(UTP)	cable

shielded	vs.,	 659–660
for	SOHO	network,	 799

unsigned	drivers,	risk	from	installing,	 528
UPC	(Universal	Product	Code)	barcode,	 181
updates

device	drivers,	 525–527
for	protection	against	malware,	 888
to	operating	system,	 329
power	for,	 71

upgrade,	 405–406
clean	install	vs.,	 402–403
multiple	meanings,	 414
repair-in-place,	 415–416
to	Windows	7,	 413–417
from	Windows	Vista,	 427

UPS	(uninterruptible	power	supply),	 22
disabling	controller,	 65
ports,	 59

uptime,	report	on,	 446
USB	(universal	serial	bus),	 47,	136

cable,	 169
connections	on	motherboard,	 57
controller,	 168
dirty	bit,	 169
expansion	cards,	 188
flash	drives,	 81,	165

for	Easy	Transfer,	 428
FAT	version,	 554
organization	restriction	on	use,	 342
Windows	install	from	bootable,	 411

for	mobile	device	synchronization,	 324
on	monitors,	 208
peripherals	connected	by,	 165–169
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vocabulary, in customer communications

for	printer,	 253
SATA	vs.,	 137
versions,	 165–167

USB	dongle,	 318
for	WiMAX	tower	connection,	 638

USB	flash	drives
backup	to,	 534
malware	and,	 889
ReadyBoost	and,	 537

User	Account	Control	(UAC),	 379–383,	754,	849
malware	and,	 892
settings	for,	 381–382
Windows	versions	comparison,	 375

user	accounts,	 380,	848–851
changing	default	names,	 850–851
creating,	 850
displaying	group	membership	changes,	 853
password	for,	 424

User	Accounts	applet,	 460
Manage	Your	File	Encryption	Certificates,	 862

User	Datagram	Protocol	(UDP),	 681–684
%userdomain%	variable,	 488
user	education

in	IT	security,	 837
on	malware,	 897

user	names
configuring	default	for	wireless	network,	 782–784
for	Windows	7	install,	 424

%username%	variable,	 488
user	password	in	BIOS,	 67
user	profiles

Documents	folder,	 536
locations,	 393

%userprofile%	variable,	 488
User	Properties	dialog	box,	 853
users

access	to	resources,	 848
and	groups,	 847–854
migrating	data,	 427–431

Users	group,	 852
User	State	Migration	Tool	(USMT),	 413,	427,	430
UTM	(Unified	Threat	Management),	 757
UTP	(unshielded	twisted-pair)	cable

shielded	vs.,	 659–660
for	SOHO	network,	 799

UXGA	(Ultra	XGA),	 202

v
vacuum,	 28,	232

for	toner	spill,	 242
variables,	 487–488
ventilation,	 357
ver	command,	 501
verified	copies,	 496
verifying	full	system	functionality,	 348
Verizon,	air	card	modem,	 637
Verizon	Wireless,	 803
version	of	BIOS,	checking,	 70
vertical	lines	on	page,	troubleshooting,	 261
VESA	(Video	Electronics	Standards	Association),	 211
VGA	(video	graphics	array),	 172,	202,	205,	207,	213

troubleshooting	default	to,	 218
vs.	HDMI,	 209

video	capture	cards,	 189
video	cards,	 188,	210,	214–216

device	drivers	for,	 215
for	gaming	PC,	 351
ports	on,	 205,	215–216,	219

video	displays.	See	display	devices
video	editing	workstation,	 356
Video	Electronics	Standards	Association	(VESA),	 211
video	graphics	array.	See	VGA	(video	graphics	array)
video	RAM	(VRAM),	 215
video	recorder,	 186
VirtualBox	(Oracle),	 353
virtualization

BIOS	support,	 65–66
CPU	support,	 98

virtualization	workstation,	 352–354
virtual	machines	(VMs),	 352

computer	for,	 364
resources	for,	 353

virtual	memory,	 520
settings,	 522–523

virtual	private	network	(VPN),	 620–621,	804–805
settings,	 456

viruses,	 877–878
administrative	access,	 379
netstat	for	identifying	activity	from,	 820
protection	in	Security	Center,	 754
sfc	tool	to	detect	system	file	changes,	 498

visual	artifacts,	troubleshooting,	 221–222
VMware	Player,	 353
vocabulary,	in	customer	communications,	 338–339
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voice

voice
recognition,	 843
volume	in	dealing	with	customer,	 340

Voice	over	Internet	Protocol	(VoIP),	 746,	800
phone,	 627

volatile	RAM,	 80
evidence	in,	 344

voltage,	 15
clock	speeds	and,	 66
measuring,	 29
monitoring,	 69
PCI	cards	and,	 49
switch	for	power	supply,	 17

voltage	regulators	on	motherboard,	 58
volume	controls	(audio),	function	keys	on	laptops,	 272
volumes,	 544

formatting,	 558–560
VPN	(virtual	private	network),	 804–805
VT-x	hardware	assisted	virtualization,	 66
vulnerabilities	in	software,	patches	to	correct,	 529
VZAccess	Manager,	 803

W
WAIK	(Windows	Automated	Installation	Kit),	 409
Wake-On-LAN	(WOL),	 722
Wake	On	Magic	Packet,	 722
Wake	On	Pattern	Match,	 722
WAP	(wireless	access	point),	 767,	798
wardriving,	 776,	789
warm	boot,	 98
Warning	events,	 597
warranties

dead	pixels	and,	 221
for	inkjet	printers,	 246

Waste	Electrical	and	Electronic	Equipment	(WEEE)	
Directive,	 217

water,	electrical	fire	and,	 26
wattage	power	ratings,	 16
WDS	(Windows	Deployment	Services),	 409
web	browsers

cache,	 95
default,	 456
deleting	temporary	files,	 893
malware	and	redirection,	 891
protocols,	 687–688

webcam,	 186

webpages,	for	printers,	 257–258
web	server,	response	using	ports,	 698–699
websites,	certificates	for,	 455
Web	Slices,	 455
well-known	ports,	 321,	684

summary,	 696–699
WEP	(Wired	Equivalent	Privacy),	 775
wf.msc	command,	 448
whaling	attack,	 898
wide	area	network	(WAN),	 618
wide	list	from	dir	command,	 492
Wi-Fi,	 638,	770

on	tablets,	 307
Wi-Fi	Alliance,	 770
Wi-Fi	antenna	in	laptops,	 280
Wi-Fi	hotspots,	 766
Wi-Fi	Protected	Access	(WPA),	 775
Wi-Fi	Protected	Setup	(WPS),	 778
Wikipedia,	on	Intel	or	AMD	processor,	 100
wildcards

for	command	prompt,	 489
in	copy	command,	 496
in	del	command,	 495
in	dir	command,	 492

WiMAX	(Worldwide	Interoperability	for	Microwave	Ac-
cess),	 316,	620,	638

%windir%	variable,	 488
Windows,	 363

32-bit	vs.	64-bit	versions,	 92,	365–368
assigning	alternate	IP	addresses	in,	 721–722
basics

mouse	actions,	 439
window	manipulation,	 440–441

common	features,	 375–376
common	file	locations,	 391,	391–392
Compatibility	mode,	 389
configuration.	See	Device	Manager;	System	Configu-

ration	tool
directory	structure,	 390–394

boot	vs.	system	partition,	 392
disk	management	on,	 557
features	by	version,	 375
mainstream	vs.	extended	support	from	Micro-

soft,	 371
maximum	concurrent	connections,	 631
network	interface	card	(NIC)	access	in,	 719–720
overview,	 364–368
Plug	and	Play,	 164
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sidebar	and	gadgets,	 387–388
Start	bar	layout,	 385–386
troubleshooting	tools,	 595–600

Automated	System	Recovery,	 598–599
Event	Viewer,	 595–597
file	recovery	software,	 598
recovery	images,	 598
system	repair	disk,	 599–600

UAC	(User	Account	Control),	 379–383
user	profile	locations,	 393

Windows	7,	 365
Action	Center,	 755,	886
activation,	 426
applets	unique	to,	 459–460
backup	program,	 534–535
boot	manager,	 581
bootrec	commands	in,	 591
boot	sector	and	MBR	repair,	 602
command	prompt	start,	 811
Command	Prompt	window,	 476
Default	Programs	applet,	 457
Device	Manager,	 524
Disk	Management	on,	 558
displaying	hidden	files	and	extensions,	 450
editions,	 368–370
enabling	Telnet	client	on,	 695
encrypting	offline	files,	 863
features,	 377
firewall	configuration,	 750–752
homegroup	creation	in,	 808
installing,	partition	for,	 405
legacy	applications	in,	 384
libraries	in,	 441
market	share,	 364
maximum	RAM,	 366
moving	documents	folder,	 536
multiple	displays	configuration,	 201
NTFS	for,	 554
path	and	file	name	character	limits,	 481
power	plans	in,	 296–297
power	users	group	and,	 852
printer	sharing,	 255
Program	Compatibility	Wizard,	 389
ReadyBoost,	 537
schedule	for	disk	fragmentation	check,	 567
Start	button,	 386
starting	Windows	Explorer,	 391
System	applet,	 515

System	Information	tool,	 94
system	limits,	 369–370
system	properties,	 367
system	requirements,	 369
Troubleshooting	applet,	 600
User	Accounts,	 850

settings,	 381–382
Windows	XP	Mode,	 384–385
wireless	device	configuration,	 784–786

Windows	7	install,	 417–426
clean	install,	 423–426
drive	options,	 419–422
method	choices,	 418–419
time/date/region/language	settings,	 417–418

Windows	7	Upgrade	Advisor,	 416–417
Windows	8,	 313
Windows	Aero,	 378–379
Windows	Anytime	Upgrade,	 414–415
Windows	Automated	Installation	Kit	(WAIK),	 409
Windows	Azure,	 328
Windows	Calculator,	 440
Windows	Clipboard,	copying	command	output	to,	 487
Windows	Compatibility	Center,	 417
Windows	Complete	PC	Backup	And	Restore	tool,	 534,	

598
Windows	Defender,	 376

alert	from,	 883
Windows	Security	Essentials	and,	 888

Windows	Deployment	Services	(WDS),	 409
Windows	Easy	Transfer,	 413,	427,	428–429
Windows	Explorer,	 390–391,	440

AutoPlay	settings,	 889
checking	disk	from,	 565
Disk	Cleanup	utility	access	from,	 568
hidden	folders,	 451–452
starting,	 500
viewing	attributes	in,	 491

Windows	Firewall,	 376,	460,	747–754
with	Advanced	Security,	 753
block	of	Remote	Desktop	connection,	 516
configuring

to	block	all	traffic,	 751
in	Windows	Vista	and	Windows	7,	 750–752
in	Windows	XP,	 749

home	vs.	work	vs.	public	network	settings,	 747–749
predefined	rules,	 752
Public	networks	setting,	 785
with	Advanced	Security,	 466
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Windows install

Windows	install,	 402–407
answer	files	for	unattended,	 412
file	systems	for,	 406
image	deployment	for,	 408–410
remote	network	for,	 408
with	CD	or	DVD,	 407

Windows	Internet	Name	System	(WINS),	 692,	821
Windows	key,	for	opening	Windows	Explorer,	 391
Windows	libraries

Windows	versions	comparison,	 375
Windows	Logo’d	Products	list	(LPL),	 417
Windows	Media	Center,	 355
Windows	Memory	Diagnostics,	 109–111,	466,	589,	596
Windows	Network	Diagnostics,	 827
Windows.old	folder,	 405

deleting,	 406
Windows	Phone	operating	system,	 313
Windows	Recovery	Environment	(WinRE),	 110,	588,	895

command	prompt,	 590
partition	for,	 423

Windows	Security	Essentials
Windows	Defender	and,	 888

Windows	Server	Update	Services	(WSUS),	 532
Windows	Startup	folder,	 514
Windows	Store,	 315
Windows	Task	Manager,	 93
Windows	Update,	 529–532

automatic,	 531
failures,	malware	and,	 891
printer	drivers	available	through,	 253
removing,	 517

Windows	Virtual	PC,	 352,	384
settings	page	for	VM,	 353

Windows	Vista,	 365
applets	unique	to,	 459
Backup	And	Restore	Center,	 532–534
boot	manager,	 581
bootrec	commands	in,	 591
boot	sector	and	MBR	repair,	 602
Device	Manager,	 524
Disk	Management	on,	 558
displaying	hidden	files	and	extensions,	 450
editions,	 373–374
enabling	Telnet	client	on,	 695
encrypting	offline	files,	 863
features,	 377–390
firewall	configuration,	 750–752
market	share,	 364

maximum	RAM,	 366
moving	Documents	folder,	 536
path	and	file	name	character	limits,	 481
power	users	group	and,	 852
ReadyBoost,	 537
schedule	for	disk	fragmentation	check,	 567
Security	Center	applet,	 754–755
Start	button,	 385
starting	Windows	Explorer,	 391
system	limits,	 374
system	requirements,	 374
UAC	in,	 383
upgrading	from,	 427
User	Accounts,	 850

Windows	XP,	 365
applets	unique	to,	 458–459
automatic	updates,	 531
backup	program,	 532
Boot.ini	file	rebuild,	 608
Device	Manager,	 524
displaying	hidden	files	and	extensions,	 452
downloading	Windows	Easy	Transfer	for,	 428
editions,	 371–373
encrypting	offline	files,	 863
File	And	Settings	Transfer	Wizard,	 430
firewall	configuration,	 749
Hardware	Profiles	page,	 275
manually	copying	system	files	in,	 608
market	share,	 364
maximum	RAM,	 366
misconfig	in,	 511
moving	Documents	folder,	 536
Profession	edition	64-bit	editions,	 372
recovery	console	install	in,	 590
Security	Center	applet,	 754–755
starting	Windows	Explorer,	 391
System	applet,	 515
system	boot	files,	 580
system	limits,	 372–373
System	Properties	dialog	box,	 367
system	requirements	for,	 372
upgrade	to	Windows	7,	 413
User	Accounts,	 850

Windows	XP	Mode
Windows	7	support,	 377,	384–385
Windows	versions	comparison,	 375

WINS	(Windows	Internet	Name	System),	 692
winver	command,	 501
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wire	crimper,	 663
wired	connections,	for	printer,	 253–254
Wired	Equivalent	Privacy	(WEP),	 775
wired	network,	for	SOHO	network,	 801
wireless	access	point	(WAP),	 767,	798

laptop	location	and,	 298
wireless	bridge,	 625
wireless	connections

on	laptop
enabled	or	disabled,	 271
troubleshooting,	 298

on	mobile	devices,	 315–316
for	printers,	 255

wireless	devices,	 769
adapters,	 189

in	laptop,	 289–290
for	SOHO	network,	 799

antennas,	 772
locator,	 789
repeaters,	 789
support	for	multiple	protocols,	 771
Windows	7	configuration,	 784–786

wireless	local	area	networks	(WLANs),	 766
802.11	standards,	 770–774
channels,	 772–774
infrastructure	mode	vs.	ad-hoc	mode,	 769–770
radio	power	levels,	 774

wireless	networks
configuring,	 782–789

default	user	name	and	password	changes,	 782–
784

hiding,	 781
need	to	enable	connection,	 785
security,	 775–779

encryption,	 775–776
Enterprise	mode,	 777
MAC	filtering,	 777–778
Personal	mode,	 776–777
Wi-Fi	Protected	Setup	(WPS),	 778

Service	Set	Identifier	(SSID),	 779–782
for	SOHO	network,	 802
troubleshooting,	 787–789

wireless	PAN	(WPAN),	 619
wireless	router,	 767–769

administration	page,	 783
with	DHCP,	 717
for	SOHO	network,	 798

wire	strippers,	 663

wiring.	See also	cable
USB	Standard	A	and	Standard	B,	 167

WOL	(Wake-On-LAN),	 722
WOL	packet,	 722
workgroups,	 629,	630–631

joining,	 632–633
work	settings	for	Windows	Firewall,	 747–749
Worldwide	Interoperability	for	Microwave	Access	

(WiMAX),	 316,	637–638,	638
World	Wide	Web	(WWW),	Internet	vs.,	 688
worm,	 878
WORM	(write-once	read-many),	 142
WPA	(Wi-Fi	Protected	Access),	 775
WPA2	(Wi-Fi	Protected	Access	version	2),	 775
WPAN	(wireless	PAN),	 619
WPS	(Wi-Fi	Protected	Setup),	 778
wrist	strap,	ESD,	 24
Write	NTFS	permission,	 855
write-once	read-many	(WORM),	 142
WSUS	(Windows	Server	Update	Services),	 532
WUXGA	(Wide	UXGA),	 202
WWAN	(cellular)	network,	 803–804

X
x64	hardware,	 365
x64	software,	 93
x86	hardware,	 365
x86	software,	 93
xcopy	command,	 497
xD	Picture	card,	 140
XGA	(Extended	GA),	 202
.xls	file	extension,	 480

Z
zero-fill	program,	 866
zero	insertion	force	(ZIF)	socket,	 101–102
zeros

compression	in	IPv6	addresses,	 725
omitting	leading	for	IPv6	addresses,	 724–725

zombies,	 876
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