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Exam 70-686: Pro: Windows 7,
Enterprise Desktop Administrator

OBJECTIVE CHAPTER LESSON

1. PLANNING AND MANAGING A CLIENT LIFE CYCLE STRATEGY

1.1 Plan and manage client licensing and activation. Chapter 2 Lesson 1
1.2 Plan and manage software updates. Chapter 8 Lessons 1 and 2
1.3 Plan and manage a physical hardware and virtualization strategy. Chapter 2 Lesson 2

2. DESIGNING A STANDARD IMAGE

2.1 Design an image creation strategy. Chapter 3 Lesson 1
2.2 Design a custom image. Chapter 3 Lesson 2
2.3 Define an image update strategy. Chapter 3 Lesson 2

3. DESIGNING CLIENT CONFIGURATIONS

3.1 Design standard system settings. Chapter 4 Lessons 1 and 2
3.2 Define client security standards. Chapter 5 Lesson 1
3.3 Define Windows Internet Explorer settings. Chapter 5 Lesson 2

4. DESIGNING A WINDOWS 7 CLIENT DEPLOYMENT

4.1 Analyze the environment and choose appropriate deployment methods. Chapter 6 Lessons 1 and 2
4.2 Design a lite-touch deployment strategy. Chapter 7 Lesson 1
4.3 Design a zero-touch deployment strategy. Chapter 7 Lesson 2
4.4 Design a user state migration strategy. Chapter 2 Lesson 3

5. DESIGNING APPLICATION PACKAGES FOR DEPLOYMENT

5.1 Design a delivery or deployment strategy. Chapter 9 Lesson 1
Chapter 10 Lessons 1 and 2
5.2 Manage application compatibility. Chapter 9 Lesson 2

6. IDENTIFYING AND RESOLVING DEPLOYMENT AND CLIENT CONFIGURATION ISSUES

6.1 Identify and resolve Internet Explorer issues. Chapter 11 Lesson 1
6.2 Identify and resolve Group Policy issues. Chapter 11 Lesson 2
6.3 Identify and resolve networking issues. Chapter 12 Lesson 1
6.4 Identify and resolve authentication and authorization issues. Chapter 12 Lesson 2

Exam Objectives The exam objectives listed here are current as of this book’s publication date. Exam objectives
are subject to change at any time without prior notice and at Microsoft’s sole discretion. Please visit the Microsoft
Learning Web site for the most current listing of exam objectives: http://www.microsoftpressstore.com/title/9780735627178.
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Introduction

his training kit is designed for Windows desktop administrators who want to update their

current certification credentials to reflect their experience with Windows 7. As a desktop
administrator, you have at least three years of experience installing, configuring, and administer-
ing clients in a medium to very large Windows network environment. You are likely responsible
for deploying operating systems and applications, and should be familiar with the client admin-
istration capabilities of Windows Server 2008 R2 and the System Center suite of products. The
Preparation Guide for Exam 70-686 is available at http.//www.microsoft.com/learning/en/us/
exam.aspx?id=70-686.

By using this training kit, you will learn how to do the following:

m Plan and manage a client life cycle strategy.

m Design a standard image.

m Design client configurations.

m Design a Windows 7 client deployment.

m Design application packages for deployment.

= |dentify and resolve deployment and client configuration issues.

Refer to the objective mapping page in the front of this book to see where in the book
each exam objective is covered.

Hardware Requirements

We recommend that you use a test workstation, test server, or staging server to complete
the practice exercises in each lesson. However, it would be beneficial for you to have access
to production-ready data in your organization. If you need to set up a workstation to com-
plete the practices, the minimum system requirements follow:

m Personal computer with at least a 1-GHz 32-bit (x86) or 64-bit (x64) processor
m Atleast 1 GB of RAM (x86 systems) or 2 GB of RAM (x64 systems)

m At least a 40-GB hard disk

= DVD-ROM drive

m Super VGA (800 x 600) or higher resolution video adapter and monitor

m Keyboard and Microsoft mouse or compatible pointing device

For some chapters, your workstation must have access to an Active Directory Domain
Services network. Chapter 10, “Using Application Deployment Tools,” requires access to a
computer running Windows Server 2008 R2.

Xix
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Software Requirements

The practices in each chapter have various software requirements, all consisting of products
available as free downloads from the Microsoft Download Center at http.//www.microsoft.com/
downloads/. The following software is required to complete the practices.

Microsoft Assessment And Planning Toolkit

Microsoft Windows Automated Installation Kit for Windows 7
Microsoft Deployment Toolkit 2010

Microsoft Internet Explorer Administration Kit

Microsoft Baseline Security Analyzer 2.2

Microsoft SQL Server 2008 Express

Microsoft Application Compatibility Toolkit

Using the Companion Media
The companion media (CD/DVD) included with this training kit contains the following:

Practice tests You can reinforce your understanding of how to configure Windows
Vista by using electronic practice tests you customize to meet your needs from the pool
of Lesson Review questions in this book, or you can practice for the 70-686 certification
exam by using tests created from a pool of 200 realistic exam questions, which give you
many practice exams to ensure that you are prepared.

An eBook An electronic version (eBook) of this book is included for when you do not
want to carry the printed book with you.

NOTE DIGITAL CONTENT FOR DIGITAL BOOK READERS

If you bought a digital-only edition of this book, you can enjoy select content from the print

edition’s companion media. Visit http://www.microsoftpressstore.com/title/9780735627178uc to get your

downloadable content. This content is always up to date and available to all readers.


http://www.microsoftpressstore.com/title/9780735627178

How to Install the Practice Tests

To install the practice test software from the companion CD to your hard disk, perform the
following steps:

1.

2.

Insert the companion CD into your CD drive and accept the license agreement. A CD
menu appears.

NOTE |IF THE CD MENU DOES NOT APPEAR

If the CD menu or the license agreement does not appear, AutoRun might be disabled
on your computer. Refer to the Readme.txt file on the CD for alternate installation
instructions.

Click Practice Tests and follow the instructions on the screen.

How to Use the Practice Tests

To start the practice test software, follow these steps:

1.

Click Start, click All Programs, and then select Microsoft Press Training Kit Exam Prep.
A window appears that shows all the Microsoft Press training kit exam prep suites
installed on your computer.

Double-click the lesson review or practice test you want to use.

NOTE LESSON REVIEWS VS. PRACTICE TESTS

Select the (70-686) Pro: Windows 7, Enterprise Desktop Administrator lesson review to
use the questions from the “Lesson Review” sections of this book. Select the (70-686)
Pro: Windows 7, Enterprise Desktop Administrator practice test to use a pool of 200
questions similar to those that appear on the 70-686 certification exam.

xxi



Lesson Review Options

When you start a lesson review, the Custom Mode dialog box appears so that you can con-
figure your test. You can click OK to accept the defaults, or you can customize the number
of questions you want, how the practice-test software works, the exam objectives to which
you want the questions to relate, and whether you want your lesson review to be timed. If you
are retaking a test, you can select whether you want to see all the questions again or only the
questions you missed or did not answer.

After you click OK, your lesson review starts.

m Articlel To take the test, answer the questions and use the Next and Previous buttons
to move from question to question.

m Article Il After you answer an individual question, if you want to see which answers
are correct—along with an explanation of each correct answer—click Explanation.

m Article Ill If you prefer to wait until the end of the test to see how you did, answer all the
questions, and then click Score Test. You will see a summary of the exam objectives you
chose and the percentage of questions you got right, both overall and per objective.
You can print a copy of your test, review your answers, or retake the test.

Practice Test Options

When you start a practice test, you choose whether to take the test in Certification Mode,
Study Mode, or Custom Mode:

m Certification Mode Closely resembles the experience of taking a certification exam. The
test has a set number of questions. It is timed, and you cannot pause and restart the timer.

m Study Mode Creates an untimed test during which you can review the correct answers
and the explanations after you answer each question.

m Custom Mode Gives you full control over the test options so that you can custom-
ize them as you like. In all modes, the test user interface is basically the same but with
different options enabled or disabled depending on the mode. The main options are
discussed in the previous section, “Lesson Review Options.”

When you review your answer to an individual practice test question, you see a “References”
section that lists where in the training kit you can find the information that relates to that
question and provides links to other sources of information. After you click Test Results to
score your entire practice test, you can click the Learning Plan tab to see a list of references
for every objective.
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How to Uninstall the Practice Tests

To uninstall the practice test software for a training kit, use the Program And Features option
in Windows Control Panel.

Microsoft Certified Professional Program

Microsoft certifications provide the best method for proving your command of current
Microsoft products and technologies. The exams and corresponding certifications are
developed to validate your mastery of critical competencies as you design and develop,
or implement and support, solutions with Microsoft products and technologies. Computer
professionals who become Microsoft-certified are recognized as experts and are sought
after industry-wide. Certification brings a variety of benefits to the individual and to
employers and organizations.

MORE INFO ALL THE MICROSOFT CERTIFICATIONS

For a full list of Microsoft certifications, go to www.microsoft.com/learning/mcp/default.asp.

Errata and Book Support

We've made every effort to ensure the accuracy of this book and its companion content. If
you do find an error, please report it on our Microsoft Press site:

1. Go to www.microsoftpressstore.com.

2. Inthe Search box, enter the book’s ISBN or title.

3. Select your book from the search results.

4. On your book’s catalog page, find the Errata & Updates tab.
5. Click View/Submit Errata.

You'll find additional information and services for your book on its catalog page. If you need
additional support, please e-mail Microsoft Press Book Support at tkinput@microsoft.com.

Please note that product support for Microsoft software is not offered through the
addresses above.
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We Want to Hear from You

At Microsoft Press, your satisfaction is our top priority, and your feedback our most valuable
asset. Please tell us what you think of this book at:

http://www.microsoft.com/learning/booksurvey

The survey is short, and we read every one of your comments and ideas. Thanks in advance
for your input!

Stay in Touch

Let's keep the conversation going! We're on Twitter: http://twitter.com/MicrosoftPress

Preparing for the Exam

M icrosoft certification exams are a great way to build your resume and let

the world know about your level of expertise. Certification exams validate
your on-the-job experience and product knowledge. Although there is no substi-
tute for on-the-job experience, preparation through study and hands-on practice
can help you prepare for the exam. We recommend that you augment your exam
preparation plan by using a combination of available study materials and courses.
For example, you might use the Training Kit and another study guide for your “at

home” preparation, and take a Microsoft Official Curriculum course for the class-
room experience. Choose the combination that you think works best for you.



Preparing to Deploy
Windows 7

he smaller the enterprise, the less formal and complex its software deployment process

tends to be. It is not unusual for a single team of administrators to be responsible for
the conception, planning, and execution of an entire workstation deployment in a small to
medium-size company. When the team consists of individuals who work together every day,
collaboration and communication are relatively simple matters; the whole group can easily
gather to report their progress to their managers.

Take, for example, the process of designing image files, as covered in Chapter 3, “Creating
and Managing System Images.” For a small network, administrators can address easily issues
such as how many images to create and of what type. Factors affecting these decisions, such
as the number of client roles required, are manageable, and all of the people involved in the
imaging process are likely to be available for consultation.

For a large enterprise, however, this same image creation process can be enormously
complex. A company with thousands of users and dozens of offices around the world
might require hundreds of image files that support a great many client roles, each in
multiple languages. The team needed just to create and manage these image files could
be far larger than the entire deployment team for a small company.

Lesson 1 of this chapter examines the entire Windows 7 deployment process, from
planning to execution to retirement. Lesson 2 discusses how to gather the information
you might need at the commencement of such a process.

Exam objectives in this chapter:

This chapter provides a high-level overview of the Windows 7 workstation life cycle and
describes how to gather the information you need to deploy and support Windows 7 in an
enterprise environment. You might therefore say that Chapter 1 covers all of the 70-686
exam objectives in general and none of them in particular.

Lessons in this chapter:
= Lesson 1: Understanding the Windows 7 Deployment Life Cycle 3

= Lesson 2: Gathering Upgrade Information 23



Before You Begin

Although this training kit is dedicated largely to the process of deploying Windows 7, most
of the tools involved in the deployment process can run on other operating systems as well.
To install and run Microsoft Assessment And Planning (MAP) Toolkit 5.0, described in this
chapter, you must have the following:

m A computer running Windows 7, Windows Vista, Windows XP SP2, Windows Server 2008 R2,
Windows Server 2008, or Windows Server 2003 R2, with all available updates installed.

m  Microsoft .NET Framework 3.5 SP1.

®m  Microsoft Office Word 2007 or Word 2003 SP2.
m  Microsoft Office Excel 2007 or Excel 2003 SP2.
m  Microsoft Office PowerPoint 2007.

®m  Microsoft Office Primary Interop Assemblies for Word and Excel.

REAL WORLD

Craig Zacker

I\/I ass deployments of new operating systems or applications often have reper-
cussions that haunt you long after all of the immediate technical problems
are resolved. IT people are naturally inclined to dwell on the technical aspects of the
deployment process; they might have to work hard to provide adequate consider-
ation for its other aspects, such as approval by nontechnical managers, end-user
training, and budgetary issues.

A company | once worked for decided to replace its existing e-mail client with a com-
prehensive groupware platform that, our new IT director insisted, would revolutionize
the company’s workflow and increase productivity across the board. The planning for
the deployment, spearheaded by the director, was rushed, but the project proceeded
on time and on budget. On the appointed morning, an army of IT staffers, with tem-
porary reinforcements, flooded into the office, displacing users from their computers
so that they could install the new application.

Unfortunately, the application deployment plan had omitted the real object of the
exercise: to give the application’s users a better work tool. With no training, no
documentation, and virtually no help, everyone in the company had to muddle their
way through learning to use a new e-mail client that was utterly different from any
they had used before. Rather than increase productivity, the deployment slowed the
work of many users for weeks. Before any palpable improvement was realized, the
company had to pay for a series of expensive visits from several per diem consultants.

The project needed a much longer planning phase and a much wider base of advisors
and contributors, including end-users and their supervisors. Additional time spent
planning is rarely wasted and should include input from all concerned parties.

Preparing to Deploy Windows 7



Lesson 1: Understanding the Windows 7 Deployment
Life Cycle

The bulk of this training kit is devoted to the process by which Windows 7 desktop adminis-
trators design a workstation deployment on an enterprise network. Subsequent chapters in
this book discuss the processes by which administrators design and create image files, decide
on a baseline client configuration, package applications, and select a deployment strategy.
The primary tool for designing and implementing mass Windows 7 deployments is Microsoft
Deployment Toolkit 2010. However, depending on the size and complexity of the network,
the processes listed here can be but a small part of the overall deployment process.

After this lesson, you will be able to:
= Understand the phases involved in a large scale deployment of Windows 7
workstations.

= Review the life cycle of a Windows 7 workstation.

Estimated lesson time: 90 minutes

Scaling the Deployment Process

How many people do we need for the image team? Should they be centrally located or
distributed around the world? Who is going to evaluate the client roles required for each
branch office? Where should we create and update the image files? These are just a few of
the hundreds of questions that go beyond the scope of the imaging process as described in
this training kit. What's more, in a large enterprise deployment, administrators must discuss,
codify, and document the answers to these questions, not just handle them informally as the
project proceeds, as is often possible in a smaller enterprise.

Image design and creation is just one part of a lengthy and complicated workstation
deployment process. Windows 7 desktop administrators involved in a large-scale deployment
must understand that they are part of a much larger and farther-reaching process than they
might imagine. The deployment process begins long before they design and create their first
image file and ends long after they complete the final workstation installations.

Viewing the Highest Level

The tools and documentation included in Microsoft Deployment Toolkit (MDT) 2010 cover
the basic tasks of the Windows 7 workstation deployment process. Deployment Workbench,
the primary MDT 2010 tool, is shown in Figure 1-1. The deployment process includes such
hands-on tasks as building a reference computer, capturing image files from it, and deploying
those image files to the target workstations on the network. However, these tasks are just a
subset of the entire enterprise deployment process.

Lesson 1: Understanding the Windows 7 Deployment Life Cycle
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FIGURE 1-1 The Deployment Workbench tool from Microsoft Deployment Toolkit 2010

When Windows 7 desktop administrators take part in a large-scale workstation deploy-
ment, they are often required to devote themselves primarily to the technical details of the
project, or possibly the details of one small part of the project. For this reason, they often
lose sight of the big picture—the high-level conception, planning, and supervision that
make a large IT project possible.

In previous MDT versions, including MDT 2008, the documentation supplied with the
package included a “Planning Guide,” a series of job aids, and other documents that defined
the place of the MDT deployment process within the bigger picture of an IT service life cycle.
However, beginning with MDT 2008 Update 1, Microsoft removed this high-level documenta-
tion from the MDT package, in an effort to streamline what was already a document-heavy
product.

This was a reasonable decision because the inclusion of the “Planning Guide” and other doc-
uments implied that every MDT deployment required a massive organizational effort, which is
simply not the case. Therefore, instead of including this documentation in MDT 2010, Microsoft
refers administrators to the original source for this high-level information: the Microsoft Operations
Framework (MOF), the current version of which is MOF 4.0.
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MORE INFO COMPARING MOF VERSIONS

For those familiar with the “Planning Guide” and other MOF-derived documents pro-
vided in MDT 2008, be aware that these documents are based on Microsoft Operations
Framework 3.0. Compared to MOF 3.0, version 4.0 expands the scope of its guidance
beyond operations to cover the entire IT service life cycle.

There are also substantial changes in the organization and nomenclature of the framework.
For example, MOF 3.0 divides the IT service life cycle into four units that it calls quadrants,
while MOF 4.0 defines three elements, known as phases. The “Microsoft Operations
Framework Foundations” document (version 2.5, included as part of the MOF 4.0 IT Pro
Quick Start Kit) includes a detailed discussion of the differences between MOF 3.0 and
MOF 4.0, as well as a table that maps the 3.0 elements onto their 4.0 counterparts.

Microsoft also documents the MDT deployment process using the Microsoft Solutions
Framework (MSF), a set of documents designed to guide the software development process,
but which are also applicable to other IT projects, such as large-scale workstation deployments.

MORE INFO DOWNLOADING MOF 4.0

The core Microsoft Operations Framework 4.0 package, plus a number of updates and
ancillary documents, is available free of charge from the Microsoft Download Center at
http://www.microsoft.com/downloads/details.aspx?Familyld=457ED61D-27B8-49D1-BACA-
B175E8F54C0C&displaylang=en.

Introducing the MOF

The goal of MOF 4.0 is to define the entire life cycle of an IT service, beginning from the initial
recognition of a need, proceeding through the planning, building, and deployment processes,
and culminating in operation and finally retirement. The basic structure of the life cycle, as
illustrated in Figure 1-2, consists of three distinct phases: Plan, Deliver, and Operate, all of
which are figuratively surrounded by—and answerable to—a Manage layer.
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FIGURE 1-2 The phases of the MOF life cycle

The three phases are defined as follows:

m Plan The Plan phase refers not to specific IT service deployment plans but to a general-
ized understanding between the IT department and the business management elements
of the organization. The object is for these two elements to reach an understanding
about how IT services will support the business, how the reliability of IT services will be
managed, ensured, and supervised, and what financial structure will support the organi-
zation’s IT strategy.

m Deliver The Deliver phase encompasses the actual conception, planning, implemen-
tation, testing, and deployment of IT services. The MDT 2010 deployment process
occurs primarily in the Deliver phase.

m Operate The Operate phase defines the procedures that ensure the stable operation,
maintenance, and support of the deployed IT services. This phase also includes the
eventual retirement of IT services at the end of their life cycles.

Using Service Management Functions

These phases are described in a series of white papers called service management functions
(SMFs), each of which defines processes and activities for a specific aspect of each phase, as well
as the roles of the people who perform them. Table 1-1 lays out the SMFs for the Plan phase.

TABLE 1-1 Service Management Functions for the MOF Plan Phase

SMF PURPOSE

Business/IT To recognize the needs of the organization and define a portfolio of IT
Alignment services that address those needs

Reliability To establish performance standards for IT services that meet the orga-

nization's requirements for service availability, continuity, capacity, and
data integrity
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SMF

PURPOSE

Policy

Financial
Management

To define a set of policies for IT services that meet the organization'’s
requirements in matters of security, privacy, and appropriate use

To estimate, optimize, and account for the costs involved in delivering IT
services throughout their life cycles

Table 1-2 describes the SMFs for the Deliver phase.

TABLE 1-2 Service Management Functions for the MOF Deliver Phase

SMF

PURPOSE

Envision

Project

Planning

Build

Stabilize

Deploy

To conceptualize a solution to a particular need of the organization in the
form of an IT service and define the scope and potential risks involved in
implementing the project

To create a project plan that specifies the design and features of an IT
service that addresses the stated needs of the organization and is agree-
able to all stakeholders involved in the project

To implement an actual solution that meets the specifications defined in
the project plan and the expectations and requirements of all the stake-
holders involved in the project

To fully test the solution, using laboratory or pilot deployments, and
resolve any issues exposed by this testing so as to create a high-quality
solution that fully meets the specifications defined in the project plan

To implement the solution in a production environment in a manner that
fully meets the expectations of all stakeholders in the project, as well as
to smoothly transfer responsibility for the service from the project team
to the operations and support personnel

MORE INFO MOF AND THE MICROSOFT SOLUTIONS FRAMEWORK

The SMFs of the Deliver phase, as well as the Operations SMF from the Operate phase, are
largely derived from the Microsoft Solutions Framework (MSF) process model. MSF is a
collection of documents that are primarily intended to govern database and application

development projects but are adaptable to other large scale IT projects as well, such as

workstation deployments. Unlike MOF, the MSF documents do not attempt to cover the

entire life cycle of an IT service, just the tasks involved in envisioning, planning, develop-

ing, stabilizing, and deploying the application or service. For more information on MSF and
to download the component documents, see http://www.microsoft.com/downloads/details.
aspx?familyid=A71AC896-1D28-45A4-880C-8B0CC8265C63&displaylang=en.
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Table 1-3 describes the SMFs for the Operate phase.

TABLE 1-3 Service Management Functions for the MOF Operate Phase

SMF PURPOSE

Operations To define the procedures needed to operate IT services while minimizing
down time and maximizing efficiency

Service To observe the ongoing health of IT services, anticipate potential prob-

Monitoring lems, and take proactive steps to minimize the impact of those problems

and Control should they occur

Customer To provide efficient and positive assistance to users of IT services, and

Service address all complaints and other issues raised by those users

Problem To predict potential problems and devise problem resolution procedures

Management  that generate workarounds and permanent solutions

The SMFs in Table 1-2 represent a sequence of procedures for a project in the Deliver
phase. In the Plan and Operate phases, however, the processes defined in the various SMFs
can in many cases occur simultaneously.

The Manage layer, which applies equally to all of the MOF life cycle phases, is designed to
create a decision making, risk management, and change management infrastructure that is
consistent throughout the life cycle of an IT service. The Manage layer too has its own SMFs,
as listed in Table 1-4.

TABLE 1-4 Service Management Functions for the MOF Manage Layer

SMF PURPOSE

Governance, To establish policies that delegate authority, accountability, and
Risk, and responsibility for the outcome of IT projects, assess the likelihood
Compliance and possible impacts of actions taken or not taken, and ensure that

everyone involved in a project is aware of and adheres to the policies
and regulations resulting from senior management decisions

Change and To manage project and service changes in a predictable and repeatable
Configuration ~ manner, while minimizing the risks inherent in those changes

Team To define the roles of all team members involved in an IT service life
cycle, including their responsibilities and accountabilities, and assign
those roles to specific individuals
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Management Reviews

Finally, the MOF life cycle model includes milestones in the form of periodic management
reviews that evaluate the current state of the project and signal its readiness to move for-
ward. These management reviews, and the phases with which they are associated, are listed
in Table 1-5.

TABLE 1-5 Management Reviews in the MOF Life Cycle

MANAGEMENT

REVIEW PHASE PURPOSE

Service Plan To evaluate a recognized need as having the potential to

Alignment become a new project and, if it is approved, initiate the
process of gathering information from management and
stakeholders

Portfolio Plan To evaluate the proposal for a new project and, if it is
approved, form a team, draft an initial project charter,
and signal the Deliver phase to commence

Project Plan Deliver To evaluate a completed project plan and, if it is approved,

Approved signal the commencement of the Build stage

Release Deliver To evaluate the results of the Stabilize process, confirm

Readiness the satisfactory completion of all laboratory testing and
pilot deployments, verify that the team has addressed
all issues arising during those processes, and signal the
readiness for the Deploy process to begin

Operational Operate To evaluate the current health of projects in the Operate

Health phase and, if necessary, modify the procedures estab-
lished during that phase

Policy and Manage To evaluate the current state of a service relative to the

Control policies established during the Governance, Risk, and

Compliance process and, if necessary, initiate changes to
the compliance mechanisms currently in place or to the
policies themselves

The phases of the MOF life cycle, along with their component SMFs and management
reviews, are shown in Figure 1-3.
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FIGURE 1-3 The phases of the MOF life cycle, with SMFs and management reviews

Placing an MDT Deployment in the MOF Life Cycle

The following scenario portrays the entire life cycle of a Windows 7 workstation deployment
in terms of the SMFs in the Microsoft Operations Framework, from the realization of a need
through deployment, and all the way to the ultimate retirement of the computers, sometime
in the future. An organization undertaking a large-scale Windows 7 workstation deployment
often has company-wide and IT-specific management policies already in place. This scenario
at times assumes the existence of these policies.

NOTE UNDERSTAND THE SMF SEQUENCE

As mentioned earlier, the Manage layer of the MOF life cycle applies equally to the Plan,
Deliver, and Operate phases, and its SMFs can appear (and reappear) almost anywhere
in the life cycle. In much the same way, the management reviews occur at various times
during the three phases.
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Realizing the Need

A. Datum Corporation is opening a new Genetic Research division, for which they have leased
an entire new office building. The new division must be operational by July 1 of the next year.
The process of outfitting the new division with everything they need is a huge undertaking, in-
volving virtually every one of the company'’s existing departments. The IT division is responsible
for satisfying the highly specific and specialized computing requirements of the new personnel,
one specification of which is the deployment of new workstations.

Management Review: Service Alignment

Largely a formality in this case, because the formation of the new division is already approved
and the new personnel must have computers and other equipment, the company manage-
ment officially recognizes the need for a workstation deployment, along with a variety of other
IT projects related to the rollout of the new division. The process of gathering the information
needed to begin the project from stakeholders, managers, and other personnel can begin.

The Plan Phase

The SMFs in the Plan phase, shown in Figure 1-4, encompass all of the currently operative IT
services and are therefore already in use. The following sections describe how the meetings
and practices generated by those SMFs apply to the workstation deployment.

Business/IT Alignment
Reliability

Policy

Financial Management

Portfolio

FIGURE 1-4 The Plan phase of the MOF life cycle
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GOVERNANCE-RISK-COMPLIANCE

The vice president responsible for the creation of the new division meets with the new
director of Genetic Research and the IT director, to discuss the extension of existing com-
pany governance, risk, and compliance (GRC) policies to encompass the new division and
the upcoming IT projects needed to support that division. Eventually, as the directors fill
positions and form teams in their divisions, additional managers and supervisors attend
the GRC meetings as well.

During these meetings, the vice president and the directors do the following:

m Establish a chain of command and define the responsibilities and accountabilities
of all personnel in supervisory positions, whether permanently or for the life of a
specific project.

m Discuss the possible consequences of failure to adhere to the policies and require-
ments defined by management, both in terms of project failures and personal
culpability, as wells as methods for minimizing the risk of such failures.

m Impress upon all supervisory personnel the need for compliance with established
policies throughout the enterprise.

GRC meetings, which actually constitute part of the Manage level, as shown in Figure 1-5,
continue at regular intervals throughout the life of the project.

« Governance,
Risk, and
Compliance

» Change and
Configuration

* Team

FIGURE 1-5 The Manage level of the MOF life cycle
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POLICY

The company already has policies in place that govern the nondisclosure of company
information, the privacy of employees’ personal information, and appropriate use of com-
pany computing facilities. However, the Genetic Research division will do classified work
for government agencies, which increases both the need for high security and the conse-
quences of noncompliance.

The vice president meets with the director of security and a government security con-
sultant to discuss the specialized policies that they need to prevent secret information from
leaking, both within and outside the company. In later meetings, the IT director is involved
to discuss the technical feasibility of some of the requirements. Among many other consider-
ations, the conferees decide that the new workstations must all have encrypted local storage
and biometric authentication capability.

These meetings produce a new policy addendum for the Genetic Research division and a
list of technical security requirements for the IT rollout, including the encryption and authen-
tication mechanisms for the new workstations.

RELIABILITY

The IT division already has policies and technologies in place to ensure high availability of
data and services, so the IT director meets with the Genetic Research director and a govern-
ment consultant to discuss whether the existing measures are sufficient for the new division.
They all approve the existing high availability technologies; the conferees agree to use the
same reliability plan as the rest of the enterprise.

BUSINESS/IT ALIGNMENT

The directors of Genetic Research and IT, along with various managers and representatives
from both divisions, meet to discuss, among other things, the workstation requirements for
the new division. The Genetic Research scientists will use many specialized software products
and also require computers that can work with microscopes and other scientific hardware
devices. The result is a service map that defines both the workstation requirements already
established by the company managers for existing users and the new division’s various types
of users. The service map for the workstation deployment consists of the following sections:

m Customers Lists the categories of users who require workstations

m Hardware Lists the basic hardware requirements for the workstations

m Applications Lists the types of applications that will run on the workstations

m Settings Lists specialized configuration settings that the workstations will need
m Services List the internal and external services that the workstation will access

These are highly general specifications, intended to provide only the most basic estimation
of the requirements.

Lesson 1: Understanding the Windows 7 Deployment Life Cycle
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CHANGE AND CONFIGURATION

The service map for the Genetic Research workstations is substantially different from that for
the typical A. Datum user workstation. For this reason, the documents that the IT director
submits to the financial and management teams include a Request For Change (RFC), which lists
the reasons why these workstations differ from the company standard and why they cost more.

FINANCIAL MANAGEMENT

IT people meet with the financial team and, using a previous workstation deployment as a
guide, create a budget model that reflects cost changes since the earlier project and the special
requirements of the Genetic Research division users.

MANAGEMENT REVIEW: PORTFOLIO

The IT director assembles the various documents defining the criteria for the workstation deploy-
ment and into a project proposal. The management team decides that the proposed project
meets the company’s business and financial requirements, as well as those of the prospective
customers—the Genetic Research division—and approves the proposal, allowing the project
to proceed to the Deliver phase.

TEAM

The IT director, in cooperation with the rest of the management team and the Genetic
Research director, creates a roster for the team that will manage the workstation deployment
project. The roster defines the duties and responsibilities of the various team members.
The managers then select individuals to fill the roles and hand the workstation deployment
project off to the new team.

The Deliver Phase

After the project enters the Deliver phase, as shown in Figure 1-6, the tasks defined in the
SMFs correspond to the basic stages of the deployment process, as defined in MDT 2010.

» Envision
Project Planning

o
Ky
N
o

Build
« Stabilize
* Deploy

FIGURE 1-6 The Deliver phase of the MOF life cycle
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ENVISIONING THE GOALS

The process of envisioning the goals of the workstation deployment project actually began
during the Plan phase, with the stipulations documented during the Policy, Reliability, and
Business/IT Alignment meetings. However, these stipulations were basic premises: high-level
observations that enabled the management team to create a project proposal. The Envision
SMF calls for a more detailed analysis of the business requirements that the new workstations
for the Genetic Research division must satisfy.

For this particular workstation deployment project, the envisioning process produces a
list of user types in the new division and an inventory of the tasks that users of each type are
required to perform using their workstations. With this information, the IT personnel on the
project team can begin to determine the exact hardware and software requirements for each
workstation. This information goes into a vision/scope document that defines in detail the
overall goals of the project.

During the envisioning process, the project management team begins defining the roles
for the project delivery team—the individuals who will be responsible for planning, building,
testing, and deploying the new workstations. Each of these tasks of the Deliver phase requires
its own team; each of these is a subgroup of the overall project delivery team. Although it is
not necessary to name all members of the team at this point, the project managers install the
core team members. These include the individuals who will lead each of the subgroups and
other people who begin to work immediately on the planning process and the construction
of the test laboratory.

PROJECT PLANNING

With the vision/scope document in hand, the project delivery team can begin to plot the
entire deployment process in detail. Their goals are to decide what to build, how to build it,
and who will build it.

As part of their process, the team performs the following tasks:

m  Evaluate hardware and software products and technologies

m Create a functional specification for the new workstations

m Define the individual processes involved in the remaining stages of the Deliver phase
m Designate subordinate groups to create individual process plans

m Create a master schedule for the remaining stages of the Deliver phase

= Combine the individual process plans into a master project plan for management
review

For this deployment, many of the requirements established during the Plan phase and the
Envision process are highly specific. The users in the Genetic Research division require specialized
hardware and software tools, and building their workstations is primarily a matter of creating
an efficient and workable environment for those tools. The product evaluation process consists
largely of evaluating the system requirements for the tools that various types of users require
and outfitting the workstations with appropriate components to accommodate them.

Lesson 1: Understanding the Windows 7 Deployment Life Cycle
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For the functional specification, the team evaluates the business requirements established
during the Plan phase, as well as the requirements of the various types of users they must
support. With this information, they design three separate workstation hardware/software
configurations. For each configuration, the functional specification provides a complete and
detailed description of the workstation's hardware, software, and configuration settings.
This functional specification is the key document that guides the rest of the Deliver phase;
it tells the Build team what to build, the Stabilize team what to test, and the Deploy team
what to deploy.

IMPORTANT FUNCTIONAL SPECIFICATIONS AND VERSION CONTROL

After all of the stakeholders in the project approve the functional specification, the
management accepts the document and places it under version control. The functional
specification will probably require changes before the deployment is complete, but the
version control mechanism tracks all of the changes made to the document and requires
stakeholder approval before it allows anyone to make changes.

With the functional specification completed, the managers of the planning team assign
teams to create detailed plans for the following elements of the Deliver phase:

®m Imaging This plan specifies how many images the team will create, how they will
create them, and how the operations team will manage them in the future.

m Applications This plan indicates the applications that the workstations will run and
how to deploy them.

m Configuration This plan specifies the configuration settings that the team will deploy
on the workstations, both for the operating system and for applications.

m Testing This plan sets a testing regimen for the workstations, which includes building
a laboratory and executing pilot deployments.

m Deployment This plan describes how the team will deploy the images to the work-
stations and ready them for use.

After the planning subgroups complete their individual plans, the project delivery team

assembles them into a single master plan and draws up a master schedule that accounts for
all of the remaining tasks in the Deliver phase.

MANAGEMENT REVIEW: PROJECT PLAN APPROVED

The project delivery team submits the functional specification, the master plan, and the
master schedule to the management team for review. After the management team approves
these documents, the Build stage of the Deliver phase can begin.

BUILD

In the Build stage, the various delivery teams use all of the planning completed this far to
realize a physical product and prepare it for final deployment. The IT management places the
order for the new workstation computers immediately after the approval of the project plan.
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The vendor is able to supply the computers with the exact hardware listed in the functional
specification, so the build teams are responsible only for installing and configuring the oper-
ating system and the applications on each computer.

During the Build process, the teams created during the Project Planning stage might work
together or separately. For example, the configuration and applications teams initially
work together to create a viable workstation environment, according to the requirements
stated in the master plan. This process must be near to completion before the imaging team
can start creating and working with the actual images they eventually deploy. However, the
imaging team members are also busy evaluating and selecting the tools they will use to
create the images during the deployment, as well as the tools that the support personnel
will use to maintain the workstations during the Operate phase of the life cycle.

Meanwhile, the testing team is preparing the laboratory environment that is required for
the Stabilize phase. In a workstation deployment such as this, the lab computers also function
as the reference computers for the creation of the actual deployment images, so the lab must
duplicate the production workstation environment precisely. The testing team is also busy
planning two pilot deployments, which involves the selection of appropriate users and the
development of reporting and documentation procedures.

Documentation is a major concern throughout the Build stage, as it will be during the
Stabilize and Deploy stages. To adequately support the workstations later, during the Operate
phase, a complete documentation of the build process is required, as is a full record of the
three final workstation configurations.

STABILIZE

The Build stage culminates in the creation of images that are nearly ready for deployment
on the workstations, and the design of the process the team will use for the actual produc-
tion deployment. But a team must first test both of these elements, in the lab and then

in a pilot deployment. The testing team begins designing and constructing the laboratory
during Project Planning stage, to be sure they have the necessary infrastructure to develop
and create the workstation image files and to duplicate as closely as possible the actual
working environment of the new workstations.

The IT division sets up a workroom that is equipped with the same network infrastructure
used throughout the company, including its own servers, which they can isolate from the rest
of the network for testing purposes. The testing team installs several of the new workstations
intended for the Genetic Research division in this room. Because of the special requirements
documented in the plan, the testers also take delivery of some of the scanning and microscopy
equipment that the new users require. To help install, configure, and test the scientific equip-
ment, the manufacturers have sent two technicians to A. Datum; the suppliers’ technicians will
function as adjuncts to the testing team.

The Build and the Stabilize stages of the Deliver phase are not sequential; many of their
activities occur simultaneously, and it often seems that the two teams are actually functioning
as one. As the builders generate interim versions of their image files, the testers deploy them
in the lab and begin documenting issues for consideration in future builds.

Lesson 1: Understanding the Windows 7 Deployment Life Cycle
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After the two teams have generated images that are feature complete, the testing team
performs pilot deployments to evaluate them further. Because the actual Genetic Research
division is not operational yet, standard pilot deployments in the live environment are not
possible. Therefore, the team plans two pilot deployments that they hope will simulate the live
environment as closely as possible. The first uses a selected group of users in other divisions,
and concentrates on testing general business requirements, such as security mechanisms. The
second pilot deployment uses a group of Genetic Research division new hires, who the company
is bringing in before the division launch especially for this testing. This pilot concentrates on the
specialized scientific applications and hardware that require experienced users.

Both pilot deployments emulate real-world use in an attempt to expose any flaws in the
plan or its implementation. The building and testing teams work together to assess, triage, and
debug any problems that arise. During this stage, it might be necessary to revise the functional
specification, the master plan, or the master schedule. If this is the case, all of the project’s
stakeholders must approve these revisions before they are adopted.

MANAGEMENT REVIEW: RELEASE READINESS

At the conclusion of the Stabilize process, the management team reviews all of the documen-
tation generated during the testing and debugging processes. When team members conclude
that the workstation environments are stable and meet all of the requirements set down in the
master plan, they sign off on the build, signaling that the Deploy stage can begin.

DEPLOY

The deployment process has been carefully plotted during the Project Planning stage, and it
has been tested during the Stabilize stage. Now, the live production deployment can begin with
the installation of the workstations and other required hardware in the new site for the Genetic
Research division. Other IT teams have already completed their own projects, to provide the
division with the network infrastructure and other resources it will need to operate.

A hardware installation team first unpacks and assembles the new computers on site,
testing them for basic functionality. The hardware order included spares, so the team can
immediately swap out any computers that are nonfunctional on arrival.

With the hardware in place, the deployment team can begin the process of installing
the completed image files on the workstations. Although the Stabilize process is formally
ended, testing continues during the deployment because there are always variables that
cannot be duplicated in the lab. Most of the issues that arise during the deployment likely
concern the specialized scientific equipment, and it is prudent for the manufacturers to
send technicians to the site. To take advantage of the technicians’ presence, several of the
operations team members participate in the sessions as well because they will likely have to
service the equipment later.

The Deploy stage concludes with the installation of all of the planned workstations, fulfill-
ment of all planned requirements, and the satisfaction of all stakeholders involved, including
management, IT, and end users. The life cycle now proceeds from the Deliver phase to the
Operate phase, with responsibility for the workstations passing to the operations teams.
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The Operate Phase

The completion of the workstation deployments signals the beginning of the life cycle's
Operate phase, as shown in Figure 1-7. The Operate phase is the culmination of the two
phases that preceded it. The Plan phase was concerned with what workstations to build,
and the Deliver phase with the process of building them. The Operate phase is all about
keeping the workstations running smoothly after they are built.

Operational
Health

 Operations %
« Service Monitoring o«
and Control '8?
« Customer Service )“5
 Problem Management

FIGURE 1-7 The Operate phase of the MOF life cycle

Responsibility for the workstations now passes to the operate teams, many members of
which are individuals who participated in the Deploy phase. The SMFs for the Operate phase
all occur concurrently, with each one defining tasks and services that the workstations will use
at various times throughout their operational lives.

OPERATIONS

The initial part of the Operations stage is devoted to acceptance testing, the process by which
the Operate team evaluates the work of the Deliver team and declares the workstations ready
to pass into their care. This process is largely a formality, because many of the IT workers are
members of both teams, and the two teams have already been working together in any case.

The remainder of the Operations stage is devoted to defining the regular maintenance tasks
that will keep the workstations running smoothly. In many respects, the maintenance for the
Genetic Research workstations is no different from that for the other computers at A. Datum, and
the team was able to use the existing operational work instructions with only a few modifications.

These instructions describe the periodic maintenance tasks for the workstations, such as
backups, drive defragmentations, and software updates, as well as contingency plans for
unforeseen events, such as virus infections, drive failures, and other disasters.

The management team has decided that the specialized scientific equipment falls outside
the purview of the IT operations team. The IT team will service issues related to the equipment
interface, but the Genetic Research division will provide its own support for the devices them-
selves, and deal with the manufacturers directly, when necessary.

Lesson 1: Understanding the Windows 7 Deployment Life Cycle
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SERVICE MONITORING AND CONTROL

Service Monitoring and Control covers the process by which the IT division tracks the ongoing
performance of the Genetic Research workstations and takes action when conditions warrant

it. The IT staff already has performance monitoring, security auditing, and antivirus policies in
place for the existing network, and they extend these policies to include the Genetic Research
division as well.

Because of the classified work the new division will be performing, however, these policies
will require some modifications, and the management team establishes a new operational
security team specifically for this purpose. This team is responsible for extending these policies
as needed and seeing to it that the government security requirements for the Genetic Research
division's work—which change frequently—are always met.

MANAGEMENT REVIEW: POLICY AND CONTROL

Beginning several months after the launch of the Genetic Research division, and each quarter
thereafter, the management team meets to evaluate how well the workstations are complying
with the policies and requirements defined during the Plan phase. Toward this end, the IT direc-
tor provides the conferees with performance summaries, auditing reports, and a list of policy
violations that have occurred. The vice president of Genetic Research supplies a list of changes to
the government security requirements that are due to go into effect during the next quarter.

None of the policy violations that occurred were severe, and none of the other records
point to any major policy compliance problems. The IT directory takes receipt of the new
security requirements and calls a meeting of the policy team to discuss modifications to the
Genetic Research workstation configurations.

CUSTOMER SERVICE

In this project, the “customers” are the users of the workstations in the Genetic Research
division. The Customer Service process defines the interface between these users and the IT
division, which is the standard help desk provided to all of A. Datum'’s computer users. The
process by which the help desk personnel work with the Genetic Research users will be largely
the same as for the other users in the company. The operations team updates the help desk
technical support database with the functional specification for the Genetic Research work-
stations, as well as documentation for the specialized hardware and applications they use and
the troubleshooting records generated during the Stabilize phase.

PROBLEM MANAGEMENT

The Problem Management service deals with issues that are beyond the scope of the help
desk resources defined in the Customer Service process. These are typically problems that
go beyond user error and transient service outages, reflecting instead incidents that cause a
significant reduction or interruption of workstation performance.
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Although the MOF classifies Problem Management as part of the Operation phase, the
skills and procedures it requires are equally applicable to the Plan and Deliver phases. In fact,
at A. Datum, most of the same individuals who handled complex problems during the earlier
phases are now doing so as part of the Operate team. When the help desk personnel escalate
an issue, the problem management team becomes responsible for performing an indepen-
dent investigation, researching the problem, and developing a workaround or a resolution—
whether proactive or reactive.

As with all other stages in the life cycle, documentation is a key part of the problem manage-
ment process, so that in the future, others can benefit from the team’s experiences.

MANAGEMENT REVIEW: OPERATIONAL HEALTH

Every quarter, the IT director holds an operational health review with the IT division managers
and the heads of the company’s other divisions. The purpose of the meeting is to assess cus-
tomer satisfaction with all of the services the IT division provides. It is this meeting that decides
when a change to an IT service is needed, such as an upgrade to an application, modified
configuration settings, or a hardware replacement.

Three years after the launch of the Genetic Research division, the director of that division
expresses the dissatisfaction of her users with the performance of their workstations. Several
of their applications have been upgraded several times, and their system requirements have
increased. Discussion then begins regarding the possibility of retiring the existing workstations
and replacing them with new, upgraded models, thus signaling the imminent end of one IT
service life cycle and the beginning of another.

Leading a Workstation Build Team

In this practice, you take on a supervisory role in one stage of a workstation deployment
project and use SMFs from Microsoft Operations Framework 4.0 to assemble your team and
plan your course of action.

EXERCISE 1 Assembling a Stabilization Team

Wingtip Toys is expanding their sales operation and plans to open a new call center, which
requires 100 new Windows 7 workstations. At the latest deployment project planning session,
the IT director placed you in charge of the stabilization team responsible for testing the
new workstations prior to their deployment on the production network. To help you orga-
nize and lead the workstation stabilization effort, the IT director suggests that you read the
Stabilize SMF from Microsoft Operations Framework 4.0. This document is available online
at http://technet.microsoft.com/en-us/library/cc543320.aspx.

The call center users have a limited set of tasks that they are required to perform, so their
workstations are relatively simple. All of their database entry screens are exposed through
Microsoft Internet Explorer, and the users do not require Microsoft Office or any other out-
side applications. To keep the users focused, the functional specification for the workstations
calls for a limited interface, locking the users out of the Windows 7 features they do not need.
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As the leader of the stabilization team, you function as Solution Manager and Program
Manager, responsible for designing, scheduling, and overseeing the entire workstation testing
process. The IT director is allowing you to recruit six additional persons for your team, who
can come from the IT division or any other department in the company.

To complete this exercise, create a roster of your proposed team members by using
the Stabilize SMF for guidance. Your roster should specify the departments your team
members come from, the skills they need, their roles, and their responsibilities during the
stabilization effort.

EXERCISE 2 Planning the Stabilization Process

The stabilization effort begins as soon as the build team delivers their first feature-complete
workstation configuration. To complete this exercise, create a high-level outline listing the
basic steps of your proposed testing process and the team members involved in each step,
beginning with your team'’s receipt of the initial workstation build and culminating in the
release readiness management review. The stabilization process should include both lab
testing and at least one pilot deployment, as described in the Stabilize SMF.

Lesson Summary

m The goal of Microsoft Operations Framework 4.0 is to define the entire life cycle of
an IT service, beginning from the initial recognition of a need, proceeding through
the planning, building, and deployment processes, and culminating in operation and
finally retirement.

m MOF 4.0 divides the life cycle of an IT service into three phases: Plan, Deliver, and
Operate, all of which are surrounded by a Manage level.

m The MOF 4.0 phases consist of a series of white papers called service management
functions (SMFs), each of which defines processes and activities for a specific aspect
of each phase, and the roles of the people who perform them.

m The MOF 4.0 life cycle model includes milestones in the form of periodic management
reviews that evaluate the current state of the project and signal its readiness to move
forward.

Lesson Review

You can use the following questions to test your knowledge of the information in Lesson 1,
“Understanding the Windows 7 Deployment Life Cycle.” The questions are also available on
the companion CD if you prefer to review them in electronic form.

NOTE ANSWERS

Answers to these questions and explanations of why each answer choice is correct or
incorrect are located in the “Answers” section at the end of the book.
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1. Which of the phases in the MOF 4.0 life cycle contains stages that run sequentially,
and not concurrently?

A. The Plan phase

B. The Deliver phase

C. The Operate phase
D. The Manage Level

2.  Which of the following SMFs is concerned primarily with security, privacy, and
appropriate use?

A. Governance, Risk, and Compliance
B. Business/IT Alignment

C. Policy

D. Change and Configuration

3. The majority of the tasks involved in a Microsoft Deployment Toolkit 2010 deployment
project occur during which phase of the MOF 4.0 life cycle?

A. The Plan phase

B. The Deliver phase
C. The Operate phase
D. The Manage level

Lesson 2: Gathering Upgrade Information

Deploying Windows 7 on a fleet of brand new workstations is a complex undertaking, to

be sure, but the process is complicated further when you are deploying Windows 7 on an
existing group of hundreds or even thousands of workstations in an enterprise network
environment. Before you can even begin to plan the deployment project, you must gather
information about the existing computers so that you can determine what preliminary steps
are necessary before they can run Windows 7.

For such a project to be worth the investment, the benefits of the new operating system
must exceed—or at least balance—the outlay. Before even beginning to study the benefits
versus outlay equation, an organization must know exactly what the outlay is. Decision
makers must assess what they currently have in terms of hardware, software, and perfor-
mance, and compare it with what they need. Some of the questions that are likely to arise
at this time include the following:

m Do the existing workstations have the hardware required to run the new operating
system?

= Will the new operating system improve performance, and if so, how much?

Lesson 2: Gathering Upgrade Information
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In Lesson 1, you might have noticed that issues like these first come up in the Plan phase,
quite early in the MOF 4.0 life cycle. Some of the earliest tasks for an IT department in a
Windows 7 deployment are feasibility studies, as discussed in the following sections.

After this lesson, you will be able to:

= List the various tools you can use to compile a hardware inventory for your
workstations.

= Create a workstation performance baseline using Performance Monitor.

Estimated lesson time: 60 minutes

Compiling a Workstation Hardware Inventory

When you consider these basic questions—what hardware does the new software require?
and do our workstations meet those requirements?—you are likely to find the first question
is easy because the Windows 7 system requirements are readily available on the Microsoft
Web site. But the second can pose a problem.

In the IT manager’s idea of a perfect world, all of the organization's workstations are iden-
tical: the same model computer with the same hardware inside, a single operating system,
and application configuration throughout the enterprise. Of course, most of these managers
know that this is a dream that very seldom comes true.

Companies rarely buy all of their workstations at once. They typically buy computers in lots
from large vendors or manufacturers. Even if they buy from the same vendor every time, models
and supply situations change so quickly that the computers they purchase today are likely to
have substantially different components than those they bought only a few months ago.

IT managers also must consider the practices of maintenance and support. When a work-
station hard disk fails, an IT person might replace it with a different model the team happens
to have on hand. When a department adopts a new application, workstations might need
installations of extra memory to support it. The designers in the Marketing department might
require high-end graphics adapters in their workstations. The result is a fleet of workstations
with widely varying hardware and software configurations. A dedicated and disciplined IT
staff might keep careful records of these modifications, but in a busy department, the docu-
mentation often is deferred, delayed, or forgotten altogether.
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REAL WORLD

Craig Zacker

S ome organizations run a “tight ship,” as far as IT considerations are concerned,
maintaining rigorous control over workstation configurations and preventing
users from installing or modifying any software or hardware themselves. Other
organizations are considerably more casual. | once worked in the technical support
department for a small, but rapidly growing, software company full of inveterate
tinkerers.

Our computer cases were always open, and we were constantly swapping out hard
drives and memory sticks, installing beta software, and reconfiguring the operating
system. Any hardware or software inventory the IT department attempted to compile
would be outdated only a few hours after its completion.

This experimental atmosphere fostered an excellent learning environment for the
technical support staff, but it also led to chaos when the IT department wanted to
deploy a database application to track technical support incidents. The IT staffers who
arrived to install the application found half the workstations in various stages of dis-
assembly, and most of the others unready in other ways to support the new software.

This fiasco forced the management team to supply the technical support staff with
new production workstations that we were forbidden to modify in any way. The moral
of this story is that if your organization has highly skilled computer users who take
care of their own workstation support, the everyday burden on the IT staff might be
reduced, but large projects such as operating system upgrades might be considerably
more complicated.

Organizations considering a Windows 7 deployment might need to perform a detailed
inventory of the hardware in each existing workstation. A hardware inventory should include
the following information for each computer:

Processor type and speed

System memory

Number and capacities of hard disks
Amount of free hard disk space

Graphic adapter type

The ways to discover this information are discussed in the following sections. Which one
you choose depends on how many workstations you have to inventory, how much you can
afford to spend, and what other uses you might make of the inventory tool.
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Using the Manual Method

The simplest method for gathering workstation inventory information is, of course, to look at
each computer. You can open each computer case and look inside, but even then, it can be hard
to locate the information you need. Components are often not clearly marked on the outside,
and many computers pack them in so tightly that you would have to disassemble them to find
out, for example, the capacities of the hard disks. And even if you can determine the disk capaci-
ties in this way, you have no way of knowing how much free space there is on the disks without
starting the computer and manually checking free space as well.

This method is far too complicated if you have more than two or three workstations to
inventory. What you need is some sort of tool that produces a report listing the hardware
inside the computer.

Using System Information

All of the Windows operating systems have an application called System Information, which can
display extensive information about the hardware and software configuration of the local com-
puter or another computer on the network. System Information can provide all of the essential
inventory information listed earlier, and a great deal more. You can save the reported informa-
tion to a System Information file with an .nfo extension, for later access, or to a text file.

In Windows 7, Windows Vista, and Windows XP, System Information is accessible from
the Start menu, in the All Programs\Accessories\System Tools\ folder. Launching the program
displays a system summary for the local computer, as shown in Figure 1-8. This page includes
processor and memory information.

Dl
File Edt Wiew Help
Tterm | Walue |
B Hardware Resources | 05 Name Microsoft® Windows Vista™ Business
E-Components Version 6.0.6002 Service Pack 2 Build 6002
- Multimedia Other OS5 Description Mot Available
CD-ROM 05 Manufacturer Microsoft Corparation
Sound Device System Mame AISTAL
Bisplay System Manufacturer VYhware, Inc,
Infiared System Model Whware Virtual Platform
& Input Systemn Type ¥&6-based PC
o xjtjvaur:k Processor Intel(R) Xeon(R) CPU 3075 @ 2.66GHz, 2661 Mhz, 1 Core(s), 1 Logical ..
o ports BIOS Version/Date Phoenix Technologies LTD 6.00, 8/15/2008
- Storage SMEBIOS Version 24
Drives Windows Directory ChlWindows
Disks System Directory CAWindowshsystem3z
-5CST Boot Device \Device\HarddiskVolumel
-IDE Locale United States
Printing Hardware Abstraction Layer Wersion = "6.0.6002.18005"
Problem Devices User Mame ZACKERcraigz
Use Time Zone Eastern Daylight Time
- Software Ervironment | Installed Physical Memory (RAM) 1.00 GB
Total Physical Mernory 1.00 GB
Ayailable Physical Mernory 514 MB
Total Virtual Memory 225 GB
Available Virtual Memory 177 GB
Page File Space 129 GB
Page File Chpagefile.sys
Find what: | Firiel Close Find
[~ Search selected category only ™ Search category names only

FIGURE 1-8 The System Summary page in System Information
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The Components\Display\ page, shown in Figure 1-9, contains information about the

graphics adapter.

-Ioixd
File Edit View Help
Systern Summary (Z\8. Micro | Ttem | Walue |
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Infrared Driver Version 6.14.10.6683
- Input
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- Modern
Color Planes 1
> letwork Coler Table Entr 65536
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3 » Driver chwindowsisystem3vdriversiatizmtag.sys (6.14.10.6683, 1.90 ME (1,939,120 by..
Find what: I Fird Close Fing
[~ Search selected category only [~ Search category names only

FIGURE 1-9 The Components\Display\ page in System Information

The Storage\Drives\ page, shown in Figure 1-10, lists the hard disks in the system, their
capacities, and the amount of free space available. Selecting View\Remote Computer\ enables
you to connect to another system on the network and view its system information as well.

i
File Edit View Help
System Surnmary Tterm | Walue
[#- Hardware Resources Drive A
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CD-ROM Drive o
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FIGURE 1-10 The Storage\Drives\ page in System Information
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Although the System Information program provides the inventory information an IT techni-
cian needs to determine whether a workstation meets the system requirements for Windows 7,
the process of gathering and analyzing the information is slow, and for a large network, all but
unmanageable. The only way to store the workstation hardware inventory information in one
central location would be to create a repository yourself, manually, using a spreadsheet or simi-
lar program. The administrators of a medium or large enterprise network need a tool that can
gather hardware information from all of the computers on the network into a single interface.

Using Microsoft System Center Configuration Manager

Microsoft System Center Configuration Manager (SCCM) 2007 is a network management
application that, among many other capabilities, can perform an inventory of the hardware
and software in all of the computers on your network and store the information in a central-
ized database for later analysis. SCCM can also manage software updates, distribute software
packages, remotely administrator network computers, and deploy operating systems. In

fact, the Zero Touch Installation (ZTI) deployment process defined in Microsoft Deployment
Toolkit 2010 requires an SCCM infrastructure. For more information on using System Center
Configuration Manager 2007 to deploy Windows 7, see Chapter 6, “Designing a Windows 7
Client Deployment Strategy.”

SCCM is an excellent tool for creating a hardware inventory, but it is not a product that
you are likely to use solely for that purpose. First, it's an expensive product, requiring you to
purchase licenses for each server and client on your network. Second, installing, configuring,
and deploying SCCM requires a separate database server and the installation of client agents
on each workstation.

For assessing the current hardware configuration of your workstations, with an eye
toward a Windows 7 deployment, SCCM is almost overkill. The SCCM Hardware Inventory
Client Agent queries Windows Management Instrumentation (WMI) on the workstation,
enabling it to collect information on over 1,500 hardware properties and report it to the
SCCM site server.

Assuming that you have SCCM fully installed, enabling the Hardware Inventory Client
Agent on your workstations causes them to transmit inventory information to the site server
at regular intervals. You can then view the information by using Resource Explorer in the
SCCM 2007 Administrator Console.
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Using the Microsoft Assessment And Planning Toolkit 5.0

For an enterprise that has not invested in SCCM, you can choose other, simpler, options
for automating the process of compiling a hardware inventory. There are many third-party
products that can compile a workstation inventory, but the Microsoft Assessment And
Planning (MAP) Toolkit 5.0 is particularly well suited to this task.

NOTE DOWNLOADING MAP TOOLKIT 5.0

The MAP Toolkit 5.0 is available from the Microsoft Download Center at
http://www.microsoft.com/downloads/details.aspx?familyid=67240B76-3148-4E49-943D-
4D9EA7F77730.

One of the biggest advantages of the MAP Toolkit is that it does not require you to install
an agent or other client program on the computers you want to inventory. After you install
the program on a Windows server or workstation, it can scan the network and, by using Ac-
tive Directory Domain Services, IP addresses, or network broadcast messages, locate other
computers and query them for information about their hardware and software configura-
tions, as shown in Figure 1-11.

‘& Status @

The computer discovery, data inventory, analytics and assessment processes have completed,

Updates
Hardware Compatibility List: Completed
Reference Materials: Completed

Computer Discovery

IF addresses ko scan: 508
Identified by User: 1]
Failed to connect From previous inventory: 1]

Windows Management Instrumentation (WMI})

Connected to Successfully: & of 508
Failed to connect: 502 of 508
Assessment: Completed

Close

FIGURE 1-11 The Status display produced by MAP Toolkit 5.0 as it scans the network

EXAM TIP

The MAP Toolkit is not a full-featured network management tool, as SCCM 2007 is. Instead,
it is specifically designed to assess the readiness of workstations and servers for the instal-
lation of Windows 7, Windows Vista, Windows Server 2008 R2, or Windows Server 2008.
The program is relatively easy to install and use, and it's free.
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Like SCCM, the MAP Toolkit stores its inventory information in a Microsoft SQL Server
database, but unlike SCCM, it can use the free SQL Server 2005 Express Edition, which it
downloads and installs automatically during the setup process. The toolkit is scenario-
based, enabling you to specify how you want to use the inventory data. After the program
completes its client scan, it displays its results in the Microsoft Assessment And Planning
Toolkit console, as shown in Figure 1-12.

' Microsoft Assessment and Planning Toolkit E==EcE
File View Tools Help

Inventory and Assessment Windows Server 2008 R2 Readiness Summary Results

- Discovery and Readiness - w i
windows 7 Readiness = Inventory Summary
windows Server 2008 R2 Readiness Generate report/proposal
windows Vista Readiness Destription Compuker Count St assessment propertiss
windows Server 2008 i Inventoried client computers 1
Virtual Machine Discovery Inventoried servers 7
W.lndnws Server Roles F)ls[uvery Insufficient Data o
Microsoft SOL Server Discovery
Server Consolidation Total 8

= Readiness Summary Results

B Recommended System Requirements({1)
Minimum Sysiem Requiraments(4)

I Cannot run Windows Server 2008 R2(0)

B insufficient datai2)

i [ —— ‘Windows Server 2008 R2 Ready Camputers Count  Percentage
Recommended System Requi 3 1 14%
"/ Surveys MinimUm System Requirements 4 57%
1 ) Cannok: run Windows Server 2008 RZ [ 0%

P Reference Material
Insufficient Data 2 29%
[ —— i T

Ready | maps |

FIGURE 1-12 Readiness summary results, as displayed in the Microsoft Assessment And Planning Toolkit
console

Because it is designed specifically for Windows deployment scenarios, MAP Toolkit also
enables you to generate boilerplate reports and proposals, into which the program inserts
the inventory information it has gathered from the clients. A hardware assessment report
generated by the toolkit takes the form of an Excel spreadsheet containing the raw inventory
results, as shown in Figure 1-13.
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FIGURE 1-13 A hardware assessment report generated by the MAP Toolkit 5.0

¥ Quick Check

m  As a tool for collecting hardware inventory information from the computers on
your network, what are the two primary advantages of the MAP Toolkit 5.0?

Quick Check Answer

m The MAP Toolkit 5.0 requires no agents on the client computers, and it’s free.

Creating Workstation Performance Benchmarks

Workstation performance is another issue to consider when proposing a Windows 7 deploy-
ment. System administrators always hope that software upgrades result in performance
improvements, but that is not always the case. For example, a computer running Windows XP
might have sufficient system memory to run well, but after installing Windows 7 on that same
computer, the amount of memory might be barely adequate.

Generalized performance levels can be difficult to quantify, but if you are going to perform
any kind of comparison, you must establish a performance-level baseline on your workstations
before you do any test or pilot deployments. There are many third-party benchmarking tools
available, or you can use the Performance Monitor tool provided with all versions of Windows.
For network performance benchmarking, you can use a third-party product or download the
Microsoft protocol analyzer tool, Network Monitor.
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NOTE DOWNLOADING NETWORK MONITOR

Microsoft Network Monitor is available from the Microsoft Download Center at
http://www.microsoft.com/downloads/details.aspx?displaylang=en&FamilylD=983b941d-
06cb-4658-b7f6-3088333d062f.

To establish a performance baseline for a test workstation running Windows Vista by using
Reliability And Performance Monitor, you could create a data collector set that samples the
following performance counters for an extended period of time, as shown in Figure 1-14:

m  Processor (_Total): % Processor time

m Processor (_Total): Interrupts/sec

m System: Processor Queue Length

m Server Work Queues (0): Queue Length

m Memory: Page Faults/Sec

m Memory: Pages/Sec

m  Memory: Available Bytes

m Memory: Committed Bytes

m  Memory: Pool Nonpaged Bytes

m PhysicalDisk (_Total): Disk Bytes/sec

m  PhysicalDisk (_Total): Avg. Disk Bytes/Transfer

m  PhysicalDisk (_Total): Current Disk Queue Length
m  PhysicalDisk (_Total): % Disk Time

m LogicalDisk (_Total): % Free Space

m  Network Interface (All Instances): Bytes Total/sec
m  Network Interface (All Instances): Output Queue Length

m Server: Bytes Total/Sec

NOTE UNDERSTANDING PERFORMANCE COUNTER NOTATION

For each of the performance counters listed, the first term (before the colon) is the name of
the performance object in which the counter is located. The second term (after the colon)

is the name of the counter itself. A value in parentheses appearing after the performance
object name (immediately before the colon) is the instance of the counter.
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FIGURE 1-14 Baseline performance counter readings in Windows Vista

After installing Windows 7 on the workstation, you can then evaluate the computer’s
performance by creating the same data collector set and comparing the results with the
baseline you created earlier.

Benchmarking tools do not necessarily provide absolute measurements that are verifiably
accurate. However, they are usually consistent in their measurements. Whatever tools you
elect to use when establishing your performance benchmarks, make sure you use the same
ones in the same manner for all of your subsequent measurements.

MORE INFO USING PERFORMANCE MONITOR

For more detailed information on using Performance Monitor, see Chapter 13, “Monitoring
and Performance,” in MCTS Self-Paced Training Kit (Exam 70-680): Configuring Windows 7
by lan McLean and Orin Thomas (Microsoft Press, 2009).
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Using the Microsoft Assessment And Planning Toolkit 5.0

The Microsoft Assessment And Planning Toolkit 5.0 package is a single executable that checks
for a program’s prerequisites before installing the software and, if necessary, downloads and
installs SQL Server Express.

EXERCISE 1 Installing the MAP Toolkit

Microsoft provides the MAP Toolkit 5.0 free of charge, from the Microsoft Downloads Center.

1.

Open a browser window and, in the address box, type the following URL and press Enter:
http://www.microsoft.com/downloads/details.aspx?displaylang=en&FamilylD=
67240b76-3148-4e49-943d-4d9ea7f77730. The Microsoft Assessment And Planning
Toolkit download page appears.

Click the Download button for the Microsoft_Assessment_and_Planning_Toolkit_Setup.exe
file and save the file to a folder on your local drive.

Open Windows Explorer, then locate and run the file you downloaded. The Microsoft
Assessment And Planning Toolkit Setup Wizard appears.

If any of the prerequisites that the toolkit requires are missing, a Prerequisites Not
Found page appears. Click the links for the missing prerequisites for more information
or to download them. The installation will not proceed until the computer meets all of
the prerequisites.

After meeting the prerequisites, restart the installation process, and then accept the
terms of the license agreement and the default installation folder location.

On the SQL Server Express page, specify whether you want the program to download
SQL Server Express or install from previously downloaded files.

Accept the terms of the SQL Server Express license agreement and complete the
installation.

EXERCISE 2 Compiling an Inventory

To use the MAP Toolkit 5.0, you select one of the scenarios provided with the package.

1.

From the Start menu, open the Microsoft Assessment And Planning Toolkit. The
Microsoft Assessment And Planning Toolkit console appears and displays a Create
Or Select A Database To Use dialog box.

Specify a name for the database, and click OK.

Click the link for the Inventory And Assessment Wizard. The wizard appears, displaying
the Computer Discovery Methods page.
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Clear all of the check boxes except Scan An IP Address Range, and click Next. The Scan
An IP Address Range page appears.

Specify the Starting Address and Ending Address values for the range of addresses you
want to scan, and click Next. The WMI Credentials page appears.

Click New Account and, in the Inventory Account dialog box, specify the credentials for
the account the wizard will use to connect to the computers on your network. Then click
Save. You can create as many additional accounts as needed; the wizard will try each one
in turn for each computer. Then click Next. The Summary page appears.

Click Finish. The Status dialog box appears, updating as the wizard connects to the
computers it finds on the network.

Click Close, and then in the Microsoft Assessment And Planning Toolkit console, in
the scope (left) pane, expand the Discover And Readiness node and select Windows 7
Readiness. The results of the inventory appear in the detail (right) pane.

Lesson Summary

Before IT staff can begin to compare the benefits of a Windows 7 deployment with the
outlay required, they must assess what they currently have, and compare it with what
they need, in terms of hardware, software, and performance.

The most basic questions regarding any software installation are these: what hardware
does the new software require and do our workstations meet those requirements?

Organizations considering a Windows 7 deployment might need to perform a detailed
inventory of the hardware in each existing workstation. A hardware inventory should in-
clude, for each computer: processor type and speed, amount of system memory, number
and capacities of hard disks, amount of free hard disk space, and the graphic adapter type.

To inventory workstation hardware, you can examine each computer manually, use
the System Information tool, purchase System Center Configuration Manager 2007, or
download the Microsoft Assessment And Planning Toolkit 5.0.

If you are going to perform any kind of performance comparison on your workstations,
you must establish a performance-level baseline on your workstations before you do
any test or pilot deployments. Many third-party benchmarking tools are available, or
you can use the Performance Monitor tool provided with all versions of Windows.

Lesson 2: Gathering Upgrade Information
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Lesson Review

You can use the following questions to test your knowledge of the information in Lesson 2,
“Gathering Upgrade Information.” The questions are also available on the companion CD if

you prefer to review them in electronic form.

NOTE ANSWERS

Answers to these questions and explanations of why each answer choice is correct or

incorrect are located in the “Answers” section at the end of the book.

Which of the following hardware inventory tools is available as a free download from
Microsoft?

A. Performance Monitor

B. Microsoft Assessment And Planning Toolkit
C. System Center Configuration Manager 2007
D. System Information

Which of the following is NOT a valid reason to use the Microsoft Assessment And
Planning Toolkit to create a hardware inventory, rather than System Center Con-
figuration Manager 2007?

A. The MAP Toolkit does not require client agents.

B. The MAP Toolkit is free.

C. The MAP Toolkit can use SQL Server 2005 Express Edition.
D. The MAP Toolkit can perform ZTIl deployments.

Which of the following hardware specifications is necessary to determine whether a
workstation is capable of running Windows? (Choose all that apply.)

A. Amount of system memory
B. Number and type of network adapters
C. Amount of free hard disk space

D. Processor type and speed
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Chapter Review

To further practice and reinforce the skills you learned in this chapter, you can perform the
following tasks:

Review the chapter summary.
Review the list of key terms introduced in this chapter.

Complete the case scenarios. These scenarios set up real-world situations involving the
topics of this chapter and ask you to create a solution.

Complete the suggested practices.

Take a practice test.

Chapter Summary

The operating system deployment tasks that fall to a Windows 7 desktop administrator
can actually be part of a much larger project life cycle that involves management and
policy makers through the organization. The Microsoft Operations Framework 4.0
specifies the phases of this life cycle and defines each one by using a series of white
papers called service management functions (SMFs).

Deploying Windows 7 on a fleet of existing workstations is considerably more compli-
cated than on new hardware. Before you can begin to plan the deployment project,
you must gather information about the existing computers so that you can determine
what preliminary steps are necessary before they can run Windows 7.

Key Terms

Do you know what these key terms mean? You can check your answers by looking up the
terms in the glossary at the end of the book.

Microsoft Assessment And Planning (MAP) Toolkit 5.0
Microsoft Deployment Toolkit (MDT) 2010

Microsoft Operations Framework (MOF) 4.0

Microsoft Solutions Framework (MSF)

Microsoft System Center Configuration Manager (SCCM) 2007

Service management functions (SMFs)

Chapter Review
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Case Scenarios

In the following case scenarios, you will apply what you've learned about the Windows 7
deployment process. You can find answers to these questions in the "Answers” section at the
end of this book.

Case Scenario 1: Making a Windows 7 Deployment Decision

Bob is the IT manager for a company with a single office and 150 workstations. Approximately
100 of the workstations are several years old and are running Windows XP. The remaining
50 were purchased less than a year ago and are running Windows Vista. With the release of
Windows 7, Bob is trying to determine whether it is worthwhile to upgrade the operating
system workstations. If he decides to proceed, he will have to create a project proposal and
present it to the company management team.

Using the Microsoft Assessment And Planning Toolkit 5.0, Bob performs a hardware
inventory of his workstations and generates a Windows 7 readiness report. The report
states that all of the workstations are capable of running Windows 7. However, Bob is still
concerned about performance levels after the upgrade because many of his users run
resource-intensive graphics applications.

Bob is considering each of the following courses of action as the next step in his Windows 7
deployment project. For each option, specify reasons why Bob should or should not take that
course of action.

1. Purchase and install Microsoft Systems Center Configuration Manager 2007 so that he

can perform a more detailed hardware inventory.

2. Propose installing Windows 7 on all 150 workstations as they are currently configured.

3. Propose installing additional memory in the Windows XP workstations and then
upgrading all 150 workstations to Windows 7.

4. Conduct performance baseline benchmarks on one Windows XP and one Windows Vista
workstation, then upgrade both to Windows 7 and repeat the performance testing.

Case Scenario 2: Preparing for Windows 7 Deployment

Carol is the manager of the Windows 7 Deliver Team in her company’s IT department,

and this team is preparing to deploy Windows 7 on the company’s entire fleet of 500 user
workstations. Laboratory testing of the workstation builds has been completed. According
to the MOF and MSF procedures they are using to guide the project, should Carol complete
each of the following tasks before she begins the actual deployment on the production
workstations? Why or why not?

1. Hand off control of the project to the Operate team.
2. Perform one or more pilot deployments.

3. Submit the build and testing reports for a release readiness review by the management
team.
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Suggested Practices

To help you successfully master the exam objectives presented in this chapter, complete the
following tasks.

Using the IT Pro Quick Start Kit

The base Microsoft Operations Framework 4.0 package consists of 23 documents totaling
nearly 600 pages. Although these documents contain a lot of valuable information, students’
intent on preparing for the 70-686 exam can probably make better use of their time than
by reading that package. Fortunately, Microsoft has also published the IT Pro Quick Start
Kit, which contains a collection of presentations, graphics, podcasts, and relatively brief
documents that provide a basic overview of Microsoft Operations Framework 4.0. In this

practice, you download the IT Pro Quick Start Kit and examine its contents.

m Practicel Download the IT Pro Quick Start Kit from the Microsoft Operations
Framework page on their TechNet site at http://technet.microsoft.com/en-us/
solutionaccelerators/dd320379.aspx and save it to a new folder on your local drive.

® Practice 2 Extract the files from the IT Pro Quick Start Kit and double-click the
START HERE.pptx file. When PowerPoint launches and loads the file, press F5 to start
the presentation. View the Get Started: MOF Overview Presentation and listen to the
MOF 4.0 Overview Podcast.

Benchmarking a Performance Baseline

In this practice, you create a performance-level baseline on a lab computer running Windows
Vista, and then repeat the performance benchmark test after installing Windows 7 on the
same computer.

®m Practicel On alab computer running Windows Vista, use the Performance Monitor
tool in Reliability And Performance Monitor to create a data collector set that captures
a 30-minute data sample for the performance counters listed in Lesson 2. When you
have captured the data sample, copy it to a removable drive or a network share on
another computer.

m Practice 2 Install Windows 7 on the same lab computer, and then use Performance
Monitor to create an identical data collector set as before, using the same performance
counters. Compare the results from the Windows Vista benchmark to those from the
Windows 7 benchmark and decide whether the computer’s hardware configuration is
sufficient to support a permanent Windows 7 installation.

Chapter Review
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Take a Practice Test

The practice tests on this book’s companion CD offer many options. For example, you can test
yourself on just one exam objective, or you can test yourself on all the 70-686 certification exam
content. You can set up the test so that it closely simulates the experience of taking a certifica-
tion exam, or you can set it up in study mode so that you can look at the correct answers and
explanations after you answer each question.

MORE INFO PRACTICE TESTS

For details about all the practice test options available, see the “How to Use the Practice
Tests” section in this book’s Introduction.
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Designing a Client Life Cycle

hen you are designing a client life cycle, you should ensure that your plan reduces

the amount of time you have to spend maintaining parts of that life cycle. Your aims
can include reducing the amount of time you spend managing operating system activation,
configuring the operating system so that the installation is easily transferrable to another
computer, and minimizing the amount of time it takes to move data from an older com-
puter to its replacement.

Although it is not a problem to enter a unique product key when you perform a tradi-
tional installation of Windows 7 on a small number of computers, a simple operation that
takes a minute or so becomes problematic when you have to perform the same operation
on several thousand. Microsoft offers enterprise customers an alternative way of ensuring
that their computers are properly licensed without consuming an inordinate amount of
time. The name for this method is volume activation. You will learn about volume activation
in the first lesson of this chapter.

A new feature of Windows 7 is the ability to deploy the operating system directly
to a VHD file and boot that VHD file on physical hardware. Installing Windows 7 on a
bootable VHD allows an installation to be easily migrated to new hardware. When con-
figured in this manner, migration to new hardware is as simple as transferring the VHD
container in which Windows 7 has been installed to the new physical or virtual host.

Although the promise of VHD deployments suggest that in the future it will be relatively
simple to migrate users from their old computers to their new computers, most of the users
coming to a new Windows 7 installation will be coming from computers running the Windows
XP or Windows Vista operating systems. The User State Migration Tool offers administrators
the ability to automate the process of user data migration, vastly speeding the process of
transitioning users from these older computers to new computers that run Windows 7.

Exam objectives in this chapter:
= Plan and manage client licensing and activation.
= Plan and manage a physical hardware and virtualization strategy.

= Design a user state migration strategy.
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Lessons in this chapter:
= Lesson 1: Designing and Managing a Licensing Strategy 43
= Lesson 2: Designing a Client Hardware Platform 52

= Lesson 3: Migrating User Profiles 61

Before You Begin

To complete the exercises in the practice sessions in this chapter, you need to have done the
following:
m [nstalled the Windows 7 operating system on a stand-alone client PC named WKSTNL,
as described in the introduction.

® Downloaded and installed the Windows Automated Installation Kit (Windows AlK).

MORE INFO DOWNLOAD WINDOWS AIK

You can obtain the Windows Automated Installation Kit from the following location on
TechNet: http://technet.microsoft.com/en-us/library/dd349343(WS.10).aspx.

REAL WORLD

Orin Thomas

E nterprise desktop administrators have the same enthusiasm for operating
system licensing that the average five year old has for a tetanus shot. The only
thing that excites enterprise desktop administrators less than operating system
licensing is the thought of going through a licensing audit to ensure that all of
the client computers at your organization are properly licensed. A few years ago, |
had to manage the client operating system licenses for a number of postgraduate
computer labs at a local university. Each semester we would reimage the com-
puters because the students tended to be brutal with them, and it was easier to
wipe-and-replace than it was to figure out the creative ways they had managed
to compromise the original installation. Keeping track of keys during this process
was a nightmare, and we always feared that some of the machines would not be
properly activated when it was time for the new semester’s classes to start. When
| first heard about Key Management Services, | thought how useful it would have
been in managing those computer labs. Rather than worrying about reactivating
those computers each time | did a deployment, | would have been able to sit back
and let the KMS service handle it.
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Lesson 1: Designing and Managing a Licensing
Strategy

The licensing strategy that you choose depends on the circumstances of your Windows 7
deployment. When you are determining which strategy to pursue, you must take into account
factors such as client connectivity to the Microsoft activation servers on the Internet, the num-
ber of clients that you need to activate, and the editions of Windows 7 that you have chosen
to deploy. In this lesson, you learn about the licensing and activation options that are available
to volume licensing customers and how these differ from the licensing and activation options
available to normal retail customers.

After this lesson, you will be able to:

= Understand different Windows 7 licensing options.
= Deploy Key Management Services.

= Utilize Multiple Activation Keys.

= Describe licensing options for virtual clients.

Estimated lesson time: 40 minutes

Windows 7 Editions and Licensing

Windows 7 uses three types of license: the OEM license, the retail license, and the volume
license. OEM licenses are tied to a specific hardware vendor. This license type is used with
computers that are sold with Windows 7 already installed by the vendor, such as those you
might purchase from your local computer retailer. The product keys associated with an OEM
license do not allow you to transfer the license to a computer made by a different vendor.

Computers that have OEM licenses undergo activation prior to being deployed to customers.

Retail keys are provided when you buy a retail copy of Windows 7. You can use the Home
Premium, Professional, and Ultimate editions of Windows 7 with retail keys. Because a retail
key is used only for a single computer, this type is not used with zero touch or lite touch auto-
mated volume deployments.

Volume License keys are made available to organizations that have a volume licensing
agreement with Microsoft. Volume licenses include the Open, Select, and Enterprise agree-
ment types. You can use volume license keys only with computers running the Windows 7
Professional and Enterprise operating systems. You can use a mixture of retail, volume
license, and OEM keys in an organizational environment.

MORE INFO VOLUME LICENSING

To find out more about volume licensing, consult the following reference on the Microsoft
Web site: http://www.microsoft.com/licensing/default.aspx.

Lesson 1: Designing and Managing a Licensing Strategy
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Windows Product Activation

Each computer that runs the Windows 7 operating system installed in your organization must
undergo Windows Product Activation (WPA). Microsoft uses WPA to ensure that it is possible
to use the Windows 7 operating system on a computer only when the computer has a license.
Windows 7 must undergo the WPA process within 30 days of the completed installation. You
can extend this 30-day period to a total of 120 days by using the simgr.vbs —rearm command.
Each use of this command extends the activation period for 30 days. You can use this com-
mand to extend the activation period only three times. After the grace period expires, the
WPA process must successfully occur or Windows enters reduced functionality mode.

WPA relies on two specific identifiers and a third identifier that Windows generates based
on the previous two identifiers. These identifiers have the following properties:

m Hardware ID This identifier is generated using information about computer hardware
configuration. This ID is unique and changes if the hardware configuration of the com-
puter changes.

m ProductID 25-character key. This is either a retail key or a Multiple Activation Key.
Unless Key Management Services is in use, this key must be input on the computer running
the Windows 7 operating system. You can deploy keys through the unattended installation
process. You learn about Key Management Services and deploying keys in an unattended
installation later in this lesson.

m Installation ID Windows 7 generates this ID using the Hardware ID and Product ID.
You forward the installation ID to Microsoft when you perform an activation using the
telephone.

During the online WPA process, the computer forwards the Product and Hardware IDs to
Microsoft activation servers. If the activation check determines that the Product ID has not
exceeded its allowed number of activations, the activation servers record the Hardware ID
and Product ID, the number of recorded activations for the Product ID is incremented, and
the activation servers forward an activation code to the client.

Microsoft allows you to reinstall and reactivate Windows 7 on the same computer once
without incrementing the number of recorded activations. Substantially altering the computer’s
hardware configuration also triggers reactivation. This can cause problems if a prior event has
triggered a reactivation: you might need to contact Microsoft if a single computer goes through
several rapid hardware configuration changes that prompt multiple reactivations.

MORE INFO WINDOWS ACTIVATION TECHNOLOGIES

To learn more about Windows Activation Technologies, consult the following document on
TechNet: http://technet.microsoft.com/en-us/library/dd979803.aspx.
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Volume Licensing Activation Methods

You can choose from two methods for performing volume licensing activation: Multiple
Activation Keys (MAK keys) or Key Management Services. In the real world, one method is
more appropriate for some situations but in other situations, the choice is a matter of per-
sonal preference. You often need to choose a volume activation method prior to deploying
client computers running the Windows 7 operating system. In the next few pages, you learn
about the solutions that you can implement and the types of situations in which you would
choose one volume licensing activation method over another.

MORE INFO VOLUME ACTIVATION OPERATIONS GUIDE

For more information about the techniques that you can use to activate volume
licenses, consult the Volume Activation Operations Guide at the following address:
http://technet.microsoft.com/en-us/library/dd772270.aspx.

Multiple Activation Keys

MAK keys are special keys that allow an organization to perform multiple activations using a
single key. MAK keys are similar to retail keys except that instead of allowing a single activa-
tion, they allow multiple activations from different computers to occur up to the limit defined
by the particular key. The number of activations that a MAK key allows depends on the num-
ber you purchase when you obtain the key. You cannot recover an activation on a MAK key
after you have consumed it. For example, if an organization uses a MAK key and replaces one
computer running Windows 7 activated using a MAK key with another computer, the replace-
ment computer consumes a new activation of the MAK key. In some scenarios, this circum-
stance makes KMS a preferred solution to MAK key activation.

As a single key is used, you can add MAK keys images when deploying them centrally.
When using the Sysprep utility to prepare an image, you add a MAK key to an image during
the Specialize configuration pass. When performing a traditional installation, you can enter
MAK keys in the same way that you would enter a retail key. The main issue that requires
consideration when using a MAK key is how you will perform activation.

You can activate a MAK key in one of two ways:

® MAK Independent Activation Similar to normal retail activation in that it requires

that each computer independently activate. You can activate the key automatically over
the Internet or use the telephone to call the licensing clearinghouse. MAK Independent
Activation is a good option for locations in which you do not have sufficient numbers of
clients to make KMS or MAK Proxy Activation viable. For example, if you plan to deploy
five clients on an isolated network, it is simpler for you to perform MAK Independent
Activation over the telephone than it is to configure MAK Proxy Activation for such a
small number of clients.

Lesson 1: Designing and Managing a Licensing Strategy
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m  MAK Proxy Activation Allows administrators to configure activation of multiple indepen-
dent clients using a single connection to Microsoft. MAK Proxy Activation is suitable for
isolated networks that do not meet the KMS client threshold but have sufficient num-
bers of clients to make independent activation more time consuming than configuring
proxy activation. For example, consider MAK Proxy Activation for an isolated network
of 23 clients for the Windows 7 Enterprise operating system. Performing 23 separate
telephone activations would take more time than configuring proxy activation. To use
MAK Proxy Activation, you need to configure the Volume Activation Management Tool
(VAMT). You learn about the VAMT in the next section.

MORE INFO MAK KEYS AND VOLUME DEPLOYMENTS

To learn more about entering product keys when preparing volume deployments,
consult the following TechNet document: http://technet.microsoft.com/en-us/library/
dd744266(WS.10).aspx.

Volume Activation Management Tool

The Volume Activation Management Tool (VAMT) allows you to collect activation requests
from multiple computers and then forward those requests to Microsoft all at one time. After
the VAMT receives the activation confirmation identifiers from Microsoft, it can distribute
those IDs back to the computers that originally requested activation. The term for this process
is MAK Proxy Activation, described previously.

The VAMT stores activation confirmation identifiers in a database called a collection. Because
these identifiers are stored locally, you can perform operating system reactivation without being
required to initiate a new connection between the computer hosting the VAMT and Microsoft.
This allows organizations to reimage computers without the concern of consuming an additional
activation on an existing MAK key. You can use the Volume Activation Management Tool to
transition client computers between MAK and KMS volume activation if necessary.

To use MAK Proxy Activation, perform the following general steps:

1. |Install the VAMT on a computer on the isolated network and the VAMT on a computer
that is located on a network connected to the Internet. For the purposes of this expla-
nation, the computer on the isolated network is VAMT-Isolated and the computer on
the connected network is VAMT-Connected.

2. Create a computer group named Isolated Computers on VAMT-Isolated. Use the VAMT
discovery process to discover the identity of the computers on the isolated network.
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3. Add the MAK key to the VAMT on computer VAMT-Isolated. Right-click the Isolated
Computers group on VAMT-Isolated and then choose the MAK Proxy Activate option.
Make sure of the following:

m The Get Confirmation ID From Microsoft check box is not enabled.
m The Apply Confirmation ID And Activate check box is not enabled.

4. When VAMT finishes assigning the MAK keys on the isolated network, save the col-
lection file on VAMT-Isolated, and then transfer and import the collection file to the
VAMT-Connected computer. This action populates the VAMT on VAMT-Connected
with the Isolated Computers group.

5. On the VAMT-Connected computer, right-click the Isolated Computers group and then
choose MAK Proxy Activate. Make sure of the following:

® The Get Confirmation ID From Microsoft check box is selected.
m The Install MAK (Overwrite Existing) check box is not selected.
m The Apply Confirmation ID And Activate check box is not selected.

6. VAMT on VAMT-Connected now interacts with the Microsoft servers and procures
confirmation identifiers.

7. After the confirmation IDs have been obtained from the Microsoft servers, export
the collection with a new name. Transfer this file to the VAMT-Isolated computer and
import the file.

8. After you import the file, save the file in a secure location such as a removable flash
device placed in a safe. This allows you to perform reactivation if it is necessary to
reimage hosts on the isolated network.

9. On VAMT-Isolated, select the Isolated Computers group and choose MAK Proxy Activate.
Make sure of the following:

m The Apply Confirmation ID And Activate check box is selected.
m The Get Confirmation ID From Microsoft check box is not selected.
®m The Install MAK (Overwrite Existing) check box is not selected.

10. VAMT assigns the confirmation identifiers to computers on the isolated network,
activating them.

You can configure VAMT clients on an Active Directory computer account, a stand-alone
workgroup membership, a fully qualified domain name, or an IP address, as shown in Figure 2-1.
The tool also allows you to see the current licensing state of clients on your network, allowing
you to determine whether your organization is compliant with the number of purchased licenses.
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FIGURE 2-1 Volume Activation Management Tool

You can also use the VAMT to activate a large number of computers that are located on a
network connected to the Internet. The name for this process is MAK Independent Activation.
When you perform MAK Independent Activation, the VAMT installs the MAK key on a group
of selected computers and then prompts those computers to undergo the activation process
on Microsoft activation servers.

MORE INFO MAK PROXY ACTIVATION

To learn more about MAK Proxy Activation, consult the following TechNet document:
http://technet.microsoft.com/en-us/library/dd981010.aspx.

( Quick Check

m What tool do you use to perform MAK Proxy Activation?

Quick Check Answer

m Volume Activation Management Tool

Key Management Service

Key Management Service (KMS) allows you to place an activation server on the local area net-
work. Rather than activate on the Microsoft activation servers on the Internet, clients activate
on the KMS server on the LAN. Clients locate KMS servers using DNS. Because KMS provides
activation servers, you should not expose a KMS server to hosts on the Internet by allowing
direct access from the Internet. You can also configure clients to use a specific KMS server by
using the VAMT. Computers running the Windows 7, Windows Vista, Windows Server 2008,
Windows Server 2008 R2, and Windows Server 2003 operating system can function as KMS
servers. When you configure a computer running Windows Server 2008 R2 as a KMS server,

Designing a Client Life Cycle



you can activate both server and client operating systems. When you configure a computer
running the Windows 7 operating system as a KMS server, it is able to activate only com-
puters running Windows client operating systems.

A certain number of clients must contact a KMS server before the KMS activation can
occur. This number is the KMS activation threshold. Clients activating on the KMS server
can be running in a traditional hardware deployment or as virtual hosts. The KMS activation
threshold differs between clients and servers and is as follows:

m The KMS client threshold is 25 Windows clients.
m The KMS server threshold is five servers.

When a new client or server contacts the KMS server, the server increments the activation
count by one. Clients do not activate until the activation count reaches the threshold value.
Clients contact the KMS server every two hours until the activation threshold is reached or the
activation grace period expires. After the activation count on the KMS server exceeds 5, any
servers that contact or have contacted the KMS server successfully activate. After the activation
count on the KMS server exceeds a value of 25, clients that contact or have contacted the server
successfully activate.

To configure a host to function as a KMS server, perform the following steps:

1. |Install the KMS key on the computer that will function as the KMS server. This computer
can be running the Windows 7 operating system, although this means that it is able
to activate only Windows client operating systems and is unable to activate Windows
server operating systems.

2. Activate the computer that you installed the KMS key on with Microsoft over the
Internet or by using the telephone. After activation is complete, the computer func-
tions as a KMS server.

Each KMS key can be installed on up to six computers that will function as KMS servers.
Each KMS server can be reactivated up to nine times with Microsoft, should it be necessary. If
your organization needs more than six KMS servers, you must contact a Microsoft Licensing
representative to enable additional activations for the organization’s KMS key. For example, if
your organization has 12 separate sites covered by a single Volume Licensing agreement and
a KMS server is to be placed at each site, you need to enable additional activations for the
organization’s KMS key.

After a KMS client has been activated, it tries to reconnect with the KMS server every
7 days but must reconnect with the KMS server at least once every 180 days. If the client
is unable to reconnect with the KMS server in 180 days, it enters a reduced functionality
mode. Each time a KMS client successfully connects with a KMS server, the 180-day activa-
tion countdown timer is reset.

MORE INFO KMS ACTIVATION WEBCAST

To learn more about KMS activation, view the following webcast on the Microsoft Web
site: http://technet.microsoft.com/en-us/library/dd936199.aspx.

Lesson 1: Designing and Managing a Licensing Strategy
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Software Licensing Management Tool

The software licensing management tool is a command-line utility that you can use to manu-
ally manage licensing. The tool uses the simgr.vbs script. Unlike VAMT, which you must obtain
and install manually, simgr.vbs is included in a default installation of the Windows 7 operating
system. The sImgr.vbs script is usually run locally from an elevated command prompt. You can
also use it to manage licensing on computers configured for remote management. You can
configure the simgrvbs command to perform the following tasks:

m Install and remove product keys from hosts.

m Display current host licensing information including current license expiration date.
m Force a host to undergo the activation process.

m Configure a client to use a KMS server and specify the address of the KMS server.

m Extend the evaluation period by 30 days up to three times.

EXAM TIP

Know which editions of Windows 7 can be used with volume licensing. Know the situations
in which you can use a KMS server. Know which licensing scenarios require a host to have
Internet access.

Lesson Summary

m MAK keys and KMS can be used only with editions of Windows 7 that support volume
licensing. Only the Windows 7 Professional and Enterprise editions support this type of
licensing.

m A KMS server requires 25 clients before it can function. A client must check in with the
KMS server every 180 days.

®m You can use the VAMT to perform MAK proxy activation.

® You add the MAK key to an operating system image using Sysprep during the configu-
ration pass.

Lesson Review

You can use the following questions to test your knowledge of the information in Lesson 1,
“Designing and Managing a Licensing Strategy.” The questions are also available on the
companion CD if you prefer to review them in electronic form.

NOTE ANSWERS

Answers to these questions and explanations of why each answer choice is correct or
incorrect are located in the “Answers” section at the end of the book.
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You need to deploy the Windows 7 operating system to 10 computers that are located
on a network isolated from the Internet. These computers have been custom-built using
hardware purchased from different vendors. These 10 computers are the only hosts

on this network. These computers have the Windows 7 Enterprise operating system
installed. Which of the following components should you deploy in your solution?

A. Retail key
B. MAK key
C. OEM key
D. KMS server

Your organization has an isolated network with one computer running the Windows
Server 2008 R2 operating system. This server is configured as a KMS server and uses
KMS for activation. How many clients running the Windows 7 Enterprise edition oper-
ating system must you add to this isolated network before clients can successfully
activate using the KMS server?

A. 4
B. 9
C. 24
D. 29

Which of the following methods can you use to activate 15 clients using a MAK when
they are on a network isolated from the Internet? (Choose all that apply; each answer
forms a complete solution.)

A. MAK Independent Activation
B. MAK Proxy Activation

C. KMS

D. Telephone activation

You are using Sysprep to prepare a Windows 7 Enterprise image for deployment. During
which Sysprep configuration pass do you add the MAK key?

A. auditUser
B. Generalize
C. Specialize
D. auditSystem

Which of the following editions of Windows 7 support volume licensing? (Choose all
that apply; each answer forms a complete solution.)

A. Enterprise
B. Ultimate
C. Professional

D. Home Premium
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Lesson 2: Designing a Client Hardware Platform

You must ensure that Windows 7 is deployed on hardware that meets the minimum hard-
ware requirements. Although it is unusual today to find new hardware that would not
meet the Windows 7 requirements, you might encounter problems when you attempt to
install Windows 7 on older computers that had previous operating systems installed, such
as Windows XP.

After this lesson, you will be able to:
= Understand hardware requirements.
= Choose an edition of Windows 7 for deployment.

= Determine when to choose physical or virtual deployments.

Estimated lesson time: 40 minutes

Windows 7 Hardware Requirements

Make sure you deploy Windows 7 only to hardware platforms that meet the minimum
requirements. Windows 7 has the following minimum hardware requirements:

m 1 GHz or faster 32-bit (x86) or 64-bit (x64) processor

m 1 gigabyte (GB) of RAM (x86) or 2 GB of RAM (x64)

m 16 GB of hard disk space (x86) or 20 GB (x64)

m DirectX 9 graphics card with WDDM 1.0 or higher graphics adapter driver

The primary limitation of the x86 versions of Windows 7 is that they do not support more
than 4 GB of RAM. You can install the x86 version of Windows 7 on a computer that has
more than this amount of RAM, but only 4 GB is usable by the operating system. Some
editions support more RAM than other editions.

The Starter edition of Windows 7 supports a maximum of 2 GB of RAM. The x64 version of
Windows 7 Home Basic x64 supports a maximum of 8 GB of RAM. The x64 Home Premium
edition supports a maximum of 16 GB of RAM. The x64 Professional, Enterprise, and Ultimate
editions support up to 192 GB of RAM.

MORE INFO PHYSICAL MEMORY LIMITS

To find out more about memory limitations in Windows 7, consult the following MSDN
article: http://msdn.microsoft.com/en-us/library/aa366778(VS.85).aspx.
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Although the x86 version of Windows 7 can be installed on computers that have x64
compatible processors, you cannot install an x64 version of Windows 7 on a computer with an
x86 processor. Different editions of Windows 7 support different numbers of physical proces-
sors, and x86 versions support up to 32 cores, while x64 versions support up to 256 cores per
physical processor. For example, all editions of Windows 7 support quad-core CPUs. Windows
7 supports either one or two physical processors. The editions and the number of processors
that they support are as follows:

m 1 Physical Processor The Starter, Home Basic, and Home Premium editions.

m 2 Physical Processors The Professional, Ultimate, and Enterprise editions of Win-
dows 7 support a maximum of two physical processors.

MORE INFO WINDOWS 7 SYSTEM REQUIREMENTS

To learn more about the Windows 7 system requirements, consult the following document:
http://windows.microsoft.com/systemrequirements.

Windows 7 Editions

Because the 70-686 exam is primarily concerned with issues related to the deployment and
management of Windows 7 in enterprise environments, the exam concentrates on those editions
of Windows 7 that are most likely to be present in those environments. Only three editions of
Windows 7 can be joined to an Active Directory Domain Services domain and are likely to be
managed by enterprise administrators on an organizational network. These are the Professional,
Ultimate, and Enterprise editions of Windows 7. Although these editions all share the same basic
features, such as the ability to join domains and be subject to Group Policy, these editions differ
from one another in the following ways:

m Windows 7 Professional This edition of Windows 7 supports Encrypting File System
and Remote Desktop Host. You can use either a retail product key or an enterprise
licensing key with this edition of Windows 7.

m Windows 7 Ultimate This edition of Windows 7 supports enterprise features such
as Domain Join, EFS, Remote Desktop Host, AppLocker, DirectAccess, BitLocker Drive
Encryption, BranchCache, and Boot from VHD. You can use Windows 7 Ultimate only
with a retail product key.

m Windows 7 Enterprise This edition of Windows 7 has support for identical features to
the Ultimate edition. The difference between Enterprise and Ultimate is that Enterprise
supports only volume licensing and cannot be used with a retail key. The Enterprise edition
also includes four licenses for virtualized clients.

Lesson 2: Designing a Client Hardware Platform
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( Quick Check

®  Which edition of Windows 7 would you choose if you needed to use a retail license
key and the BranchCache feature on a computer hardware platform that had 8 GB
of RAM?

Quick Check Answer

® You would choose the x64 version of Windows 7 Ultimate. Windows 7 Ultimate
supports use with a retail license key and can also access the BranchCache feature.
Only x64 versions of Windows 7 support computer hardware that has more than
4 GB of RAM.

Windows 7 Virtualization

Only certain editions of Windows 7 can be installed as virtual guests. For example, you can
install the Professional, Ultimate, and Enterprise editions of Windows 7 as virtual guests on
servers running Hyper-V, you cannot deploy the Starter and Home Premium editions in this
manner. The x86 and x64 versions of Windows 7 can be run as virtual clients, although the
x64 versions of Windows 7 can be run only as virtual clients in virtualization solutions that
support this processor architecture. You learn more about virtualization solutions later in
this chapter.

Running Windows 7 Professional or Ultimate virtually consumes a license activation.
Windows 7 Enterprise edition works differently from the other two editions in that this
edition includes four virtual licenses as a part of its licensing terms. This means that if you
deploy a computer running Windows 7 Enterprise and you install virtualization software,
you are licensed to run four virtual instances of Windows 7 on that computer. This can be
very useful for developers whose testing practices might compromise the operating system
environment in a way that requires a clean install. The extra virtual licenses included in the
Enterprise edition means that you can provision a virtual machine that you run tests on
without consuming an extra operating system license.

MORE INFO SUPPORTED VIRTUAL GUESTS

To find out more about which operating systems are supported as virtual guests on
Hyper-V, consult the following TechNet document: http://technet.microsoft.com/en-us/
library/cc794868(WS.10).aspx.
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Virtualization Hosts

Microsoft ships several products that can host virtual guests running the Windows 7 operating
system. Software that hosts virtual guests can run on both client and server operating systems.
You can also deploy the Windows 7 operating system as a virtual client on virtualization host
products that are available from third-party vendors. These are the virtualization host products
available from Microsoft:

m Virtual PC 2007 Runs on previous Windows client operating systems. Virtual PC 2007
supports only x86 versions of Windows 7.

® Windows Virtual PC Can be installed on Windows 7. Windows Virtual PC is limited to
running x86 versions of Windows 7.

® Virtual Server 2005 R2 Can host x86 and x64 versions of Windows 7. Virtual Server
2005 R2 can be run on Windows Server 2003, Windows Server 2008, and the Windows XP
operating systems.

m Hyper-V A role service that you can run only on x64 versions of Windows Server 2008.
Hyper-V is the platform most commonly used to host virtual machines on networks in
which third-party virtualization host solutions have not been deployed.

Because Hyper-V functions only on x64 versions of Windows Server 2008 and Windows
Server 2008 R2, Hyper-V can be reliably used to deploy all versions of the Windows 7 operating
system. On Windows Server 2008 R2, you can install the Remote Desktop Virtualization Host
role service. This service allows users to connect to a Remote Desktop Server that also holds the
Hyper-V role, allowing users to connect to virtual machines hosted on the Hyper-V server.

MORE INFO REMOTE DESKTOP VIRTUALIZATION HOST

To learn more about Remote Desktop Virtualization Host, consult the following page on
TechNet: http://technet.microsoft.com/en-us/library/dd759170.aspx.

Boot from VHD

The Enterprise and Ultimate editions of Windows 7, as well as all editions of Windows Server
2008 R2, can be configured to boot from a virtual hard disk file (VHD). The VHD file is stored
on the hard disk as a normal file, and the deployed operating system is contained within this
file. In essence, the VHD file serves as a container located on the hard disk. The benefit of
deploying an operating system to a container is that the container can be moved to another
platform if you need to move it. For example, to transfer a fully deployed computer from one
host to another, boot using the Windows PE environment and copy the VHD file to a new
location. The only step required to prepare the new location is to edit the boot configuration
file to point to the operating system on the VHD. You perform the task of boot environment
configuration in the practice exercise at the end of this lesson.
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Another benefit of deploying to VHD rather than consuming an entire disk partition with
an installation of Windows 7 is that it simplifies the process of deploying Windows 7 in a mul-
tiple operating system boot configuration. For example, you could configure two VHD files,
one of which is configured and optimized to run one set of applications, and another that you
have configured and optimized to run a separate set of applications.

You can create VHD files using the Diskpart.exe utility and through the Create And Attach
Virtual Hard Disk dialog box available from the Disk Management Console. This dialog box
is shown in Figure 2-2. When you create a VHD on a hard disk that you intend to use as the
host for an operating system, you choose between dynamically expanding and fixed-size disk
types. A dynamically expanding virtual hard disk increases size as needed until it consumes
the volume that hosts it. Dynamically expanding virtual hard disks become increasingly frag-
mented over time. Fixed-size disks use a fixed amount of space and are less likely to become
fragmented, which increases overall performance. The drawback to fixed-size disks is that you
cannot expand them if the need arises. It is also possible to use Diskpart.exe to configure a
boot from VHD on differencing disks. Differencing disks allow you to discard changes to the
operating system at a later time.

Create and Attach Virtual Hard Disk @

Specily the vittual hard disk location on the machine.

Lozation:
Erowse..
Wirtual hard disk size: ME

irtual hard disk fomat
() Dynamically expanding

The size of this virtual hard disk expands to a fised maximum size as
datais zaved toit. The disk size does not compact automatically
when data iz deleted.

@ Fized size [Recommended]

The wirtual hard disk uses a fised amount of space regardless of the
amount of the data stored o it. Its default size is the masimum
amount of space available on your physical hard disk.

o) G

FIGURE 2-2 Creating and attaching VHD

You can deploy an operating system to an existing VHD file using the traditional installa-
tion method or by mounting the VHD file and using the ImageX.exe utility to apply an image
to the VHD file. You use this second method in the practice exercise at the end of this lesson.
You can also obtain a utility that converts files in Windows Imaging Format (WIM) directly to
VHD files, although Microsoft does not directly support this method.

MORE INFO WIM TO VHD CONVERTER

To learn more about the VIM to VHD converter, consult the following page on MSDN:
http://code.msdn.microsoft.com/wim2vhd.
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You can deploy fully prepared VHD files from Windows Deployment Services running on
computers with the Windows Server 2008 R2 operating system. This allows VHD files to be
deployed directly to hard disk drives through a multicast transmission.

A native VHD boot has the following limitations:

Can be used only for Enterprise and Ultimate editions of Windows 7 and Windows
Server 2008 R2.

A maximum of 512 VHD files can be attached concurrently.
Operating system hibernation is not supported, although sleep mode is supported.
VHD files cannot be nested.

BitLocker cannot be used to encrypt the host volume used for native VHD boot. BitLocker
cannot be used on volumes hosted inside a VHD.

The parent volume of the VHD cannot be configured as a dynamic disk.

The attached VHD volume cannot be configured as a dynamic disk.

MORE INFO BOOT FROM VHD

To learn more about configuring Windows 7 to boot from VHD, consult the following
document on TechNet: http://technet.microsoft.com/en-us/library/dd799282(WS.10).aspx.

EXAM TIP

Remember which editions of Windows 7 can use the boot from VHD functionality. Remember

which edition of Windows 7 includes four virtual licenses.

Preparing Boot from VHD

You can install the Windows 7 operating system so that it boots from a VHD file that is installed
on physical hardware. This method has a benefit of making the operating system more portable.

EXERCISE 1 Preparing for and Installing a VHD Boot

In this exercise, you prepare a computer for a VHD installation of Windows 7. Only the Enterprise
and Ultimate editions of Windows 7 allow you to perform an installation to a VHD file on physical
hardware. To perform this practice, ensure that your computer running Windows 7 has at least
20 GB of free hard disk space. You need to have access to ImageX.exe, which is part of the
Windows AIK tools, to complete this practice.

1.
2.

Log on to computer WKSTNL.

Open an elevated command prompt and copy the file Install.wim, which is located in the
sources directory of the Windows 7 installation media to the directory c:\wim-store. Also,
copy the ImageX.exe utility from the Windows AIK directory to the c:\wim-store folder.

Start diskpart by entering the command diskpart.
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10.

11.

12.

13.

14.

At the diskpart prompt, type list disk to list the current disks on the computer.

At the diskpart prompt, type create vdisk file=c:\win7vhd.vhd maximum=20000
type=fixed.

At the diskpart prompt, type select vdisk file=c:\win7vhd.vhd.
At the diskpart prompt, type attach vdisk, which attaches the selected disk.

At the diskpart prompt, type list disk to verify that the disk has been created. On your
screen, you should see something like the text shown in Figure 2-3.

B Adrninistrator: Command Prornpt - diskpart

Microsoft DiskPart version 6.1.7608

Shift the focus to disk. For example. SELECT DISK.

Shift the focus to partition. For example. SELECT PARTITION.

a
a

Shift the focus to a volume. For example, SELECT UOLUME.

S8hift the focus to a virtual disk. For example. SELECT UDISK.

DISKPART > select vdisk file=c:“win?vhd.vhd

DizkPart successfully selected the virtual disk file.
DISKPART > attach wdisk
188 percent completed
DizkPart successfully attached the virtual disk file.
DISKPART> list disk
Dyn Gpt

Online
Online

FIGURE 2-3 Verifying VHD

Select the disk that you created using the select disk X command where X is the
identifier of the newly created virtual hard disk.

Issue the create partition primary command to create a partition on the selected
virtual hard disk.

Issue the select partition 1 command to select the partition, and then issue the active
command to mark the partition as active.

Issue the command format fs=ntfs quick. When this command completes execution, issue
the command assign. A pop-up window that details the drive letter assigned to the VHD
file is displayed. Close this dialog box, and then in the command prompt, type exit to
leave the diskpart utility.

Use the command dism.exe /get-wiminfo /wimfile:c:\wim-store\install.wim to
determine the index assigned to the Windows 7 Ultimate or Windows 7 Enterprise
operating system file image.

Use the command c:\wim-store\imagex.exe /apply c:\\wim-store\install.wim /
check X e:\ where e\ is the volume address label that was assigned to the VHD file
when you used diskpart in step 12, and X is the index number of the operating system
you discovered in step 13, as shown in Figure 2-4.
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15.
16.

17.

18.

B¥ Administrator; Command Prorpt - ciwim-storelimagex.exe fapply ciwim-storedinstallwim fchec.., EI@

Description : Windows 7 HOMEPREMIUM -
Size = 8.432.859.356 hytes

Windows 7 PROFESSIONAL
ipti : Windows 7 PROFESSIONAL

: Windows 7 ULTIMATE
Description : Windows 7 ULTIMATE
Size : 8.471.868.645% hytes

The operation completed successfully.

C > iwwin—storesimagex.exe Aapply c:iwim—storesinstall.wim scheck 5 e

ImageX Tool for Windouws
[Copyright {C»> Microsoft Corp. All rights reserved.

8 ?» 1 Applying progress: 5:15 mins vemaining _

m

FIGURE 2-4 Applying the image to the VHD

Enter the command diskpart to start the diskpart utility.

Enter the command select vdisk file=c:\win7vhd.vhd, and when this command
completes, enter the command detach vdisk. This detaches the virtual disk from the
drive where you applied it. Type exit to leave the diskpart utility.

Create a copy of the current boot loader entry by entering the command bcdedit /copy

{current} /d “VHD Boot". Make a note of the GUID that is generated, as highlighted in

Figure 2-5. You should use the command prompt's ability to mark and copy text to copy

this to the buffer.

B Select Administrator: Cornmand Prampt

Copyright (C> 1999-28B8 Microsoft Corporation.
On computer: WKSTN1

DISKPART > select wdisk file=c:win?uvhd.uvhd

DizkPart successfully selected the virtual disk file.
DISKPART> detach

Microsoft DiskPart version 6.1.7688

UDISK — Detaches a wvirtual disk file.

DISKPART > detach wdisk

DizkPart successfully detached the virtual disk file.
DISKPART> exit

Leaving DiskPavt...

IC:»>bcdedit ~copy {current} ~“d "UHD Boot"
The entry was successfully copied to FFERIREERY o B Rl-t e Ty et b I o e S ]

R

FIGURE 2-5 GUID of the new boot entry

Enter the command bcdedit /set {6f159079-ab06-11de-84cb-d945bc04a2b7}
device vhd=[c:]\win7vhd.vhd where {6f159079-ab06-11de-84cb-d945bc04a2b7} is
the unique GUID assigned on your computer.
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19.

20.

21.

22.

Enter the command bcededit /set {6f159079-ab06-11de-84cb-d945bc04a2b7}
osdevice vhd=[c:]\win7Zvhd.vhd where {6f159079-ab06-11de-84cb-d945bc04a2b7}
is the unique GUID assigned on your computer. This command differs from the one in
step 18 in that you use the osdevice parameter instead of the device parameter.

Enter the command bededit /set {6f159079-ab06-11de-84cb-d945bc04a2b7}
detecthal on.

Type bededit /set {6f159079-ab06-11de-84cb-d945bc04a2b7} description “Boot
from VHD".

You can now reboot into the operating system deployed to the VHD file.

Lesson Summary

Windows 7 Professional supports domain join and volume licensing, but does not
support the boot from VHD, BranchCache, AppLocker, or DirectAccess features.

X86 versions of Windows 7 can be installed on x64 hardware, but x64 versions of
Windows 7 cannot be installed on x86 hardware.

X86 versions of Windows 7 can address a maximum of 4 GB of RAM.

Only the Enterprise and Ultimate editions of Windows 7 support the boot from VHD.

Lesson Review

You can use the following questions to test your knowledge of the information in Lesson 2,
“Designing a Client Hardware Platform.” The questions are also available on the companion
CD if you prefer to review them in electronic form.

NOTE ANSWERS

Answers to these questions and explanations of why each answer choice is correct or

incorrect are located in the “Answers” section at the end of the book.

Which of the following editions allow you to use KMS activation and can be installed to
a VHD file during a physical deployment?

A. Windows 7 Home Premium
B. Windows 7 Enterprise
C. Windows 7 Ultimate

D. Windows 7 Professional
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2. What is the maximum number of instances of Windows 7 Enterprise that you can host
virtually on a computer running Windows 7 Enterprise without having to purchase
additional operating system licenses?

A. 2
B. 3
C. 4
D. 5

3. Your organization has recently purchased 15 computers that have 16 GB of RAM. You
want to deploy these computers to a branch office location. Because they are located
in a branch office, you want to take advantage of the DirectAccess feature. Which
of the following versions and editions of Windows 7 should you acquire for these
computers while also attempting to minimize licensing costs?

A. The x64 version of Windows 7 Enterprise
B. The x86 version of Windows 7 Enterprise
C. The x64 version of Windows 7 Professional
D. The x86 version of Windows 7 Professional

4. You want to allocate 8 GB of memory to a virtual instance of Windows 7 Enterprise
edition. Which of the following virtualization hosts support this configuration?
(Choose all that apply; each answer forms a complete solution.)

A. Hyper-V

B. Virtual PC 2007

C. Virtual Server 2005 R2
D. Windows Virtual PC

Lesson 3: Migrating User Profiles

From a user's perspective, a successful migration to Windows 7 means that all of the data

that the user relied upon on her old computer is present and available on her new computer.

When you have to move only a few users to new computers, you can take time and care
to ensure that every bit of data and setting that was present on the previous computer is
available to users on their new systems. When you need to move user profile data on several
thousand computers, you do not have the time to provide this personal attention to detail.
In this lesson, you learn how to automate the collection and migration of important user
data. This ensures that that you can move large numbers of users to computers running the
Windows 7 operating system, while ensuring that all the files and settings that the users
needed from their old systems remain available.

Lesson 3: Migrating User Profiles
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After this lesson, you will be able to:

= Determine which data and settings to preserve.
= Choose between local and remote storage.

= Secure migrated data.

= Decide between wipe-and-load or side-by-side migration.

Estimated lesson time: 40 minutes

Understanding Migration Circumstances

Unless your organization uses roaming user profiles, the computer that a person uses prob-
ably has important data stored locally. Migrating users from the Windows XP or Windows
Vista operating systems to Windows 7, or even migrating them from one computer running
Windows 7 to another, means that you must get all important data from one local computer
to the next. You can view user profile data by opening the System item within Control Panel
and then opening the User Profiles area of the Advanced tab, as shown in Figure 2-6. You

can use this tool to copy user profile data to another location, but you cannot use this tool
to import user profile data.

User Profiles @

User profiles stare settings for your desktop and ather

$ information related to your user account. You can create a
different profile on each computer you use, o wou can select a
roaming profile that is the same on every computer you use,

Profiles stored on this computer:

Narne Size  Type Status Mo,
DeFault Profile 1.50MB  Local Local

whkstnliLocaladmin &.62 MB  Local Local 1.,
whstnliMark Lee ZZ.3ME  Local Local 11...

Change Type. .. Delete Copy T

Ta create new user accounts, open User Accounts in Cantrol Panel,

FIGURE 2-6 User profile data
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MORE INFO ROAMING USER PROFILES

To learn more about how to implement Roaming User Profiles in your organization,
consult the following TechNet reference: http://technet.microsoft.com/en-us/library/
cc784961(WS.10).aspx.

MORE INFO CUSTOMIZING USER PROFILES

To learn more about customizing user profiles in Windows 7, consult the following reference
on the Microsoft Web site: http://support.microsoft.com/kb/973289.

When you are considering the migration of a large number of users from one platform to
another, you must address the following factors:

m Choosing what type of migration you will perform. Will you be migrating users to
new computers, a task known as PC replacement, or will you be upgrading their
current computers, a task known as a PC refresh?

m Choosing where migrated data will be stored during the migration. If you are moving a
large number of users, you may need to use a network migration store. This can cause
problems if you are not careful about cataloging the location of each migrated user
profile store.

m Choosing an appropriate migration tool. In small migrations, you may choose to use
Windows Easy Transfer, a tool built into the Windows 7 operating system. In larger mi-
grations, you are more likely to choose the User State Migration Tool, a tool available
as a free download from Microsoft.

If you are moving users of a small number of computers, you should consider using
Windows Easy Transfer rather than other tools. Windows Easy Transfer is a utility built into
the Windows 7 operating system that allows you to move user profile data from one loca-
tion to another. The tool is wizard driven, which simplifies use and allows migration of the
most common user profile components. You can use Windows Easy Transfer to migrate
user profile data from computers running the Windows XP, Windows Vista, and Windows 7
operating system to computers running the Windows 7 operating system. The drawback of
Windows Easy Transfer is that you cannot automate the utility, which makes migrating user
profile data for a large number of computers prohibitively time consuming.

MORE INFO WINDOWS EASY TRANSFER

To learn more about the Windows Easy Transfer, consult the following Web page:
http://www.microsoft.com/windows/windows-vista/features/easy-transfer.aspx.
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Choosing a Migration Type

The nature of your task influences the migration type you ought to choose. Depending on
whether you are migrating user profile data because you are replacing an existing computer’s
operating system or because you are moving a user from one computer to another, one type
is more suitable than another. These are the two basic types of migration:

®m Wipe-and-load migration This is appropriate when the current hardware can support
a new operating system. Sometimes people refer to this as a PC Refresh scenario. For
example, you are deploying the Windows 7 operating system to a group of users whose
computers are presently running the Windows XP operating system. In most cases with
a wipe-and-load migration, you move user data, format the hard disk drive, and then
perform a clean installation of the new operating system, importing the new data after
the clean installation completes. You can use the local hard disk as a migration store in a
wipe-and-load migration. You can keep the data on the computer during the migration
or use a remote store, such as a network location or a removable storage device.

m Side-by-side migration This is appropriate when you are replacing the user’s current
computer with a new computer. People also refer to this type of migration as a PC
Replacement scenario. For this type, you need to use an intermediate store for the
migrated data that is accessible to both the current and replacement computer. This
intermediate store might be a network location or could be a removable storage device.

You can perform an upgrade only when users already have Windows Vista installed on their
original computer. Upgrades are possible only across versions of the operating system that sup-
port the same processor architecture. For example, you can upgrade an x86 version of Windows
Vista to an x86 version of Windows 7, but you cannot upgrade an x86 version of Windows Vista
to an x64 version of Windows 7. To transition from an x86 to an x64 edition requires that you
perform a migration rather than an upgrade.

MORE INFO COMMON MIGRATION SCENARIOS

To learn more about common migration scenarios, consult the following article on TechNet:
http://technet.microsoft.com/en-us/library/dd560802(WS.10).aspx.

¥ Quick Check

m What type of migration do you perform when you are replacing people’s com-
puters running Windows Vista with computers that will run the Windows 7
operating system?

Quick Check Answer

® You perform a side-by-side migration when you are replacing a person’s com-
puter running Windows Vista with a computer running the Windows 7 operating
system.
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User State Migration Tool

The User State Migration Tool (USMT) is a command-line utility that you can use to automate
the task of migrating user profiles in wipe-and-replace and side-by-side migrations. USMT is a
part of the Windows AIK and is designed to be used in highly automated migration scenarios.
USMT migrations occur in two phases: in collecting profile data from the source computer using
Scanstate.exe and in importing profile data to the destination computer using Loadstate.exe.
In PC Refresh scenarios, the source computer and the destination computer are the same
machine.

USMT allows you to capture user accounts, user files and folders (including NTFS permissions),
operating system settings, and application settings. You can use USMT to migrate profile data
to destination computers running Windows 7 from source computers running the Windows XP,
Windows Vista, and Windows 7 operating systems. You cannot use USMT to migrate settings for
mapped network drives, local printers, device drivers, local user account passwords, shared folder
permissions, and Internet connection sharing settings.

MORE INFO USER STATE MIGRATION TOOL

To learn more about the User State Migration Tool, consult the following TechNet document:
http://technet.microsoft.com/en-us/library/dd560801(WS.10).aspx.

Configuring USMT Migration Settings

If you use USMT with basic options, it moves the most common application settings as well as
data from folders most commonly used to store documents. Although this selection works in
most cases, many organizations use unique local storage configurations and deploy unusual
applications. You can configure USMT to migrate data stored from these unique locations and
unusual applications by configuring an appropriate XML-formatted configuration files. Here
are the XML-formatted configuration files that you can use with USMT:

m MigUser.xml This file contains rules about user profiles and user data. The default
settings for this file move all data in My Documents, My Video, My Music, My Pictures,
desktop files, Start Menu, Quick Launch settings, Favorites, Shared Documents, Shared
Video, Shared Music, Shared desktop files, Shared Pictures, Shared Start menu, and
Shared Favorites. This file also contains rules to ensure that all the following file types
are migrated from fixed volumes: .qdf, .qsd, .qel, .qph, .doc, .dot, .rtf, . mcw, .wps, .scd,
wri, wpd, xI* .csv, .iqy, .dqy, .oqy, .rqy, .wk* wql, .slk, .dif, .ppt* .pps* .pot* .sh3, .ch3,
.pre, .ppa, .txt, .pst, .one* .mpp, vsd, vl*, .or6, .accdb, .mdb, .pub, xla, .xIb, and xIs. The
asterisk (*) represents zero or more characters.

m MigDocs.xml This file contains information about the location of user documents.
Use this file if local user documents are stored in nonstandard locations.
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m  MigApp.xml This file contains rules about migrating application settings. These include
Accessibility settings, dial-up connections, Favorites, folder options, fonts, group mem-
bership, Open Database Connectivity (ODBC) settings, Microsoft Office Outlook Express
mailbox files, mouse and keyboard settings, phone and modem options, Remote Access
Service (RAS) connection phone book files, regional options, remote access, screen-saver
settings, taskbar settings, and wallpaper settings.

m Config.xml This file is used to exclude features from the migration. You can create
and modify Config.xml using Scanstate.exe with the /genconfig option.

In some situations, there may be files or application settings that are not migrated when
you configure the XML files listed in the preceding paragraphs. In these instances, you must
create a custom XML file. You can also use custom XML files to reroute folders, specific file
types, or specific files. Rerouting is the process by which you move all files of one type that
may have been stored in separate places on the source computer to a specific, final location
on the destination computer.

MORE INFO CREATING CUSTOM XML FILES

To learn more about creating custom XML files, consult the following document on TechNet:
http://technet.microsoft.com/en-us/library/dd560773(WS.10).aspx.

ScanState

Scanstate.exe runs on the source computer. If you are running Scanstate.exe from within
Windows on computers that have either the Windows Vista or Windows 7 operating system,
you must do so from an elevated command prompt. If you are running Scanstate.exe on a com-
puter running the Windows XP operating system, you must be logged on with an account that
is a member of the local administrators group.

You can use Scanstate.exe to perform an offline migration of data. An offline migration
occurs when you run Scanstate.exe from the Windows PE environment, rather than from a
client Windows operating system environment. The benefit of performing an offline migra-
tion is that it occurs more quickly than when you perform an online migration. You can
configure a special bootable Windows PE image that performs an automatic offline migra-
tion. You can also deploy this image using Windows Deployment Services, which allows you
to perform automatic offline migrations on a computer from a PXE boot. Although you can
use Scanstate.exe in offline mode, you cannot use Loadstate.exe in this manner. You must
always run Loadstate.exe from within the Windows client operating system environment.

MORE INFO OFFLINE MIGRATIONS

To learn more about performing offline migrations using Scanstate.exe, consult the following
TechNet Web page: http://technet.microsoft.com/en-us/library/dd560758(WS.10).aspx.
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Scanstate.exe is a command-line utility. When using Scanstate.exe, you must specify the
location in which the migration store will be hosted. The following command creates an
encrypted migration store named storel23 on the file share named Migration on the file
server named Fileserver and uses the files MigApp.xml and MigUser.xml. You encrypt the
store using the key mykey:

Scanstate \\fileserver\Migration\storel23 /i:MigApp.xml /i:MigUsr.xml /o /encrypt /
key: "mykey"

MORE INFO SCANSTATE

To learn more about how to use the Scanstate.exe command-line utility, consult the following
TechNet document: http://technet.microsoft.com/en-us/library/dd560781(WS.10).aspx.

LoadState

You run the Loadstate.exe utility from an elevated command prompt on the destination com-
puter. You should install all applications that were on the source computer on the destination
computer prior to running Loadstate.exe. If you install applications on the destination computer
after running Loadstate.exe, individual application settings might be overwritten by the new
installation.

You need to use the same custom XML files when using the Loadstate.exe utility to restore
data if you used custom XML files during the Scanstate.exe process. For example, to load data
from the storel23 store that you created in the example earlier in this chapter, you would use
this command:

Loadstate \\fileserver\Migration\storel23 /i:MigApp.xml /i:MigUsr.xml /decrypt /key:'"mykey"

MORE INFO LOADSTATE

To learn more about how to use the Loadstate.exe command-line utility, consult the following
TechNet document: http://technet.microsoft.com/en-us/library/dd560804(WS.10).aspx.

Selecting a Migration Store

When you have determined exactly what files and settings you need to migrate from the source
computer to the destination computer, you need to determine which type of migration store you
will use. Although you can use a removable storage device as a migration store, most adminis-
trators do not use this option when they are moving a large number of user profiles. This store
type requires the technician performing the migration to attach and detach the device as a
part of the migration process. This level of manual intervention can significantly lengthen the
migration process when you are dealing with several thousand computers. If you choose to use
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a network share as a migration store host, you need to consider the amount of storage space

required and the possible impact on network bandwidth of transferring a substantial amount
of user profile data to and from the network share as the migration progresses. USMT sup-

ports three general migration store types:

®m Uncompressed This type holds data in a hierarchy of folders that mirror the user
profile data that is being transferred. Uncompressed migration stores create a dupli-
cate of the migrated data in a separate location on the original volume, on an attached
volume, or on a remote location such as a network share. You can navigate the folder
hierarchy using Windows Explorer or the command line. Uncompressed migration
stores are not encrypted when created by the Scanstate.exe utility, and they lack the
security of other migration store types. When you are moving multiple computers by
using uncompressed migration stores on a shared network folder, you need to ensure
that each migration store is written to a separate folder location on the store.

m Compressed This type writes all migration data to a single compressed file. You can
encrypt this file. You can extract the data located in this file using the Loadstate.exe
utility. When you move data for multiple computers by using compressed migration
stores, ensure that the resulting migration store has a unique name that allows you
to tie it back to the computer that you migrated from.

m Hard-link You can use hard-link migration stores only in wipe-and-load migrations.
The hard-link migration store allows files to be stored on the local computer while
the old operating system is removed entirely and a new operating system is installed.
Hard-link migrations do not create a duplicate of the migrated profile data and use
less space than an uncompressed or compressed migration store. You cannot use a
hard-link migration store when you are using a network share as a storage location.

You should consider the security of uncompressed and compressed migration stores that are
located on shared network folders. If the security of user profile data is a concern during a
migration, you should use a compressed migration store with encryption. This method mini-
mizes the risk that unauthorized third parties are able to access user profile data during the
migration process. You configure an encrypted migration store in the practice exercise at the
end of this lesson.

Estimating Storage Requirements

You can use Scanstate.exe to determine the amount of space required for each storage type on
a computer given a specific set of migration rules. This can be useful when you are planning a
migration and you do not know how much data actually has to be stored. The migration report
is written in XML format. You can open the report for review using Windows Internet Explorer,
as shown in Figure 2-7.
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FIGURE 2-7 Migration store report

You run the following command to generate an estimate of the migration store size:

Scanstate.exe c:\migrationstore /o /p:"C:\migrationstoresize.xml"

Using USMT

USMT allows you to automate the process of migrating user profile data. In this set of practice
exercises, you perform several steps that you would perform with USMT when preparing to
migrate profile data. These include creating an estimate of the size of the migration store,
creating a custom XML file that has the location of any nonstandard document directories
and then creating an encrypted migration store.

EXERCISE 1 Creating an Estimate of the Migration Store Type

Prior to performing this practice exercise, ensure that the Windows Automated Installation Kit
is already installed on WKSTNL. To complete this exercise, follow these steps:

1. Log on to computer wkstnl with the Mark Lee user account.
2. Create the directories c:\mig-store, c:\mig-reports, and c:\usmt.

3. Depending on whether your Windows 7 installation is x86 or x64, copy the contents of
the c:\Program Files\Windows AlIK\Tools\USMT\x86 or c:\\Program Files\Windows AIK\
Tools\USMT\amd64 directories to the c:\usmt directory.

4. Run the following command to generate an estimate of the migration store size:

C:\USMT\scanstate.exe c:\mig-reports /p:"c:\mig-reports\MigrationStoreSize.xm1"
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Use Internet Explorer to open the file c:\mig-reports\MigrationStoreSize.xml.

Run the following command to create an encrypted store:
C:\usmt\scanstate c:\mig-store /encrypt /key:"Pa$$wOrd"

Verify that the migration store has been created in the c:\mig-store directory.

Lesson Summary

The User State Migration Tool can be automated to migrate profile data.

The process of replacing the operating system on a computer is known as a PC Refresh
scenario or as a wipe-and-load migration. You can use a hard-link migration store
during this type of migration if you want to minimize the use of disk space.

The process of replacing an old computer with a new computer is called a PC
Replacement scenario or side-by-side migration. You cannot use a hard-link migra-
tion store for this type of migration.

Scanstate.exe is run on the source computer. Loadstate.exe is run on the destination
computer.

USMT uses XML configuration files such as MigUser.xml, MigApp.xml, and MigDocs.xml
to control which data is migrated from the source computer to the destination computer.

Lesson Review

You can use the following questions to test your knowledge of the information in Lesson 3,
“Migrating User Profiles.” The questions are also available on the companion CD if you prefer
to review them in electronic form.

NOTE ANSWERS

Answers to these questions and explanations of why each answer choice is correct or

incorrect are located in the “Answers” section at the end of the book.

Your organization has just purchased 400 new computers and you need to move user
data from 400 existing installations in a side-by-side migration. These computers run a
mix of Windows 2000 Professional, Windows XP Professional, Windows Vista, and the
Windows 7 operating systems. You want to extract data from as many computers as
possible by performing an offline migration with the User State Migration Tool. Which
of these operating systems support this type of migration? (Choose all that apply; each
answer forms a complete solution.)

A. Windows 7

B. Windows XP Professional

C. Windows Vista

D. Windows 2000 Professional
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Which of the following XML files do you modify to specify information about a custom
user documents folder when you use the User State Migration Tool?

A. MigApp.xml
B. Config.xml

C. MigUser.xml
D. MigDocs.xml

Which of the following migration store types support encryption when you use
Scanstate.exe?

A. Hard-link migration

B. Uncompressed Remote Store
C. Compressed Remote Store
D. Uncompressed Local Store

Which of the following migration store types should you use when you have to per-
form a wipe-and-load migration on a large number of computers, you want to ensure
that no data is transferred from the computers, and that a minimum amount of disk
space is used?

A. Compressed remote store
B. Uncompressed local store
C. Hard-link migration store

D. Compressed local store

Chapter Review

To further practice and reinforce the skills you learned in this chapter, you can perform the
following tasks:

Review the chapter summary.
Review the list of key terms introduced in this chapter.

Complete the case scenarios. These scenarios set up real-world situations based on the
topics of this chapter and ask you to create a solution.

Complete the suggested practices.

Take a practice test.

Chapter Review
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Chapter Summary

m Volume activation allows organizations with large operating system deployments to
use multiple activation keys and key management services servers to simplify the
process of activating computers.

m  x86 versions of Windows 7 support a maximum of 4 GB of RAM.
m  Windows 7 Enterprise and Ultimate editions support boot from VHD.

m You can use the User State Migration Tool to automate the user profile migration
process through XML configuration files.

Key Terms

Do you know what these key terms mean? You can check your answers by looking up the
terms in the glossary at the end of the book.

m  Activation
m Hard-link
m KMS
= MAK

Case Scenarios

In the following case scenarios, you apply what you've learned about subjects of this chapter.
You can find answers to these questions in the "Answers"” section at the end of this book.

Case Scenario 1: Branch Office and Head Office Activation

Your organization has a volume license agreement with Microsoft. You will be deploying
Windows 7 to 200 clients at your organization’s head office. You will be deploying between
15 and 20 clients on isolated networks at 11 separate branch offices. You want to minimize
the amount of administrative effort required. With these facts in mind, answer the following
questions:

1. Which editions of Windows 7 can you deploy at Contoso as a part of your volume
license agreement with Microsoft?

2. Which activation solution should you use at your head office site?

3. Which activation solution should you use for the clients located on isolated branch
office networks?

Case Scenario 2: Migrating Users to Virtual Machines

Your organization has a large number of people using computers that have the Windows XP

Professional operating system. Rather than migrate all these users to new computers running
the Windows 7 Enterprise operating system, you have decided to migrate users to Windows 7
virtual machines hosted on a server running Hyper-V. During the migration, you want to ensure
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that user profile data is stored on a network share as a single encrypted file. You should be able
to create this file with the User State Migration Tool and not use any additional utilities. You
want to apply AppLocker policies to secure application execution on the virtual machines.
You also want to use KMS to activate the virtual machines. With these facts in mind, answer
the following questions:

1. Which edition of Windows 7 should you choose to be hosted on the Hyper-V server?

2. What type of migration should you use to move data off computers running Windows XP
Professional so that it can be imported into virtual machines running Windows 7?

3. What is the name of the command-line utility you should use to import data from the
encrypted migration store to the Windows 7 virtual machines?

Suggested Practices

To help you successfully master the exam objectives presented in this chapter, complete the
following tasks.

Plan and Manage Client Licensing and Activation
You should complete this practice if your computer is connected to the Internet.
m Practice1l Download and install the Volume Activation Management Tool.

m Practice 2 Use the Volume Activation Management Tool to scan a group of computers
by IP address range.

Plan and Manage a Physical Hardware and Virtualization Strategy

Perform this exercise if your computer is connected to the Internet and you have access to a
computer running Windows 7 Enterprise or Ultimate on physical hardware.

m Practicel Download and install Windows Virtual PC on a computer running Windows 7
Enterprise or Ultimate on physical hardware.

m Practice 2 Install a virtualized copy of Windows 7 under Windows Virtual PC. Make
note of which versions of Windows 7 you can install under Windows Virtual PC.

Design a User State Migration Strategy

Perform these practices if you have downloaded the Windows Automated Installation Kit and
have access to a separate computer.

m Practice1 Use the Scanstate.exe utility to create a custom XML file that includes
documents located in nonstandard directories.

® Practice 2 Use the Loadstate.exe utility to import migration data generated in
the practice exercise at the end of Lesson 3 on to a second computer running the
Windows 7 operating system.
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Take a Practice Test

The practice tests on this book’s companion CD offer many options. For example, you can
test yourself on just one exam objective, or you can test yourself on all the 70-686 certifi-
cation exam content. You can set up the test so that it closely simulates the experience of
taking a certification exam, or you can set it up in study mode so that you can look at the
correct answers and explanations after you answer each question.

MORE INFO PRACTICE TESTS

For details about all the practice test options available, see the “How to Use the Practice
Tests” section in this book’s Introduction.
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accelerators, 208-209
accelerators (Internet Explorer), 208
account policies, 181-182
activating branch office and head office
(case scenario), 72

activating volume licenses, 45-49
activating Windows 7, 44

multiple activations, 45-46

online process, 44

overview of, 44
activation client (practice), 73
activation servers, on local area networks, 48-49
AD DS deployment strategy, 397-398
AD DS domain logon failures, 488-496
Add a Script dialog box, 144
add-ons, 208-209
add-ons (Internet Explorer)

policies for, 208

troubleshooting, 449
Add/Remove Programs control panel, removing

applications from, 401

advertisements

creating, 315-316, 414

scheduling, 316
AIK. See Windows 7 AIK
answer files

applying to images, 109

creating, 80-81

editing, 81
application bundling, 357

Application Compatibility Manager, 378-380
Application Compatibility Toolkit

analyzing data from, 380
components of, 378
configuring (practice), 384-385
installing (practice), 384

Setup Analysis Tool, 383

application deployment

AD DS strategy, 397-398

Assign vs. Publish, 396-397

auditing clients for, 359-360
automatic application installation, 400
client-based, 362-363

compatibility, 357

with Group Policy, 365, 393-402
legacy considerations, 370

local method, choosing, 402

manual, 364

with Microsoft Application Virtualization, 366

mixed method, 363

package-based, 364

with Remote Desktop Services, 417
scaling, 3-5, 362

with SCCM 2007, 365

selecting method for, 360-362
server-based, 363, 365-366

software distribution points, 398
thin-client vs. fat-client models, 361-362

application incompatibilities, 369-370

compatibility modes, 373-374
database for, 372
testing for, 372
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application inventory, 370-372
application testing, 358
application virtualization, 366
applications
compatibility, 357
deployment versatility, 357
hardware requirements, 358
requirement overview, 358
selecting, 356-360
software prerequisites, 359
supplemental, 89
uninstalling when out of scope of management, 401
user requirements for, identifying, 356-357
AppLocker
category restrictions, 185-186
policies, configuring (practice), 192-193
settings, 185-186
App-V. See Microsoft Application Virtualization
Asset Inventory Service (AIS), 371
Assign deployment, 396-397
Audit Object Access Policy, 163
auditing policies
configuring, 162-165
creating, 155-157
authentication exemption rules, 180
authorization failures, troubleshooting, 496-497
auto-cast multicasting, 294
Automated Installation Kit (AIK). See Windows 7 AIK

bandwidth considerations, 270-271, 292-294
baseline configurations
with GPO Accelerator, 151-153
overview of, 150
batch files, 140
binary property values, 287
BitLocker
configuring, 173-176
enabling, 285
encryption and, 176
overview of, 173
startup options, 174

BitLocker To Go
configuring, 176-178
configuring to limit USB flash storage device
usage (practice), 191-192
removable device policies, 187-188
blocking GPO inheritance, 136
blocking InPrivate Browsing, 205-206
book errors, reporting, xxiii
boot disks, creating, 274
boot image packages, 84, 304
boot images
creating, 274
deploying to reference computer, 85
boot media, creating, 317-319
booting from VHD, 55-57
branch office activation (case scenario), 72
BranchCache, 333, 478
browsing history, 205
BTO (build-to-order), 231
BTP (build-to-plan), 231
build computer, 267
connecting to production network, 270
creating, 83
build server for image files, 87
Build stage of Deliver phase, 16-17
build-to-order (BTO), 231
build-to-plan (BTP), 231

C

cache settings, 202
case scenarios
activating branch office and head office, 72
branch office activation, 72
capturing WDS image, 262
client security at Contoso, 217
Fabrikam policies, 353
GPO deployment, 167
head office activation, 72
Image.exe, 114
Internet Explorer configuration, 217
migrating users to virtual machines, 72-73



refreshing workstations, 224-263
user interface language modification, 114-115
Windows 7 deployment, 38
certificates, troubleshooting, 443-444
Certification Mode practice test, xxii
client baseline configuration
creating, 150-165
deploying, 150-151
client boot methods, 274-275
client deployment
bandwidth needed, 257-258
creating task sequence to install Windows 7 and
restore user state data (practice), 259
creating task sequence to save user state data
(practice), 258
dedicated deployment network, 258
multicasting, 258
number of workstations required, 256-257
off-hours deployment, 257
scaling process, 256-258
stagger deployment, 257
client hardware platform
designing, 52-60
Windows 7 editions, 53
Windows 7 hardware requirements, 52-53
client life cycle, designing, 41-73
client security at Contoso (case scenario), 217
client security, configuring, 172-193
client-based application deployment, 362-363
clients
auditing for application deployment, 359-360
deploying updates to, 343-348
designing configuration strategies, 118-148
collections, creating, 314-315, 405
committing system images, 109
companion media, xx
Compatibility Administrator, 380, 381
compatibility controls, limiting, 375-376
compatibility evaluators, 379
compatibility fixes, 376
compatibility modes, 373-374
Compatibility View in Internet Explorer, 444-446
configuring (practice), 449-450
compressed migration stores, 68

Deliver phase

configuration
creating client baseline, 150-165
designing client strategies, 118-148
evaluating business requirements, 119
Group Policy, 121-140
matching settings to requirements, 119-120
method selection, 120-121
configuration management, 110
Configure ConfigMgr Integration Wizard, 299-300
Config.xml, 66
connection security rules, 180
Contoso WSUS upgrade (case scenario), 353
Create And Attach Virtual Hard Disk dialog box, 56
Custom Mode practice test, xxii
Custom Mode dialog box, xxii
Customer Service process, 20
CustomSettings.ini file
binary property values, 287
configuring individual computers in, 291
customization cost/benefit, 266
defining groups in, 290-291
editing manually, 288
formatting of, 287
ignoring wizard pages with, 289-290
ignoring wizard pages with (practice), 295-296
reference for, 288
in Zero-Touch Installation, 309

D

data collection packages (DCPs), 379
data collector set for performance baseline, 32
data execution prevention (DEP), 369
data recovery agents, 175
Dcdiag.exe, 493
default commands, modifying (practice), 294-295
default gateway, troubleshooting, 473
Deliver phase, 14-18
building, 16-17
deploying, 18
envisioning, 15
project planning, 15-16
stabilizing, 17-18
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Deploy Software dialog box

Deploy Software dialog box, 400
deploying. See also application deployment;
Lite-Touch Installation (LTl); Zero-Touch
Installation (ZTI)
bandwidth considerations, 270-271, 292-294
choosing method, 248-259
life cycle, 3-23
Lite-Touch Installation (LTI) vs. Zero-Touch
Installation (ZTI), 254-255
planning for, 267
storage space for, 268
using Microsoft deployment tools, 224
deploying GPOs, 131-135
deploying scripts, 141-145
deployment, scaling, 3-5
deployment and restart, scheduling, 347
Deployment Image Servicing and Management
(DISM.exe). See DISM.exe
deployment options, 248-250
customized target computer installations, 249
local installations, 249
reference computers, 249-250
deployment scenarios, 250-252
new computer, 251
refresh computer, 252
replace computer, 252
upgrade computer, 251-252
deployment share
adding images to, 270
building, 221-222
configuring for multicasting, 293
creating, 83, 267
creating (practice), 95-97
credentials, entering automatically, 295
populating, 83, 268
properties, modifying (practice), 294-295
replicating, 270
storage space for, 268
updating, 273-274
Deployment Workbench, 270
image of, 3
DES encryption support for Kerberos, 189

desktop composition, disabling, 374
device drivers
adding to image files, 105
in system images, 89
Device Manager, 474
DHCP, troubleshooting, 438
digital certificates, 443-444
digital content for digital book readers, xx
disabling services, 185
Diskpart.exe, 77
DISM.exe, 110-111, 230
committing images (practice), 111
disabling Windows 7 features (practice), 111
dismounting images (practice), 111
enabling Windows 7 features (practice), 111
installing device drivers to offline images
(practice), 110-111
mounting (practice), 110
operating system updates, installing, 106-107
overview of, 103
distribution points
adding packages to, 409-410
creating, 310, 403-404
updating, 311
DNS, troubleshooting, 439-440
DNSLint.exe, 494
drives, configuring removable policies, 187-188

E

Encrypting File System, 178
configuring, 178
overview of, 173

encryption, 173-178
configuring BitLocker, 173-176
configuring BitLocker To Go, 176-178
configuring Encrypting File System, 178
overview of, 173
troubleshooting, 480-482

enforcing GPOs, 137, 458

Enterprise edition, 53

envisioning goals, 15



F

Fabrikam software update policies
(case scenario), 353
firewalls
creating rules, 179-181
troubleshooting, 441-443, 477
turning off, 442
folder names for legacy applications, 370
Folder Redirection, 157-159
functional GPOs, 128
functional specifications, 16

G

Get Programs control panel, 395
goal envisioning, 15
governance, risk, and compliance (GRC).

See Plan phase, GRC
governance-risk-compliance (GRC) policies, 12
GPMC

downloading and installing (practice), 145-146
GPO creation/management with, 121-123
GPO Accelerator, 151-153
GPOs
assigning multiple GPOs to one container, 134-135
asynchronous vs. synchronous processing, 130
blocked inheritance, checking, 456
blocking inheritance, 136
change frequency, 129
computer configuration vs. user configuration,
125-126, 455
creating, 121-130
creating (practice), 147-148, 414
creating using GPMC, 121-125
creating using Group Policy cmdlets, 125
creating using starter GPOs, 126-128
deploying, 131-135
deploying (case scenario), 167
enforcement, checking, 458
enforcing, 137
foreground vs. background processing, 129

Group Policy

Group Policy inheritance, 132-133
Group Policy precedence, 133-134
link speed, 129
link status, checking, 454
linking, 131-132
linking to AD DS containers, 131-132
monolithic vs. functional, 128
object location, checking, 454
performance issues, 129-130
permissions, checking, 461
policies and preferences, 126
policy inheritance, checking, 455
precedence, 456
redundant, avoiding, 453
security filtering, 137-139, 458
selecting functional design strategies, 128-129
starter, 126-127
troubleshooting, 454-461
updating, 455
Gpresult.exe, 459-460
HTML report (practice), 462
running from command prompt (practice), 462
graphics requirements
for applications, 358
for Windows 7, 52
Group Policy
Assign vs. Publish deployments, 396-397
auditing policies, 155-157
BranchCache setting, 478
Compeatibility View policies, 446-447
configuration, 121-140
configuring update-related, 345-347
deploying applications with, 365, 393-402
Folder Redirection, 155-157
inheritance, blocking, 136
Internet Explorer and, 199
loopback processing, 461
package creation with, 393-395
package policies, setting, 400
performance issues, 129-130
Policies nodes, 126
precedence, 133-134
Preferences nodes, 126
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Group Policy (continued)
results, viewing, 459-460
security zone settings, 448
Software Installation extension, 395-396
software installation policies, 397
troubleshooting, 452-453
turning off firewalls, 442
Windows Error Reporting settings, 154-155
Group Policy cmdlets. See GPOs, creating using
Group Policy cmdlets
Group Policy inheritance, 136-140
blocking, 136-137
enforcing GPOs, 137
security filtering, 137-139
WM filtering, 140
Group Policy Management Console (GPMC).
See GPMC; GPOs, creating using GPMC
Group Policy objects. See GPOs
grouping target computers, 290-291
groups, WSUS, 334-335

H

hard disk requirements
for Windows 7, 52
hard-link migration stores, 68
hardware ID, 44
hardware requirements
for applications, 358
compiling inventory for, 24-25, 26
for practice exercises, xix
for Windows 7, 52
head office activation (case scenario), 72
help desk interface, defining, 20
help with book, xxiii
hosts, virtualization, 55
hotfixes, installing to images, 106-107
hybrid images, 93
Hyper-V, 55

IEAK. See Internet Explorer Administration Kit (IEAK)
IEAK Profile Manager, 197
image creation design strategies, 77-99
image creation laboratory
build server for, 87
building, 86-88
hardware requirements, 87
infrastructure, 88
infrastructure prerequisites, 88
network, 87
software requirements, 88
image modification tools, 103-109
Image.exe, capturing images using
(case scenario), 114
images, system. See system images
ImageX.exe, 82, 103
importing target computers to database, 313-314
infrastructure
configuring update testing, 336
evaluating, 253-256
Lite-Touch Installation (LTI) vs. Zero-Touch
Installation (ZTI), 254-255
SCCM 2007 requirements, 256
WDS requirements, 253-254
InPrivate
browsing, 205-206
filtering, 206-207
InPrivate Browsing, 205-206
InPrivate filtering, 206-207
installation ID, 44
installing Application Compatibility Test
(practice), 384
installing applications manually, 364
installing practice tests, xxi
Install.wim file, 100
Internet Explorer
add-ons, troubleshooting, 449
add-ons and accelerators, 208-209
browsing history, controlling, 205



cache settings, 202
Compatibility View, 444-446
Compatibility View configuration
(practice), 449-450
configuration (case scenario), 217
configuring, 196-214
configuring security zones, 199-201
Group Policy and, 199
InPrivate browsing, 205-206
InPrivate filtering, 205-206
Internet Explorer Administration Kit
(practice), 210-214
managing browsing history, 205
managing cache settings, 202
managing Windows add-ons using Group Policy
(practice), 209
privacy settings, 203-207
proxy server connections, 207
security levels, 201
security zone configuration (practice), 450
security zone troubleshooting, 447-449
security zones, 199
Internet Explorer Administration Kit (IEAK), 196-198
Internet Explorer Compatibility Test Tool, 381
Internet Group Management Protocol (IGMP), 294
Internet security zone, 200
inventorying applications, 370-372
inventorying hardware, 24-25
manually, 26
with Microsoft Assessment And Planning
Toolkit 4.0, 29-31
with SCCM 2007, 28
with System Information, 26-28
Ipconfig.exe, 471-473
IPSec protocol, 180
isolation rules, 180
IT Pro Quick Start Kit (practice), 39

K

Kerberos
DES encryption support, 189
troubleshooting, 492-496

loopback processing

Kerbtray.exe, 495
Key Management Service (KMS), 48-49
activation limits, 49
activation threshold, 49
configuring hosts as servers for, 49
KMS. See Key Management Service (KMS)

L

lab creation, 269
language packs, 90
installing to images, 106-107, 108
language settings for offline images, 108
legacy application considerations, 370
lesson review options, xxii
licenses
OEM, 43
planning and managing, 43-50
planning and managing client (practice), 73
retail keys, 43
virtualization and, 54
Volume License keys, 43
Windows 7, 43
link pulse indicators, 474
linking GPOs to AD DS containers, 131-132
Lite-Touch Installation (LTI)
build computer, 267
flexibility of, 266
multicasting, 292-294
planning, 267
reference computer, 268, 269
vs. Zero-Touch Installation (ZTI), 254-255
loadstate.exe, 67
Local Intranet security zone, 200
Local Security Policy Editor, 184
local update policy, setting (practice), 348-349
local user profiles, 159
localizing system images, 90
locking down services, 185
logon failures, troubleshooting, 488-496
logon/logoff scripts, 120
loopback processing, 461
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M

MAC addresses, displaying, 291-292
MAK Independent Activation, 45
MAK keys, 45-46
MAK Proxy Activation, 46
mandatory integrity control (MIC), legacy
applications and, 370
manual application deployment, 364
manual update, verifying (practice), 340
manually inventorying hardware, 26
MAP Toolkit 5.0, 371
MBSA
installing and using (practice), 340-341
verifying update deployments, 338-339
MDT 2010, 221
build computer, creating, 83
creating images with, 82-86
deploying with, 235-245
deploying with (practice video), 320-321
downloading and installing, 268
downloading and installing (practice), 95
SQL databases and, 292
MDT deployment
compared with MOF 3.0 and 4.0, 5
compared with MSF, 5
placing in the MOF life cycle, 10-22
Plan phase, 11-14
memory requirements, 52
for applications, 358
for Windows 7, 52
Microsoft Application Compatibility Toolkit, 377
Microsoft Application Virtualization
application deployment with, 366
compatibility issues and, 377
Microsoft Assessment And Planning (MAP)
Toolkit 4.0
hardware inventory with, 29-31
for installing and running, 2
Microsoft Baseline Security Analyzer (MBSA).
See MBSA
Microsoft Certified Professional Program, xxiii

Microsoft Deployment Toolkit 2010. See MDT 2010
Microsoft Deployment Toolkit Files package, 306
Microsoft deployment tools, 224
Microsoft Knowledge Base, xx
Microsoft Operations Framework (MOF).
See MOF life cycle
Microsoft Press contact information, xxiv
Microsoft System Center Configuration Manager.
See SCCM (System Center Configuration
Manager)
MigApp.xml, 66
MigDocs.xml, 66-65
migrating user profiles, 61-70
choosing a type, 64
estimating storage requirements, 68
offline, 66
side-by-side, 64
understanding reasons for, 62-64
upgrading when, 64
with Windows Easy Transfer, 63
wipe-and-load, 64
migration store
compressed, 68
estimating size of, 68-69
selecting, 67-68
types of, 67-68
uncompressed, 68
migration types, choosing, 64
MigUser.xml, 65
MOF 4.0
downloading free from Microsoft, 5
and the Microsoft Solutions Framework (MSF), 7
MOF life cycle, 4-22
periodic management reviews, 9
phases, 5-6
version comparison, 5
monolithic GPOs, 128
mounting images, 104
MSI packages, 364
MSP files, deploying, 395
multicasting deployments, 228, 292-294



N

network bandwidth considerations, 270-271, 292-294
network connections
hardware, troubleshooting, 474
remote, troubleshooting, 482-483
routers, troubleshooting, 475-476
wired, troubleshooting, 470-478
wireless, troubleshooting, 479-482
WPA security, 480
Network Monitor, 31-33, 477
network requirements for applications, 358
network security settings, 189-190
Nltest.exe, 492, 498
non-PXE clients and WDS, 228
NTLM authentication, 189

(0

OEM licenses, 43
offline image file modification, 102-103
offline migration, 66
Operate phase, 19-21

customer service, 20

management review, 20

monitoring and control, 20

operational health, 21

operations, 19-21

problem management, 20-21
operational health management review, 9, 21
organizing system images, 89

P

package-based deployment, 364, 393-395
packages
adding to distribution points, 409-410
creating with SCCM, 405-409
passwords
history, enforcing, 181
minimum/maximum age, 181
setting, 283-284, 294-295

practice

patch files, deploying, 395
performance baseline (practice), 39
Performance Monitor, 31-33
permissions, GPO, troubleshooting, 461
physical hardware virtualization strategy
(practice), 73
Ping.exe
running (practice), 485
testing success and failure, 473
Plan phase
business/IT alignment, 13
GRC, 12
policy, 13
reliability, 13
Planning Guide, deprecation of, 4
policies
auditing, 155-157
configuring auditing, 162-165
configuring file and folder auditing
(practice), 163-165
configuring removable drive, 187-188
configuring standard audit (practice), 162-163
configuring update-related, 345-347
configuring user rights and security, 183-184
defining account, 181-182
defining user account control, 182-183
designing, 13
Fabrikam software update (case scenario), 353
folder redirection, 157-159
setting local update (practice), 348-349
policy and control management review, 9, 20
populating deployment share, 83
portfolio management review, 9, 14
PowerShell, 141
practice
ACT, installing and configuring, 383-385
asset intelligence, gathering with SCCM 2007,
366-367
audit, configuring, 162-165
boot from VHD, preparing, 57-60
client security standards, implementing, 190-193
CustomSettings.ini file, customizing, 294-296
deployment share, creating, 94-97
DISM.exe, using, 110-111
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practice (continued)
GPO in Windows 7, creating, 145-148
Gpresult.exe, using, 462
Internet Explorer, configuring, 209-214
Internet Explorer Compatibility View settings,

configuring, 449-450

Kerberos troubleshooting tools, using, 498
MAP toolkit, installing, 34-35
network troubleshooting tools, using, 485
packages, deploying with GPO, 414-415

RemoteApp, deploying applications with, 423-425

SCCM deployment scenarios, comparing, 320
size of migration store, estimating, 69-70
task sequences, creating, 258-259
update deployment, verifying, 339-341
update-related policies, configuring, 348-350
Windows SIM, using, 240-246
workstation build team, leading, 21-22
practice exercises
hardware requirements, xix
software requirements, xx
practice tests
installing, xxi
modes, xxii
uninstalling, xxiii
privacy settings in Internet Explorer, 203-204, 207
Problem Management service, 20-21
processor requirements
for applications, 358
for Windows 7, 52
product activation for Windows 7, 44
multiple activations, 45-46
online process, 44
overview of, 44
product ID, 44
Professional edition, 53
profiles
creating roaming, 160-162
designing user, 159-162
Program Compatibility Troubleshooter, 375
programs (SCCM), 403, 410-413
project plan approved management review, 9, 16
project planning, 15
proxy server connections in Internet Explorer, 207
Publish deployment, 396-397

R

recreating system images, 102
reference computer
building, 269
capturing image, 223
performing installation, 81, 222
selecting, 268
reference installation, 222
Refresh Computer scenario, 268
release readiness management review, 9, 18
Remote Desktop Gateway, 483
Remote Desktop Protocol (RDP), 417, 420-421
Remote Desktop Services (RDS)
application deployment with, 363, 365-366, 417
compatibility issues and, 377
deployment options, 418
troubleshooting, 482-483
Remote Desktop Web Access (RD Web Access)
connecting to (practice), 424—-425
defining, 422-423
and full RDS desktop, 423
RemoteApp, 418
adding programs to (practice), 423-424
application deployment with, 419-420
configuring applications, 419
packaging applications, 420-423
removable drive policies, configuring, 187-188
Replace Computer scenario, 268, 273
Request For Change (RFC), 14
restart, scheduling. See deployment and restart,
scheduling
Restricted Sites security zone, 201
Resultant Set of Policy (RSoP), 460.
See also Gpresult.exe
retail keys, 43
roaming profiles
creating, 159
overview of, 160
rolling back updates, 348
routers, troubleshooting, 475-476



S

scaling application deployment, 3-5, 362
scaling client deployment, 256-258
scanstate.exe
offline mode, 66
overview of, 66-67
SCCM (System Center Configuration Manager)
adding computers to database, 313-314
advertisement creation, 315-316
application deployment with, 365, 402-414
application inventory with, 370
client package installation, 307
collection creation, 314-315, 405
distribution points, creating, 403-404
hardware inventory with, 28
infrastructure prerequisites, 256, 298-299
integrating with MDT 2010, 299-300
overview of, 28
package creation with, 405-409
programs in, 403, 410-413
task sequence creation, 300-310.
See also task sequence
updating with, 339-341
Windows 7 deployment (practice video), 320
SCCM Asset Intelligence (video practice), 366-367
scheduled-cast multicasting, 294
screen resolution, configuring, 374
scripting languages
choosing, 140-141
deploying, 141-145
supporting, 141
scripts, 140-148
choosing languages, 140-141
deploying, 141-145
deploying logon in user objects, 141-142
deploying using Group Policy, 142-145
supporting languages, 141
sector-based image files, 76
security
add-ons and accelerators in Internet Explorer,
208-209
client, at Contoso (case scenario), 217

simgr.vbs command

configuring BitLocker, 173-176
configuring BitLocker To Go, 176-178
configuring client, 172-193
configuring Encrypting File System, 178
configuring Internet Explorer, 196-214
configuring security zones for Internet Explorer,
199-201
defining AppLocker settings, 185-186
InPrivate browsing, 205-206
InPrivate filtering, 206-207
locking down services, 185
managing browsing history in Internet Explorer, 205
managing cache settings in Internet Explorer, 202
modifying network settings, 189-190
privacy settings in Internet Explorer, 203-207
proxy server connections, 207
user account control policies, 182-183
user rights and, defining, 183-184
security filtering, 137-139
security protocol settings, troubleshooting, 480-482
security zones
configuring, 199
configuring (practice), 450
Group Policy configuration, 448
troubleshooting, 447-449
server-based application deployment, 363, 365-366
server-to-server rules, 181
service alignment management review, 9, 11
service management functions (SMFs)
for the MOF Manage Layer, 8
for the MOF Operate Phase, 8
overview of, 6-7
understanding the sequence, 10
Service Monitoring and Control, 20
service packs, installing to images, 106-107
services, locking down, 185
session 0 isolation, 370
Setup Analysis Tool, 383
shims, 376
side-by-side migration, 64
signal acquisition failure in wireless networks,
479-480
simgrvbs command, 44, 50
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software. See applications
software distribution points, 398
Software Installation extension for Group Policy,
395-396
setting policies, 400
Software Installation policies
creating (practice), 414-415
software licenses, 400
software licensing management tool, 50
software requirements
for practice exercises, xx
SQL databases, 292
stabilization process
planning (practice), 22
stabilization team
assembling (practice), 21-22
Stabilize stage of Deliver phase, 17-18
Standard Client Task Sequence template, 272
Standard User Analyzer, 382
starter GPOs, 126-127
startup/shutdown scripts, 120
storage requirements for applications, 358
estimating, 68
Study Mode practice tests, xxii
subnet masks, troubleshooting, 472
super-mandatory profiles
creating, 162
overview of, 159
supplemental applications, 89
support for book, xx
synchronous processing, 130
Sysprep.exe (System Preparation), 82, 230
System Center Configuration Manager (SCCM) 2007.
See SCCM (System Center Configuration Manager)
system images
adding device drivers, 105-106
answer files, applying, 109
applying answer file settings, 109
applying operating system updates, 106-107
changing interface languages, 108-109
committing and unmounting, 109
configuring operating system features, 108
core and supplemental applications needed, 89
creating and managing, 75-115

creating manually, 80
creating with MDT 2010, 82-86
creating with Windows 7 AlK, 80-82
customizing, 100
deploying to target computers, 269
determining quantity needed, 88-90
device drivers in, 89, 105
hotfixes, installing, 106-107
hybrid images, 93
image modification tools, 103-109
language configuration, 108
language packs, installing, 106-107
localizing, 90
modification tools, 103
modifying existing image files, 102-103
modifying image deployment, 102
mounting, 104
number needed, 88
offline modification, 102-103
organizing, 89
reasons to modify, 101
recreating, 102
service packs, installing, 106-107
supplemental applications, 89
testing, 110-111
thick images, 90-91, 364
thin images, 91-92
types, 90-93
unmounting, 109
updating, 101-103
versioning, 103
System Information
accessing, 26
hardware inventory with, 26-28
System Preparation (Sysprep.exe), 82, 230
system settings design standard (practice), 168

-

target computer
accessing image, 224
adding to database, 313-314
boot media, creating, 317-319



boot methods, 274-275
booting using Windows PE, 223-224
collections, adding to, 314-315
grouping, 290-291
installing Windows, 224
joining to workgroup, 280
MAC addresses, 291-292
migration type, selecting, 278
password, setting, 283-284
starting, 276-286
target deployment, 271-273
task sequence
creating, 84
creating from scratch, 273
creating to install Windows 7 and save user state
data (practice), 259
creating to save user state data (practice), 258
customizing, 311-312
modifying settings, 272
selecting, 277
for target deployment, 271-273, 310
template for, 272
for Zero-Touch Installation deployment, 300-301
TCP/IP, troubleshooting, 471-473
Temporary Internet Files folder
size configuration, 202
test workstations, application testing, 358
testing system images, 110
thick images, 90-91, 364
thin-client vs. fat-client deployment models, 361-362
Tracert.exe
overview of, 476
running (practice), 485
transmission issues, troubleshooting, 479-480
troubleshooting
authorization failures, 496-497
certificates, 443-444
DHCP, 438
DNS, 439-440
encryption, 480-482
firewalls, 441-443, 477
GPOs, 454-461
Group Policy, 452-453
Internet Explorer add-ons, 449

update testing infrastructure, configuring

Internet Explorer compatibility issues, 444-446
Kerberos, 492-496
logon failures, 488—-496
network hardware, 474
network problems, 437
Remote Desktop Services (RDS), 482-483
remote network connections, 482-483
routers, 475-476
security zones, 447-449
TCP/IP connections, 471-473
virtual private network (VPN) connections,
484-485
Web site access, 436-444
wired network connections, 470-478
wireless network connections, 479-482
workstation authentication, 490-491
troubleshooting hierarchy, 434-436
troubleshooting procedures
applying solution, 434
determining scope, 433
gathering information, 436-437
identifying symptoms, 432
isolating location, 434
political concerns, 433
reproducing problem, 437
testing results, 434
Trusted Sites security zone, 201
tunnel rules, 181
256 colors, configuring program for, 374

U

UAC policies, 182-183
Ultimate edition, 53
uncompressed migration stores, 68
update classifications
important, 327
optional, 328
overview of, 327-328
recommended, 328
update deployment, verifying, 336-339
update management strategy, designing, 326-341
update testing infrastructure, configuring, 336
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updates
configuring testing infrastructure, 336
configuring update-related group policy,
345-347
deploying, 328-330
deploying to clients, 343-348
Fabrikam software policies (case scenario), 353
installing manually, 329-330
managing. See update management strategy,
designing
managing Windows Update clients, 344
rolling back, 348
setting local policy (practice), 348-349
System Center Configuration Manager, 339-341
verifying deployment, 336-339
verifying manual (practice), 340
updating GPOs, 455
updating system images, 101
upgrade information, gathering, 23-33
upgrading operating systems, 64
user account control policies, 182-183
User Account Control (UAC)
legacy applications and, 369
policies, 182-183
user interface languages, modifying
(case scenario), 114-115
user profile strategy, designing, 159-162
user profiles
local, 159
migrating, 61-70
roaming, 159
super-mandatory, 159
viewing data, 62
user rights and security policies, 183-184
user state data
creating task sequence to install Windows 7 and
restore user state data (practice), 259
creating task sequence to save (practice), 258
user state migration strategies (practice), 73
User State Migration Tool (USMT)
configuring settings, 65-66
estimating size of migration store
(practice), 69-70

loadstate.exe, 67
migration store selection, 67-68
overview of, 65
package creation, 308
scanstate.exe, 66—-67
storage requirements, 68—-69
users, migrating to virtual machines (case scenario),
72-73
USMT. See User State Migration Tool (USMT)

\'

VAMT. See Volume Activation Management Tool
(VAMT)
VBScript, 140
version control, for system images, 103
VHD
booting from, 55-57
converting to WIM, 56
creating files, 56
installing VHD boot, 57-60
native boot limitations, 57
preparing for VHD boot, 57-60
virtual hard disk file. See VHD
virtual machines
compatibility issues and, 377
migrating users to (case scenario), 72-73
Virtual PC 2007, 55
virtual private network (VPN) connections,
troubleshooting, 484-485
Virtual Server 2005, 55
virtualization
compatibility issues and, 377
hosts, 55
planning and managing physical hardware
strategy (practice), 73
Windows 7, 54
Windows 7 editions, 54
virtualization hosts, 55
visual themes, configuring, 374
Volume Activation Management Tool
(VAMT), 46-48



Volume License keys, 43
volume licensing
activation methods, 45-49
Key Management Service (KMS), 48-49
MAK keys, 45-46
multiple activation keys, 45-46
Volume Activation Management Tool (VAMT),
46-48

W

WAIK (Windows Automated Installation Kit)
downloading, 42
Watson Feedback Platform (WFP).
See Windows Error Reporting (WER)
WDS
capturing image (case scenario), 262
capturing images with, 228
communications, 225
configuring server, 226-227
deploying images using multicasts, 228
for image creation laboratory, 88
infrastructure requirements, 253-254
and non-PXE clients, 228
providing complete deployment solution, 227-228
Web browsers, compatibility troubleshooting,
444-446
Web site compatibility, 381
WER. See Windows Error Reporting (WER)
WER (Windows Error Reporting), 153-155
WIM. See Windows Imaging Files (WIM)
wim files. See Windows Imaging Files (WIM)
WIM to VHD conversion, 56
Windows 7
Automated Installation Kit (AIK). See Windows 7 AIK
deployment basics, 221-224
deployment life cycle, 3-23
editions and licenses, 43
editions of, 53
hardware requirements, 52
preparing to deploy, 1-40
product activation, 44

Windows Internet Explorer

virtualization, 54
volume licensing activation, 45-49
x86 version vs. x64 version, 53
Windows 7 AIK
creating images with, 80-82
deploying with, 230-235
downloading and installing (practice), 94
Windows 7 deployment
making decisions (case scenario), 38
overview of, 221
preparing for (case scenario), 38
Windows 7 Enterprise, overview of, 53
Windows 7 Professional, overview of, 53
Windows 7 Ultimate, overview of, 53
Windows 7 virtualization, 54
Windows Automated Installation Kit, 69-70
downloading, 42
Windows CE, booting target computer, 223-224
Windows Deployment Services (WDS). See WDS
Windows Deployment Wizard
suppressing pages, 289-290
suppressing pages (practice), 295-296
Windows Easy Transfer, 63
Windows Error Reporting (WER), 153-155
Windows Firewall with Advanced Security,
configuring, 179-180
Windows Imaging Files (WIM), 77-79.
See also system images
advantages of, 77-79
Automated Installation Kit (AIK), 80-82
creating, 79-86
creating manually, 80
creating with MDT 2010, 82-86
creating with Windows 7 AIK, 80-82
manual creation, 80
MDT 2010, 82-86
workstation considerations, 79-80
Windows Installer, 395
Windows Installer package files, 394.
See also package-based deployment
packaging RemoteApp applications with, 422
Windows Internet Explorer. See Internet Explorer
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Windows Management Instrumentation (WMI).
See also Group Policy inheritance, WMI
filtering

filtering with, 140
Windows PE
boot disk, creating, 82
booting a target computer with, 223-224
defined, 221
in Windows 7 AIK, 230

Windows Preinstallation Environment (Windows PE).

See Windows PE
Windows Product Activation
multiple activations, 45-46
online process, 44
overview of, 44
Windows Server Update Services (WSUS). See WSUS
Windows SIM
creating a distribution share (practice), 240-241
partitioning a disk with an answer file (practice),
242-246
practice, 240-246
in Windows 7 AIK, 230
Windows System Image Manager (Windows SIM).
See Windows SIM
Windows Time service, 491
Windows Update clients, 344
Windows Update Stand-alone installer, 330
Windows Virtual PC, 55
Windows XP Mode, 377
wipe-and-load migration, 64
WM I filtering, 140
workgroup, joining computer to, 280
workstation hardware inventory
compiling, 24-30
manual method of compiling, 26

Microsoft Assessment And Planning Toolkit 4.0
method of compiling, 29-30
Microsoft System Center Configuration Manager
(SCCM) method of compiling, 28, 359
system information method of compiling, 26-28
workstation performance benchmarks, 31-33, 35
workstations
configuration management, 357
number required for client deployment, 256-257
refreshing (case scenario), 224-263
requirements for, 119-120
synchronous processing, 130
troubleshooting authentication, 490-491
WPA security, 480
WSUS, 325, 330-335
and BranchCache, 333
Contoso upgrade (case scenario), 353
deployment types, 332
groups, 334-335
overview of, 325
servers used as update locations, 331-332
topologies, 332
WSUS reports, 337

Z

Zero-Touch Installation (ZTI). See also SCCM (System
Center Configuration Manager)
distribution points, 310-311
infrastructure prerequisites, 298-299
vs. Lite-Touch Installation, 254-255
task sequence creation, 300-310
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