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Chapter 6

Configuring Windows Vista
Security

As a Consumer Support Technician, there’s a good chance that you're aware of potential secu-
rity issues that occur on customers’ computers. It’s not uncommon to hear complaints related
to system slowdowns after visiting an unfamiliar Web site or installing a new application.
Cleaning computers that have been infected by viruses or spyware can be a difficult and time-
consuming process. The ideal solution is to prevent them from being infected in the first place.
That leads to increasing security. Often, it’s necessary to reduce the permissions that are
granted to users on their own computers.

Security and usability are often at odds: increasing one often decreases the other. This makes
the true goal of configuring and managing security settings a balancing act. Imagine, for exam-
ple, if you were required to enter five different pieces of personal information to log on to a
computer. In many ways, this system might be more secure than one that just required a single
password. However, it would make the act of using your computer cumbersome and frustrat-
ing. You might even resort to writing down the necessary information on a piece of paper that
you store near the computer (thereby negating the real benefits of the security itself). The net
result would be that the drawbacks of implementing security overshadowed its potential ben-
efits. On the other hand, you cannot simply grant all users full permissions to make changes
to all areas of their systems. This often leads to the installation of malicious software or acci-
dental file deletions and operating system changes.

Users rely on your expertise as a Consumer Support Technician to help them ensure that their
systems remain secure. They expect to be reasonably protected from malware such as viruses,
unwanted third-party applications, and security issues. Customers also expect you to help
keep their systems usable and performing well over time.

One of the fundamental design goals Microsoft mandated for Windows Vista was to make the
product as secure as possible while retaining compatibility with the vast library of existing pro-
grams that have been written for the Windows platform. Numerous features have been
designed to meet this goal. In this chapter, you’ll learn ways in which you can create, configure,
and manage standard and administrator user accounts. Then, you’ll learn about the User
Account Control (UAC) feature of Windows Vista, including many different options that can
be configured to meet users’ needs. These are critical aspects of working with a secure operat-
ing system, whether in a home or small business environment.
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Exam objectives in this chapter:
m  Customize and configure user accounts.

m  Configure User Account Control.

Lessons in this chapter:
B Lesson 1: Managing User ACCOUNLS . ............. ... ..o ... 249

m Lesson 2: Understanding User Account Control (UAC)

Before You Begin

A basic understanding of computer security issues and concepts such as user accounts and
permissions will be helpful as you learn the concepts in this chapter. You should have
already installed Windows Vista and created at least one user account. Some of the practice
exercises require you to be running Windows Vista Home Premium, Windows Vista Ulti-
mate, or Windows Vista Business. Other editions of Windows Vista (such as Windows Vista
Enterprise) will also work, but some of the default security settings might be different from
those described in the text.
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Lesson 1: Managing User Accounts

Modern operating systems such as Windows Vista have been designed to meet the needs of
many different users. Accordingly, the operating system provides a method for creating multi-
ple user accounts on a single installation of Windows Vista. You can configure and customize
each user account based on the needs of the individual who will be using it. For example,
desktop settings, screen savers, shortcuts, and user-specific data files are all stored separately
for each account. In general, give each user of a system his or her own account.

From the standpoint of a consumer—a typical home or small-business user—it’s common for a
computer to include multiple user accounts. For example, a family of four might have separate
accounts for each parent and each child. A small business might have various employees that
occasionally use a single shared computer to perform specific tasks.

Regardless of the purpose of a particular user account, there are security-related consider-
ations that should be addressed. In this lesson, you’ll learn about the different types of
accounts that are available in Windows Vista and how to create and manage them.

After this lesson, you will be able to:
m Describe the differences between standard and administrative user accounts.

B Provide examples of tasks that can be performed by administrative user accounts
but not by standard user accounts.

B Create new standard and administrative user accounts.
m View and modify details about a user account.
Estimated lesson time: 45 minutes

Understanding User Account Types

When a user logs on to a computer running Windows Vista, he or she must provide valid cre-
dentials that prove his or her identity. Most commonly, a user performs a logon by using a
combination of a user name and a password. Each user account has its own collection of set-
tings and permissions. These include the following:

m User profile A user profile contains all of the operating system preferences that are
defined separately for each user account. Examples include desktop wallpaper options,
the Windows Sidebar configuration, and application shortcuts. By default, user profiles
are located in the C:\Users folder.

B Application settings Each user profile has its own collection of application settings.
These settings usually pertain to personal preferences for an application (such as default
paths, toolbar layouts, and related details). They are stored either in the user-specific
portion of the registry or in configuration files that are stored within the profile.



250

Chapter 6 Configuring Windows Vista Security

W User data folder Each user has his or her user data storage location on the computer.
This enables multiple users of the same computer to keep their files separate from each
other.

m  Other user-specific folders To improve consistency and usability for operating system
users, each user profile includes several shortcuts to special folders. Examples include
Music, Pictures, Saved Games, Documents, Downloads, and Videos. Each user will have
his or her separate shortcuts and storage locations for these default folders.

W Security privileges and policy settings Each user account has a set of security-related
actions that it can perform. For example, users might have restrictions related to logon
hours or installing applications.

B File system permissions These are details related to which actions the user can take on
which files. For example, a user will be allowed to create and delete documents in his or
her own user data folder but will not be able to access another user’s data folder.

The two main types of user accounts in Windows Vista are Standard User and Administrator.
In this lesson, youw'll learn about the purposes of each account type, along with differences in
the permissions they are granted. In Lesson 2, “Understanding User Account Control (UAC),”
you'll look at details related to how the UAC feature can be used to enable the temporary ele-
vation of privileges.

Standard User Accounts

The default type of user account in Windows Vista is a standard user account. This account is
designed to provide basic permissions for completing common daily tasks. It allows users to
launch applications, create new documents, and modify basic system configuration settings.
In general, these operations affect only the user who is logged on to Windows Vista. They do
not include systemwide changes such as the installation of new software.

Administrator User Accounts

Accounts that have Administrator permissions have the capability of performing any opera-
tion or task on the system. This includes all of the permissions that are granted to a standard
user account plus the ability to make major operating system changes, install new software,
and create and modify other user accounts. Administrator accounts also have the ability to set
permissions for other users on the system.

There are potential security considerations for users who use an administrative account for
daily computer use. The primary issue is that unwanted software can make changes to the
operating system or to data without the user’s permission. This is because all programs run,
by default, using the security permissions of the user who launched them. A related issue is
that such users have the ability to perform actions that could lead to operating system insta-
bility or corruption. For example, a novice user who is running as an Administrator might
accidentally delete critical operating system files or programs, thinking that they are not
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needed. These are all reasons why Microsoft designed the UAC feature as a major component
of Windows Vista.

Therefore, it is recommended that most users log on to their computers using a standard user
account. One potential problem with this approach is that applications often expect to have
full permissions on the system. You'll learn about ways in which this situation can be
addressed in Lesson 2.

Windows Vista creates a default account called Administrator during the installation process.
This account has full permissions on the system and is generally not designed for regular use.
For this reason, the default Administrator account is disabled on new installations. For in-
place upgrade installations of Windows Vista, the setup process disables the built-in Admin-
istrator account only if there are other active Administrator accounts on the system. If there
aren’t any, the account remains enabled.

The Guest Account

A third type of account that is created with default Windows Vista installations is the Guest
account. This account is designed for users who require temporary access to a computer and
don’t need to store their user-specific profile settings permanently. For example, if a friend is
visiting your home and just needs to launch a Web browser to check her e-mail, you can allow
her to use the Guest account. Users who log on as a guest have a very limited set of permis-
sions. For example, they cannot access other users’ files or perform systemwide tasks such as
installing software or hardware.

For security reasons, the builtin Guest account is disabled by default. This prevents users
from having an option to log on to the system as Guest.

Comparing User Permissions

When working with standard and Administrator user accounts, it’s important to understand
which actions each type of user is allowed to perform. Specifically, it’s important to under-
stand a list of permissions that are granted to standard user accounts. In this section, you'll
learn examples of operations that can be performed by each type of account.

Permissions of Standard User Accounts
The following actions can be performed by a standard user account:

m Perform basic system management tasks. The built-in Windows Vista applications and
tools indicate operations that require elevated permissions with a shield icon next to the
control.

B Change personal user settings such as passwords, desktop wallpaper, system sounds,
and screen savers.
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Access removable media such as memory storage devices and CD/DVD media.
Create a local area network (LAN) connection.

Connect to a wireless network.

Personalize display settings, including desktop resolution and number of colors.
Use Remote Desktop to connect to remote computers.

Perform basic configuration settings in Control Panel. For example, a user can change
power management settings.

Enable or disable accessibility options such as the screen magnifier.

Connect and configure some external devices, such as universal serial bus (USB) storage
or Bluetooth devices.

It is important to note that these are the default settings for a standard user account. Admin-
istrators can manually change the permissions and privileges of users to meet their require-
ments. Also, in some cases, a background service or process might perform important tasks
that the user cannot perform directly. One example is the disk defragmentation service, which
is configured to run under a specific user account.

Permissions of Administrator Accounts

Administrator accounts, as mentioned earlier, have full permissions on a computer system.
This includes the ability to change or delete files owned by any user on the system and to make
changes to the operating system. Examples of operations that can be performed by an Admin-
istrator account but not by a standard user account include the following:

Installing new software on the computer
Adding new hardware and installing device drivers on the computer
Making changes to configuration of the Automatic Updates feature

Accessing files that are in secure locations, such as the Windows folder and the Program
Files folder

Configuring Windows Firewall (including enabling, disabling, and adding exceptions)
Performing a complete system backup and restore operation

Creating new user accounts, removing user accounts, and configuring the user account
type

Managing the behavior of the UAC feature

Again, this is just a sample of the types of operations that a standard user account cannot
perform.
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Exam Tip Exam 70-623 tests your ability to identify which types of operations require privilege
escalation. One great way to learn these is to "poke around” the Windows Vista user interface.
Open Control Panel items and Administrative Tools to see the actions you can perform as a stan-
dard user and which ones require additional permissions. This will help give you a good idea of the
limits of standard user accounts without having to memorize long lists of potential actions.

Managing User Accounts

So far, you have looked at details related to the different types of accounts that are available on
a computer running Windows Vista. In this lesson, you'll see how you can use that informa-
tion to perform actual user account-related tasks. Many of these operations will require you to
log on to the computer by using an account that has Administrator permissions.

Adding User Accounts

The Windows Vista Control Panel provides utilities that enable you to create and manage user
accounts quickly and easily. To access the relevant settings, you need to have Administrator
permissions on the computer. You can open the Manage Accounts window by clicking the
Add Or Remove User Accounts link in the User Accounts And Family Safety section of the
default Control Panel. Figure 6-1 shows an example of the available options and settings.

(E=1 B )

@-v-‘?"}?, <« User Sccounts b Manage Accounts ~ [ 45 ][ search o]

Choose the account you would like to change

a Anil
Administrator
| " Password protected
i

‘ Guest
Guest account is off

Test User
Standard user
| Password protected

Create a new account

What is a user account?

Additional things you can do
@ Set up Parental Controls

Go to the main User Accounts page

Figure 6-1 Using the Manage Accounts window in Control Panel
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The default view shows a list of all of the users who are currently configured on the computer
and an overview of their settings. The Create A New Account link starts the process of creating
anew user (see Figure 6-2). The details that are required include the name of the new account.
Usually, this corresponds to the individual who will be using that logon. The other option is
related to whether the account should be created as a standard user (the default option), or as
an Administrator.

[E=S|ECR |

— "
K3 =|® « Userdccounts » Manage Accounts » Create New Account ~ [ 42 ][ search p

Name the account and choose an account type

This name will appear on the Welcome screen and on the Start menu.
New account name

@ Standard user

Standard account users can use most software and change system settings that do not affect other users or
the security of the computer.

Administrator

Administrators have complete access to the computer and can make any desired changes. To help make
the computer more secure, administraters are asked to provide their password or cenfirmation before
making changes that affect other users.

We recommend that you protect every account with a strong password.

Why is a standard account recommended?

Create Account | [ Cancel

Figure 6-2 Creating a new user account

After you click Create Account, the new account is available for logon. Generally, you will
want to configure various properties of the account before you make it available for use by
individuals.

Configuring User Accounts

There are several different operations that are commonly performed when managing user
accounts. You can access these by clicking the name or icon of an account in the Manage
Accounts window. Figure 6-3 shows the options that are available.
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(E=1 B )

|82 <« UserAccounts b Manage Accounts » Change an Account = [43 |[ searcn 2|

Make changes to Test User's account

Change the account name

Change the password
Remove the password

Change the picture

Test User
Standard user
Password protected

Set up Parental Contrals
Change the account type

Delete the account

Manage another account

Figure 6-3 Changing settings for an account

The options include the following:

Change The Account Name

Change The Password (or Create A Password if the account does not currently have one)
Remove The Password (if one is currently configured)

Change The Picture

Set Up Parental Controls

Change The Account Type

Delete The Account

The built-in Guest account has a limited set of options and commands. As mentioned earlier,
this account is disabled by default. When you click the Guest account, you have the option of
turning it on. If you click the Guest account item when it is turned on, you see the Turn Off
The Guest Account link. The only other option that is available for a Guest account is the abil-

ity to

change the picture that is used.

Changing Passwords

A common operation for users is to change their password. By default, standard users can
change only their own passwords. It is a good practice for users to change any initial password
that has been provided to them by an administrative user. Administrators have the ability to
set, remove, or modify the password for any account. Figure 6-4 shows the Change Password
dialog box.
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[E=3|EoR ()

P~ 3 c, " |
@Uv“_ﬂ <« Change an Account b Change Passwerd ~ [ 43 ][ searcn )

Change Test User's password

Test User
‘ Standard user
Password protected

You are changing the password for Test User. I you do this, Test User will lose all EFS-encrypted files,
personal certificates, and stored passwords for Web sites o netwerk resources.

To avoid losing data in the future, ask Test User to make a password reset floppy disk,

ssssssesa
If the password contains capitel Ietters, they must be typed the same way every time.
How to create a strong password
Type & password hint
The password hint will be visible to everyone who uses this computer.
What is @ password hint?

| Change password | | Cancel

Figure 6-4 Changing an account’s password

Passwords are case-sensitive; that is, capital and lowercase letters must be entered exactly as
they have been defined. When changing a password, it might be necessary to enter the old
password first. This is done to ensure that a user does not simply walk up to a computer to
which someone is already logged on and make a change without knowing the original pass-
word. To make it easier to remember passwords, you can configure a password hint to be
shown to all users who attempt to use the account through the logon screen. For this reason,
this hint should be something that will help only the intended user access the system.

Performing Advanced User Account Configuration

The Manage Accounts window has been designed to provide access to the most common
account-related operations on a computer running Windows Vista. In some cases, however,
you might need to perform advanced operations. You can do this by using Local Users And
Groups within the Computer Management console (see Figure 6-5). To access this console, in
the Start menu, right-click Computer and choose Manage. Alternatively, if the Administrative
Tools program group is available in the Start menu, select Computer Management.
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A Computer Management
File  Action View Help
5| HEIXRE =] B
A Carnputer Managerent (Local | Name
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B Administrators

B Backup Operatars

B/ Cryptographic Operators
B Distributed COM Users
B EventLog Readers
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Description

Administrators have complete and unrestricted access to the computer/d
Backup Operators can override security restrictions for the sale purpase o
Members are autherized to perfarm cryptagraphic operations,

Mernbers are allowed to launch, activate and use Distributed COM object
Members of this group can read event logs from local machine

| Groups
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5 Device Manager B Metwark Configuration Operators
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T Services and Applications || &/ Power Users
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Mernbers of this group may schedule Iogging of performance counters, e
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Members in this group are granted the right ta lagen remotely

Supports file replication in a dorain

Users are prevented from making accidental or intentional system-wide ¢

Figure 6-5 Using the Computer Management console to manage user accounts
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The two main folders are Users and Groups. The Users folder contains a list of all of the user
accounts created on the system. Depending on the software and services you have installed
on the computer, it’s possible that youw'll notice some accounts that might not have been
present in the Manage Accounts Control Panel item. Often, these accounts are designed to
provide support for special software or services that require particular sets of permissions
on the computer. You can view and modify detailed settings for a user by right-clicking the
account and selecting Properties. User accounts have several different options, such as those

shown in Figure 6-6.

Test User Praperties 7=

General | Member Of | Profile

A e

Full name: Test User

Description: Test user account|

User cannot change password
/| Password never expires

Account is disabled

| ok || caneel || ek || Hel |

Figure 6-6 Viewing the General properties tab for a Windows user account
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The Groups folder within Local Users And Groups displays a list of all of the security groups
that are defined on the computer. You use groups to manage permissions for collections of
users. A general practice is to place users in groups and then to assign permissions to the
groups themselves. Because you can easily change the membership of a group, this simplifies
the process of managing permissions.

MORE INFO Centrally managing advanced user settings

Most home and small-business users do not have reasons to configure advanced user settings and
permissions manually. In general, you should encourage customers to use the features in Control
Panel for managing security settings.

In corporate network environments, many of these options are more important. Most larger orga-
nizations have dedicated IT staff that are able to manage such settings centrally, using Windows
Active Directory directory service.

In addition to the Administrators and Users groups, there are several other groups that pertain
to collections of permissions that might be required for certain types of operations. For exam-
ple, members of the Remote Desktop Users group are able to access this computer using the
Remote Desktop feature, and members of the Backup Operators group can bypass standard
file system security for performing a backup operation. Most groups include descriptive text
that provides information about their purpose and function.

To view the members of a group, right-click the group name in the list and select Properties.
The General tab shows a list of the user accounts that are currently members of the group (see
Figure 6-7). The Add button also provides you with the ability to include new members in the

group.

Adrministrators Properties 7|

General
h. Admirististors

Description Administrators have complete and umiesticted aceess
1o the computer/domain

Members:

& Administrator
A

Changes to & user's ioup membership
4dd. || Remove | arenoteffective untilthe next tine the
— — userlogzon

[ ok ][ cancel | [ Hes ]

Figure 6-7 Viewing properties of a Windows Vista group
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Quick Check

1. Whatis the recommended type of account to use for daily computer use?

2. Which type of account should you create or enable for a user who requires tempo-

Quick Check Answers
1.
2. The Guest account has been designed to allow users temporary access to a com-

rary access to the computer?
Use a standard user account for performing common operations on the computer.

puter. It provides a minimal set of permissions for performing common tasks.

Practice: Creating and Managing User Accounts

In this practice exercise, you will work with the user account management tools provided with
the Windows Vista operating system.

P Practice: Create and Configure New Accounts

This exercise familiarizes you with the process of creating a new user account. To complete
this exercise, you need to log on to the computer as an administrator initially.

1.

Open Control Panel and click User Accounts And Family Safety. This opens the main
window for security and safety-related settings.

Under User Accounts, click Add Or Remove User Accounts.
You now see a list of all of the users who are currently configured on the computer.
Click Create A New Account to start the process of adding a new account.

Type Test User as a user name, and then choose the default Standard User option for the
account type. This creates an account that has permissions to accomplish many com-
mon tasks, but it will not be able to change system settings.

Click Create Account.

You now see the new user account in the Manage Accounts window.

To view and modify the settings of the Test User account, click it.

Click Change The Picture and select a different picture for the user account. Click
Change Picture to complete the configuration. The picture you select appears on the
Windows Vista logon screen.

By default, the new user account has not been assigned a password. To increase security,
click Create A Password.

Type test!123 in the New Password and Confirm New Password text boxes.

Note that you can optionally provide a password hint to help the user remember his or
her logon information. Remember that this hint is visible to all users of the system
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10.
11.
12.
13.

14.

15.

(whether or not they have logged on), so be sure that it is something that is understood
only by the user who will be using the account.

Click Create Password.

Close the Manage Accounts window and close Control Panel.

To test the new account, start by logging off the computer.

Next, test the new account by using it to log on to the system. You should see the Test
User account as an option. Click this account, and then provide the password that you
assigned in step 9 to log on to the system. During the first logon, Windows Vista creates
a new user profile and sets up the default system settings for new accounts.

Try performing several different types of tasks using the new account. Make a note of
which types of operations are allowed and which ones require you to type in administra-
tor credentials.

When finished, log off the computer. Optionally, you can delete the Test User user
account by logging on as an administrator and using the Manage Accounts window.

Lesson Summary

For security reasons, it is recommended that users run with a minimal set of permissions
whenever possible.

Standard user accounts have limited permissions on the system but are able to perform
most common day-to-day tasks.

Administrator user accounts have full permissions on the computer, but users can run
with minimal permissions for most tasks.

You can enable the Guest account for use by individuals who might need to access the
system occasionally.

The Manage Accounts window in Control Panel enables administrators to create new
accounts and modify account settings.

You can use Local Users And Groups in the Computer Management console to perform
advanced security configuration, including group membership.
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Lesson Review

You can use the following questions to test your knowledge of the information in Lesson 1,
“Managing User Accounts.” The questions are also available on the companion CD if you pre-
fer to review them in electronic form.

NOTE Answers

Answers to these questions and explanations of why each answer choice is correct or incorrect are
located in the "Answers” section at the end of the book.

1. You are a Consumer Support Technician explaining the limitations of a standard user
account to a customer. Which of the following operations require the user to provide
approval for privilege escalation when running in Admin Approval Mode? (Choose all
that apply.)

A. Changing the user’s own password

B. Installing new device drivers

C. Installing a new accounting software package
D. Changing the desktop wallpaper

2. Youare a Consumer Support Technician assisting a user with configuring security on his
Windows Vista-based laptop. The customer mentions that he often has friends and co-
workers that want to use his computer temporarily to perform tasks such as checking
stock quotes on a Web site. The customer wants to ensure that users cannot make per-
manent changes to his system configuration. Which of the following types of accounts
are most appropriate for these individuals to use?

A. Administrator
B. Guest

C. Standard User
D

Power User
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Lesson 2: Understanding User Account Control (UAC)

As mentioned earlier, one of the primary design goals for Windows Vista was to make it an
extremely secure desktop operating system. This process has involved significant engineering
effortin all areas of the Windows platform. Many of these improvements have been performed
so that users might not readily notice them. Others, however, do require user interaction.

As a Consumer Support Technician, it’s likely that you’ve heard about the User Account Con-
trol (UAC) feature of Windows Vista. The primary purpose of UAC is to ensure that users and
applications are granted the lowest level of permission they require to complete their tasks.
The benefits include ensuring that people and programs cannot make potentially disastrous
changes to their systems. In this lesson, you'll learn about the purpose and function of UAC
and how you can configure it based on customers’ requirements.

After this lesson, you will be able to:

B Describe common security issues and considerations related to desktop operating
systems.

B Describe the purpose and function of a UAC file and registry virtualization and
Admin Approval Mode.

B Perform permissions elevations, including answering of prompts for consent and
prompts for credentials.

B Enable and disable UAC by using Control Panel.
m Configure the behavior of UAC by using Local Security Policy settings.
Estimated lesson time: 60 minutes

Understanding Common Security Risks and Threats

In the area of computer security, it is often wise to know the methods of the “enemy.” That
is, it’s important to understand ways in which malicious programs or people might be able
to perform unwanted actions on your computer. Some of these actions might include the
following:

B Using system resources Malicious programs might use CPU, memory, disk, and net-
work resources to perform their tasks. In one example, users’ computers are used to
launch an attack on another site or computer without their knowledge. In those cases,
users might notice that their computer appears to be working more slowly than before.

B Tampering with critical system files or data In some cases, the data might simply be
destroyed. In other cases, it might be transmitted to other computers. Regardless, these
changes can cause data loss and instability of the operating system.
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B Attempting to obtain personal information such as credit card numbers, user names, and
passwords Often, this data is then transmitted to a remote computer, where it might be
used for actions such as identity theft.

B Tracking system usage Software that is commonly referred to as spyware often runs in
the background on a computer, unknown to users. It collects information such as Web
sites that are visited and then reports this information back to the distributor of the soft-
ware. Apart from violating security, this can lead to system slowdowns and instability.

m Displaying unwanted advertisements Itis a common practice for applications to include
additional software that is installed with little or no warning to the user. The additional
code can perform operations such as automatically loading content from Web sites.

Some of these programs might be designed with a specific purpose in mind (for example, col-
lecting potentially useful personal financial data). In other cases, the programs might have no
purpose other than to annoy the user. Regardless of the authors’ goals, it’s obvious that mal-
ware should be prevented from running on desktop computers.

Understanding the Security Goals of Windows Vista

A fundamental principle of managing security is giving users and applications a minimal set of
security permissions. This ensures that they can perform the most common operations that
they need to accomplish tasks, but it greatly limits the potential damage that a malicious pro-
gram can cause. For example, users rarely (if ever) need to modify operating system files
directly. By preventing them from performing this action, the operating system can avoid the
mistaken or malicious deletion of critical components. By default, applications that a user
launches inherit all of the permissions of that user. If a user can open a Microsoft Word docu-
ment, type a letter, and then e-mail it, a program could easily perform the same actions auto-
matically. Therefore, it’s important to place restrictions.

Microsoft had two primary goals when designing security for the Windows Vista operating
system. The first was to ensure that users and applications were granted a minimal set of per-
missions for completing common operations. The other goal, however, was to ensure compat-
ibility with earlier applications. In previous versions of Windows, it was very common for
programs to assume that they had full access to the computers on which they were running.
They could easily perform tasks such as reading and writing files from the file system and
making modifications to the system registry. Because developers relied on these capabilities, it
was often necessary for users to log on to their systems with accounts that had full adminis-
trative permissions. If the permissions were not available, the application might fail to run or
might return errors to the user. Based on the two goals of security and compatibility, let’s look
at some new architectural features in Windows Vista.
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Real World
Anil Desai

There’s no doubt about it: things would be far simpler for everyone involved if security
were not a concern. In the early days of desktop computing, users and programs
expected to have full control of their computers. Accordingly, application developers
designed their programs under the assumption that they would also have these permis-
sions and rights. Users would be able to perform any action they required on their sys-
tems. Unfortunately, having these abilities also increases potential security risks.

It is very important to understand that maintaining complete end-to-end security requires a
team effort. It has been said that a chain is only as strong as its weakest link. It’s not enough
for a few users to follow the rules: all must do so. Application developers, home and business
users, and Consumer Support Technicians must all exercise discipline to minimize security
issues.

For example, from a network standpoint, having the world’s most sophisticated and powerful
firewall software won’t prevent users from using their initials as their password. A malicious
user might easily circumvent all of this protection simply by guessing the password. Similarly,
you can easily disable the many security features in Windows Vista with just a few mouse
clicks.

So how can you, as a Consumer Support Technician, do your part? Perhaps the most impor-
tant aspect of ensuring security for the customers you support is to make sure that they under-
stand the importance of features such as UAC. Users often don’t see the benefits of limiting
what they can easily do on their systems. This can lead them to circumvent or disable the fea-
tures altogether. When, on the other hand, they see the potential benefits of security, they are
much more likely to use best practices. Overall, it’s your job to help lead the security team
effort.

Understanding the UAC Process

In previous versions of Windows, it was most common for users to log on to their computers
by using an account that had Administrator permissions. This meant that the user (and any
program that he or she launched) would be able to perform any operation on the computer.
This includes reading and writing to critical operating system files and accessing data stored
anywhere on the system. In Windows Vista, it is recommended that users log on to the com-
puter, using a limited set of permissions. In Lesson 1, you learned about the details of working
with standard and administrative user accounts.

Microsoft designed the UAC feature of Windows Vista to allow users to log on to their comput-
ers using a standard user account. They can perform the majority of their tasks using a limited
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set of permissions. During the logon process, Windows Explorer (which provides the user
interface for Windows Vista) automatically inherits the standard level of permissions. Addi-
tionally, any programs that are executed using Windows Explorer (for example, by double-
clicking an application shortcut) also run with the standard set of user permissions. Many
applications, including those that are included with the Windows Vista operating system
itself, are designed to work properly in this way.

Other applications, especially those that were not specifically designed with the Windows
Vista security settings in mind, often require additional permissions to run successfully. These
types of programs are referred to as legacy applications. Additionally, actions such as installing
new software, and making configuration changes to programs such as Windows Firewall,
require more permissions than what is available to a standard user account. Windows Vista
can automatically detect when an application is attempting to use more than standard user
privileges.

Understanding Standard User Mode

When a user logs on to Windows Vista by using a standard user account, Windows Explorer
and all other processes that are launched run with a minimal set of permissions. In this mode,
UAC requires the user to provide credentials to the system whenever an application or opera-
tion requires elevated permissions. When an application or process requests access to more
permissions, the user is prompted for approval. This process is known as application elevation
because it allows Windows Vista to give a program a full set of permissions. Figure 6-8 shows
a sample screen. After the credentials are provided and accepted, the program runs with ele-
vated permissions. The user, however, still continues to have only a limited set of permissions.

User Account Control (=3

O Windows needs your permission to continue

If you started this action, continue,

w Windows Firewall Settings
Microsoft Windows

To continue, type an administrator password, and then click OK.

e
(1
| | Password |

v Details [ OK H Cancel

User Account Control helps stop unauthorized changes to your computer.

Figure 6-8 Providing administrator credentials for application elevation
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In a typical consumer environment, the user might already have knowledge of the user name
and password of an Administrator account on the computer. By providing those details, he or
she is implying that he or she wishes to allow the program to run in an elevated way. Other
users of the computer who do not have these credentials will be unable to perform adminis-
trator-level actions.

Another way in which the standard user mode can be used is often called the “over the shoul-
der” method. In this case, a parent or supervisor might want most users to run under the stan-
dard user mode. Whenever there is a need to elevate privileges, this person can provide the
necessary credentials. For example, a mother might want her child to log on to the computer
as a standard user. Whenever the child needs to perform tasks such as changing system set-
tings or installing new software, the mother must provide the necessary credentials.

Understanding Admin Approval Mode

In some cases, users might want to log on to the computer by using an Administrator account
but still have the security benefits of running with minimal permissions. UAC provides this
ability by using the Admin Approval Mode. The user account technically has full permissions
on the system, but UAC limits which actions the user can perform. This effectively makes the
account behave like a standard user account for most operations. Actions that require addi-
tional permissions can be performed, but the user must first approve them.

When an application requests elevated privileges, the default prompt Windows Vista shows to
the user is one that asks the user to provide consent (see Figure 6-9). This method ensures that
the user is aware when an application is attempting to run with elevated privileges. It can also
help prevent situations in which malware applications attempt to modify the system. However,
by default, it does not require the user to provide credentials for an Administrator account,
because the current account already has this ability. Later in this lesson, you’ll see how you can
change UAC settings to require credentials in Admin Approval Mode.

User Account Control (=3

@ Windows needs your permission to continue

If you started this action, continue.
w Windows Firewall Settings
Microsoft Windows

v Details Continue |[ Cancel

User Account Control helps stop unauthorized changes to your computer.

Figure 6-9 Providing consent for an application to run with elevated privileges
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Additional Security Features

In addition to the UAC elevation prompts in Windows Vista, there are several other security-
related enhancements that have been designed to increase safety and provide compatibility for
earlier applications. In this section, you'll learn about how they work.

File System and Registry Virtualization

Two important areas of security-related concerns are the Windows file system and the registry.
The file system contains files ranging from operating system components to user data. In the
past, applications were designed with the assumption that they would be able to access these
files and settings freely. These earlier applications often fail to run properly when they cannot
make those changes.

To prevent direct access to secure file system locations (such as the operating system and Pro-
gram Files folders), Windows Vista uses a technique called virtualization. This method works
by monitoring for when applications request direct access to the file system or registry. When
this occurs, the operating system automatically redirects the requests to the appropriate loca-
tion. For example, if a previous program is attempting to write a configuration file to the Pro-
gram Files folder, Windows Vista automatically intercepts that request and writes the file to a
subfolder of the User profile. This is a much safer operation, and it still enables the application
to run without modifications.

NOTE Temporary compatibility measures

Microsoft designed file system and registry virtualization technology primarily for compatibility with
the vast library of earlier applications that were written for previous versions of Windows. Over
time, many applications will be designed and updated to use safer models for file and registry
access. Therefore, virtualization is being used as a temporary measure to bridge the gap until that
happens. It is not intended to be used as a long-term compatibility solution.

Understanding the Secure Desktop

One method by which malicious applications might attempt to collect sensitive information
from the user is by emulating a standard application or window. This is particularly true of the
UAC elevation prompt. Users might be prompted for credentials by an unauthorized applica-
tion that appears to be a standard Windows dialog box. The program collects user names and
passwords and then might use this information to compromise security.

To prevent this problem, Windows Vista displays elevation prompts, using a secure desktop.
The secure desktop automatically dims the desktop background and prevents all applications
from launching any new prompts or windows until the user makes a decision related to the
UAC elevation prompt. In this way, the user can be assured that the UAC prompt is coming
from the Windows Vista operating system itself.
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Identifying Tasks That Require Privilege Elevation

Although you can perform the majority of common tasks in Windows Vista as a standard user,
there are various functions that require elevated privileges. Built-in operating system tools and
applications use a shield icon next to the appropriate button or link to indicate that privilege
elevation is required (see Figure 6-10). This helps users understand when they are performing
potentially unsafe actions.
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Figure 6-10 Tasks that require administrator permissions are shown with a shield icon

Responding to Elevation Prompts

A common source of security-related and configuration-related issues occurs when users
install unknown applications. In some cases, this might be done deliberately, but in other
cases, users might be tricked into running a setup program without knowing it. UAC auto-
matically attempts to verify whether an application is a known program or potentially
unsafe. Figure 6-11 shows an example of the approval dialog box that is presented to users.

In addition to providing the name of the program and its publisher (if available), the details
include the full path to the application. This can help users determine whether they really
want to install the program. Options include allowing or disallowing the program to run.
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Figure 6-11 A prompt for an unknown application

Running Programs with Elevated Privileges

In some cases, users always want to run a particular program using Administrator permis-
sions. For example, a customer might know that her former accounting software requires ele-
vated permissions, and she does not want a prompt to appear automatically every time she
launches the application. Run This Program As An Administrator offers the option to run a
program always as an administrator. You can configure this setting on the Compatibility tab of
a program or shortcut (see Figure 6-12).
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Figure 6-12 Using Compatibility tab settings to run a program as an administrator
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In some cases, the Run This Program As An Administrator check box might be disabled. For
example, the application might be a built-in program that is included with Windows Vista and
might not require elevated credentials. In those cases, the check box is disabled.

Another way to launch a program with elevated permissions is to right-click a program or
shortcut and select Run As Administrator. This setting launches the application with
Administrator permissions. Unless UAC is disabled, the user is prompted to provide con-
sent or credentials.

Understanding Installer Detection

Perhaps one of the most common tasks that requires elevated privileges is the process of
installing new software. Setup programs and installers often need to write directly to secure
file system locations (such as the Program Files folder) and make changes to the registry.

Windows Vista uses methods to identify installation programs automatically and automati-
cally prompts for approval of elevation when the application is run. This helps prevent com-
mon error messages and issues that users encounter when attempting to install programs,
using standard user permissions.

NOTE Choosing new applications

Whenever possible, recommend that customers select software that includes the Certified for
Windows Vista logo. This helps ensure that the product has been designed for compatibility with
UAC and other security features. More information about various Windows software logos is
available in Chapter 1, “Preparing to Install Windows Vista.

Enabling and Disabling UAC

To ensure security of new Windows Vista installations, the UAC feature is enabled by default.
When users log on to the computer, they start launching processes under the context of a stan-
dard user.

There are several different ways to control the behavior of the UAC feature. In some cases, cus-
tomers might ask you for information about how to disable the feature altogether. You can
access the Use User Account Control (UAC) To Help Protect Your Computer check box from
within Control Panel . This check box is available by clicking User Accounts And Family Safety
and then clicking User Accounts. You can also access this check box by searching for UAC in
Control Panel. As shown in Figure 6-13, the dialog box provides a single check box that deter-
mines whether UAC is enabled.
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Figure 6-13 Viewing details related to the status of the UAC feature

NOTE Questioning the decision to disable UAC

When a customer asks how he or she can completely disable UAC, it's a good idea to get some
more information about why he or she is making this request. Is the customer frustrated with the
frequency of elevation and consent prompts? Is he or she having difficulty running certain applica-
tions? Often, users don't understand the value of the UAC feature and therefore see it as only an
annoyance. As a Consumer Support Technician, explain the purpose and function of UAC, including
how it can help prevent security issues and increase system reliability. It's quite likely that customers
might decide that disabling the feature completely is too much of a risk and that changing various
settings might be a much better overall solution. Remember, your goal should be to strike a bal-
ance between security and usability.

After selecting to enable or disable UAC, you are prompted to reboot your computer, which is
necessary to make the changes effective. When you disable UAC, users receive a notification of
this whenever they log on to the computer or access security-related settings in Control Panel.
This is done to remind users that they are at risk of potential security issues. You'll look at ways
in which you can fine-tune the behavior of UAC later in this lesson.

Managing UAC Settings with Local Security Policy

In addition to the default behavior of UAC, there are several different options that you can use
to control the specific way in which this feature works. You define these settings by using pol-
icy settings on the computer. To access them, open the Local Security Policy console from the
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Start menu. The utility is available in the Administrative Tools program group (if the Start
menu options are set to display it) or by searching for Local Security Policy. The default inter-
face shows several different groups of settings, each of which has dozens of available options.

To access the properties of the UAC functionality, expand Local Policies, and then select the
Security Options folder. The right side of the console shows all of the available policy options
along with their current settings. UAC-related policies are prefixed by the text User Account

Control (see Figure 6-14).
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Figure 6-14 Viewing Local Security Policy settings

Each of the settings pertains to some aspect of system behavior or permissions. For example,
you can use the Accounts: Guest Account Status option to specify whether the builtin Guest
account is enabled. To make changes to a policy setting, double-click the item in the list. For
most options, the first tab that is shown, Local Security Setting, provides the options for the
setting (see Figure 6-15).
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Figure 6-15 Viewing options for a policy setting

It’s often difficult to understand the exact purpose of every available option. Fortunately, the
Local Security Policy console also includes details about specific options on the Explain tab.
The text that is displayed here (see Figure 6-16) provides background information about the
policy, along with details about the effects of these settings. Most explanations also include
details about the default setting for the option. This can be very helpful in troubleshooting
configuration issues. In some cases, links to more information are provided. Overall, this can
help you determine the purpose and function of each setting.
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Figure 6-16 Viewing explanatory text for a policy setting
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NOTE Resisting the urge to tweak

With all of the options available in the Local Security Policy console, it might be tempting to try to
change configuration settings just to see what happens. Although this can be a good method for
learning, it's important to make these changes on noncritical systems (such as a test computer).
Keep in mind that it is possible to “break” certain functionality with improper settings.

In relation to controlling the behavior of UAC, there are nine different settings that you can
configure manually. These are as follows:

B User Account Control: Run All Administrators In Admin Approval Mode This setting can
be considered a “master switch” that determines whether UAC is enabled on the local
computer. The default setting is Enabled. The status of this setting corresponds to the
Turn User Account Control (UAC) On Or Off setting in Control Panel. When the status
is set to Disabled, Admin Approval Mode, file system and registry virtualization, and all
related settings are effectively disabled. It is important to keep in mind that the other set-
tings might appear to be properly configured, but they do not have any effect when this
setting is disabled.

Exam Tip Instead of memorizing the names of each of the UAC-related Group Policy set-
tings, concentrate on the meanings and effects of each. On the exam, you'll be expected to
understand how the settings are used, but you won't be tested on the exact wording of each
setting.

B User Account Control: Admin Approval Mode For The Built-In Administrator Account
This setting specifies the UAC options for the built-in Administrator account. By default,
this setting is set to Disabled, which means that users who log on with the Administrator
account have full permissions on the system. In general, it is recommended that the
default Administrator account not be used. If you do have a need to enable the Admin-
istrator account, you can add security by enabling this policy setting.

B User Account Control: Behavior Of The Elevation Prompt For Administrators In Admin
Approval Mode This setting specifies the type of elevation prompt that will be pre-
sented to administrative users when a program or process requests additional privileges.
The settings include:

0 Prompt For Consent (the default).
Q Elevate Without Prompting.
0 Prompt For Credentials.
The default setting provides a balance between security and usability. To improve secu-

rity, you can require that administrators provide a user name and password to elevate
permissions. Alternatively, you can choose to eliminate the prompt altogether.
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User Account Control: Behavior Of The Elevation Prompt For Standard Users This setting
determines how elevation prompts will be shown to standard users. The default setting,
Prompt For Credentials, requires the user to provide logon information for an Adminis-
trator user every time an application or process requests elevated permissions. In some
cases, you might want to prevent elevation from occurring at all. That’s the purpose of
the Automatically Deny Elevation Requests option.

User Account Control: Detect Application Installations And Prompt For Elevation When
users attempt to install an application, Windows Vista automatically attempts to elevate
privileges. This is a useful feature, because most setup and installation programs require
access to the file system and other protected areas of the computer. The default setting
for consumer-focused editions of Windows Vista is for this option to be enabled. This
means that users automatically see an elevation prompt whenever they launch an
installer. The Disabled option is primarily used in company network environments in
which IT staff can control the installation of software, using centralized methods.

User Account Control: Only Elevate Executables That Are Signed And Validated One
important potential security risk related to working with applications and software is in
trusting the publisher of the application. Malware could easily create a new executable
or shortcut that appears to be a familiar application (such as Microsoft Word), but that
actually launches malicious code that could damage the system. One way to validate a
program is to use a method based on Public Key Infrastructure (PKI) technology. This
method allows trusted third parties to validate whether the publisher of the software is
who it claims to be.

This option is set to Disabled, by default, because PKI technology has dependencies on
other services such as a Certificate Server. Home and small-business users are unlikely to
have the necessary infrastructure to do this.

User Account Control: Only Elevate UlAccess Applications That Are Installed In Secure
Locations Some applications might need to run with elevated privileges on Windows
Vista. Developers of these applications can create a setting that instructs the operating
system to prompt for elevated privileges automatically whenever the program is
launched. One potential problem is for malware (such as programs downloaded from
the Internet) to request full permissions and then make undesired changes to the sys-
tem. This setting specifies that only applications that are located within known secure
file system locations (such as the Program Files folder and subfolders of the Windows
folder) are able to request elevation. This helps ensure that only properly installed pro-
grams are able to run with elevated permissions. The setting can be disabled, although
this will reduce overall security.

User Account Control: Switch To The Secure Desktop When Prompting For Elevation

One method that malware authors have at their disposal is the possibility of tricking a
user into providing sensitive information to a program. For example, a program could
be designed to look very similar to the standard UAC elevation prompt. A user might
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provide a user name and password for privilege escalation, but the application itself is
recording or sending this information elsewhere. To help prevent this type of intrusion,
the default setting in Windows Vista is to use a secure desktop when an elevation
prompt is presented. When this occurs, the entire desktop background is dimmed, and
only the prompt is shown. Other applications will be unable to overwrite the prompt or
create new windows that take the focus. When you disable this option, the UAC prompt
appears like any other window. However, it is then possible for other applications to cre-
ate a false UAC prompt.

User Account Control: Virtualize File And Registry Write Failures To Per-User Locations
This setting is designed to provide compatibility with legacy applications that request
direct access to the file system or to the registry. When a program attempts to perform
one of these actions, Windows Vista automatically redirects the request to a safe, virtual
location. The benefit is that the program can still run successfully, but all write opera-
tions occur safely. When you disable this setting, earlier applications are prevented from
directly writing to file system and registry locations. In most cases, this means that the
applications fail to run correctly.

NOTE
When

Educating customers

supporting customers who are attempting to understand the purpose of various security

settings, you might be tempted just to make various changes on their behalf. It's important, how-

ever, t

hat you keep the customer informed of the effects of your modifications. After all, if a secu-

rity issue or malware infection were to occur on customers’ systems due to a change you made,

you w
relatio

ant to ensure that the user agreed with it. Generally, the more educated customers are with
n to security, the more likely they are to exercise good judgment.

Quick Check
1. What is the default elevation prompt that a user receives when running under
Admin Approval Mode?
2. How can you modify UAC to disable the use of the secure desktop?
Quick Check Answers
1. The user is prompted for consent and is not required to provide logon credentials.
2. You can change this setting by using the Local Security Policy console. Specifically,

you can set the User Account Control: Switch To The Secure Desktop When
Prompting For Elevation option to Disabled.
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Practice: Working with UAC

These practice exercises walk you through steps that can be used to configure and customize
the behavior of UAC in Windows Vista. The exercises assume that you have created at least
one Administrator account and one standard user account (for more information about creat-
ing accounts, see Lesson 1).

P Practice 1: Configure UAC Behavior
In this exercise, you configure UAC to prevent standard user accounts from performing sys-
tem-level tasks, even if they have information about administrator credentials on the com-
puter. It is important that you have at least one Administrator account configured on the
computer before beginning. This exercise also assumes that all UAC options are set to their
default values.

1. Log on to the computer using an Administrator account.

2. From the Start menu, open the Local Security Policy console.

3. Expand the Local Policies folder and select Security Options.

4. Double-click User Account Control: Behavior Of The Elevation Prompt For Standard
Users.

5. On the Local Security Setting tab, change the setting to Automatically Deny Elevation
Requests.

This setting specifies that users who log on with a standard user account are not
prompted to provide elevation credentials. Therefore, they are unable to run programs
with administrator permissions.

Log off the computer and log on as a standard user.

7. From the Start menu, open Control Panel and click an item that has a shield next to it.
Examples include Add Or Remove User Accounts or Allow A Program Through Windows
Firewall. Note that you do not receive a UAC elevation prompt. The resulting dialog box
states: “This program is blocked by group policy. For more information, contact your
system administrator.”

8. To change the UAC back to its initial settings, log off the computer and log on again as
an administrator. Use the Local Security Policy console to change the User Account Con-
trol: Behavior Of The Elevation Prompt For Standard Users setting to Prompt For Cre-
dentials.

P Practice 2: Run Programs with Administrator Credentials
This practice demonstrates two different methods of running a standard program as an
administrator. This exercise assumes that you are logged on to the computer as a member who
has administrator permissions with Admin Approval Mode enabled. To complete this exercise,
you need to install a program that requires administrator permission on the computer. Place
a shortcut to the program on your desktop to follow these steps.
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Log on to Windows Vista using an Administrator user account.

Double-click the program shortcut to open the program.

You should receive a UAC elevation prompt that asks for approval to run under elevated
permissions.

Choose Cancel to prevent the program from running.

To avoid the elevation prompt, right-click the program shortcut and choose Run As
Administrator.

Note that the program launches and that you do not receive a prompt for UAC elevation.
Close the program.

To configure the program always to run using administrator credentials, right-click the
program shortcut and choose Properties.

Click the Compatibility tab, and then select the Run This Program As An Administrator
check box. Click OK to save the settings.

Double-click the program shortcut and note that you are not prompted for UAC
approval.

To change the shortcut settings back to the defaults, right-click the shortcut and select
Properties. On the Compatibility tab, clear the Run This Program As An Administrator
check box. Click OK to save the changes.

Lesson Summary

Common computer security risks include viruses, adware, and other software that are
collectively known as malware.

For security reasons, users should log on to their computers by using a minimal set of
permissions.

Important design goals for Windows Vista include improving security settings while
maintaining compatibility with earlier applications.

The UAC process allows users to run with minimal permissions and provides prompts
when programs require additional permissions.

In the UAC Standard User Mode, users will be prompted to provide credentials when-
ever an application requires additional permissions.

Admin Approval Mode allows a user to log on as an administrator but to run under a
minimal set of permissions for most operations.

File system and registry virtualization prevents direct access to secure operating system
locations while still providing for backward compatibility with former applications.

UAC settings and options can be modified using the Local Security Policy tool.
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Lesson Review

You can use the following questions to test your knowledge of the information in Lesson 2.
The questions are also available on the companion CD if you prefer to review them in elec-
tronic form.

NOTE Answers

Answers to these questions and explanations of why each answer choice is correct or incorrect are
located in the "Answers” section at the end of the book.

1. Which of the following Local Security policy options can you set to disable all UAC func-
tionality and options effectively?

A.
B.

C.
D.

User Account Control: Virtualization File And Registry Write Failures

User Account Control: Admin Approval Mode For The Built-In Administrator
Account

User Account Control: Only Elevate Executables That Are Signed And Validated
User Account Control: Run All Administrators In Admin Approval Mode

2. You are a Consumer Support Technician assisting a customer with configuring UAC fea-
tures in Windows Vista. The customer would like to run using a minimal set of permis-
sions but would like to be able to perform privilege escalation without providing
credentials. Which of the following settings should you recommend?

A.
B.
C.

An Administrator user account with Admin Approval Mode enabled
An Administrator user account with Admin Approval Mode disabled

A standard user account with the behavior of the elevation prompt set to Prompt
For Credentials

A standard user account with the behavior of the elevation prompt set to Automat-
ically Deny Elevation Requests
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Chapter Review

To further practice and reinforce the skills you learned in this chapter, you can perform the fol-
lowing tasks:

Review the chapter summary.
Review the list of key terms introduced in this chapter.

Complete the case scenarios. These scenarios set up real-world situations involving the
topics of this chapter and ask you to create a solution.

Complete the suggested practices.
Take a practice test.

Chapter Summary

Windows Vista includes standard and Administrator user account types.

User Account Control (UAC) is designed to help users run with a minimal set of permis-
sions on their computers while still being able to support earlier applications.

The process of privilege escalation allows standard users to perform tasks and run pro-
grams that require Administrator permissions.

Key Terms

Do you know what these key terms mean? You can check your answers by looking up the
terms in the glossary at the end of the book.

Admin Approval Mode
consent

credentials

elevation prompt

Local Security Policy
privilege escalation

User Account Control (UAC)

Case Scenarios

In the following case scenarios, you apply what you've learned about user accounts and UAC
in Windows Vista. You can find answers to these questions in the “Answers” section at the end
of this book.
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Case Scenario 1: Creating User Accounts Based on Customers’
Requirements

You are a Consumer Support Technician assisting a customer in setting up a new Windows
Vista—based computer for use by her family. You have asked several questions to determine
how you should set up the computer. The customer would like to create four separate user
accounts: one for herself, one for her husband, and one for each of her two children. The par-
ents require the ability to install new software and hardware on the computer occasionally.
They would like to make this process as simple as possible. The parents also need to run sev-
eral applications that they know require administrator permissions. The children should not
be able to perform advanced system functions unless a parent is present. Overall, the cus-
tomer wants to minimize risks related to the installation of malicious software or the acciden-
tal deletion of important system files.

1. What type of user account should you configure for the parents?

2. What type of user account should you configure for the children?

3. How can the parents specify which applications should be run automatically as an
administrator?

Case Scenario 2: Configuring UAC Settings Based on Customers'
Requirements

You are a Consumer Support Technician assisting a customer in setting up security in Windows
Vista. The customer did not perform the initial configuration of his computer, and he would
like to change the behavior of UAC. Specifically, he would like to configure his computer so
that he does not need to provide credentials every time he is prompted for privilege elevation.
He also wants to ensure that all programs remain visible whenever an approval prompt is dis-
played. Overall, he wants to achieve these goals without significantly reducing the security of
the system.

1. What type of user account should you configure for the customer?

2. Which tool should you access to make changes to the behavior of UAC?

3. Which UAC option should you change to keep desktop applications visible when an ele-
vation prompt is displayed?

Suggested Practices

To help you successfully master the exam objectives presented in this chapter, complete the
following tasks. It is recommended that you make security-related changes on a test com-
puter and that you keep a record of the changes you are making so that they can be reversed
if necessary.
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Practice 1: Working with User Account Types

Create two new user accounts within Windows Vista. The first should be configured as a stan-
dard user account, and the second should be an Administrator account. Log on under the
standard user account and note which types of actions require you to provide administrator
credentials. Then, log on as the administrator and make note of the difference in behavior of
the UAC prompts. When finished, delete both user accounts.

Practice 2: Configuring UAC Settings

Use the Local Security Policy console to modify UAC-related settings. Make a note of the initial
settings before you make any changes. Verify the results of the settings. For example, you
might choose to disable Admin Approval Mode temporarily. Verify that you no longer receive
UAC elevation prompts when logging on as an Administrator. Another option is to choose to
disable the secure desktop when prompting for elevation. When finished, reset all options to
their initial values.

Take a Practice Test

The practice tests on this book’s companion CD offer many options. For example, you can test
yourself on just one exam objective, or you can test yourself on all the 70-623 certification
exam content. You can set up the test so that it closely simulates the experience of taking a cer-
tification exam, or you can set it up in study mode so that you can look at the correct answers
and explanations after you answer each question.

MORE INFO Practice tests

For details about all the practice test options available, see the “How to Use the Practice Tests” sec-
tion in this book's introduction.
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Configuring Windows Vista
Networking

In the early days of desktop computing technology, it was most common for home and small
office computers to be configured to run independently. Although networking technology was
available, it was far from a standard option for most environments. Users often shared infor-
mation by using removable media such as floppy disks. Accessing computers located outside
of a home or a small office building was reserved for large corporations.

Now, most of us take network connectivity for granted. We expect to be able to access the
Internet from our homes, offices, and even while traveling. We also rely on the ability to share
media such as photos, music, and video between computers on our home networks. The
underlying technologies that make this possible have changed and evolved over time, but the
basic requirements for networking have remained the same. The goals include simplified
setup of connections and maintenance of adequate security. Especially when using public net-
works such as the Internet, it's important that only authorized users are able to access infor-
mation from a remote location. Convenience has significantly increased by wireless
networking options, and it’s usually just as easy for people to access Web sites from a coffee
shop as it is for them to do so from home.

One of the major design goals for Windows Vista was to simplify the process of creating net-
work connections. For a variety of reasons, there are significant complexities involved in cre-
ating secure wired and wireless connections. In this chapter, you’ll learn details related to
setting up and managing network connections in Windows Vista. Lesson 1, “Managing Net-
work Protocols and Client Network Services,” covers details of understanding and managing
network protocols and services. Lesson 2, “Configuring Wireless Networking,” focuses on
configuring wireless network connections.

363
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Exam objectives in this chapter:
m Configure and troubleshoot network protocols.
m  Configure and troubleshoot network services at the client.
m Configure and troubleshoot wireless networking.
m  Configure and troubleshoot Windows Vista by using the Network And Sharing Center.

Lessons in this chapter:
B Lesson 1: Managing Network Protocols and Client Network Services ............ 365

B Lesson 2: Configuring Wireless Networking. ............ .. .. ... . ... .. ... 391

Before You Begin

It will be helpful for you to have a basic understanding of network connections and how
they're used in typical home, home office, and small-business environments. Additionally, to
complete the exercises in Lesson 1, you will need a network connection (either wired or wire-
less) correctly configured to access other computers or the Internet. You might also have a
wired or wireless Internet router configured to enable multiple computers to share a single
Internet connection. To complete the exercises in Lesson 2, you need to have installed a wire-
less network adapter that is compatible with Windows Vista.



Lesson 1: Managing Network Protocols and Client Network Services 365

Lesson 1: Managing Network Protocols and Client
Network Services

When two people meet and need to communicate with each other, the first step is to deter-
mine a common language to use. When talking with friends and family members, you already
know the best method to use. In the world of computers, there are several important stan-
dards that are commonly used to enable computers to communicate. By far, the most popular
network protocol in the world is Transmission Control Protocol/Internet Protocol (TCP/IP).
This protocol is the standard that is used on the public Internet, and it is the primary method
of setting up network connections in wired and wireless homes and small businesses.

Customers expect you, as a Consumer Support Technician, to be able to explain to them the
various standards and protocols that are available for communications. Furthermore, you
need to be familiar with how you can set up and configure appropriate settings in Windows
Vista, based on their requirements. In this lesson, you’ll learn about networking improve-
ments in Windows Vista, along with important protocols and settings. You'll also learn how to
configure and troubleshoot network connections. Because all of the information in this lesson
focuses on network protocols and services, it applies equally to both wired and wireless con-
nections. Examples and exercises, however, are based on the use of wired network connec-
tions. In Lesson 2, you'll learn about information specific to setting up and managing wireless
network connections.

After this lesson, you will be able to:
B Describe new features in the Windows Vista Next Generation TCP/IP Stack.

m List configuration information related to the IPv4 protocol, including IP address,
subnet mask, default gateway, and DNS servers.

B Describe the benefits of the IPv6 protocol.

B Describe and manage DNS and DHCP settings on client computers running
Windows Vista.

B Create and manage network connections using the Network And Sharing Center.
B Troubleshoot network connections.
Estimated lesson time: 60 minutes

Understanding the Next Generation TCP/IP Stack

Most operating system users rely on the ability to access public networks (such as the Inter-
net) and to communicate with other computers in homes and offices. Because networking
is such a critical part of common operations, Windows Vista includes numerous enhance-
ments to the primary networking features of the operating system. The foundation of this
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functionality is the networking stack, a set of interrelated components that enable commu-
nication on the network.

As mentioned earlier, the most commonly used networking protocol is TCP/IP. Windows
Vista includes a feature called the Next Generation TCP/IP stack. This term refers to a col-
lection of technologies embedded in the core networking architecture of the operating sys-
tem. All network-enabled applications, services, and features rely on this stack in one way or
another. Although previous versions of Microsoft Windows include support for TCP/IP,
Windows Vista includes numerous enhancements, including the following:

Automatic configuration One of the most difficult parts of setting up a new computer
(especially for novice users and customers) is configuring network settings. Microsoft
designed Windows Vista to perform configuration options automatically wherever pos-
sible to avoid end-user confusion.

Performance enhancements New TCP/IP components have been designed to support
enhanced features that enable more efficient transfer of data based on a variety of differ-
ent network conditions.

Extensibility The Next Generation TCP/IP stack has been designed with the ability to
add enhancements and new functionality in mind. Components of the network stack are
segmented into logical divisions, making it easier for vendors and software developers to
install updates.

Dynamic reconfiguration Especially on modern notebook and portable computers, it’s
common to connect and reconnect frequently to various networks throughout the day.
Microsoft designed the Windows Vista network stack to adapt to various configuration
environments without requiring a reboot of the operating system.

Diagnostic features Due to the complexity of network configuration, it’s possible for
various problems to prevent users from successfully connecting to other computers or to
the Internet. When these problems occur, it can often be difficult to pinpoint the true
source of the problem. The Windows Vista network stack includes diagnostic capabili-
ties that can make it easier to diagnose and troubleshoot common problems.

Improved security With the ability to connect to computers located around the world
over the Internet come some potential security risks. Problems such as malware and
malicious users can cause downtime, reduced performance, data loss, and security vio-
lations. The Next Generation TCP/IP stack has been designed to protect against com-
mon types of network-based attacks.

Support for multiple versions of the Internet Protocol (IP) The networking features in
Windows Vista enable support for current and future networking technologies based on
the TCP/IP standard. Specifically, it provides support for both Internet Protocol version
4 (IPv4) and IP version 6 (IPv6), both of which you’ll learn about in the next section. It
also provides features to ease the transition between the protocols.
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For the most part, all of these features work automatically whenever you create network con-
nections. In typical use, you rarely have a reason to make modifications directly to the network
stack. Now that you have an idea of the purpose and function of the basic network foundation,
you can look at the different available protocols.

Understanding IPv4

The purpose of a network protocol is to specify the communications format and conventions
that computers use when two or more networked devices need to send messages to each other.
As mentioned earlier, Windows Vista supports two major protocol types: IPv4 and IPv6. In
this section, you'll learn about the details of configuring IPv4. Specifically, you'll learn about
the following settings:

m [P address

m Subnet mask

m Default gateway

B DNS server addresses

Exam Tip Although network protocols other than TCP/IP are available, they're outside the scope
of Exam 70-623 and the contents of this book. When taking the exam, you can safely assume that
computers are configured to use TCP/IP Keep in mind, however, that they might not be configured
correctly, and you might need to determine how to resolve connection problems.

IP Addresses

By far, the most common version of IP in use at the time of the release of Windows Vista is [Pv4
(usually pronounced “IP version 4”). This protocol is a portion of the TCP/IP standard that
computers use to communicate on a local area network (LAN) and on the public Internet. A
fundamental feature of networking is that each computer on a network must have a unique
network address. IPv4 network addresses use a series of four numbers separated by dots. Each
number must be between 0 and 254 (inclusive). The following are some examples of IP
addresses:

m 10.0.1.1
m 192.168.0.10
m 207.46.232.182

Subnets

In some network environments, it’s common for administrators to divide networks into
smaller sections known as subnets. To identify which portion of the IP address refers to the
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network and which portion refers to the computer’s address, computers use a subnet mask.
Examples of commonly used subnet masks include the following:

B 255.255.255.0
B 255.255.0.0
m 255.0.00

Designing and calculating subnet details is beyond the scope of Exam 70-623, but it is impor-
tant to understand that, in general, all of the computers that are required to be able to com-
municate with each other should be located on the same subnet. This means that they should
all share the same subnet mask. Also, each computer should have a unique network address
that is part of the same subnet. For example, the following computers will all be able to com-
municate with each other (assuming that other network settings are properly configured):

m 10.10.0.1/255.255.255.0
m 10.10.0.20/ 255.255.255.0
m 10.10.0.30/255.255.255.0

Note that in these examples, all of the subnet masks are identical, and each computer’s host
address is unique and located on the same subnet.

Default Gateways

Because you can place computers on separate isolated networks, it is often necessary for them
to be able to communicate with each other. For example, if you launch Microsoft Internet
Explorer and attempt to connect to www.microsoft.com, the specific computers that you are try-
ing to access are obviously not located on your subnet. Your computer must then determine
how to access that particular Web site.

This is the purpose of the default gateway setting. The default gateway is an IP address value
that specifies the network address to which your computer sends all traffic if the traffic is not
destined for the local subnet. For most home and small-business users, the default gateway
address is the IP address of the router. A computer can use information from its own IP
address and subnet mask together to determine whether a requested resource is on another
network. If it is, the computer sends the network request to the default gateway. It is then the
default gateway’s responsibility to route the packets to another network to enable communi-
cations. For example, the infrastructure of the Internet is based on a large group of network
devices that have the ability to send traffic to each other.

A valid default gateway address must be located on the same subnet as the computer that
plans to use it. Typically, the default gateway is an Internet router when used in a home or
small-business environment. This device is able to take network requests from computers on
the LAN and forward them to other network devices on the Internet.
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Managing IPv4 Settings

In most network environments, IP addresses, subnet masks, and default gateway settings are
automatically assigned. For example, you can configure most home Internet routers to assign
appropriate values automatically for computers on the network. The benefit is that users typ-
ically do not need to be concerned with managing the settings manually. You'll learn about
how this is done later in this lesson.

Exam Tip If you're relatively new to managing networking settings, you have probably noticed
that there is a lot of information to know. You might be wondering how important it is to under-
stand the underlying technical details of network protocols. In general, Windows Vista is designed
to configure network settings whenever possible. However, when configuration or connection
problems occur, it can be very useful to have a solid understanding of the actual communications
mechanisms themselves. As with most technical topics, practicing common troubleshooting tasks
can help you learn this information quickly and easily. If you've seen a particular networking prob-
lem before, you'll be well prepared to answer network-related questions when taking Exam 70-623.

Understanding IPv6

Anewer version of the IP standard, IPv6, has been created to improve network-based commu-
nications. Although IPv4 has been able to adapt to widespread use throughout the Internet, it
was never designed to support many millions of different types of devices. There are numerous
limitations of the protocol, and it will eventually need to be replaced. Windows Vista includes
full support for the IPv6 protocol, but it is important to note that the transition to the new ver-
sion requires upgrades to all areas of networks and to the Internet before it is complete, a pro-
cess that is expected to take many years.

MORE INFO What happened to IPv5?

IP standards are defined by the Internet Engineering Task Force (IETF). This organization reviews
submissions and ideas for future versions of network protocols, including IPv4 and IPvé. The stan-
dards themselves are named Request for Comments (RFC). You might wonder why there is little
mention of the version that should come in between those. Initially, IPv5 was intended to be a new
network protocol, but it was never made a widespread standard. For all practical purposes, IPv6 is
the successor to IPv4. Although you won't be tested on these details on the exam, you can get
more background information from the IETF Web site at http.//ietf.org/.

The primary advantages of IPv6 include the following:

B Support for more addresses The total number of possible IPv6 addresses is enough to
accommodate all of the network devices in the world for the foreseeable future. This
expanded capacity allows literally every device in the world to have its own unique net-
work address.
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m Simplified configuration Numerous network techniques are required to make IPv4 net-
works meet the needs of large networks such as the Internet. IPv6 simplifies the process
of addressing devices and determining subnets.

m Performance enhancements IPv6 includes features that enable it to adapt to a wide vari-
ety of different types of networks and workloads. It can automatically adjust the size of
network packets and other settings to improve performance.

W Security improvements A fundamental concern when transferring information over
large networks is ensuring security. Only authorized computers should be able to access
information during transit. To achieve the necessary encryption and authentication sup-
port, IPv6 includes a feature known as IPSecurity (IPSec).

The primary issue with using IPv6 is that computers and network devices must support this
protocol to gain these advantages. In addition, operating system tools and software applica-
tions might need updates to use the newer version of the protocol. For these reasons, full-scale
upgrades to IPv6 (especially on the public Internet) will take several years.

Understanding IPv6 Support in Windows Vista

Microsoft included full support for the IPv6 standard as part of the Windows Vista Next Gen-
eration TCP/IP stack. In addition to providing support for the newer version of IP, the stack is
able to provide support for IPv4 at the same time. Therefore, a single computer can use IPv6
to communicate with computers that support it (such as other computers running Windows
Vista) and use IPv4 to communicate with other computers and devices. Microsoft also pro-
vides support for the IPv6 protocol in Windows XP Service Pack 1 and in Microsoft Windows
Server 2003. All future versions of the Windows client and server operating systems will sup-
port the protocol.

Although supporting IPv6 is an important feature, most of the network-related tools and appli-
cation features of Windows Vista have been designed to work with the new protocol. For
example, the Windows Vista networking features include graphical tools for configuring IPv6
details. You'll learn about specific examples later in this lesson.

Real World
Anil Desai

When [Pv4 was initially developed (decades ago), it was not designed to sustain a world-
wide network in which millions of computers require access. Through a variety of differ-
ent technologies such as Network Address Translation (NAT), network administrators
have been able to overcome some of these challenges. However, security, performance,
and scalability needs are important considerations for moving forward.
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The IPv6 protocol provides solutions to many of these problems, but it will not be a
quick migration from IPv4. The primary reason for this is that many types of network
devices and their interdependencies must be considered. The Windows Vista operating
system is one example. Microsoft included full support for both the older and newer ver-
sions of IP in Windows Vista. Overall, however, Internet service providers (ISPs) and
managers of networks throughout the world will need either to support IPv6 or imple-
ment methods to enable backward compatibility.

How does all of this affect you, as a Consumer Support Technician? First, you're likely
to hear questions from customers about support for IPv6. The good news is that, for
the most part, the default settings in Windows Vista are the most appropriate. It uses
[Pv4 when necessary and IPv6 when possible. In the future, however, it is important to
keep an eye on the transition to IPv6 and to understand when new IPv6-enabled prod-
ucts are introduced. For recent updates, see the Microsoft IPv6 Web site at http://
www.microsoft.com/technet/network/ipv6,/default. mspx.

Understanding IPv6 Addresses

IPv6 network addresses appear significantly more complicated than their IPv4 counterparts.
The primary reason for this is that each network address must be unique, and a greater num-
ber of character combinations are required to make this possible. An example of an IPv6 net-
work address is 2001:0:4136:e37a:2074:22b5:{5{5:ff99. Note that colons separate portions of
the address. For most users, IPv6 network addresses and settings are configured automati-
cally, and there is no need to configure them manually.

Exam Tip  The technical details of how IPv6 works can be complicated. For the sake of Exam
70-623, it's most important to understand the purpose and function of this protocol, along with
how you can configure network settings in Windows Vista. For more detailed information about
IPv6, see the Microsoft TechNet IPv6 Web site at http.//www.microsoft.com/technet/network/ipv6
/default. nspx. Throughout the remainder of this chapter, the terms related to IP addresses focus
on the IPv4 standard because this is the most commonly used version of the protocol and the

one that is most emphasized on Exam 70-623.

Understanding Client Network Services

So far, you've learned about the basic rules for setting up network addresses for computers
that are connected. In some ways, the basic rules are fairly simple: Each computer must have
a unique IP address on the network and generally is located on the same subnet, which means
that each computer must have the same network address as others on the same subnet. In
some home and small-business environments, managing one or a few computers manually
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might be reasonable. However, when supporting additional computers, some automated
methods for managing network services will be very helpful.

In this section, youw'll learn how several network-related features of Windows Vista can help
you manage settings such as IP addresses. Later in this chapter, you'll see how these settings
can be defined when creating and managing network connections.

Exam Tip This section and the corresponding Exam 70-623 objective that it covers mention the
term client. With respect to Windows Vista, this term refers to desktop or notebook computers that
are primarily used by individuals. In larger networked environments, it's common to refer to comput-
ers as either clients or servers. Because the focus of Exam 70-623 is on supporting Windows Vista for
consumers, you will generally focus on the client side of network settings. Windows Vista includes the
ability to use services such as Dynamic Host Configuration Protocol (DHCP) and Domain Name Sys-
tem (DNS) but not to function as a server for those protocols. Keep in mind, however, that the net-
work services described here also have server-side components that must be configured properly for
these features to be available. Additionally, most home and small-business routers also include built-
in DHCP and DNS features. For more information, consult the product’s documentation.

DHCP

When working in networked environments, users are able to provide custom IP addresses for
their environments. As mentioned earlier, each computer must have a unique IP address and
must be configured with other settings such as the subnet mask and default gateway address.
Most consumers find it difficult to keep track of these settings. For example, a customer might
need to write down the settings, and every time a friend or family member needs to add a new
computer, he or she will have to provide the correct information. If two computers are acciden-
tally configured with the same address, one or both might be unable to communicate on the
network. Add in the requirement to support a virtually limitless number of wireless comput-
ers, and it can be very time-consuming to manage 1P addressing. Clearly, there’s room for
improvement in this situation.

DHCP is designed to provide appropriate TCP/IP network addresses and related information
automatically to computers when they first attempt to connect to a network. The process
involves four main steps:

m Discovery When a computer first initializes itself on the network, it does not have a
valid network address. To obtain one, it sends a broadcast (a network message to all
computers on the network) requesting an IP address.

m Offer A DHCP server receives the broadcast request and responds by providing an IP
address offer to the new computer. The specific address chosen is based on the con-
figuration of the DHCP server’s database. Most commonly, a range of IP addresses is
configured for use on the network. Other details, such as the subnet mask and the IP
address of the DHCP server, are also included.
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B Request After the client receives the offer, it makes a request for the same IP address to
the DHCP server. This step is required to ensure that the client actually needs to reserve
the specific request. In some cases, for example, if the computer has received responses
from more than one DHCP server, it might not need to make the request. Generally,
DHCP clients make a request to the first DHCP server that has responded to a request.

B Acknowledge The DHCP server receives the request from the DHCP client and records
that the offered TCP/IP address is now in use on the network. This address will be
unavailable for assignment to other computers until it expires.

The assignment of a DHCP address is known as a lease, and there is typically a maximum
amount of time that can elapse before the lease expires. For example, a typical DHCP server
setting is to allow IP address leases to last for up to eight days. As the expiration of the lease
approaches, the client computer sends a request to renew the address to the DHCP server. If
the DHCP server approves the request, the client can continue using the address. This method
helps ensure that computers that are no longer on the network are not taking up allocated IP
addresses in the DHCP server’s database.

The customers that you support as a Consumer Support Technician will generally enable
DHCP services on their Internet router or other device. The specific administration methods
and configuration options will vary based on the brand and model of the device, but the gen-
eral process allows for enabling the DHCP server and configuring a valid range of addresses to
assign. Some small business environments might include server computers that provide
DHCEP services. One example is Windows Server 2003, which includes a DHCP Server com-
ponent. In these environments, it’s simplest to configure only a single DHCP server to be
active. If two are required, you must configure each with a different set of IP addresses to avoid
potential duplication. Finally, if an environment does not have any DHCP server, users need to
configure IP address settings on each networked computer manually.

Domain Name System

From a networking standpoint, the concept of unique IP addresses makes a lot of sense. One
can quickly look at the number and determine details about which network it is using. How-
ever, when dealing with many computers, it can be difficult to remember which computers
have which network addresses. When the millions of servers that are accessible over the Inter-
net are taken into account, it’s virtually impossible to keep track of the correct IP values.

Domain Name System (DNS) is designed to provide mappings between TCP/IP addresses and
friendly DNS names. DNS names have multiple parts that are separated by a period (.) char-
acter. Examples of DNS addresses include the following;

B www.microsoft.com

m technet.microsoft.com

m MyComputer.local
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You might recognize these names as similar to what you use to connect to public Web sites.
The public structure of the Internet is configured with certain top-level domain names that
identify computers that you can access from anywhere in the world. Several third-party service
providers are able to make changes to the addresses used in the database. Due to the number
of addresses, it’s important for public DNS databases to be able to send requests to each other.
When a client attempts to connect to another computer using a DNS name, the request is sent
to one of the DNS servers that is configured as part of the IP addressing parameters on the cli-
ent. The DNS server then attempts to resolve the requested name to its IP address by querying
other DNS servers. After the IP address for the requested name is determined, it is returned to
the client so thatit can be used for transferring data. To improve performance, the client makes
a temporary record of the address and uses it for subsequent requests.

Exam Tip DNS is a standard on which the entire Internet is based. On the server side, there are
many complexities and details that must be addressed to make this system work. For the sake of
preparing for Exam 70-623, focus on troubleshooting client-side issues related to DNS. For exam-
ple, a home computer might be able to connect to other computers on the local network and with
an Internet router but not directly with Internet sites using a DNS address. In this case, it's likely that
the DNS server IP information is incorrect.

Overall, the use of DNS names is a vital process for connecting to computers and services that
are located on the Internet. It allows users to focus on meaningful computer and server names
rather than difficult-to-remember IP addresses.

Firewalls

If there were no other restrictions placed on network traffic, it would be easy for all computers
to communicate with each other. In some cases, this might be helpful. For example, many
home and small-business users have more than one computer and want to share data such as
documents, photos, and videos among them. A problem arises, however, when insecure or
public networks are included. For example, when connecting to the Internet, it’s helpful to be
able to connect to any computer in the world through a device such as a router. However, for
security and privacy reasons, you would not want unauthorized users and computers on the
Internet to be able to access your private computers.

The purpose of a firewall is to divide networks by placing restrictions on communications
between computers. In some cases, all traffic between two or more networks can be blocked.
More commonly, most protocols are blocked while certain types of communications are
allowed. For example, you can configure Windows Firewall to allow applications such as Inter-
net Explorer to connect to Web sites using an outbound connection but to prevent other com-
puters from using the same communications ports to connect to the local computer. For more
details about working with the Windows Firewall feature in Windows Vista, see Chapter 7,
“Using Windows Security Center.”
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In a typical home or small business environment, it's common for customers to use an Internet
router or similar device that provides firewall functionality. Usually, the default settings of
these devices enable computers to make outbound connections but prevent Internet-based
users and computers from detecting local computers. The specific configuration steps and set-
tings vary between devices from various brands and manufacturers, so it’s important to con-
sult the relevant documentation when assisting customers with setting up firewalls.

Configuring Network Connections

So far, the focus of this lesson has been on learning about IP addresses and related client net-
work services. Understanding this information is important when creating, configuring, and
managing network connections in Windows Vista. Generally, if you understand the basic con-
cepts behind network protocols, you'll be able to make appropriate choices and resolve any
issues that might arise. In this section, you'll learn how to configure network connections in
Windows Vista.

Managing Network Settings

Windows Vista includes several different ways to access network-related settings and tools.
One starting point is by clicking Network And Internet in Control Panel. As shown in Figure
9-1, various tasks and operations are available. From here, users can view details about current
network settings and devices and set up and manage new connections.

E=1 BB =)
=
@Uvr@ » Control Panel b Metwork and Intemet » = [43 |[ searcn P

Control Panel Home .
Network and Sharing Center

System and Maintenance - View network status and tasks | Connect to a network
Security View netwerk computers and devices | Add a device to the network | Set up file sharing
Network and Internet .
S _" S Internet Options
Hardware and Sound Change your homepage | Manage browser add-ons | Delete browsing history and cookies
Programs
User Accounts and Family Offline Files
Safety Encrypt your offline files | Manage disk space used by your offline files
Appearance and
Personalization Windows Firewall
Clock, Language, and Region @ Tum Windows Firewall on or off | @ Allow a program through Windews Firewall
Ease of Access
Additional Options People Near Me
Sign in or out of People Near Me | Change People Near Me settings
Classic View
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Sync with other computers, mobile devices, or network folders | View sync results
Reselve sync cenflicts

Recent Tasks

e appearance and
ance of Windows

your computer's

Figure 9-1 Viewing options in the Control Panel Network And Internet group
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You configure the majority of options by using Network And Sharing Center. This utility pro-
vides a central location from which users can view details about the local network. Figure 9-2
provides an example of the default view of the Network And Sharing Center section.

[E=HE=RE]
m-\‘ <« Metwark and Internet, » Metwork and Sharing Center [ 43| [search =)
Tasks . 8-
= Network and Sharing Center
View computers and devices
View full map
Connect to a network
Set up a connection or network B | L«h'
L | .
Manage network connections <2
VISTA-PC Network Internet
Diagnose and repair (This computer)
K4 Network (Private network) Customize
Access Local and Intemet
Connection Local Area Connection View status
128 Sharing and Discovery
Network discovery © On (v)
File sharing © Off (v)
Public folder sharing © Off (v)
Printer sharing © Off (no printers installed) (v
Password protected sharing © On (v)
2 Media sharing © Off (v)
<t Options
4 : Show me all the files and folders [ am sharing
Windows Firewall 4
Show me all the shared network folders on this computer .

Figure 9-2 Using the Network And Sharing Center to view details about network connections

MORE INFO Sharing network resources

The focus of this chapter is on creating and managing network connections to enable computers to
communicate with each other. For more information about sharing network resources such as files,
printers, and media, see Chapter 10, “Managing Network Sharing.

Viewing Network Information

When managing and troubleshooting network connections, it’s often helpful to get an over-
view of current connections and how they’re configured. Because network connections (and
their relationships) can be confusing to customers, the Network And Sharing Center offers a
Network Map feature. By clicking View Full Map, users can see the relationships between var-
ious network devices and services. Figure 9-3 shows an example. If the computer is connected
to multiple networks (for example, a wired network and a wireless network), a drop-down list
enables the user to choose which network is shown in the map.
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Figure 9-3 Viewing a network map on a desktop computer

You can view and modify information about various items in the network map by right-clicking
them and viewing the list of available options. The type of network device determines which
actions you can take. For example, you can access settings for a standard Windows Vista—
based computer or view configuration details for a computer router or gateway device.

In addition to the Network Map feature, you can also view details about a particular network
connection. The View Status link in Network And Sharing Center provides information about
a particular network connection. Figure 9-4 shows an example.
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Close

Figure 9-4 Viewing status information about a wired network connection
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The basic details specify whether the computer is currently connected to a network, whether
the connection is enabled, how long the connection has been active, and the speed of the con-
nection. In addition, the Activity section shows the number of bytes that have been sent by and
received from the network connection. This information provides a good overview of the sta-
tus of the connection.

In some cases, it can be helpful to view more details such as the specific TCP/IP configuration
of the connection. You can click Details to open a dialog box that shows this information (see
Figure 9-5). Specific information includes the network address, subnet mask, and information
about DHCP and DNS servers. If the computer used a DHCP server to obtain the address
information, details about the duration of the lease are also available.

Metwork Connection Details (=3

Metwork Connection Details:

Froperty Walue it
Connection-specific DM...  Mellavello
[rescription Intel 21140-Based PCI Fazt Ethernet ¢
FPhysical Address 00-03-FF-77-7B-5E
CHCP Enabled es
IPwd IP &ddress 10.10.0.133
IPwd Subnet Mask 255.285.255.0
Leaze Obtained Saturday, May 19, 2007 10:51:10 AM | _
Leaze Expires Tuesday, Map 22, 2007 10:51:14 AW 1
P4 Default Gateway 01001
IP4 DHCF Server 10,0041
IPwd DS Servers 249341125

249341126

IPed wNS Server

MetBl0S over Tepip En...  “Yes

Link-local IPvE Address feB0:: 5040 ddb7: d7bE: 9f09%8

IP+E Default Gateway il

4 1 3

|_ Close |

Figure 9-5 Viewing details for a network connection

Modifying Network Settings

The vast majority of networks today run a standard set of protocols and services. In most
cases, Windows Vista is able to configure the appropriate setting for a network connection
automatically. In some cases, however, it might be necessary to configure settings such as the
IP address, subnet mask, default gateway, and DNS servers for a computer manually. It's most
common to use a manual configuration when a DHCP server is either unavailable or not pro-
viding the correct information.

To access the properties of a network connection, open Network And Sharing Center and click
View Status next to the relevant network connection. Then, click Properties (see Figure 9-6).



Lesson 1: Managing Network Protocols and Client Network Services 379

./ Local &rea Connection Properties ==
Metwarking
Cannect using

& Intel 21140-Based PCI Fast Ethemet Adapter (Emulated)

| Corfigue |

This connection uses the fallowing items:

b o
Wl =05 Packet
] =4 File and Printer Sharing for Micrascft Metworks
i Internet Protocol Version 6 (TCPAPYE]
& Internet Frotocel Version 4 (TEPAPy)

v
vl
W - Link-Layer Topology Discovery Mapper 140 Driver
vl

~& Link-Layer Topology Discovery Responder

Install.. [ Unnstal | [ Propeties

Description

Allows pour computer to access resources on a Miciosoft
etk

| ok || Ccancel |

Figure 9-6 Viewing properties for a wired network connection

The specific list of items shown might vary based on the enabled services and protocols for the
network. By default, new network connections include settings for both IPv4 and IPv6. You
can uninstall or disable most of the items in the list. In general, it is recommended that you use
the default options because they are required for certain types of functionality. For example, if
you remove the File And Printer Sharing For Microsoft Networks feature, users will not be able
to share or access files on other computers. It is also possible to install new services or proto-
cols manually if they are required.

In addition to adding and removing services for a network connection, the primary settings
that you can modify are related to the network connection and protocols. Clicking Configure
in the Properties dialog box displays the details of the associated network adapter used by the
connection. Most of the available properties are related to the settings for the hardware device
itself. Many network adapters include advanced options that you can also modify if necessary
(see Figure 9-7).
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Intel 21140-Based PCI Fast Ethernet Adapter (Emulated) Prop... | 2 [R5

General | Advanced | Driver | Details

The following properties are awailable for this network sdapter. Click
the property you wank ta changs on the lef, and then select its value
on the right

Property. Walue

16 DWORDS B4
Cannection Type

Estra Rieceive Buffers
Estra Recaive Packets
Intermupt Mitigation
Memor Read Muliple
Wetwork Addiess
Process Transmit First
Peceive Buffers

Store dnd Forard
Transmit Thieshold
Transmit Thieshold 100Mbps
Underrun Max Retries
Underrun Thieshold

[ ok || caned |

Figure 9-7 Viewing the Advanced tab of the Properties dialog box of a network adapter

Setting Network Location Details

Networked computers often have different security requirements based on the type of network
to which they are connected. For example, within a typical home environment, it’s likely that
computers need to share information. Because the network is usually limited to authorized
users and computers, it’s safe to do this. When you connect the same computer to a public or
insecure network (such as in an airport or other public place), it is recommended that you
limit access to the computer. You can configure these settings by clicking Customize next to a

network connection in the Network And Sharing Center. Figure 9-8 shows the typical options
that are available.

[E=R|=R )
() &% Set Network Location
&
Customize network settings
Metwark name:  Home Network
Location type: (€ ©) Public
Discovery of other computers and devices will be limited, and
the use of the netwark by some programs may be restricted,
@ Private
This allows you to see computers and devices, while making
your computer discoverable,
Help me choose
Metwaork Icon: I.- | Change
-
€ Merge or delete network locations
[ Net ][ cancel |

Figure 9-8 Customizing network settings using the Network And Sharing Center
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In addition to switching between the Public and Private options for network connection types,
you can also change the name of the network. Windows Vista uses this setting to help you
quickly identify the type of network that you are using. It is also possible to change the net-
work icon. Finally, it is possible to merge or delete network connections. This option is useful
when, for example, multiple network connections are defined on the computer that all use
similar settings.

Manually Configuring TCP/IP Settings

The most commonly modified network connection settings are those related to the IPv4 and
[Pv6 network protocols. To access these settings, in the Properties dialog box for a network
connection, select the appropriate protocol and click Properties. Figure 9-9 shows the proper-
ties that are available for the IPv4 protocol.

Internet Protacal Version 4 (TCP/ARwA) Properties F7 ==
General
Yo can get TP settings assigned automatically if your network supporks

this capability. Otherwise, you need to ask your network administrator
for the appropriste IF ssttings.

Obtain an IP address automatically
@ Use the folloning TP address:
1P address: .10 . 0 .150
Subnet mask: 255 . 255 . 255 . 0

Default gateway: 10.10 .0 .1

@ Use the following DMS server addresses:
Preferred DNS server: 10 .10 .0 .1

Alternate DS server: 0 .10.0 .2
| advanced.. |

[ ot || comel |

Figure 9-9 Manually configuring settings for the IPv4 protocol

By default, new network connections are designed to use DHCP for automatic assignment of
settings. Using the Properties dialog box, however, you can manually specify information for
several settings as follows:

B IP Address The unique TCP/IP address of this computer

B Subnet Mask The subnet mask that is used by all computers on the local subnet

B Default Gateway The IP address of a router or other device that enables communica-
tions outside the local network

B DNS Servers The IP addresses of a preferred and alternate DNS server

If DHCP is enabled, users also see an Alternate Configuration tab that enables them to define
a second set of IP address information (see Figure 9-10). This information is most commonly
used when you would like to leave the automatic settings to use DHCP, but you want to pro-
vide rules for which addresses should be used if a DHCP server is unavailable. The options
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include using an automatic private IP address (which is generated automatically by Windows
Vista) or to provide specific IP address settings. This tab is also useful when a network con-
nection is used at multiple locations. For example, if a customer uses a laptop computer at
work and at home, he or she might need to assign different addresses for each environment
manually.

Internet Pratocal Wersion 4 (TCR/TPw) Properties T[]

General | Alkernate Configuration

IF this computer is used on more than one network, enker the alternate IP
settings below,

Automatic privats TP address

@ User configured

IP address: 10.10.0 .50
Subnet mask: 255,255 . 255 . 0
Default gateway: 10.10.0 .1
Freferred DNS server: w.w. 0.1
Alternate DNS server: w.w. 0.2

Preferred WINS server:

Alternate WINS server:

[ o || coead |

Figure 9-10 Specifying alternate configuration options for a network connection

On the General tab of the Internet Protocol Version 4 (TCP/IPv4) Properties dialog box, the
Advanced button enables further configuration of network details. Although these settings are
not common for most consumers, it is possible to configure a single network adapter to use
multiple IP addresses and subnet masks and to configure multiple gateways (see Figure 9-11).

Advanced TCPAP Settings 7))
1P Settings | pus WINS
1P addresses
1P address Subinet mask,
255.255.255.0
255,255.255.0
add. | [ Edt. || Remove
Default gateways:
Gateway Metric
10,1000.1 Automatic
add.. || Edt. || memove
| Automatic metric
| ok || concel |

Figure 9-11 Configuring advanced TCP/IP settings for a network connection
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In addition, there are advanced configuration options for DNS and Windows Internet Naming
Service (WINS). Most home and small-business users use the default settings. In some busi-
ness network environments, however, it might be helpful to change the default behavior of
these protocols.

By default, the Properties dialog box of a network connection also includes details about the
IPv6 protocol. As with IPv4 settings, the defaults are appropriate for most users. You can con-
figure manual IPv6 addresses and other details by accessing the Properties dialog box of the
protocol (see Figure 9-12).

Intemet Protacol Yersion 6 (TCP/IPE) Properties )=
General
You can get IPvé settings assigned automatically if your network supports this capability.

Otherwise, you nsed b ssk your network administrator For the appropriate IPv6 settings.

Obtain an IPvE address automatically

@ Use the following IPvé address:

IP46 address:
Subnet prefix length: 64

Default gateway:

&) Uss the folloing DNS server addresses:
Freferred DNS server:

Alkernate DNS server:

| advanced... |

| ok || cancal |

Figure 9-12 Configuring properties of the IPv6 protocol

Another method of configuring network settings is by clicking Manage Network Connections
in the Network And Sharing Center. The resulting display shows all of the available network
connections on the computer and enables the user to change the settings manually. This view
is similar to the one that you see in previous versions of Windows such as Windows XP and
Microsoft Windows 2000 Professional.

Creating a New Network Connection

The process of creating a new network connection is simple and can be performed by start-
ing at the Network And Sharing Center. Clicking the Set Up A Connection Or Network link
launches a dialog box that enables you to select the type of connection to create (see Figure
9-13).
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[E=R|=R )
() % Setupa connection or network
N
Choose a connection option
rbp
,.”l Set up a wireless rauter or access point
L
e, Setup a dial-up connection
b
}i Connectto aworkplace
| Net || cancel |

Figure 9-13 Setting up a new network connection by using the Network And Sharing Center

There are several different options, each of which provides a description of a typical usage sce-
nario. For home and small-business users, the most common option is usually Connect To
The Internet. The other network types include connecting to a workplace by using a virtual
private network (VPN), creating a dial-up connection, or configuring a wireless router or
access point. Each step of the process walks users through available options. The specific
details are based on the type of network connection, whether other similar network connec-
tions have been defined, and the security requirements.

Troubleshooting Network Connections

As a Consumer Support Technician, you are likely to be asked for assistance with configuring
customers’ wired and wireless network connections. Common problems include having incor-
rectly configured IP address settings or trying to access remote resources when a network con-
nection is disabled. Because the process of troubleshooting these types of problems usually
follows a sequence of steps, Windows Vista includes an automatic method for resolving the
most common issues.

Understanding the Network Diagnostics Framework

The process of troubleshooting network-related problems can be complicated, especially for
customers with limited knowledge of the technical details. One of the most common errors
that a user will report is receiving a “Page cannot be displayed” error in Internet Explorer. The
root cause of the problem could be one of many different issues. For example, a network cable
might be unplugged, or the computer might have failed to obtain a valid IP address from a
DHCP server.
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Windows Vista includes the Network Diagnostics Framework (NDF) to provide a method to
determine the cause of a particular network problem automatically. It can then present
options for resolving the issue, such as enabling a network adapter that is disabled. Behind the
scenes, the NDF functionality looks at many different details related to network settings and
uses a set of steps for determining the cause and potential resolution for the issue. The specific
details might vary, for example, for wired and wireless network connections. This frees users
and support staff from having to check multiple configuration settings to resolve the issue.

Diagnosing and Repairing a Connection

There are several ways to start the process of automatic troubleshooting for a particular net-
work connection. One method is to right-click the system tray icon for the network connection
(ifitis available) and select Diagnose And Repair. Other options are to select the Diagnose And
Repair option in the Status dialog box of a network connection or to use the Diagnose And
Repair link in the Network And Sharing Center. Regardless of the method used, this starts the
automatic repair process (see Figure 9-14).

=1 Windows Netwark Diagnostics (=

The network adapter "Local Area Connection” is disabled

) Enable the network adapter "Local Area Connection”

| Cancel |

Figure 9-14 Automatically diagnosing and repairing a network connection

If a problem is detected, Windows Vista automatically attempts to resolve it. For example, if
the computer is not currently configured with valid TCP/IP information, Windows Vista auto-
matically attempts to release the current DHCP lease (if there is one) and obtain new IP
address details. In some cases, Windows Vista might notify users that manual configuration
changes might be required. Overall, the Diagnose And Repair function can help automatically
resolve the most common types of connection problems without requiring expertise from
users.

Network Troubleshooting Tools

When diagnosing and troubleshooting network connections, there are several different tools
and techniques you can use to verify connectivity. In this section, you'll learn about several of
the most commonly used tools. You run all of them from a command prompt, and they can
return or change configuration details. For more information about a particular command,
you can type the command followed by /?.
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Windows IP Configuration

The Windows IP configuration (IPCONFIG) command provides a simple way to view and
modify information for a network adapter. To view network details, you can use the command
without any arguments or type IPCONFIG /ALL to view complete details about the configu-
ration of the network connection and various protocol settings (see Figure 9-15).

B Caindosasterm . sxe —|olx|

\Anil>ipconfig sall
[P Configuration

Host Mame . . . . - . - . Uista—PC
Primary Dns Suffix

Node Type - - - - - - - . - Hybrid

IP Routing Enabled. B Ho

UINS Proxy Enabled. B Ho

DNS Suffix Search List. . - Mello¥ello

[Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix : MelloYello
Description . . . . . . . . . : Intel 21148-Based PCI Fast Ethernet Adapt|

A8-83-FF-77-7B-5E
..... Yes
Autoconf igu: Yes
Link-laca .. £e80: :5840:d4h7:d7h8 198948 (Preferred)
[Pv4 Address. . - - 16.10.8.133<Preferred)
Subnet Ha B 255 255 2EL @
Lease Obtained. - - . - . . Saturday, May 1%, 2007 1@:51:10 AM
...... Tuesday, May 22, 2087 18:51:13 AH
..... 16.10.8.1
....... 16.10.8.1
..... 261327615
........ 24.93.41.125
24.93.41.126
NetBIOS over Tepip. - - - . . . . : Enabled

Tunnel adapter Local Area Connection® 6:
......... Teredo Tunneling Fseudo-Interface

..... @2-AA-54-55-4E-81
No

Yes
2001:0:4136:e37e:2040:1c9:f5f5 :ff 7a(Prefe|

Figure 9-15 Viewing network configuration details by using IPCONFIG

In addition to viewing information about network connections, you can also release and renew
DHCP addresses and perform DNS troubleshooting, using the IPCONFIG utility. Type
IPCONFIG /? for more details on the specific command-line options.

PING

Often, when troubleshooting network connections, you want to test whether computers are
able to communicate with each other without having to share files, printers, or other objects.
The PING utility is designed to send a simple TCP/IP request to a remote computer and to
return the response. Figure 9-16 provides an example.

In addition to determining whether another computer is reachable, the PING command
returns the amount of time it took for a response to be received. Although this information is
not intended to be used for performance monitoring, it does provide an indication of the
speed of the network.
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B Cindowshsystem3Zicmd exe =] 3]

IC:\Users\Anil>PING KERBY -4
Pinging Kerby [10.18.8.1021 with 32 bytes of data:

Reply from 10.18.8.182:
Reply from 10.18.8.182:
Reply from 10.18.8.182:
Reply from 10.18.8.182:

-18.8.182:
- Received = 4, Lost = B (Bx loss>.
times in milli-seconds:

B
Minimum = ims. Maximum = 1ms, Average = lms

IC:\UsersSAnil>

Figure 9-16 Performing a PING to verify IPv4 connectivity

NETSH

The NETSH command launches an interactive command-line application that enables viewing
and modifying many different types of network settings. You can access the list of NETSH
commands by typing ? at the NETSH prompt. Common operations include viewing and mod-
ifying settings for a particular network interface, making firewall changes, and configuring pro-
tocol settings.

Quick Check

1. You would like to get a quick overview of the number and types of devices that are
available on a customer’s home network. What is the easiest way to do this?

2. What are the most important protocol settings related to an IPv4 connection?

Quick Check Answers

1. The Network Map feature that is available from within the Network And Sharing
Center provides a graphical overview of all of the network devices that are present
in the environment.

2. An IPv4 connection should include an IP address, a subnet mask, a default gate-
way, and DNS server addresses.

Practice: Configuring Network Settings

In these exercises, you will configure network settings in Windows Vista. The exercises
assume that you currently have a wired network connection on a computer running Windows
Vista and that you are able to access the Internet. It also assumes that you have obtained valid
TCP/IP network information through a DHCP server. Internet access can be provided through
a LAN, a home-based broadband router, or a direct broadband connection (using, for exam-
ple, a DSL modem or cable modem). The steps in the exercise might result in temporary loss
of your Internet connection.
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» Practice 1: Manually Configure IPv4 Settings

In this exercise, you manually configure TCP/IP settings for a computer running Windows
Vista. You use the current DHCP-assigned IP address information as a basis for determining
the manually assigned address for the computer.

1.

10.

11.

Open the Network And Sharing Center by right-clicking the system tray icon for your
wired network connection and selecting Network And Sharing Center.

In the Network section of the user interface, click View Status for the wired network con-
nection on the computer.

You see details such as the speed of the connection, the duration of the connection, and
the amount of activity for the adapter.

Click Details to view TCP/IP-related information for the network connection. Make a
note of the following configuration settings:

0 IPv4 IP Address:
Q IPv4 Subnet Mask:
Q [Pv4 Default Gateway:
Q IPv4 DNS Server (primary):
Q IPv4 DNS Server (secondary):
Click Close to close the details of the network connection.

Click Properties to access information about the wired Internet connection.

In the list of network components, select Internet Protocol Version 4 (TCP/IPv4), and
then click Properties.

On the General tab of the Properties dialog box, choose to assign TCP/IP information by
selecting the appropriate options manually. Type the information you recorded in step 3
and then click OK to save the settings.

Click Close to close the network Properties dialog box, and then click Close again to
return to the Network And Sharing Center.

Open Internet Explorer and browse to http.//www.mictosoft.com to verify that your Inter-
net connection is working.

To return the system to its original configuration, click View Status for the wired network
in the Properties dialog box of the TCP/IP connection. Access the Properties dialog box
for IPv4 and specify that all information should be obtained from a DHCP server.
Close all open windows and close the Network And Sharing Center.

P Practice 2: Diagnose and Repair a Connection

In this practice exercise, you use the automatic network diagnostics of Windows Vista to trou-
bleshoot a common network connection issue.
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Right-click the system tray icon for your wired network connection and select Network
And Sharing Center.

Click View Status next to the item for the wired connection.
Click Disable to disable the wired network adapter.

Open Internet Explorer and attempt to connect to http://www.microsoft.com. You should
receive an error page stating “Internet Explorer cannot display the Web page.”

On the Internet Explorer error page, click Diagnose Connection Problems. The Win-
dows Network Diagnostics tool analyzes the connection.

The Windows Network Diagnostics dialog box shows that the network adapter is dis-
abled. Click the relevant button to enable the network adapter. Click Close to verify the
summary information.

Use Internet Explorer to attempt to connect to the same Web site you used in step 4. Ver-
ify that the page loads properly.

When finished, close Internet Explorer and close Network And Sharing Center.

Lesson Summary

Windows Vista includes the Next Generation TCP/IP stack, which provides for
improved performance, better security, and support for both IPv4 and IPv6.

The IP address of a computer should be unique on a network.

The subnet mask determines which addresses are part of a network.

IPv6 provides a much larger range of addresses than [Pv4, along with performance, secu-
rity, and reliability enhancements.

The Dynamic Host Configuration Protocol (DHCP) is used to assign TCP/IP settings to
client computers automatically.

The Domain Name System (DNS) is used to resolve friendly hierarchical names such as
www.microsoft.com to TCP/IP addresses.

The Network And Sharing Center can be used to create, configure, manage, and trouble-
shoot network connections.

Additional TCP/IP troubleshooting tools include IPCONFIG, PING, and NETSH.

Lesson Review

You can use the following questions to test your knowledge of the information in Lesson 1,
“Managing Network Protocols and Client Network Services.” The questions are also available
on the companion CD if you prefer to review them in electronic form.
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NOTE Answers

Answers to these questions and explanations of why each answer choice is correct or incorrect are
located in the "Answers” section at the end of the book.

1. You are a Consumer Support Technician assisting a home computer user with trouble-
shooting a network-related problem. The user reports that he can connect to other com-
puters on his network to share files, but one computer is unable to access the Internet.
Which of the following IPv4 settings is most likely misconfigured?

1. IP address

2. Subnet mask

3. Default gateway
4. Network name

2. You are a Consumer Support Technician assisting a small-business owner with setting
up a network for four Windows Vista-based computers. She would like to simplify the
addition of new computers to the network and is unfamiliar with managing TCP/IP
addresses. You have recommended that she purchase a network router for use in her
office. Which of the following networking features will help the user meet her goal?

1. DHCP
2. DNS

3. PING

4. IPCONFIG
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Lesson 2: Configuring Wireless Networking

In recent years, the thought of using a computer without access to the Internet has become
hard to imagine for many consumers. Users rely on the ability to access information stored on
their own networks or on computers located across the world quickly and easily. Although it
is common to find network jacks in office locations, they are less likely to be found in home
environments and some types of businesses. This makes the act of connecting to the Internet
difficult and inconvenient. Fortunately, there’s a better way.

In Lesson 1, you looked at details related to network protocols with a focus on managing wired
network connections. The focus of this lesson is on examining the details of working with the
convenience of wireless networks. For the most part, all of the information you learned in Les-
son 1 applies equally to wired and wireless networks.

Although there are numerous benefits of using wireless technology, there are also some addi-
tional security and configuration-related concerns. As a Consumer Support Technician, you'll
often be responsible for assisting users with configuring their wireless network adapters for
use with Windows Vista. In this lesson, you'll learn about the basics of working with wireless
networks, along with the details related to ensuring that these networks remain secure.

After this lesson, you will be able to:
B Describe potential security issues with using wireless network connections.
B Identify commonly used wireless network protocols.

B Describe the features and benefits of network security protocols such as WEP and
WPA.

B Use the Network And Sharing Center to create and manage wireless network
connections.

m Troubleshoot issues with wireless network connections.
Estimated lesson time: 45 minutes

Working with Wireless Networks

The benefits of using wireless networks are probably apparent to most end users and technical
professionals. Not having to find and connect a network cable to a jack is a huge benefit in
environments ranging from homes to public locations such as airports and restaurants. There
are, however, several potential drawbacks to using wireless connections instead of wired ones.

First, there’s the issue of physical security. With wired connections, it’s often easy to deter-
mine who is connected to the network and to restrict access to a specific building. Due the
nature of wireless communications, on the other hand, it is possible for users to connect to
a network without having physical access to a building. Simply by enabling their wireless
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network adapters, it is possible to view network activity originating from other computers.
The potential for intercepting data is high.

Additionally, there are technical issues such as finding the correct wireless network (especially
in environments where multiple networks exist) and providing the proper security credentials
to access it. Finally, there are numerous available standards and protocols related to wireless
networks. This can make the process of selecting and configuring various devices compli-
cated. Although standards are designed to provide for compatibility, there is still some poten-
tial for connection problems.

Understanding Typical Wireless Configurations

In most home and small-business environments, there are several required components that
are necessary to create and use a wireless network. The first requirement is for a computer to
have a wireless network adapter. Like a physical network adapter, a wireless adapter can be
built into a computer (which is most common with portable devices such as notebook com-
puters), or it can be added as a peripheral. Common examples of wireless network adapter
types include universal serial bus (USB) and PC card-based devices. Desktop computer
expansion cards are also available (for more information on installing new hardware devices,
see Chapter 11, “Managing and Troubleshooting Devices.”

The network adapter provides the computer-side connection to the wireless network. Most
commonly, the network itself is created by using a wireless router or access point. These
devices can provide the ability to connect multiple computers through wireless connections.
They usually include standard wired connection ports for supported standard LAN connec-
tions and for connecting to the Internet.

Other types of wireless networking hardware products are also available. For example,
because the range of wireless devices is limited based on the strength of the signal, you can use
network devices called repeaters to relay the signal to more distant locations.

Understanding Wireless Network Protocols

Regardless of the types of devices that are used, they generally must support the same wireless
networking standards. The most commonly used wireless standards include 802.11a,
802.11b, 802.11g, and 802.11n. Each of these protocols differs in terms of the frequencies that
are used, the data rate (speed), and the range. Table 9-1 provides a comparison of these values.

Table 9-1 Summary of 802.11 Networking Standards

Protocol Initial Frequency Range Data Rate Data Rate Range
Availability (Typical) (Maximum) (Indoor)

802.11a 1999 2.4-2.5 GHz 25 Mbit/s 54 Mbit/s 50 meters
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Table 9-1 Summary of 802.11 Networking Standards

Protocol Initial Frequency Range Data Rate Data Rate Range
Availability (Typical) (Maximum) (Indoor)
802.11b 1999 5.0 GHz 6.5 Mbit/s 11 Mbit/s 7100 meters
(multiple ranges)
802.11g 2003 2.4-2.5GHz 11 Mbit/s 54 Mbit/s 7100 meters
802.11n 2006 (draft) 2.4 GHz or 5 GHz 200 Mbit/s 540 Mbit/s 250 meters

Exam Tip When preparing for Exam 70-623, it's not necessary to memorize the different perfor-
mance characteristics and details of various network protocols. Although the variations can have a
significant effect on the types of products you recommend to customers, you configure all of the

standard wireless networking features of Windows Vista similarly regardless of the network type.

In general, newer standards offer improved performance and improved range. Because the
process of upgrading to newer standards often requires the replacement of numerous routers
and network adapters, many wireless networking products support multiple protocols.

Understanding Wireless Security Options

As mentioned earlier, one of the security-related issues of transmitting information over a
wireless connection is the risk of data interception by third parties. For example, if you are
transmitting a document through e-mail while using a wireless connection in an airport,
another wireless user might be able to collect this data without your knowledge. Also, in a
home environment, the range of a wireless router or access point might make it possible for
neighbors to connect to your network and access resources such as home computers or your
Internet connection.

To address these concerns, you can protect data by using encryption technologies. The pur-
pose of encryption is to scramble data into a format that is decipherable by only the intended
recipient of the communication. Even if data is intercepted, it will be unusable by anyone who
does not know the encryption key. There are several different methods by which you can
implement encryption. The most common method is by using a shared secret, a password, or
other information that is known only to authorized users of the network. In this section, you'll
look at different ways in which you can help increase security.

Using Wired Equivalent Privacy

The oldest common wireless security method is known as the Wired Equivalent Privacy
(WEP) standard. As its name implies, the goal of this security mechanism is to allow only
authorized users to connect to a wireless network. Home and small-business users typically
create a WEP key when they initially configure their routers and network adapters. The length
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of the key affects the level of security. More characters in the key make the system more diffi-
cult to compromise from a security standpoint. Key lengths are typically measured in bits, with
some common strengths being 128-bit and 256-bit.

Using WEP security is clearly better than using no encryption, but this security protocol does
have well-known vulnerabilities. Specifically, it is possible for unauthorized users to determine
mathematically the value of the WEP key simply by monitoring a sufficient amount of net-
working traffic. Programs are available for automatically performing this task, and it can often
be accomplished very quickly. Longer WEP keys make the process more difficult, but eventu-
ally, a knowledgeable user can break through the encryption.

Another security challenge is related to sharing WEP keys with authorized users. Although the
problem is not specific to WEP, users must have a method of securely communicating the key.
In home and small business environments, this can often be done by verbally transmitting the
key, but in larger organizations, it can be a significant problem. Overall, WEP provides addi-
tional security, but it does not completely address all potential vulnerabilities.

Using Wi-Fi Protected Access

The goal of the Wi-Fi Protected Access (WPA) protocol is to provide for increased security over
that of the WEP standard. WPA is generally seen as a replacement for the less secure WEP pro-
tocol, but WEP is still supported in operating systems such as Windows Vista for backward
compatibility with devices that do not support it.

Like WEP, you generally configure WPA security on a wireless router or access point. To enable
WPA, the network adapter and operating system must also support it. When creating a new
connection, users are prompted to provide the appropriate WPA key (you'll look at the specific
steps later in this chapter).

NOTE Recommending wireless devices

Customers rely on your advice as a Consumer Support Technician when selecting wireless network-
ing products. Most retail stores provide a wide array of options for adapters, routers, and other
devices. When recommending products to use with Windows Vista, you should look for the Works
with Windows Vista logo for the product. This information can help you determine that the product
includes support for new features and standards used in the operating system. It also helps assure
you that your customers will be able to get technical support and updated drivers if problems
should arise.

Using Service Set Identifiers

When working with wired networks, it’s often easy to tell to which network you're connecting.
In a home or small-business environment, there is typically only one available network, and all
of the connections enable computers to communicate (assuming that they have the proper
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permissions). In the world of wireless networking, it’s possible for several different wireless
networks to be available for access from a given location. For example, in a typical home envi-
ronment, it might be possible to connect to neighbors’ wireless networks.

The Service Set Identifier (SSID) is designed to assist users with finding and connecting to
wireless networks that are available. The SSID is a name that is continually broadcast by a wire-
less access point device. The name of the wireless network (which you usually define when
you initially configure an access point) is provided, along with details about whether the net-
work requires security credentials. When a wireless network adapter is present in a computer,
Windows Vista can automatically detect the available networks and identify them based on
their SSID. Users can then choose to which network they want to connect (and, optionally, to
provide security information).

NOTE Configuring SSIDs for usability and security

As a Consumer Support Technician, you'll likely need to answer customers’ questions about set-
ting up SSIDs. Most wireless network device vendors use a default SSID that does not contain
descriptive information. Ideally, the wireless network name should be descriptive to the intended
users of the network as well as unique. For example, "Office” might not be unique enough for a
small-business network using office space that is shared with other businesses. Customers might
also be tempted to disable SSID broadcasting as a method of increasing security. This practice is
often known as “security through obscurity” and is generally not recommended. Nonbroadcast
networks can still be detected but are more difficult for even authorized users to find (because
they must know the exact name of the device). Overall, it is far better to rely on wireless encryp-
tion standards such as WPA to keep data secure.

Configuring Wireless Networks

In the past, end users have often found the process of connecting to wireless networks too
complicated and unreliable. To address these issues, Windows Vista includes several different
tools and methods for connecting to wireless networks. The goal is for these tools to remain
consistent, regardless of the specific wireless protocols, security methods, and brands of net-
work devices that are being used. In most cases, you can use the wireless network features to
create a connection quickly, using minimal effort. In this section, you’ll learn how to connect
to a wireless network and manage wireless network settings. The content of this section
assumes that you are already familiar with creating and managing standard network connec-
tions as described in Lesson 1 of this chapter.

Connecting to a Wireless Network

Unlike wired network connections, the process of connecting to a wireless network does not
require a physical action such as plugging in a cable. Instead, users must choose to which wire-
less network they would like to connect from those that are within range. When you have
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installed and configured a wireless network adapter on the computer, the Network And Shar-
ing Center shows the connection in the display. If the adapter is not currently connected to a
specific wireless network, you can click the Connect To A Network link. The resulting dialog
box (shown in Figure 9-17) shows all of the available wireless network connections within
range, along with their signal strength.

(o) ®
() % Connecttoa network
Select a network to connect to

Showe [l - %)

5- MelloYello Security-snabled network M

____._’_." linksys Unsecured netwark -

____I_.- linksys Security-enabled network ol

Set up a connection or netiork
Qpen Metwark and Sharing Center

| Connect | [ Cancel |

Figure 9-17 Viewing a list of available wireless networks

The details also show whether the network is security-enabled or unsecured. You can click
Connect to connect to a particular wireless network. If security information is required for the
network (and it has not yet been stored on the local computer), Windows Vista prompts you
to provide the necessary details (see Figure 9-18). Optionally, it is possible to provide network
configuration information that is stored on a USB drive (if available).

[=) = s

&3 @ Connectto s network

Type the network security key or passphrase for MelloYello

The person who setup the network can give you the key ar passphrase.

Security key or passphrase:

Display characters

P Ifyou hawve a USE flash drive with netiork settings for MelloVello, insert it nou,

| connect | [ cancel |

Figure 9-18 Providing network security information when connecting to a wireless network
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If the connection is successful, you have the option to save the network settings. This option
stores the security settings on the local computer running Windows Vista so that you do not
need to provide the security details again in the future. If you save these settings, you can
enable the option to connect automatically to this network connection when the computer is
within range. If you enable this option, the user does not need to access the Network And Shar-
ing Center manually to connect to the network when it is available.

It is also possible to access wireless network settings by right-clicking the wireless network
icon in the system tray (if it is available) and choosing the Connect or Disconnect option. The
Connect option automatically displays the wireless network connection screen. This method
is useful if multiple wireless networks are available, and you would like to change connections
quickly.

Configuring Wireless Ad Hoc Network Connections

I's most common in home and small-business environments to use a wireless router or access
point for creating network connections. Often, these devices also provide access to other
resources such as the Internet or computers that are located on other wired or wireless seg-
ments of the network. In some cases, however, it might be helpful for two or more computers
to connect directly with each other to share files or perform sharing functions. Ad hoc wireless
networks are designed to meet this need.

An ad hoc wireless network is connected directly between several different wireless-enabled
computers without the use of a wireless access point. To create a new ad hoc wireless net-
work, users can click Set Up A Connection Or Network in the Network And Sharing Center
and choose the Set Up A Wireless Ad Hoc (Computer-To-Computer) Network option (see
Figure 9-19).

Q 5 Set up a wireless ad hoc (computer-to-computer) network

Set up a wireless ad hoc network

An ad hoc netwark (sometimes called a computer-to-computer network) is  temporary
network used for sharing files, presentations, or an Internet connection among multipls
computers and devices,

Cornputers and devices in ad hoc netwarks rust be within 30 feet of each ather,

Tfyou're currently connected to 3 wireless network, you might be discannected when you
set up this netwark,

[ Net ][ cancel |

Figure 9-19 Creating an ad hoc wireless network connection
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As indicated in the dialog box, it is not possible for the same wireless adapter to connect
simultaneously to a standard wireless network and an ad hoc wireless network. Figure 9-20
shows the options that are available when setting up the new network.

[E=R|=R )
@ & Set up a wireless ad hoc (computer-to-computer) network
Give your network a name and choose security options
Metwork name: Test Ad-Hoc Netwark
Security type: WER +| Help me choose
Security key/Passphrase: sesassssasssssasene Display characters
Save this network
| _Net || cancel |

Figure 9-20 Providing details and security settings for an ad hoc wireless network

After you create the network connection, other users can connect to it as long as they are
within range.

Viewing Wireless Network Connection Status Details

The speed of a wired connection is generally constant after a connection is made. With wire-
less connections, a variety of factors such as distance from the access point and the strength
of the signal affect the performance of the connection. You can view the immediate status of
the connection by clicking the appropriate View Status link in Network And Sharing Center.
Figure 9-21 shows the details that are shown for a wireless connection.

The information that is unique to wireless connections includes the SSID, the speed of the
connection, and the signal quality. Additionally, clicking Wireless Properties enables the user
to set automatic connection and security-related settings for the connection (see Figure 9-22).
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ailll Wireless Netwerk Connection Status

General

Connection
IPw4 Cannectivity:
IPws Connectivity:
Media State:
S5ID:

Speed:
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Sent .g.l
i

Bytes: 620

Properties || [¥iDisable || Disgnoss

Local
Local
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Duraticn: 6 days 15:47:40

54.0 Mbps
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Figure 9-21 Viewing status details for a wireless network connection
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Encryption type: |wep
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[
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Figure 9-22 Configuring security settings for a wireless network

Managing Wireless Network Connections

For most portable computers, it's common to work with wireless networks in several different
environments. For example, a customer might use his or her laptop to connect to wireless net-
works at home, in a hotel, and at his or her office. Although the user could manually connect
to each of these networks when they are in range, Windows Vista can simplify the process by
storing the details of the connections on the local computer.

To manage settings for wireless networks, you can click Manage Wireless Connections in Net-
work And Sharing Center. The management utility (shown in Figure 9-23) shows details about
which wireless networks are currently configured on the local computer. The list shows the
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order of preference for wireless networks. Windows Vista tries to connect to networks that are
listed higher in the list before attempting connections to the lower items. You can modify the
preference order by selecting the item and using the Move Up or Move Down button.

[E=5(Ecl o)
() [l «¢ Network and Intenet » Manage Wireless Networks ~ [ 43 ][ searcn 2|
Manage wireless networks that use (Wireless Network Connection)
Windows tries to connect to these networks in the order listed below. To change the order, drag a network up or down in the list. You
can also add or remove network profiles.
2k Add == Remove J Movedown (] Adapterproperties 2, Profiletypes i Network and Sharing Center (7]
Networks you can view and modify (3) ~
{m= MelioYeiio
.-"
-
=~ HomerNet
L"
-
=~ default
L"
-
- MelloYello Profile name: MelloYello Meode: Automatically connect
L. Security type: WEP
- Radio type: Any supported

Figure 9-23 Using the Manage Wireless Networks dialog box

You can remove existing network connections if you no longer want the computer to connect
to the network automatically. You can also add new wireless networks, using the Add button.
Figure 9-24 shows the available options. If the wireless network you want to add is currently
within range and is broadcasting its SSID, the first option is easiest.

[=) = s

() !l Manually connect to a wireless network
How do you want to add a network?

=4k Add a network that is in range of this computer
“=_ This shows you a list of networks that are currently available and lets you connect
to one. Once you connect, a profile for the network is saved on your computer.

L& Manually create a network profile
= This creates a new network profile or locates an existing network and saves a profile
for the network en your computer. You need to know the netwerk name (S5ID) and
security key (if applicable).

o~ Createan ad hoc network

This creates a temparary network for sharing files or an Intemet connection

Cancel

Figure 9-24 Adding a new wireless network
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In cases in which the wireless network is not within range or the SSID is not being broadcast,
you can use the Manually Create A Network Profile option. Figure 9-25 shows the details that

you must provide.

[E==|E=R(C==

Q ! Manually connect to a wireless network

Enter information for the wireless network you want to add

Metwork name: HormelMetwork0l

Security type: [wraz-persanal -

Encryption type: | 2g3 -

Security Key/Passphrase: esscnsecsscssscasanand Display characters

/| Start this connection autormatically

Cannect even if the netwark is not broadcasting
Warning: I you select this option, your computer's privacy might be at risk.

[ et || cancel |

Figure 9-25 Manually connecting to a wireless network

Managing User Profile Types

In configurations through which multiple users regularly access the same computer, it might
be helpful to control which users can connect to which networks. The Manage Wireless Net-
works dialog box provides the ability to configure the type of profile that Windows Vista uses
for new wireless network connections. Figure 9-26 shows the available options.

Wireless Network Profile Type ==

Choose the type of profile to assign to new wireless networks

ir

By default, cannections to wireless networks frorm your computer can be accessed by anyone with 3
user account on the computer (all-user). If you change this setting, users can create connections
that can only be accessed and madified by them (per-user),

&) Use all-user profiles only (recommended)

Use all-user and per-user profiles

§. Using per-user profiles can caise a 105 of network connectivity when logging off or
£ switching between users

[ swe | | concal

Figure 9-26 Configuring default profile type settings for new wireless network connections

The Use All-User Profiles Only (Recommended) option is preferred, which specifies that all
users on the computer share the same set of wireless network connection settings. If this is not
desired for security reasons, you can enable per-user profiles, using the second option. When
Windows Vista creates per-user profiles, users can create new network connections for only

their own user accounts.
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Troubleshooting Wireless Connections

Wireless networking technology does not always work flawlessly, and users might encounter
issues with lost connections or intermittent problems. The general troubleshooting steps pre-
sented in Lesson 1 apply equally to wireless networks. For example, Windows Vista includes
the ability to diagnose and repair wireless connections automatically. If the computer is not
using a valid IP address for the network, the operating system can automatically attempt to
obtain a new address through DHCP.

In addition to standard protocol-level troubleshooting, common wireless problems are related
to the strength of the wireless network connection. Earlier in this lesson, you saw how to view
the details in the Properties dialog box of the network connection. A quicker way to determine
signal strength is to hover the mouse pointer over the wireless networking icon in the system
tray. The resulting display (shown in Figure 9-27) shows currently connected networks, along
with the quality of the connection.

B Currently connected to:

.:. MelloYello
s Access: Local and Internet

I MelloYello 2 (MelleYelle)
& "’I‘ -ﬂjﬂ

* Access: Local only

LR 1:25 Pm

Figure 9-27 Viewing signal strength for a wireless connection, using the system tray

Quick Check

1. Which wireless security protocol provides the greatest level of security?

2. How would you connect to a wireless network that is not configured to broadcast
its SSID?

Quick Check Answers

1. The Wi-Fi Protected Access (WPA) protocol provides increased security over the
previous standard, Wired Equivalent Privacy (WEP).

2. Wireless networks that are not broadcasting SSID information can be connected to
manually by using the Manage Network Connections list in Network And Sharing
Center.

Practice: Managing Wireless Network Settings

In this practice, you will set up a new wireless network connection on a computer running
Windows Vista. The exercise assumes that you currently have an active and functioning
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wireless network connection and that you have the appropriate information (including any
security keys) required to connect to the network.

P Practice: Connect to a Wireless Network

In this practice, you disconnect from your current wireless network and then walk through the
steps of adding the wireless network connection to the computer.

1.

10.

11.

Right-click the icon for the current wireless network connection and click Network And
Sharing Center.

In the Network And Sharing Center, click View Status to view information about the con-
nection. Make a note of the SSID that the current connection is using, and then click
Close to return to the Network And Sharing Center.

Click Disconnect next to the wireless network connection.

Next, click Manage Wireless Networks in the Network And Sharing Center. If the SSID
that you recorded in step 2 is present in the list, right-click it and select Remove Network.
Click OK to confirm the removal.

This prevents Windows Vista from automatically connecting to the network when it is
available.

Close the Manage Wireless Networks dialog box.

To create a connection to the wireless network, click Connect To A Network in the Net-
work And Sharing Center.

Select the name of the SSID that you recorded in step 2, and then click Connect. Win-
dows Vista attempts to connect to the network.

If prompted for security information for the connection, type in the security key or pass-
phrase for the wireless network, and then click Connect.

If you would like Windows Vista to connect automatically to this wireless network con-
nection in the future, select both check boxes in the final step of the connection process.
If not, you can clear the Start This Connection Automatically and Save This Network
check boxes. Click Close to return to Network And Sharing Center.

Open Internet Explorer and browse to a Web site to verify that the connection is working
properly.

When finished, close Internet Explorer and close Network And Sharing Center.

Lesson Summary

Wireless network connections typically involve the use of a wireless network adapter
and a wireless router or access point.

There are various wireless networking protocols available, each with a different combi-
nation of range and performance.
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The primary security protocols for wireless networks are Wired Equivalent Privacy
(WEP) and the more secure Wi-Fi Protected Access (WPA).

Ad hoc wireless networks are created between computers without requiring a wireless
router or access point.

Wireless networks can be created and managed using the Network And Sharing Center.
Wireless network connection profiles can be created for all users or on a per-user profile
basis.

Lesson Review

You can use the following questions to test your knowledge of the information in Lesson 2.
The questions are also available on the companion CD if you prefer to review them in elec-
tronic form.

NOTE Answers

Answers to these questions and explanations of why each answer choice is correct or incorrect are
located in the "Answers” section at the end of the book.

You are a Consumer Support Technician assisting a customer with configuring a wireless
network. Specifically, the wireless network settings are working properly in her home envi-
ronment. However, when she takes her notebook computer to her office, Windows Vista
automatically connects to the incorrect wireless network. How can she resolve this problem?
A. Reinstall the drivers for the wireless network adapter.
B. Enable the wireless network adapter.
C. Change the preferred network connection order, using the network map in the
Network And Sharing Center.
D. Configure the network connection order, using the Manage Wireless Networks
option in the Network And Sharing Center.

2. Which of the following methods enable you to view the current signal strength for a

wireless network connection? (Choose all that apply.)
A. View the status of a wireless network in the Network And Sharing Center.
B. Generate a network map in the Network And Sharing Center.
C. Click Set Up A Connection in the Network And Sharing Center.

D. Click the system tray icon for the wireless network connection.
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Chapter Review

To further practice and reinforce the skills you learned in this chapter, you can perform the fol-
lowing tasks:

Review the chapter summary.
Review the list of key terms introduced in this chapter.

Complete the case scenarios. These scenarios set up real-world situations involving the
topics of this chapter and ask you to create a solution.

Complete the suggested practices.
Take a practice test.

Chapter Summary

B The Next Generation TCP/IP stack of Windows Vista supports both 1Pv4 and IPv6.

m Computers that are using IPv4 can be configured to use a DHCP-assigned address. Users
can also manually set the IP address, subnet mask, default gateway, and DNS server
address(es) for the computer.

B Windows Vista includes built-in tools for connecting to wireless networks and managing
wireless network functionality.

m Windows Vista supports the Wired Equivalent Privacy (WEP) and Wi-Fi Protected
Access (WPA) wireless security standards.

Key Terms

Do you know what these key terms mean? You can check your answers by looking up the
terms in the glossary at the end of the book.

ad hoc wireless network

default gateway

Domain Name System (DNS)

Dynamic Host Configuration Protocol (DHCP)
Internet Protocol v4 (IPv4)

Internet Protocol v6 (IPv6)

IP address

local area network (LAN)
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Service Set Identifier (SSID)
subnet mask

Wi-Fi Protected Access (WPA)
Wired Equivalent Privacy (WEP)

Case Scenarios

In the following case scenarios, you apply what you've learned about configuring Windows

Vista networking. You can find answers to these questions in the “Answers” section at the end
of this book.

Case Scenario 1: Adding a New Computer to a Network

You are a Consumer Support Technician assisting a customer with configuring a new wired
network connection in his home. In the past, you assisted him with setting up a home net-
work connection. The network currently does not have any method of automatically assign-
ing network addresses. The IPv4 information you used on the original computer includes
the following:

IPv4 Address: 10.10.0.120

Subnet Mask: 255.255.255.0

Default Gateway: 10.10.0.1

DNS Server Address (Primary): 10.10.0.1

The other computer is working properly and can access the Internet. He would like the new
computer to be able to access the Internet and to be able to communicate with the other com-
puter. There are no other computers on the network.

1.
2.
3.

What IP address should you assign for the new computer?

What value should you use for the subnet mask of the new computer?

How can you manually configure the network settings for the TCP/IPv4 protocol on the
new computer?

How can you simplify the process of managing network address information for future
computers that are added to the network?
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Case Scenario 2: Managing Wireless Network Connections

You are a Consumer Support Technician assisting a customer with configuring a wireless con-
nection for use in multiple scenarios. The customer states that she frequently travels between
multiple locations and wants to use the features of Windows Vista to connect to wireless net-
works quickly and easily when they are available. Examples of typical locations include the
customer’s home, her local office, coffee shops, airports, and hotel rooms. In some locations,
such as her local office, multiple wireless network connections are available, but the customer
would like to connect automatically to only one of these. Occasionally, she will share her lap-
top computer with a co-worker who already has an account on the computer.

1. For security reasons, the customer would like to be prompted for a key or passphrase
whenever she connects to a new wireless network. How can you configure this?

2. How can you specify an order of preference for wireless network connections that are
available at the customer’s local office?

3. How can the customer configure some connections to connect automatically for only
her user account?

Suggested Practices

To help you successfully master the exam objectives presented in this chapter, complete the
following tasks.

Managing Network Connections in Windows Vista

The following practices help you become familiar with various methods of working with wired
and wireless network connections in Windows Vista.

B Practice 1: Configure Network Connections Choose several different computers run-
ning Windows Vista and examine their network configurations. If possible, attempt to
connect new computers to a test wired or wireless network and keep track of the settings
that you have decided to use. Use the Network Map feature of the Network And Sharing
Center to gain an overview of all of the available computers in the environment.

B Practice 2: Troubleshoot Network Problems Choose a computer running Windows
Vista that has either a wired or wireless network connection. Manually make various
changes to TCP/IPv4 settings, such as the IP address, subnet mask, default gateway, and
DNS servers. Choose values that might not be compatible with the current network.
Then, use the Diagnose and Repair options to try to troubleshoot the problems automat-
ically. Additionally, use command-line tools such as IPCONFIG, PING, and NETSH to
help determine the source of problems and to correct them.
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Take a Practice Test

The practice tests on this book’s companion CD offer many options. For example, you can test
yourself on just one exam objective, or you can test yourself on all of the 70-623 certification
exam content. You can set up the test so that it closely simulates the experience of taking a cer-
tification exam, or you can set it up in study mode so that you can look at the correct answers
and explanations after you answer each question.

MORE INFO Practice tests

For details about all the practice test options available, see the "How to Use the Practice Tests” sec-
tion in this book’s introduction.
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