Exam Ref SC-900 Microsoft
Security, Compliance, and
ldentity Fundamentals

List of URLs

FM

www.pearson.com/permissions
http://www.microsoft.com

https://markmorow.com

Chapter 1: Describe the concepts of security, compliance,
and identity

https://learn.microsoft.com/en-us/shows/azure-videos/defense-in-depth-security-
in-azure

http://aka.ms/ZTldentity

http://aka.ms/ZTEndpoints

http://aka.ms/ZTApplications

http://aka.ms/ZTData

http://aka.ms/ZTInfrastructure

http://aka.ms/ZTNetwork
https://learn.microsoft.com/en-us/windows/win32/seccrypto/digital-signatures
https://aka.ms/SC900_AADRoles

https://aka.ms/SC900_TaskByLeastPrivilege

https://learn.microsoft.com/en-us/windows-server/identity/ad-fs/deployment/how-to-
connect-fed-azure-adfs

https://aka.ms/SC900_ADCompareToAAD



Chapter 2: Microsoft identity and access

management solutions
https://aka.ms/SC900_AddToME-IDAppGallery
https://aka.ms/SC900_ME-IDLicensing
https://aka.ms/SC900_EntraConnectCustomize
https://aka.ms/SC900_ChooseSyncClient
http://aka.ms/SC900_HowPHSWorks
https://aka.ms/SC900_PTADeepDive
https://aka.ms/SC900_ChooseTheRightAuthN
https://aka.ms/SC900_ModernAuthBTV
https://aka.ms/SC900_MSAL
https://aka.ms/Managedldentities
https://aka.ms/SC900_ME-IDAppObjects
https://aka.ms/SC900_PasswordGuidance
https://aka.ms/SC900_PasswordScoring
https://aka.ms/SC900_BannedPasswordADIntegration
https://aka.ms/SC900_FIDO2
https://aka.ms/SC900_NISTAAL
https://aka.ms/SC900_PhishingResistantDeepDive
https://aka.ms/SC900_CAPlanning
https://aka.ms/Microsoft/365goldenconfig
https://aka.ms/SC900_ME-IDRoles
https://aka.ms/SC900_ME-IDLeastPrivByTask
https://aka.ms/SC900_EntitlementMgmt
https://aka.ms/SC900_AccessReviews
https://aka.ms/SC900_IdentityProtectionGenerateRisk
https://aka.ms/SC900_EntraConnectCustomize
https://aka.ms/SC900_H4BDeepDive

Chapter 3: Capabilities of Microsoft security solutions
http://aka.ms/wafdecisionflow
http://aka.ms/sc900ddos
https://owasp.org/www-project-top-ten

https://portal.azure.com
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https://portal.azure.com

http://aka.ms/sc900ddos

http://aka.ms/sc900securescore

https://aka.ms/ascdetections

https://aka.ms/benchmarkdocs
https://www.secef.net/wp-content/uploads/sites/10/2017/04/CommonEventFormatv23.pdf
https://learn.microsoft.com/en-us/azure/sentinel/ama-migrate
https://docs.microsoft.com/en-us/azure/sentinel/fusion
https://github.com/Azure/Azure-Sentinel
https://github.com/Azure/Azure-Sentinel/tree/master/Playbooks
https://aka.ms/benchmarkdocs

Chapter 4: Describe the capabilities of Microsoft

compliance solutions
https://aka.ms/SC900_ComplianceRoleGroups
https://aka.ms/SC900_CMRegulations
https://aka.ms/SC900_ClassifierDefinitions
https://aka.ms/SC900_TrainableClassifiers
https://aka.ms/SC900_LabelActivities
https://aka.ms/SC900_RecordActions
https://aka.ms/SC900_RMCommonScenarios
https://aka.ms/SC900_RetentionLabelsAndPolicies
https://aka.ms/SC900_PurviewDataGovernance
https://aka.ms/SC900_AuditActivities

Chapter 5: SC-900 Microsoft Security, Compliance, and

Identity Fundamentals exam updates

https://learn.microsoft.com/en-us/credentials/certifications/exams/sc-900/
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