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Introduction

The SC-900 exam is targeted to those looking to familiarize themselves with the fundamen-
tals of security, compliance, and identity (SCI) across cloud-based and related Microsoft 

services. This exam is targeted for a broad audience that includes business stakeholders, new 
or existing IT professionals, or students who have an interest in Microsoft security, compli-
ance, and identity solutions. This exam covers topics such Microsoft Azure and Microsoft 365 
and requires you to understand how Microsoft security, compliance, and identity solutions 
can span across these areas to provide a holistic and end-to-end solution. This book covers 
every major topic area found on the exam, but it does not cover every exam question. Only 
the Microsoft exam team has access to the exam questions, and Microsoft regularly adds new 
questions to the exam, making it impossible to cover specific questions. You should consider 
this book a supplement to your relevant real-world experience and other study materials. If 
you encounter a topic in this book that you do not feel completely comfortable with, use the 
“Need more review?” links you’ll find in the text to find more information. Be sure to research 
and study these topics. Great information is available on docs.microsoft.com, MS Learn, and in 
blogs and forums.

Organization of this book

This book is organized by the “Skills Measured” list published for the exam. The “Skills mea-
sured” list is available for each exam on the Microsoft Learning website: http://aka.ms/examlist. 
Each chapter in this book corresponds to a major topic area in the list, and the technical tasks in 
each topic area determine that chapter’s organization. If an exam covers six major topic areas, 
for example, the book will contain six chapters.

Preparing for the exam

Microsoft certification exams are a great way to build your resume and let the world know 
about your level of expertise. Certification exams validate your on-the-job experience and 
product knowledge. Although there is no substitute for on-the-job experience, preparation 
through study and hands-on practice can help you prepare for the exam. This book is not 
designed to teach you new skills.

We recommend that you augment your exam preparation plan by using a combination of 
available study materials and courses. For example, you might use the Exam Ref and another 
study guide for your “at-home” preparation and take a Microsoft Official Curriculum course 
for the classroom experience. Choose the combination that you think works best for you. 
Learn more about available classroom training and find free online courses and live events 
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at http://microsoft.com/learn. Microsoft official practice tests are available for many exams at 
http://aka.ms/practicetests.

Note that this Exam Ref is based on publicly available information about the exam and the 
authors’ experience. To safeguard the integrity of the exam, authors do not have access to the 
live exam. 

Microsoft certification

Microsoft certifications distinguish you by proving your command of a broad set of skills and 
experience with current Microsoft products and technologies. The exams and corresponding 
certifications are developed to validate your mastery of critical competencies as you design 
and develop or implement and support solutions with Microsoft products and technologies—
both on-premises and in the cloud. Certification brings a variety of benefits to the individual 
and to employers and organizations.

MORE INFO ALL MICROSOFT CERTIFICATIONS 

For information about Microsoft certifications, including a full list of available certifications, 
go to http://www.microsoft.com/learn.

Check back often to see what is new! 

Errata, updates & book support

We’ve made every effort to ensure the accuracy of this book and its companion content. You 
can access updates to this book—in the form of a list of submitted errata and their related 
corrections—at: 

MicrosoftPressStore.com/ExamRefSC900/errata

If you discover an error that is not already listed, please submit it to us at the same page.

For additional book support and information, please visit MicrosoftPressStore.com/Support.

Please note that product support for Microsoft software and hardware is not offered 
through the previous addresses. For help with Microsoft software or hardware, go to  
http://support.microsoft.com.
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Stay in touch

Let’s keep the conversation going! We’re on Twitter: http://twitter.com/MicrosoftPress.
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25

C H A P T E R  2

Microsoft Identity and Access 
Management Solutions
Identity and access management is a core foundational piece for security and compliance. 
Everything today starts with identity. Users have identities to access resources such as appli-
cations, and they can do that from anywhere on the planet. Applications themselves have 
identities to define their permission scopes. Computer objects have identities and can be 
used as a factor to make access decisions. Understanding identity concepts and capabilities is 
a requirement for properly achieving security and compliance in your organization. 

Skills in this chapter:
 ■ Define the basic identity services and identity types of Azure AD

 ■ Describe the authentication capabilities of Azure AD

 ■ Describe access management capabilities of Azure AD

 ■ Describe the identity protection and governance capabilities of Azure AD 

Skill 2-1: Define the basic identity services and identity 
types of Azure AD

This objective deals with the fundamental concepts of Azure Active Directory. In this section, 
you’ll learn what Azure Active Directory is and its key enterprise features. You’ll also learn 
about internal and external identities, and you’ll also learn about hybrid identity and the dif-
ferent ways to authenticate to Azure Active Directory. This skill provides the building blocks 
of Azure Active Directory. 

Describe what Azure Active Directory is
Azure Active Directory is Microsoft’s cloud-based Identity-as-a-Service (IDaaS) offering. It is 
an Identity and Access Management (IAM) product with 200,000 customers (corporations/
business entities), 425 million monthly active users, and 30 billion authentications processed 
each day! Many of the IAM features are covered throughout this chapter, but let’s take a 
high-level view of some of the key features to help give you an idea of what makes up Azure 
Active Directory. 
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CHAPTER 2  Microsoft Identity and Access Management Solutions26

Applications 
Azure Active Directory is the Identity Provider (IDP) for Microsoft applications such as 
Office365 and Azure. It also leverages modern protocols such as WS-Federation, SAML, OAuth, 
and OpenID Connect to integrate with non-Microsoft applications. The Azure AD Application 
Gallery has thousands of pre-integrated applications to make authentication to these apps 
easy to set up. Also, the Application Gallery uses the SCIM (System for Cross-domain Identity 
Management) protocol for provisioning users to and de-provisioning users from these applica-
tions. If the application is not in the gallery, you can still integrate it with Azure Active Directory 
yourself, or you can request that it be added to the gallery. 

 

Application proxy
Application proxy is used to provide remote access to on-premises web applications. This 
allows any conditional access policies to apply when accessing these on-premises applications 
without making any changes to the application itself. This is an excellent way to leverage your 
cloud-based identity security to protect your existing on-premises applications. All connectiv-
ity is outbound to Azure AD. These applications will appear to the user as any other applica-
tion. There is no difference to the user if the application is on-premises or in the cloud. They 
access it the same way. 

Authentication
Skill 2-2 is focused on the authentication aspects of Azure Active Directory, such as password 
hash sync (PHS), pass-through authentication (PTA), federation, self-service password reset 
(SSPR), multifactor authentication (MFA), Windows Hello for Business, and Azure AD Password 
Protection. 

Access management
Skill 2-3 is focused on the access management aspects of Azure Active Directory, specifically 
the conditional access feature. At a high level, you can define which users or groups must meet 
a specific criterion such as completing MFA or having a specific device or platform type before 
they can access a resource, such as a specific application or the applications in your tenant. 
There are also many different Azure Active Directory roles that can be assigned to admin-
istrators to follow the principle of least privilege while also granting the necessary access to 
perform the tasks they need to perform. 

Devices
Intune is the primary device management platform for cloud-based devices, but there 
are device objects in Azure Active Directory that are Azure AD–registered, hybrid Azure 

MORE INFO ADDING APPLICATIONS TO THE AZURE ACTIVE DIRECTORY APPLICATION 
GALLERY

You can request applications to be added to the Application Gallery here: https://aka.ms/
SC900_AddToAAADAppGallery.
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AD–joined, or Azure AD–joined. We’ll cover hybrid Azure AD–joined devices in more detail in 
the next section, but these devices can be used as a control in conditional access that must be 
met before accessing the resource. Just be aware that devices do exist in Azure AD, but the tra-
ditional management you think of with group policy Objects (GPOs) is performed from Intune. 
However, there is a tight relationship between Azure Active Directory and Intune.

Domain services
Azure Active Directory Domain Services enables you to join your Azure virtual machines to a 
traditional Active Directory domain. This is completely separate from your on-premises Active 
Directory domain, but it is populated from your Azure Active Directory tenant. You can think of 
this more as a resource forest for legacy protocols like NTLM, Kerberos, and LDAP for applica-
tions that have been lifted and shifted into Azure. 

External identities 
Azure Active Directory enables easy collaboration with other companies using Azure AD 
Business-to-Business (B2B) that are sharing resources like documents or accessing applications. 
You would use Azure AD Business-to-Consumer (B2C) if you are creating customer-facing apps 
that are fully featured Customer Identity and Access Management (CIAM) solutions. Azure 
Active Directory B2C is a totally separate Azure Active directory. Both Azure AD B2B and Azure 
AD B2C support conditional access. 

Governance
Skill 2-4 is focused on the governance aspects of Azure Active Directory. These features include 
Access Reviews and Entitlement Management. The primary focus of governance is to deter-
mine which users should have access to which resources. The governance process also needs to 
be auditable to verify that it is working. 

Reporting
Various log sources are available, including directory changes in audit logs to sign-in logs for 
both interactive and non-interactive events. Azure AD also includes logs for applications and 
managed-service identities, which are a specific type of application identity. These can all be 
accessed in the Azure Active Directory portal or exported to Log Analytics, Microsoft Sentinel, 
or any other SIEM. 

EXAM TIP

Remember what the different features are used for Azure AD and which problems they solve 
for a company.
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Licensing
Azure Active Directory has three levels of licensing:

 ■ Azure AD Free Azure AD Free provides user and group management, as well as direc-
tory sync. This is included when you sign up for Office 365 or Microsoft 365 resources. 

 ■ Azure Active Directory Premium 1 This level is where most of the features discussed 
in this chapter are included. This includes conditional access, self-service password reset 
with writeback, dynamic groups, and much more. 

 ■ Azure Active Directory Premium 2 This level includes governance capabilities, such 
as access reviews, entitlement management, and privilege identity management. It also 
includes identity protection advanced security features. 

 

EXAM TIP

Remember which features are part of Azure AD P2. The rest are included in Azure AD P1. 

Describe what hybrid identity is
Very few customers are starting with a completely greenfield environment (a from-scratch 
and totally new environment) with only Azure Active Directory accounts accessing only cloud 
resources. Most customers are in a hybrid-identity state with their Azure AD tenant(s) con-
nected to an on-premises AD. This is where user accounts need to exist in both the on-premises 
Active Directory and in Azure Active Directory. The user might access a local file server and 
then access their email in Office365. They need to be able to do this with one seamless account. 
Hybrid identity makes this possible. If you want to leverage your existing Active Directory envi-
ronment and take advantage of Azure Active Directory, you’ll need to use a hybrid identity. 

There are two distinct components to a hybrid identity setup:

 ■ Syncing of the users and their attributes from Active Directory to Azure Active Directory. 

 ■ Authenticating to Azure Active Directory using credentials from on-premises Active 
Directory. This can be accomplished via PHS, PTA, or federation. 

AZURE ACTIVE DIRECTORY CONNECT 
Azure Active Directory Connect is the primary tool used to create users, groups, and other 
objects in Azure Active Directory. The information is sourced from your on-premises Active 
Directory, which is the usual scenario for most customers who are using a hybrid identity. 
Changes in your on-premises directory to those objects are automatically synced to Azure Active 
Directory. The source of authority (SOA) for these objects is the on-premises Active Directory. 
This means the sync is a one-way sync from Active Directory to Azure Active Directory.

MORE INFO AZURE ACTIVE DIRECTORY FEATURES BY LICENSE

For a detailed breakdown of what features are included in each license level, see https://aka.
ms/SC900_AADLicensing.
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Azure AD Connect has a very robust setup wizard to help you with this process. You use the 
express setup, which will choose the default options for you, or you can do a custom installa-
tion to get extremely granular with your choices. You can select which objects will be synced to 
Azure Active Directory (and which attributes of those objects, if needed).

Another part of the setup wizard helps you pick which authentication method your users 
will use to authenticate to Azure Active Directory, as shown in Figure 2.1. 

FIGURE 2-1 User sign-in options

Azure AD Connect is a key piece of hybrid infrastructure and must be protected the same 
way you would protect a domain controller in Active Directory. If an attacker were to get access 
to an Azure AD Connect server, this would be the security equivalent of getting access to a 
domain controller. 

 

PASSWORD HASH SYNCHRONIZATION
The current credentials in on-premises Active Directory are synced to Azure AD through Azure 
AD Connect. The on-premises password itself is never sent to Azure Active Directory but the 
password hash. The hashes stored in Azure Active Directory are completely different than the 
hashes in on-premises Active Directory. Active Directory password hashes are MD4, and Azure 

MORE INFO AZURE ACTIVE DIRECTORY CONNECT

You can read more about customizing the Azure AD Connect Sync at https://aka.ms/
SC900_AADConnectCustomize.
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Active Directory password hashes are SHA256. The user authenticates to Azure Active Direc-
tory by entering the same password they use on-premises. For the detailed cryptographic 
specifics on how this process works, see the More Info item below. 

 

You can also select password hash sync as an optional feature in Azure AD Connect if you 
are using PTA or federation as your primary authentication method, as seen in Figure 2.2. This 
gives you two benefits:

 ■ Azure Active Directory can alert you when the username and password are discovered 
online. There will be a leaked credential alert for that user. 

 ■ If something catastrophic happens to the on-premises Active Directory, an admin can 
flip the authentication method to password hash sync. This would allow users to still 
access cloud resources when the full disaster recovery plan is being executed. 

Password hash synchronization should be used as the default authentication choice unless 
there are specific requirements not to do so. 

FIGURE 2-2 Password hash synchronization

MORE INFO AZURE ACTIVE DIRECTORY CONNECT PASSWORD HASH SYNC DETAILS

You can read more about the Azure AD Connect Sync Password Hash Sync at http://aka.ms/
aadphs.
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PASS-THROUGH AUTHENTICATION
With pass-through authentication, the user’s password is validated against the on-premises 
Active Directory using PTA agents. When a user goes to authentication to Azure AD, the user-
name and password are encrypted and put into a queue. The on-premises PTA agent reaches 
outbound to Azure AD, picks up the request, decrypts the username and password, and then 
validates it against Active Directory. It then returns to Azure AD if the authentication was 
successful. This allows for on-premises policies such as sign-in-hour restrictions to be evalu-
ated during authentication to cloud services. The password hash doesn’t need to be present 
in Azure Active Directory in any form for PTA authentication to work. However, PHS can be 
enabled as an optional feature. 

The first PTA agent is usually installed on the Azure AD Connect server. It’s recommended 
that you have a minimum of three PTA agents for redundancy. You can see the total number 
of PTA agents installed at the Azure AD Connect page in the Azure AD Portal shown in  
Figure 2-3. 

FIGURE 2-3 Pass-through authentication agent installed

To see the specific IPs of the PTA agents, click Pass-Through Authentication, as shown 
in Figure 2-4. The maximum number of PTA agents per tenant is 40. The servers running 
PTA agents should also be treated and protected the same as you would protect a domain 
controller. 
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FIGURE 2-4 Pass-through authentication agent installed details

PTA should be used as an authentication choice if password hash sync cannot be used or if 
sign-in hour restrictions are required. Also, PTA is useful for a company that is trying to move 
away from federated authentication but doesn’t want to move to password hash sync yet. 

 

FEDERATION
This allows users to authenticate to Azure AD resources using credentials provided by another 
identity provider (IDP). In the Azure AD Connect set up, when you choose the Federation 
With AD FS option, Active Directory Federation Services is installed and configured. Also, a 
Web Application Proxy (WAP) server is installed to facilitate communication between the on-
premises AD FS deployment and the Internet. The WAP should be located in the DMZ. The AD 
FS server should never be exposed to the Internet directly. Federation is the most complicated 
identity authentication configuration. There are few reasons why federated authentication to 
Azure AD would be needed, and doing so should be the last choice when evaluating PHS, PTA, 
and federation. 

At the time of this writing, Smart Card authentication is not supported in Azure AD. If that is 
a core requirement, then you will need to use federation. If a custom MFA provider is needed 
that is not available in Azure AD, you will need to use federation for authentication. 

Finally, AD FS servers should be protected and treated the same way as domain controllers. 
If an attacker were able to get access to the AD FS server, they could sign claims impersonating 
any user in the directory. 

 

MORE INFO PASS-THROUGH AUTHENTICATION

You can learn more about the details of how PTA works at https://aka.ms/SC900_PTADeepDive.

MORE INFO CHOOSING THE RIGHT AUTH METHOD FOR YOUR HYBRID IDENTITY

If you are unsure which method is best for you, follow the decision tree located at https://aka.
ms/SC900_ChooseTheRightAuthN.
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EXAM TIP

Make sure to understand what a hybrid identity is, as well as the associated components 
that are used in a hybrid identity configuration. 

Describe Azure AD identities (users, devices, groups, 
and service principals/applications)
Azure AD identities are made up of four main categories of identities: users, devices, groups, 
and applications. All of these will be present in your Azure AD tenant. 

USERS
User identities are typically connected to a person. These are the identities that you tradi-
tionally think of when users authenticate to a resource. When someone starts working at a 
company, they are given a user identity that is used to identify the user across various applica-
tions and services, such as O365 or external SaaS applications. User identities can be added to 
groups or distribution lists, and they can hold administrative roles. Authorization decisions are 
made against user identities. User identities can be members of your organization or outside of 
your organization, as will be discussed later in this skill.

As covered in the “Describe what hybrid identity is” section, user identities are most typically 
synced from on-premises Active Directory via Azure AD Connect. The attributes of the user, 
such as name, department, and office phone, can all be synced in Azure AD Connect. 

User identities can also be created in Azure AD directly. An on-premises Active Directory is not 
needed. Population of additional user data, such as department, is still needed. This is usually 
provided by some other system as part of user onboarding. Both user identity types can be 
seen in Figure 2-5.

When the term identity is used, its most likely referring to a user identity. 

FIGURE 2-5 All users in Azure AD, including synced and cloud-only users
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DEVICES
Devices also have an identity in Azure AD. There are three types of device identities in Azure 
AD, but we’re including an on-premises device identity, so there is a complete picture for all 
device states that you will encounter. 

 ■ Domain–joined computer First, we have a traditional domain-joined computer. This 
is usually a corporate-owned device that is joined to the on-premises Active Directory. 
The on-premises Active Directory account is used to sign-in. This is probably the device 
identity type you are the most familiar with and has been used since Active Directory 
first arrived in Windows 2000.

 ■ Hybrid Azure AD–joined device Next, there is the hybrid Azure AD–joined device, 
which is where the device is domain-joined to Active Directory but also has an identity 
in Azure AD. Typically, this identity is created through the Azure AD Connect sync pro-
cess when syncing computer accounts to Azure AD. The account that is used to log in to 
the device is still an on-premises Active Directory account. However, because this device 
has an identity in Azure AD, this can be used as part of the conditional access controls. 
It also gives users a better user experience by reducing prompts for Azure AD–backed 
applications. 

 ■ Azure AD–joined Azure AD–joined devices are directly joined to Azure AD. Instead 
of being domain-joined to on-premises Active Directory, it’s joined directly to Azure AD. 
Intune is used to apply policy and manage the Azure AD–joined device. With an Azure 
AD–joined device, the Azure AD account is used to log in. A device cannot be domain 
joined to both Active Directory and Azure Active Directory at the same time. 

 ■ Azure AD–registered Typically, this is a personal device, such as a mobile phone 
or a personally owned computer. This is mostly used for BYOD scenarios where some 
corporate resources are needed, but a device is not provided. Intune is used to provide 
some light management capabilities. A local account, perhaps a Microsoft account, 
is used to log in, not a corporate Active Directory or Azure Active Directory Account. 
Azure AD–joined, hybrid Azure AD–joined, and Azure AD–registered can all be seen in 
the Devices section of the Azure AD portal as shown in Figure 2-6.

FIGURE 2-6 All devices in Azure AD 
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GROUPS
Groups are a collection of users or devices. They are used to specify an action or apply a policy 
on many of these objects at once instead of doing it individually. For example, if we want to 
grant everyone in the sales department access to a sales application, we can assign the sales 
group instead of assigning each member individually. We can also apply licenses to the group, 
and all members will receive the license assignment. This allows the admin to take actions at a 
greater scale. 

There are several types of groups that you can use in Azure AD:

 ■ You can sync your on-premises groups from Active Directory to use as a security group. 

 ■ You can also create an Azure AD security group where the membership is assigned 
directly to the group. 

 ■ The group can also be made to be of a dynamic membership based on attributes on the 
user or the device. 

The different group types and membership types are shown in Figure 2-7.

FIGURE 2-7 New Group creation 

Using the previous sales team example, a dynamic group could be made where when the 
department equals Sales, which means they are automatically in the group (see Figure 2-8). 
These dynamic groups are constantly reevaluating and adding and removing members. The 
automation that can be built around dynamic groups is tremendous. 
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FIGURE 2-8 Dynamic Membership Rules

Microsoft 365 groups—sometimes referred to as unified groups—is a newer group type 
and represents the future direction for resource permissions in Microsoft 365, such as Teams, 
SharePoint, and Exchange Online. One group can be used to ensure consistent access with 
minor administrative effort across the Microsoft 365 suite of applications. 

APPLICATIONS
Nobody logs into anything for the fun of it. Users log in to do something important to them, 
such as send an email, check their paystub, or access a line-of-business application. Applica-
tions are the day-to-day drivers for users, and there are lots of applications in Azure AD. 

As described earlier, Azure AD supports open standards such as SAML, OAuth, and OpenID 
Connect. Any applications that support these protocols can be integrated into Azure AD. Azure 
AD also has an Application Gallery where Microsoft has worked with these different applica-
tion providers to make the setup as easy as possible. The Application Gallery can be seen in 
Figure 2-9. Azure AD also can work with your on-premises web applications using Azure AD 
Application Proxy, as described earlier. 

Line-of-business applications can also be updated to use Azure AD authentication. Because 
Azure AD supports open standards, any language that has a library for SAML, OAuth, or OpenID  
Connect can integrate with Azure Active Directory. Microsoft also has the MSAL library to sim-
plify the authentication process for many common languages, such as .NET, ASP.NET, Node.js, 
Java, Python, iOS, macOS, Android, and Xamarin. 

 MORE INFO MSAL LIBRARIES

To learn more about the MSAL libraries available, see https://aka.ms/SC900_MSAL.

9780137568109_print.indb   36 20/03/22   12:43 PM

http://ASP.NET
https://aka.ms/SC900_MSAL


Skill 2-1: Define the basic identity services and identity types of Azure AD  CHAPTER 2 37

FIGURE 2-9 Azure AD application gallery 

Application identities can be seen in the Enterprise Apps section of the Azure AD portal, as 
shown in Figure 2-10. These are called service principals. These define the access policy and per-
missions for the application insofar as what it can do in the tenant. There is a lot of developer 
detail beyond the scope of this exam, but here is a real-world example: When applying a condi-
tional access policy, such as requiring users to complete MFA before accessing an application, 
you apply conditional access policy to a service principal. These are automatically added to the 
tenant when you integrate an application from the Application Gallery, consent to an applica-
tion, or add an app proxy application. 

FIGURE 2-10 Azure AD Enterprise Applications 
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A second type of service principal is called a managed identity. This is typically for develop-
ers, but it can really be used by anyone managing Azure resources that access Azure Active 
Directory authentication. The idea is that there no credential management needs to be done 
for the application. Without managed identities, a developer would need to rotate either a 
shared secret (a password for an application) or a certificate at regular intervals. These creden-
tials need to be protected as well. With a managed identity, the service handles the storage 
and rotation. 

 

The final type of application identity is the application object created by application 
registration. This configures the application to use Azure AD identities for authentication (in 
your tenant or by other people’s Azure AD tenants if you choose to allow that) and results in 
an application object being created in Azure AD. Things like the application uniform resource 
identifier (URI) and permissions of the application are defined in this object. Every application 
object (created through the Azure portal or by using the Microsoft Graph APIs or the Azure AD 
PS Module) also creates a corresponding service principal object that inherits certain proper-
ties from that application object. This is located in a tenant, but it would not be in your tenant 
unless it were an application your company was developing (see Figure 2-11). 

FIGURE 2-11 Azure AD Application Registration 

Putting it all together with a few examples should clarify what administrators see in the por-
tal. Contoso is using Office 365. There will be a service principal for Office 365 Exchange online, 
Office 365 SharePoint online, and so on in their Enterprise Apps. There will not be an application 
registration for those applications. The application registration would be in the Microsoft tenant, 
not in the Contoso tenant. The only thing Contoso would see is the service principal in Enter-
prise Applications. This applies to any application added from the gallery or that is manually 
added. Contoso is moving its line-of-business application to leverage Azure AD authentication. 

MORE INFO AZURE AD MANAGED IDENTITIES

To learn more about Managed Identities, see https://aka.ms/ManagedIdentities.
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In this scenario, there would be an object for this line-of-business application in the Application 
Registrations section and a service principal object in the Enterprise Applications section. 

 

Describe the different external identity types (guest users)
Most companies’ business models require them to work with external identities. This can be 
in the shape of business partners, distributors, suppliers, or vendors. Previously in this type of 
scenario, an external Active Directory forest would be used, and the business partner would 
be given a separate account in that forest. This presented a couple of challenges. First, because 
these identities were not the business partners’ main corporate identities, they would fre-
quently forget their passwords, which would increase help desk calls. Second, when this busi-
ness partner would leave their company, they would still have an account in the external Active 
Directory forest unless a separate notification process had been set up (which is rare). The busi-
ness partner would still be able to log in and access resources, even if they shouldn’t be able to. 
Azure AD business-to-business (B2B) solves both issues. 

Azure AD B2B focuses on enabling collaboration between companies. For example, let’s 
consider an airline that designs and sources parts from many different companies. These 
business partners frequently need to work on a document or access other resources hosted 
by the airline. Azure AD B2B facilitates this collaboration and solves the two problems above 
by inviting their corporate identity into your tenant as a guest user, as shown in Figure 2-12. 
The only thing needed for this to work is the corporate entity’s email. Access to resources in 
your tenant would be controlled just like it would for other users, including the ability to apply 
conditional access policies to these guest accounts. All authentication for the guest user takes 
place in their home directory. The airline would invite its supplier into their tenant to work on a 
document. Before the supplier company user could access the document, they would authenti-
cate in their home tenant. If the authentication is successful and passed the Conditional Access 
requirements, the supplier would have access to whatever was granted to them in the airline 
company’s tenant, which in this case, is the document. 

This solves the first password problem because the supplier is using their current corporate 
credentials, not an additional account they must remember when they use it. Any password 
resets would need to take place in their home directory for their main corporate account, 
just like they would do today if they forgot their password. It also solves the second problem 
because if the partner left their company, their corporate account would be terminated. 
They would not be able to successfully authenticate and access any of your organization’s 
resources. 

MORE INFO AZURE AD APPLICATIONS AND SERVICE PRINCIPALS 

To learn more about Azure AD applications and service principals, see https://aka.ms/
SC900_AADAppObjects.
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FIGURE 2-12 Azure AD B2B invite 

 MORE INFO B2B INVITE AND REDEMPTION

To learn the different ways B2B users can redeem invitations, see https://aka.ms/
SC900_B2BRedemption.
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